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From Follina to Rozena - Leveraging Discord to Distribute a
Backdoor

:716/2022

In May 2022, Microsoft published an advisory about CVE-2022-30190, which is about a Microsoft
Windows Support Diagnostic Tool (MSDT) remote code execution vulnerability. Attackers can inject a
malicious external link to an OLE Object in a Microsoft Office document, then lure victims to click or
simply preview the document in order to trigger this exploit. It will then execute a payload on the victim’s
machine. Since this vulnerability is a public exploit and has high severity, FortiGuard Labs published an

Outbreak Alert on 315t May and a blog article to address it on June 1, 2022.

During our tracking last month, we found a document that exploited CVE-2022-30190, aka Follina, then
downloaded Rozena to deploy a fileless attack and leverage the public Discord CDN attachment service.
Rozena is a backdoor malware that is capable of injecting a remote shell connection back to the
attacker’s machine. In this blog we will explain how an attacker delivers this payload through this
vulnerability, along with details of Rozena and its shellcode.

Affected platforms: Microsoft Windows
Impact parties: Microsoft Windows Users
Impact: Full Control of Affected Machine
Severity: Critical

Exploitation

The original malicious document (SHA256:
432bae48edf446539cae5e20623c39507ad65e21cb757fb514aba635d3ae67d6) contains an external web
link as in Figure 1. The relationship directory (word/_rels/document.xml.rels) is an XML file that maps
relationships within the .docx file, and also with resources outside of the package, such as links or
images.

xml wversion="1.8" encoding="UTF-8" standalone="yes
<Relationc ="ht nanxml for

Target=

s" Target="setti

Figure 1. Document.xml.rels contains a malicious external link in oleObject

Once the document is clicked (as shown in Figure 2), it starts connecting to the external Discord CDN
attachment space
‘hxxps://cdn[.]discordapp.com/attachments/986484515985825795/986821210044264468/index[.]htm’ to
download an HTML file.
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Figure 2. Connecting to an external link after clicking the document

After it downloads the HTML file (SHA256:

3558840ffbc81839a5923ed2b675¢c1970cdd7c9e0036a91a0a728af14f80eff3), the document then invokes
msdt.exe with a PowerShell command. The complete payload is shown in Figure 3.

Figure 3. index.html invokes MSDT
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It has a little obfuscation with a concatenation of separate strings that assemble at run time to hide the
actual command and evade simple string detection. We decoded a Base64 string and the complete
command is shown in Figure 4.

The PowerShell code will download one batch file cd.bat (SHA256:
5d8537bd7e711f430dc0c28a7777c9176269c8d3ff3450b9560c8b9d4daaca002) and start it with no window
to hide itself. Then it invokes another web request to download Rozena and saves as

“Word.exe” (SHA256: 69377adfdfa50928fade860e37b84c10623ef1b11164ccc6c4b013a468601d88) in
the Windows Tasks folder.

These two files are also downloaded from the Discord CDN attachment space with the same channellD

as the external link in the original document.

Task

Figure 4. Base64 decoded command

As shown in Figure 5, the cd.bat file has four tasks:

e Download another document, 1c9c88f811662007.docx (SHA256:
e3af143ba12209fafdc3089a740d23faf59f6f1508c00d8f56f8cc9d0c8ebf89) for distraction

¢ Kill processes “msdt.exe” and “WINWORD.exe” to wipe out the trace of exploiting CVE-2022-30190

¢ Create persistence for Rozena “Word.exe” by adding registry run keys.

¢ Delete the bat file.

ers\$env:USERNAME\Downloads\18562.docx ;taskkill /f /im

) exe'; rm C:\Windows\Tasks\cd.bat;"

Figure 5. cd.bat file contents

Distraction

Before diving into Rozena, this attacker decided to distract the victim. The original file has no content
besides an external link in oleObject. To keep the victim from noticing anything odd the batch file
downloads another Word document, 1c9c88f811662007.docx with a lot of pictures in it (See Figure 6). To
make it seem more real, this document is saved in directory C:\\users\$env:USERNAME\Downloads, with
a shorter name, 18562.docx.
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Figure 6. Word document for distraction

Rozena

The attacker leverages the default Window’s feature, which is not to show the file extension. Therefore,
the attacker tricks the victim as shown in Figure 7. The green one is the document for distraction with no
harm, and the red one is Rozena. It uses the Microsoft Word icon while it is an executable file. The PE
header is shown in Figure 8.

? e vl_@ » Libraries » Documents » - | 44 l | Search Documents yel r

Organize v Share with « New folder i« [0 .9

457 Favorites
Bl Desktop
@ Downloads

% Recent Pl ] ;ll =
_-_" ecen aces = = :‘

Documents library

- Arrange by: Folder ~
Includes: 2 locations

4 Libraries 18562.docx Word.exe

[ @ Documents
> J) Music

P =) Pictures

> B Videos

Figure 7. Rozena “Word.exe” uses the Microsoft Word file icon
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Word e
Offset o1 2 3 4 5 B 7 g 9 A B C D E F 10

opoooooo B0 SA 90 00 03 00 OO0 OO 04 OO0 OO OO0 FF FF 00 OO0 B& MZ Wy,
goooooill 00 00 00 OO0 0o 0o 00 40 00 00 00 00 OO0 0o 0o oo 0o @

gooooozz 00 OO OO OO QOO 00 00 o0 00 00 00 00 Ooo0 Q0o oo oo 0o

gooooozs 00 OO0 OO OO QOO 00 00 00 00 80 00 00 OO0 OE 1F BA  OE 1 o
gooooo44 00 B4 09 CD 21 Be 01 4C CD 21 54 B8 69 73 20 70 72 © 11, LIIThis pr

goooooss BF B Y2 61 BD 20 63 61 BE BE BF Y4 20 62 65 20 72 ogram cannot bhe r
goooooese 75 BE 20 69 BE 20 44 4F 53 20 6D BF 64 65 ZE 0D 0D un in DOS mode.

gooooo??  0A 24 00 OO0 00 OO 00 OO 00 S50 45 00 00 64 B 06 OO0 S PE dl
00000088 DO AD 73 SA 00 00 OO0 OO OO OO OO OO FO OO0 2F OO0 OB UmsZ &
gooooo9s 02 02 32 00 60 01 00 OO0 Ag OO0 OO OO OO QOO OO0 00 10 2’ N
gopoopdd 00 OO OO 10 0O 0O 00 OO0 00 40 01 OO0 OO 0O 0O 10 OO0 @

goooooss 00 OO0 0OZ OO OO0 04 00O OO 00 OO0 00 00 Ooo0 a5 00 02 00
gooooocc 00 00 00 0o 0o &0 02 00O 00 04 00 OO OO Qo0 0o oo 02
gooooopblh 00 OO0 00 OO 00 10 00 00 00 00 00 00 10 00 0o oo 0o
goooooEE 00 00 OO0 OO0 10 00 00 o0 00 00 00 10 00 0o oo oo 0o
goooooFF OO0 OO0 OO0 OO 0o 10 00 00 00 00 00 0o oo 0o oo oo oo
00000110 98 F1 01 00 C8 00 00 OO0 OO0 20 02 00 44 32 00 00 OO0 01f E Dz
0pooooizl Do 01 OO0 C8 10 00 00 OO OO0 00 00 OO0 00 00 00 00 00 B E
goooolz2 00 OO0 OO OO QOO 00 00 00 00 00 00 0o Ooo0 Q0o oo oo 0o

gooooi4s 00 00 OO 0O OO OO OO OO OO OO OO0 OO0 0O OO 00 00 00

gooools4 00 00 OO OO QOO 00 00 00 00 00 00 a0 oo 0o oo oo 0o

goooolss 00 OO0 OO0 A8 Fe 01 00 483 04 00 00 OO0 0O 0O 0O 00O 0O "o H
gooool?e 00 OO0 OO OO QOO 0O OO0 OO0 00 00 00 a0 oo Qoo oo oo 0o

gooools? 00 2E 63 6F 64 &5 00 00 00 9% S5A 00 OO0 00 10 00 0O .code 1Z
goooolss 00 5C 00 00O 00 O4 OO0 OO 0O OO OO0 00 00 00 oo oo oo o~

goooolads 00 00 OO0 20 00 00 e0 ZE 74 &5 78 74 00 00 00 C5 02 TLtext A
goooolgAx 01 OO0 OO 70 0O OO OO0 04 01 00 OO0 &0 OO OO OO OO OO0 B )
goooolZe 00 OO0 OO0 OO 0o 00 o0 o0 00 20 00 00 e0 2E 72 64 61 T.rda
gooooipc 74 61 00O 0O 2D 4B 00 OO0 00 80 01 0O 0O 4C 00 00O 00 ta -K 1 L
goooolED &4 01 00 OO 00 OO OO0 OO 00 00 00 00 00 OO0 Oo 40 00 d @

OO0OO01FE 00 40 2E 70 64 61 74 61 00 00 C8 10 00 00 00 DO 01 @.pdata E b
Figure 8. The File header of Rozena

After execution, it will create a process for a PowerShell command. We can find the chain from the
process explorer (shown in Figure 9). And the full PowerShell command is shown in Figure 10, which is
Base64-encoded.
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Time: 2021/10/6 T 09:33
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C\Wir shel\v 1.0'powershel.exe
Command line: )
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Current directory:
‘ C:\Windows\

Parent:  (4952)

Veri
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( Commd
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| Data

| Image Fie

{

| E Windows PowerShel

{ (Mot verified) Microsoft Corporation

5 [SYN, | Verson:  6.02.19041.0546

0 [Ack] Time: 2021/10/6 T4 09:33

lestream

6 [ack] Path:

lestream: | C:\Windows \SysWOW64\WindowsPowerShellv 1.0\powershel.exe

5 [Ack] Command line:

i ;gg :: "C: Windows \System32\WindowsPowerShell\v 1.0'powershelexe” -e¢ JABIAHQASGBVAGQASABVACAAPQAGACCAWWBEAGWADAB JAGOACABVAHIAdAACACTASWBIAHIABGBIAGWAMWAYAC 4AZAB: 0ACAB 1AGIAD 1AB2AH

Current drectory:
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0 [Ack]

Figure 9. Execution of Rozena

Figure 10. Full PowerShell command extracted from Rozena
As shown in Figure 11, the decoded command has only one job: inject shellcode. First, it defines a
variable “$gcr” for the whole injection procedure. It uses DLLImport for kernel32.dll and msvecrt.dll for
importing specific APIs: VirtualAlloc, CreateThread, and Memset, to achieve code injection. And it has
some hexadecimal bytes that define the block of code to be injected later. Then it copies these bytes to
the allocated memory and injects them into the running PowerShell.exe. Finally, it sets up a loop to start
sleep. In the bottom part highlighted in red, it encodes the above injection code from “$gcr” with Base64,
then invokes a new PowerShell process with parameter -ec.
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Fiure 11. Deodd PowerShell cmman -
Shellcode

We extracted the shellcode from the command shown in Figure 12 (SHA256:

27F3BBO9AB8FC66C1CA36FASD62EE4758F1F8FF75666264C529B0F2ABBADE9133). To dive deep in
to this, we checked this binary with IDA. It can divide into following steps:

1. Retrieve decode key
2. Retrieve location relative to EIP (Figure 13)
3. Decode (XOR)
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. type: Pure code

segment byte public 'CODE' use32

assume cs:segbeo
assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs

eax, PBo359516N

II | mov

ffr

st(4)

’d | fnstenv byte ptr Iesg—ﬂ(h1

pop
xor

mov

ebx
ecx, ecx
cl, 53h ; 'S’

%] | xor

[ebx+12h], eax

add
add

ebx, 4
edx, [ebp-6Ah]

fim
xch
sca
pus

ul

g
sd

h

dword ptr [ebp+4£h]
eax, ebp

- L]
| =

Figure 12. Extracted shellcode
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00401000 $ B8 169838B9 MOV EAX,B9389816 * Registers (FPU)
00401005 . DDCA FFREE ST(4) B9389816
00401007 . D97424 F4 FSTENV 00000000
.+ 5B POP EBX shellcod. 20401005 090401000 shellcod.<ModuleEntryPoint>
eeqeleec . 3309 XOR ECX,ECX 7FFDBOOO
0e4016€E . Bl 53 MOV CL,53 B012FF8C
ee4e1010 . 3143 12 XOR DWORD PTR DS:[EBX+12],EAX 0012FF94
00401013 . B83C3 04 ADD EBX,4 [lelelele o]
00401016 . 8355 96 ADD EDX, 00000000
00401019 . DAACAS 4E FIMUL
ee4e1e1D . 95 XCHG EAX,EBP
©040101E . AF SCAS DWORD PTR ES:[EDI]
0040101F . 55 PUSH EBP
90401020 8F DB 8F
00401021 CA DB CA
eed01022 213 DB 9E
20401023 DB 87
oede1024 . SHORT shellcod.@@40@FA7
00401626 DB B3

00401008 shellcod.@840100B

ES 8023 32bit @(FFFFFFFF)
CS 8@1B 32bit @(FFFFFFFF)
S5 0023 32bit O(FFFFFFFF)
DS 8823 32bit @(FFFFFFFF)
FS ©@3B 32bit 7FFDF@@@(FFF)
GS eeea NULL

OO0 4 WVNDETMA

@ LastErr ERROR_SUCCESS (@00e0000)

EFL e@ee0246 (NO,NB,E,BE,NS,PE,GE,LE)

Address Ledd:d ee401005 |{@. shellcod.@8401005
BO12FF80 00 Y | e. 0012FF90 00000000

0012FF90 TF cussseseneiite®y @012FF94 0GOEE000 ....

BO12FFAG 7F d“v Vi PO12FF98 FFFF@0Q0 ..V

8012FFBO -, SR & @O12FFOC 7FFDBOO@ .°Y)

BO12FFCO 01 ....yyyyia|wEl @O12FFA® 76938164 d“v

@O12FFDO @0 ....iyl.E7w.]@. 0012FFA4 00OG0000

©012FFE@ @0 OVfecirierrinas PO12FFAS 0OOEEO00

BO12FFFO VAR @012FFAC 7FFDB@@0

Figure 13. Retrieve location relative to EIP

From the above instructions, we can identify this as Shikata Ga Nai (SGN) encoding. The SGN encoding
schema is from the most popular exploit framework, Metasploit. It is a polymorphic XOR additive
feedback encoder that allows malicious actors to evade detection. After decoding it, the main purpose of
this shellcode is to start a reverse shell to the attacker’s host microsofto.duckdns[.Jorg with TCP port
55911 as shown in Figure 14.

00401086 . 58 EAX * Registers (FPU)
00401087 . 8B58 24 MOV EBX,DWORD PTR DS:[EAX+24] 75DF6BDD ws2 32.connect
0040108A . 01D3 ADD EBX,EDX @040111E shellcod.@840111E
e040108C . 66:8BoC4B MOV CX,WORD PTR DS:[EBX+ECX*2] 6174A599
00491090 . 8B58 1C MOV EBX,DWORD PTR DS:[EAX+1C] 00401151 shellcod.90401151
e04e1693 . e1D3 ADD EBX,EDX @012FDDC
00401095 . B8BB48B MOV EAX,DWORD PTR DS:[EBX+ECX*4] 00401021 shellcod.90401021
00401098 . 01D8 ADD EAX,EDX @@12FDEC
00406169A . 894424 24 MOV »EAX 2000004C
0040109E . 5B POP EBX
0040109F . 5B POP EBX
08401040 61 POPAD
eedeleal . 59 POP ECX
eedeleaz . 5A POP EDX
084910A3 51 PUSH ECX
. EAX ws2_32.connect
004010A6 58 POP EAX
004010A7 SF POP EDI
004010A8 oA POP EDX
EAX=75DF6BDD (ws2_32.connect)

004010A4 shellcod.804810A4

ES 8023 32bit @(FFFFFFFF)
CS @01B 32bit @(FFFFFFFF)
SS 0023 32bit @O(FFFFFFFF)
DS @823 32bit @(FFFFFFFF)
FS 03B 32bit 7FFDF@@@(FFF)
GS 9008 NULL

OO0 —-WLMNEP TN

LastErr ERROR_SUCCESS (00000000)

m
ul

00000206 (NO,NB,NE,A,NS,PE,GE,G)

Hex dump Bl 0012FDD4  75DF6BDD YkBu ws2_32.connect

©04010E2 —&|...microsofto 0012FDD8 ©040111E 4@. shellcod.0040111E

004010F2 .duckdns.org.h@®( 0040111E 4@. RETURN to shellcod.0040111H
00491102 4€y0<@j.Ph, .Ugk 0012FDE@ ©GOEV00AC

00401112 2§ VWh™¥tayl. At. @012FDE4 ©012FDEC

00491122 YNQuihdpgvydy. 3! @012FDES 00000010

00401132 Vwh, DE_jiO<6j@h. | @O12FDEC 67DAPGA2

00401142 . V. hxsagd sy, @012FDFO  A28641B9

00401152 vswh,UE_yd A)4&ui @012FDF4 ©00000RA ....
00401162 Aovviiiiiinianas @012FDF8 092020202

Figure 14. Reverse shell

The complete attack scenario from delivering a malicious document and exploiting CVE-2022-30190
(Follina) to deploying Rozena from the Discord CDN attachment space is shown in Figure 15.
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Figure 15. Attack scenario

Conclusion

CVE-2022-30190 is a high-severity vulnerability that lets a malicious actor deliver malware though an MS
Word document. Microsoft already released a patch for it on June 14, 2022. In this blog we showed how
an attacker exploits Follina and included details of Rozena and the SGN ShellCode. Users should apply
the patch immediately and also apply FortiGuard protection to avoid the threat.

Fortinet Protections

Fortinet released IPS signature MS.Office. MSHTML.Remote.Code.Execution for CVE-2022-30190 to
proactively protect our customers. The signature is officially released in IPS definition version 20.326.

The downloader and all related malware from that site are detected and blocked by FortiGuard Antivirus:
MSOffice/CVE_2017_0199.Altr

BAT/Agent.1A81!tr

JS/Follina.6FB9!tr

Data/Shikata.Altr

W32/PossibleThreat

Both the downloaded URL and attacker’s host have been rated as "Malicious Websites" by the
FortiGuard Web Filtering service.

The oleObject data in Microsoft Office files can be disarmed by the FortiGuard Content Disarm &
Reconstruction (CDR) service.

All Fortinet Protections and Outbreak Detection, Threat Hunting actions for Fortinet SOC solutions can be
found in the Folina Outbreak Alert.

I0OCs
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https://www.fortiguard.com/outbreak-alert/msdt-follina

SHA256:
432bae48edf446539cae5e20623c39507ad65e21¢cb757fb514aba635d3ae67d6
5d8537bd7e711f430dc0c28a7777¢9176269c8d3ff345b9560c8b9d4daaca002
3558840ffbc81839a5923ed2b675¢1970cdd7c9e0036a91a0a728af14f80eff3
27f3bb9ab8fc66¢c1ca36fabd62ee4758f18ff75666264c529b0f2abbade9133
69377adfdfa50928fade860e37b84c10623ef1b11164ccc6c4b013a468601d88

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the
FortiGuard Security Subscriptions and Services portfolio.
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