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Phobos ransomware appeared at the beginning of 2019. It has been noted that this new strain of
ransomware is strongly based on the previously known family: Dharma (a.k.a. CrySis), and probably
distributed by the same group as Dharma.

While attribution is by no means conclusive, you can read more about potential links between Phobos
and Dharma here, to include an intriguing connection with the XDedic marketplace.

Phobos is one of the ransomware that are distributed via hacked Remote Desktop (RDP) connections.
This isn’t surprising, as hacked RDP servers are a cheap commodity on the underground market, and
can make for an attractive and cost efficient dissemination vector for threat groups.

In this post we will take a look at the implementation of the mechanisms used in Phobos ransomware, as
well as at its internal similarity to Dharma.

Analyzed sample

a91491f45b851a07f91ba5a200967921bf796d38677786de51a4a8feSddeafd2

Behavioral analysis
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This ransomware does not deploy any techniques of UAC bypass. When we try to run it manually, the
UAC confirmation pops up:

¢ User Account Control @

g

U Do you want to allow the following program from an
* unknown publisher to make changes to this computer?

Program name:  lsaas.exe

Publisher Unknown

File crigin: Hard drive on this computer
Prograrm location: "Ch\Users\tester, Desktop'\lsaas.exe”

(~) Hide details Yes || Mo

Change when these notifications appear

If we accept it, the main process deploys another copy of itself, with elevated privileges. It also executes
some commands via windows shell.

= v | 1sams exe 0.01 2008K 6504K 2964
- 077 1333 exe 7230 T4B0K 7780 K 3460
= cmid exe 17K 2368 K 352 Windows Command Processor Microsoft Comporation

Ransom notes of two types are being dropped: .txt as well as .hta. After the encryption process is
finished, the ransom note in the .hta form is popped up:

encrypted

N

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail lockhelp@qqg.com

Write this ID in the title of your message 7A001C3A-1096

If there is no response from our mail, you can install the Jabber client and write to us in support of lockhelp@xmpp.jp

‘You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your fies.

Free decryption as guarantee

Before paying you can send us up to 5 fles for free decryption. The total size of fles must be less than 10Mb (nen archived), and files should not contain valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcons is LocaBitcoins sie. You have to register, dick Buy btcoins', and select the seller by payment method and price.
https://locabitcoins.com/buy _bitcoins
Aso you can find other places to buy Bitcoins and beginners guide here:

http://www. coindesk. com/information/how-can-i-buy-bitcoins;

Jabber client installation instructions:

« Download the jabber (Pidgin) client from https://pidgin.im/download/windows/
« After instalation, the Pidgin cient vl prompt you to create a new account.
 Ciick "Add"
« In the "Protocol” field, select XMPP
« In "Username” - come up with any name
« In the field "domain” - enter any jabber-server, there are a lot of them, for example - exploit.im
» Create a password
« At the bottom, put a tick "Create account”
« Click add
« If you selected "domain” - exploit.im, then a new window should appear in which you wil need to re-enter your data:
o User
o password
o You wil need to follow the link to the captcha (there you wil see the characters that you need to enter in the field below)
» If you don't understand our Pidgin client installation instructiens, you can find many instalation tutorials on youtube - https://www.youtube.com/results?search query=pidgin+jabber-+instal

Ransom note in the .hta version
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https://blog.malwarebytes.com/wp-content/uploads/2019/07/encrypted.png

_Jinfo.bxt - Notepad E=N R (==
File Edit Format View Help

rrr A1l of your files are encrypted !!! -
To decrypt them send e-mail to this address: 'Iockhe'l[:ln@qq.com.
If there is no response from our mail, you can install the Jabber client and write to us in support of Tockhelp@xmpp.jp

Ransom note in the .txt version

Even after the initial ransom note is popped up, the malware still runs in the background, and keeps
encrypting newly created files.

All local disks, as well as network shares are attacked.

It also uses several persistence mechanisms: installs itself in %APPDATA% and in a Startup folder,
adding the registry keys to autostart its process when the system is restarted.

ﬁ HELM»SOFTWARE Microsoft \Windows \Cumrent Version . Run
[m71] 1zaas o wsers‘testerappdatatlocal 1saas exe
E SunJavalpd... Java Update Scheduler c:program files«common filesYjavatjava updatejusched exe
87 VBoxTray Wirtual Box Guest Additions Tray Appli... ciwindows system32'wbontray exe
ﬁ HECLUMSOFTWARE Microsoft \Windows \Cument Version.Run
[=7] 1saas cusers'tester appdatatlocal’ 1sass exe
3 C:\ProgramData Microsoft \Windows\Start Menu'ProgramsStartup
(5] 1szas.exe c:\programdata‘microsoft windows\start menu*programststartup’ 1saas exe
5 Ch\Users‘tester\App Data®RoamingMicrosoft \Windows\Start Menu'Programs®.Startup
(5] 1szms.exe cusers‘tester\appdata®roaming \microsoft \windowsstart menu*programs®startup’ 1saas exe

A view from Sysinternals’ Autoruns

Those mechanisms make Phobos ransomware very aggressive: the infection didn’t end on a single run,
but can be repeated multiple times. To prevent repeated infection, we should remove all the persistence
mechanisms as soon as we noticed that we got attacked by Phobos.

The Encryption Process

The ransomware is able to encrypt files without an internet connection (at this point we can guess that it
comes with some hardcoded public key). Each file is encrypted with an individual key or an initialization
vector: the same plaintext generates a different ciphertext.

It encrypts a variety of files, including executables. The encrypted files have an e-mail of the attacker
added. The particular variant of Phobos also adds an extension ‘.acute’ — however in different variants

different extensions have been encountered. The general pattern is: <original name>.id[<victim
ID>-<version ID>][<attacker's e-mail>].<added extention>

| |squarel (ancther copy).bmp.id[44803B2B-1096].[lockhelp@qq.com].acute
|| =guarel (copy).bmp.id[4480362B-1096].[lockhelp@qq.com].acute
|| squarel. bmp.id[44803E2B-1096].[lockhelp@qq.com].acute

Visualization of the encrypted content does not display any recognizable patterns. It suggests that either

a stream cipher, or a cipher with chained blocks was used (possibly AES in CBC mode). Example — a
simple BMP before and after encryption:

3/26


https://blog.malwarebytes.com/wp-content/uploads/2019/07/ransom_info.png
https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation

When we look inside the encrypted file, we can see a particular block at the end. It is separated from the
encrypted content by ‘0’ bytes padding. The first 16 bytes of this block are unique per each file (possible
Initialization Vector). Then comes the block of 128 bytes that is the same in each file from the same
infection. That possibly means that this block contains the encrypted key, that is uniquely generated each
run. At the end we can find a 6-character long keyword which is typical for this ransomware. In this case it
is ‘LOCK96’, however, different versions of Phobos have been observed with different keywords, i.e.
‘DAT260’.

00022FCO0 Bl 91 61 D& 65 4F OE E&8 62 CT DO FD 62 54 56 E4 i‘aﬁkﬂ.ﬁbﬁﬂthVﬁ
00022FD0 62 AD BS 18 00 1B 61 F1 BC 60 90 F8 9B E5 F3 DC b.u...aal .f»>140
Q0022FEQ0 00 00 00 00 00 Q0 Q0 00 00 0O 00 00 00
Q0022FF0 Q0O 00 00 00 hE 35 62 D9 30 8C 6A 48 OE

00023000 C OE F6 B1 02 00 00 00 5A E& 65 OF E6
00023010 D 79 4T F7 76 B8C T2 11 F9 E& 5E BO B7
00023020 C FC B5 4D C32 ET 59 23 AF A8 29 9B A6
00023030 68 6C EA TB 91 C2 2C 14 25 B& CF 55 4F

00023040 DF 59 A6 25 8B 97 39 231 Ae 58 B4 D7

00023050 T 3F EE 78 61 DA 249 64 EB 5D 45 95 CB
00023060 8 10 36 D2 C4 78 E8 FE 92 50 9D A6 95
00023070 D OF 48 50 2D F& 34 95 12 EC 76 TE 2A
00023080 4 AD 45 28 40 78 75 56 F2 00 00 Dd 4Cc

00023090 39 36

In order to fully understand the encryption process, we will look inside the code.

Inside
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In contrast to most of the malware that comes protected by some crypter, Phobos is not packed or
obfuscated. Although the lack of packing is not common in general population of malware, it is common
among malware that are distributed manually by the attackers.

The execution starts in WinMain function:

88482469 ; int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd)
88492469 WinMain@lé proc near

aa4a2469

88482469 hInstance= dword ptr 4

884682469 hPrevInstance= dword ptr 3

88482469 lpCmdLine= dword ptr @Ch

884682469 nshowCmd= dword ptr  18h

28482459
2462469 call to_main
Ba48246E xor eax, eax

@a4a2478 retn 1@h
ae482478 WinMain@lé endp
aatazave

During its execution, Phobos starts several threads, responsible for its different actions, such as: killing
blacklisted processes, deploying commands from commandline, encrypting accessible drives and
network shares.

Used obfuscation

The code of the ransomware is not packed or obfuscated. However, some constants, including strings,
are protected by AES and decrypted on demand. A particular string can be requested by its index, for
example:

ist = {const CHAR *)}decrypt buffer(25, &size);

name = strchr(strings_list, ";");

The AES key used for this purpose is hardcoded (in obfuscated form), and imported each time when a
chunk of data needs to be decrypted.

Cff=zet(h) OO0 O1 02 O3 04 OS5 O0& 07 O 09 OR OB OC OD OE OF
Q00000000 CF FAL FF F 58 4% D8 AD F3 F2 64 BF 54 48 59 ﬁﬁ',ﬁ.lﬁ.éﬁdZTHY

o
00000010 F3 75 95 EE 68 08 F8 45 E6 F7 BF 14 €6 28 F9 3E| bu-&h.F¥E&=z.. (0>

Decrypted content of the AES key

The Initialization Vector is set to 16 NULL bytes.
The code responsible for loading the AES key is given below. The function wraps the key into a
BLOBHEADER structure, which is then imported.
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https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/ns-wincrypt-publickeystruc

aanzsF20 (] . MOW ESI, EDH ntdll.KiFastSystemCal IRet

BE03SF3F (] .« LEA EDI,CLOCAL.S]

aEn3sF42 (] » MO BYTE PTR 55: CEEF-B=ZC],CL

BE03SF4s (] . MOl BYTE PTR S5:[EBF-B2ZE],H:2

aEn3sF49 (| . MOL WORD PTR SS:[CEEF-8xZ2A1, A:

[En32F40 (] . Mol CLOCAL. 18], A-ca1l CHLG_AES_Z2E&
aa033Fe4d (] . HMa CLOCAL. 2], 8w 268

BE03sFsE (] « REF MOUS DWORD FTR ES:[EDI],OWORD PTR DS:[ESI]

aE0asFs0 (] « WOR ESI,ESI

BEO3SFSF (] » CHF DWORD PTR DS:[B:D3FCFEI1,ESI

AEDSSFES (| o+ | JHE SHORT 1saas.@8033FTF

BE03SFET (] « PUSH ExFEREEEEE

aEn3sFeaC (] . PUSH @Ex12

BE03SFEE (] FPUSH ESI

aan3sFer (| . FUSH ESI

aanasEra (| . FUSH lsaas.@803FCFE

BEOZSFFS . CALL OWORD PTR DO5: [<&ADVARISZ.CrwptAcqu ireContertll>]| adwapidz2.CryptHoqu ireContentl
BEO3SFFE (] « TEST ERH,ERA

BE0Z2FF0 () .~ | JE_SHORT 1saas.B88033FEY
BEDZ2FFE (| » | PUSH EBX

aEnasFsa (| . FUSH ESI
AE0SSFE1 0 FUSH ESI
aanssFs2 || . PUSH ExdC
panasFad (] . LEA ERH, LOCAL. 1113
BE03SFET (] « FUSH ERX
ARn3sFe:s (| . FUSH OWORD FPTR DOS:[BwDEFCF@E]
. CALL DWORD PTR D5:[<%ADVARIZZ.Crupt Importkey ] aduapid2. Cryupt Importkey
aEn2zFa4 (| . TEST ERH, EAX
@anszF2s || o~ | JE SHORT lsaas.B88033FET
aa03EFes || . FUSH ESI
4
Address | Hen dump RASCII
OOZAFIAC| B2 B2 88 B8 16 &5 B8 BB 20 BA B8 @8 CF FA FF S2|g®..kf.. ...0 &

BEZAFIEC|FA 22 42 D2 AD F2 F2 &4 BF 54 42 59 F2 ¥5 95 ES| 2185 . THY uULR
BEZAFICC| 65 B3 F3 45 E6 FY BF 14 85 25 F2 3E IC FA ZH 88| hB%ES, 7 T#[ " L #.
BEZAFI0C) F2 3E O3 88 FC F2 2A 88 35 14 Y2 @8 F5 53 72 @d| “*E.R"#.589rc."5r.
BEZAFIEC) 18 BB B8 88 A4 FA ZA 88 B8 20 04 68 88 B0 66 G| k.. .7 #.. d.....

From the BLOBHEADER structure we can read the following information: 0x8 — PLAINTEXTKEYBLOB,
0x2=CUR_BLOB_VERSION, 0x6610 — CALG_AES_256.

Example of a decrypted string:

Ban34a1z (| . ROD ESF, Exi

Ba034a1s (] . LEA ERX,[LOCAL.11

BE034E1S (] . FUSH ERX

HEO34E19 . FUSH [ARG.321 decrypted output
aabs4aic (] . HOR ERX, EAX

Ban34a1E (| . FUSH ERX

gana4alr (| . FUSH ERX

Ban34aza (| . FUSH ERH

BEO34E21 0 MO ERX, CARG. 13

AE034E24 (] . FUSH OWORD FTR OS5:LEAX]
. CALL OWORD PTR D5:[<%ADVARIZZ.CryptOecrypt »] aduapid2. CruptDecrypt

0 TEST ERH,ERX

.~ | JE SHORT lsaas.88023483A

geEpz4828 |1 . | WOR ERH, ERA
Aa0z4832 || . | CHP CLOCAL.13,ESI
BE034835 (| . | SETE AL
AE024E22 (| . | LEAUE

. | RETH

< [l
Stack S5t LEE1AFAGL 1=HREd 1 4AE, [UNICOOE "G loba L 196 < 107 #4 LELUL 3 # ]

Among the decrypted strings we can also see the list of the attacked extensions

0

=== TE O OO0 o0 e

Address |Hex durmp

AES4E4EA[ 21 BR 62 BA| A4 BR 3B BA| 23 DA &4 BA|FI DO IE B8
BES4E4FA( 33 BR 65 BA|FZ2 @R 3B BA| 33 0@ &7 @8|32 D@ 3B @48
AES4EEAA( 22 AR &7 BA| VO GE SB B@|SF OE FA @8|( 2B 0@ &1 @48
AAS4EEIA( 62 BA 62 BA| &4 BA &1 BA| 2B BE &1 BA|E2 BA 53 B4
BES4EE2A( &4 BE 62 BE| 2B BE &1 BE|E2 BE &3 88| &4 HE &3 B4
AES4EEZA( 2B BA &1 88| &2 BE &3 88| &4 BE &5 @A| 2B BA &1 88
BES4EE4E( 62 OB 52 88| &4 DO V4 BE| 2B DO 51 B8| &3 DO 53 @8
BES4EEEA( &4 BR FF BA|SE BR &1 BA| &4 DA &2 BA| 3B DA &1 BA
AES4E5EA| &4 BR FE BA|SE @R &1 BA| &Y DA SB BA|(&1 DA &9 B8
AES4EEFA( 22 AR 3B BA| &1 BR &9 BA| 24 BE B @A| &1 BE &9 @A
AAS4EERA| 25 AR 3B BA| &1 BA &9 BA| 26 BE 3B @A E1 BE &9 848

= =

LU == fau

e
[ C) e e

TR v =R = = (=

T o G CL 0 e =00

——f et ) [ e e we

=

COOCLCL 0 = OO Qoo =
wmowm e OT QMO MO QL

We can also find a list of some keywords:

acute actin Acton actor Acuff Acuna acute adage Adair Adame banhu banjo Banks Banta
Barak Caleb Cales Caley calix Calle Calum Calvo deuce Dever devil Devoe Devon Devos
dewar eight eject eking Elbie elbow elder phobos help blend bqux com mamba KARLOS DDoS
phoenix PLUT karma bbc CAPITAL
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These are a list of possible extensions used by this ransomware. They are (probably) used to recognize
and skip the files which already has been encrypted by a ransomware from this family. The extension that
will be used in the current encryption round is hardcoded.

One of the encrypted strings specifies the formula for the file extension, that is later filled with the Victim
ID:

UNICODE ".id[<unique ID>-1096].[lockhelp@qqg.com].acute"

Killing processes

The ransomware comes with a list of processes that it kills before the encryption is deployed. Just like
other strings, the full list is decrypted on demand:

msftesql.exe sqlagent.exe sqlbrowser.exe sqlservr.exe sqlwriter.exe
oracle.exe ocssd.exe dbsnmp.exe synctime.exe agntsvc.exe
mydesktopgos.exe isqlplussvc.exe xfssvccon.exe mydesktopservice.exe
ocautoupds.exe agntsvc.exe agntsvc.exe agntsvc.exe encsvc.exe
firefoxconfig.exe tbirdconfig.exe ocomm.exe mysqgld.exe mysqld-nt.exe
mysqgld-opt.exe dbeng50.exe sqbcoreservice.exe excel.exe infopath.exe
msaccess.exe mspub.exe onenote.exe outlook.exe powerpnt.exe steam.exe
thebat.exe thebat64.exe thunderbird.exe visio.exe winword.exe
wordpad.exe

Those processes are killed so that they will not block access to the files that are going to be encrypted.
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BB4B3364 push [ebp+pe.th32ProcessID] ; dwProcessId
PRABII6A wor edi, edi
B848336C push ebx ; bInheritHandle
88483360 push 1 ; dwDesiredfccess
Be4e336F call ds:0penProcess
BE483375 mov esi, eax
Ba483377 cmp esi, ebx
Be483379 jz short loc 48338C
il e 5
28483378 push ebx 3 uExitCode
@848337C push esi 3 hProcess
8483370 call ds:TerminateProcess
88483383 push esi 3 hObject
Aa483384 mov edi, eax
8483386 call ds:CloseHandle

Ba4a338C

@e48338C loc_4B8335C:
2848338C add [ebptvar_8], edi

¥

il e =

Bp48338F

8848338F loc_48335F:

B8848338F lea eax, [ebptpe]

28483395 push eax 3 lppe
88483396 push [ebp+hsnapshot] ; hSnapshot
28483399 call ds:Process32iexti

8a848339F test eax, eax

88483381 jnz short loc_48334F

a fragment of the function enumerating and killing processes

Deployed commands

The ransomware deploys several commands from the commandline. Those commands are supposed to
prevent from recovering encrypted files from any backups.

Deleting the shadow copies:

vssadmin delete shadows /all /quiet
wmic shadowcopy delete

Changing Bcdedit options (preventing booting the system in a recovery mode):

bcdedit /set {default} bootstatuspolicy ignoreallfailures
bcdedit /set {default} recoveryenabled no

Deletes the backup catalog on the local computer:

wbadmin delete catalog -quiet

It also disables firewall:
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netsh advfirewall set currentprofile state off
netsh firewall set opmode mode=disable
exit

Attacked targets

Before the Phobos starts its malicious actions, it checks system locale (using GetLocalelnfoW options:
LOCALE_SYSTEM_DEFAULT, LOCALE_FONTSIGNATURE ). It terminates execution in case if the 9th
bit of the output is cleared. The 9th bit represent Cyrlic alphabets — so, the systems that have set it as
default are not affected.

s38 = decrypt_buffer(31, 8);
vl = GetTickCount();
srand(vl);
if ( '(*(_BYTE *)vie & 1)
|| {!GetLocaleInfol{@x8@@u, @x58u, LCData, 32) ? (v2 = @) : (v2 = (*{ DWORD *)LCData >> 9) & 1), !v2) )

critical section = initialize critical_section()};

Both local drives and network shares are encrypted.

Before the encryption starts, Phobos lists all the files, and compare their names against the hardcoded
lists. The lists are stored inside the binary in AES encrypted form, strings are separated by the delimiter

_ e ——— . m—— ———— g e -

8848153C push ebx

88481530 push 6

BB48153F mov [ebp+files_extensions_csv], eax
88481542 call decrypt_buffer

28481547 push ebx

88481548 push 7

88481544 mov [ebp+phobos_extensions _csv], eax
28481540 call decrypt_buffer

82481552 push 8

28481554 mov [ebp+blacklisted files csv], eax
88481557 call sub_4820D84

ee48155C push 9

BB48155E mov [ebptwindows_dir], eax

28481561 call sub 482084

Fragment of the function decrypting and parsing the hardcoded lists

Among those lists, we can find i.e. blacklist (those files will be skipped). Those files are related to
operating system, plus the info.txt, info.hta files are the names of the Phobos ransom notes:

info.hta
info.txt
boot.ini
bootfont.bin
ntldr
ntdetect.com
io.sys

There is also a list of directories to be skipped — in the analyzed case it contains only one directory:
C:\Windows .
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Among the skipped files are also the extensions that are used by Phobos variants, that were mentioned

before.

There is also a pretty long whitelist of extensions:

lcd 3ds 3fr 3g2 3gp 7z accda accdb accdc accde accdt accdw adb adp ai ai3 ai4 ai5 ai6
ai7 ai8 anim arw as asa asC ascx asm asmx asp aspx asr asx avi avs backup bak bay bd
bin bmp bz2 ¢ cdr cer cf cfc cfm cfml cfu chm cin class clx config cpp cr2 crt crw cs
css csv cub dae dat db dbf dbx dc3 dcm dcr der dib dic dif divx djvu dng doc docm docx
dot dotm dotx dpx dgy dsn dt dtd dwg dwt dx dxf edml efd elf emf emz epf eps epsf epsp
erf exr f4v fido flm flv frm fxg geo gif grs gz h hdr hpp hta htc htm html icb ics iff
inc indd ini iqy j2c j2k java jp2 jpc jpe jpeg jpf jpg jpx js jsf json jsp kdc kmz kwm
lasso 1lbi 1gf lgp log mlv m4a m4v max md mda mdb mde mdf mdw mef mft mfw mht mhtml mka
mkidx mkv mos mov mp3 mp4 mpeg mpg mpv mrw msg mxl myd myi nef nrw obj odb odc odm odp
ods oft one onepkg onetoc2 opt oqy orf pl2 p7b p7c pam pbm pct pcx pdd pdf pdp pef pem
pff pfm pfx pgm php php3 php4 php5 phtml pict pl pls pm png pnm pot potm potx ppa ppam
ppm pps ppsm ppt pptm pptx prn ps psb psd pst ptx pub pwm pxr py gt r3d raf rar raw
rdf rgbe rle rqy rss rtf rw2 rwl safe sct sdpx shtm shtml slk sln sql sr2 srf srw ssi
st stm svg svgz swf tab tar tbb tbi tbk tdi tga thmx tif tiff tld torrent tpl txt u3d
udl uxdc vb vbs vcs vda vdr vdw vdx vrp vsd vss vst vsw vsx vtm vtml vtx wb2 wav wbm
wbmp wim wmf wml wmv wpd wps x3f x1 xla xlam x1k xIm x1s xlsb xlsm xlsx x1lt x1ltm x1tx
xIw xml xps xsd xsf xsl xslt xsn xtp xtp2 xyze xz zip

How does the encryption work

Phobos uses the WindowsCrypto API for encryption of files. There are several parallel threads to deploy
encryption on each accessible disk or a network share.

aadasCe2
aada3Ca2
aada3Cad
aada3Cas
aada3Cen
aada3Cas
aa4a308a
eadasCer
ead4a3C11
eada3C12
ead4a3C18

loc_4B3CR2:

xor eax, eax

push eax ; 1pThreadId

push eax ; dwCreationFlags
lea ecx, [ebpt+Parameter]

push eCx ; lpParameter

push offset encrypting thread ; lpStartAddress
push 1 ; dwstackSize

push eax ; lpThreadAttributes
call ds:CreateThread

Mo [ebptedi*44Handles], eax

Deploying the encrypting thread

AES key is created prior to the encrypting thread being run, and it is passed in the thread parameter.

10/26



= Getlogicalbrives();

if ( vd = vls )
1
WS = vid & mylSs
Ve = @8;
w17 = 8;
do
1
if ( (1 << vE) & w5 )
1
v? = *(({_DWORD *}1pThreadParameter + 2);
vB = *{ DWORD *}1lpThreadParameter;
LOWORD(v28) = v14[vE];
~andom_keyl = to_make_random_aes_key(volume serial);
to_run_encrypting_thread(v3, (wchar_t *)}&v18, (int)random_keyl, w8, v7);
if { *{(_DWORD *)}lpThreadParameter + 1} )
1
vl® = *{{ DWORD *)}1pThreadParameter + 2);
vll = *{{ DWORD *)}1pThreadParameter + 1};
~andom_key? = lto_make _random aes key(volume serizl);
to_run_encrypting_thread(v3, (wchar_t *}&13, (int)random_key2, w11, v1@});
¥
¥
vE = v17 + 1;
w17 = vb;
¥
while { w5 < 32 );
Fragment of the key generation function:
T o A L=ungy =wn
28401781 jz short loc 481784
B ' B
Lol e =] bl e =]
288481783 mov eax, [ebptvar C]| |@8481734
28401786 mov [ebx], eax 28401784 loc 48178A:
28401788 jmp short loc 481798) (88481784 mov dword ptr [ebx], 32
I |
Y v
ol a5
ea4alios
28481790 loc_481798: ; dwlLen
28481798 push dword ptr [ebx]
B8481792 lea eax, [ebp+pbBuffer]
28481795 push eax ; pbBuffer
ae481795 call get_random_value
@a48179E pop eCx
ea4a179C pop ecx

Calling the function generating the AES key (32 bytes)

Although the AES key is common to all the files that are encrypted in a single round, yet, each file is
encrypted with a different initialization vector. The initialization vector is 16 bytes long, generated just
before the file is open, and then passed to the encrypting function:
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ae483645 lea eax, [esp+38h+aes_iv]

88483649 push 16 ; dwlen
884836848 push EEx ; pbBuffer
@E483B84C call ket_random_value

88483651 mov eax, esi

B8483B53 mov eax, [eax]

B2483B55 mov eax, [eax]

88483857 push dword ptr [eax+24h)]
Be483B5A lea eax, [esp+dth+aes_iv]

B8483B5E push [esp+ddh+var_24]
88483662 push Eax

88483663 push ebx

8483664 mov ebx, [esp+S@h+var 23]
884836868 call open_and_encrypt file

Calling the function generating the AES IV (16
bytes)

Underneath, the AES key and the Initialization Vector both are generated with the help of the same
function, that is a wrapper of CryptGenRandom (a strong random generator):

1B00L _ cdecl [get_random walue(BYTE *pbBuffer, DWORD dwlLen)

2lf

3| BOOL result; f/ eax

5| if { hProv || (result = CrypticquireContextl(&hProv, @, @, ©x18u, exFeeeeeEa)) !'= 0 )
6 result = CryptGenRandom({hProv, dwlLen, pbBuffer};

7| return result;

&

The AES |V is later appended to the content of the encryped file in a cleartext form. We can see it on the
following example:

Before the file encryption function is executed, the random |V is being generated:

EE032E42 (] .~ || JE SHORT lsaas.@8D33ACS
Ba033E45 (] . LEA ERX,. OWORD PTR 55:[ESP+@:281
BE0ZIE4? (] . FUSH @x 18
AAOZZE4E (] . FUSH ERX
. CALL 1lsaas.dB@03d4B@3E crypt_gen_randarm
AAOZIZEE 1 o MOL ERX,ESI
EEO3ZEES (] . Mol ERX, OWORD PTR D5:LCEAX]
Ba033EEs (] . HMalL ERX, OWORD PTR D5:LCEAX]
Ba033EET (] . FUSH DWORO FPTR D5: [ERX+H:241
BEDZIIEEA (] . LEA ERX.OWORD PTR S5:LCESP+@x34]
HEOZZEEE (] . FUSH DWORD FPTR 55: [ESP+0x261
BEOIZIBEZ (] . FUSH ERX
AEOZIZEES (] . FUSH EBX
AEOZIZEES (] . Mol EBX . OWORD FTR S5:[CESF+@x281
. CALL 1=aas.0@03530E encrypt_file
aan3zEeDl (] . Mol EEX . OWORD PTR S5:CESF+@:381
ARN22RF 1 onn FoP Gl s

4l

ESI=B1D02FEES
EHx=BE8888681

Address |Hex dump ASCII
HE22EFAZ2[ 14 C2 AR 21 BB 4C CE BA 16 BO 57 16 27 02 B4 96| THEtILfF. . W-"EH
BIEFHAT| 54 FH FE B3 45 3C IF 76 BS FE D2 @1 34 FA 3t 03| T SeECTUSE06; >e

mmmmm—— | —— -

The AES key, that was passed to the thread is being imported to the context ( CryptImportKey ), as well
the IV is being set. We can see that the read file content is encrypted:
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BEnISFDE . ADD ESP, 850

BEOIZFO3 . FUSH CLOCAL.113

BEOISFOG 0 LEA EHX,[LOCAL.13

BEOIIFOY FUSH ERX

BEOIZFOA FUSH [ARG. =1

BEDIZFOD WOR ERX, ERX

BEDIZFOF 0 FUSH ERX

BEDISFED . FUSH ERX

BEOISFEL . FUSH ERX

BEOIIFEZ 0 MU ERX, [ARG. 11

FEDZZFES FUSH OWORD FTR DOS:L[EAK]
CALL DOWORD PTR OS5: [<&A0UARIZZ. CruptEncry pl
TEST ERH.ERX

G0SSFET || -« | JE SHORT, f3aas. 0a033FFS

4

aduapid?. CruptEncrupt

ER<=BEa0EE861

Address |Hed dump

ASCII

B2C2E828
B2C28838
B2C2EE48

BZ EE FH
HE 42 O7
a8 od ag

C4 56 5E E3 B2 &9 3C 41 FYH HF 2H 1A OF
&l 7l B0 &C BA BR FS C3 F3 C¥ 56 48 OF
G0 04 03 03 B9 60 pA 6 03 da 4G oo Gg

B2U—U"HE i LAz -=#+™
aBIaqg. LE| E=~ SlEC

After the content of the file is encrypted, it is being saved into the newly created file, with the ransomware

extension.

HNB2 - autoexec.batid[44803B2B-1096].[lockhelp@qg.com].acute
File Edit Search Address KVIscript

D E X & BB ol 4§ K

Bookmarks Tools Help

=N [ECR =<

SL|C4 E3|02 &5 3C 41 |7A AF 24 1R|DF

D78l &C|BO BA F5|C8|F3|C7

BE
10||AS5 |42

56 40 8F |A B x a g

(5 AV~ (& i< |h|=|2]|* +|B| =~

1|°|g|a|Cla|g|vie|Z

The ransomware creates a block with metadata, including checksums, and the original file name. After
this block, the random 1V is being stored, and finally, the block containing the encrypted AES key. The last

element is the file marker: “LOCK96”:

A =t ]

Address |Hex dump

ASCII

B2CZEEZH
B2CZEE3H
B2C 28840
B2C 28850
H2C2HE6H
H2CZ2EE7E
H2C2EEZE
B2CZEE30
B2CZEEAE
B2CZEEER
B2C2EECH
H2C2EE0E
H2CZEEER
B2C2EEFE
B2CzZE180
B2CzZE11A
aEC2a120

Before being written to the file, the metadata block is being encrypted

the file content.

e B FE R

gBIag. LE ... EUEC
.l t.0.E M. B
..b.a.t
e e e THEY AL -2 e
"E ... #30. -vee
NES TOJR=" Zhlit++H
Wi B SR+t S0I6
ASE 7 CNy BAmEF=L[F
SOETI I #el3RL-
Ell+ MEDcIZEEVE
firzhYE PO F ek 4R
<K 15«<EAT i=#d LADT
LEEjEslF Lo v o LOCK

Basnannnnnnnnnn

using the same AES key and IV as
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EIRILLSSE O
BEOIZFEF
FEDZ2E FE

EENEESREERI I
aapzzFeD | .-
BADIZETE ||
BA033F3A
BEDZZFE1
BE0IZF22
BE022F24
BEOIZFAT
AEO22F22

A Fae
EENEETRELR
BE0IZF32
BE0IZF32
BEDIZFAC
AEO22FIE

EENEEEGER
BADIZFAS || .~
BADZZFAA (] .

[ETE k=== [
4

ruan col

FUSH ESI

PUSH l=za3s.BB03FCFE

CALL DWORD PTR DS: [<&ADOUARIZZ. CruptAcou ire
TEST ERX,ERX

JE SHORT 1saas.@8D33FEY

FUSH EBX

FUSH ESI

FUSH ESI

PUSH Audc

LEA EAX,CLOCAL. 111

FUSH ERX

FUSH DWORD PTR DS: [B:0O2FCFE]

CALL DWORD PTR DS: [<&ADVAFISZ. Crypt Importk
TEST ERX.ER=

JE SHORT 1saas.BE023FEY

PUSH ESI

FPUSH [ARG. 11

FUSH Gl

FUSH DWORD PTR DS5: [EBEX]

CALL DWORD PTR DS: [<&ADVAFISZ. CryptSetkeywF
TEST ERX,ERA

JE SHORT 1lsaas.B8033FAF

#0OR ERX, ERX

ThC OO

advapi32. CryptAcqu ireContextll

advap i3z, Crupt Importkey

advapiiz. CryptSetkeywParam

ERX=BE8EEEA1

Address |Hed dump

ASCIT

BIZEFIIC| B B2
B3ZEFZ2ZCIEBR 74
B3I3EF23C| 1B 95
B33EF24C|HS 4F
BIZEF3SCIIATEE
BIIEFIEC| 48 B0

Encrypted metadata block:

BE B 18 &5 B B 28 BB GO B &2 29 &1 432
ES 13 80 52 BB EBE 21 Al 3E 55 &5 5B ES GE
21 BE 21 E1 27 IF 83 D2 AF EE BA F2 3E &3
03 88 35 FH 3E 83 48 BA CZ2 B2 S5 B8 3F &3
BE@ 88 FF FF FF FF 1B AD 10 V& 42 B8 2F &2
3F B3 88 B0 B0 B8 B8 BE BE BE) B2 BE OO G4

B8..k.. ...blaH
&6l ReUL i 20l
+LTACE " TR =t e
elE. 8" @, TALl 7w
*... +sHuH. e
HoP#oooooous a...

setting the AES key before encrypting the metadata block

Address | Hex dump

ASCII

Bz2cz2a1

Finally, the content is appended to the end of the newly created file:

HZCEZEEZEIFS 9E D2 62 C2 41 18 15 A7 B4 21 &2 08
GzCzeEza |88 3B 2C 16 FB AY 27 FA 22 28 29 24 40
BZCZEE48189 FF 78 FF E3 CH A7 ES D1 4C 9E 41 3F
B2CZEE5A| ¥l CH 2R D8 B 55 7F CA 3F FS BE 2B IF
FZCZEEEE | BE AR BE B8 B8 B8R BB B8 88 AR B0 08 88
HZCZEEVE| B AR BB 88 14 C2 A2 21|/ 8B 4C CE @A) 16
BZCZEEZE 27 D2 B4 96 @2 BB G0 88 20 22 95 66| Fa
BEZCEEE9EIES 98 24 23C 4F 4@ 52 30|FA AEB 1E 57| 74
BZCEZEEAA|I VS 74 42 D9 35 CE A2 27| EC 1A 18 97| O0E
EzZCzZEEEa 11 35 82 AL BB CF 2R 72|28 BS DC D2 46
BZCZEECE|BS CF 83 07 SO BH 28 43| BF 10 B4 YC| 34
HZCEZEEDE |35 BH 2B F2 56 HY E9 62| 12 SH BB 4E| &
HZCZEEEA(ES FD 7R &2 59 DB 26 EF|ES B2 EC 4B| 6F
HZCZEEFE|2F 4B 21 35 AE D2 DB DD D& CH 2R 2EB|&C
BECEAIEAIAL AR 968 &A 36 B2 946 44| F2 BB BB 66| 4C

18] 39 26 B0 0O B8 B8 B0 00 B8 B0 @0 00 B8

“HEDEATEZ#todH 2|

O amldS-FITEME"
EopaFF=E i IL=ASG 0
AR LET ST 4R
e e IHEY2LF. - L e
PE ... #EL, -ee
NESTOJR=" St ++H
Yt B BTy #4301
A5 [ Sty BrmEF = 07
SORT| I #ei&RL-
B+ WE0CIZERVE T
fitzh VAL edksdp™
<K15«EdT i=#a LAOT
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XVB2 - autoexec.bat.id[44803B2B-1096].[lockhelp@qgq.com].acute
Search Address

File Edit

Bookmarks

Tools

ANVlscript
DEEX & BEQGE N2

Help

4]
10
0

30

40

50

a0

70

80

50

A0

BO

Co

]

E0

FO
100
110

BZ
a5

53
BR

B3
71
a0
(]
27
ES
75
11
BB
35
ES
2F
a1
35

BE
4z
SE
3B
F
Ch
aa
aa
D&
30
74
35
CF
BA
FD
1B
i
=1

Sn
D7
D3

C4
&l
a2
1a
F
Do
aao
oo
=1
ac
D3
Al
D7
Fz
L]
35
ok

=1
71
cB
7B
E3
BE
aa
14
a8
aF
35
=1=)
5D
56
59
AE
=1

SE
aD
41
a7
Co
55
a0
C2
a0
4R
CB
CF
BL
a7
DB
]
5B

£z
aC
1s
37
A7
T
aa
BB

0z
BO
15
FO
ES
o
aa
21
aa
2D
37
79
45
a3
ES
DD
£

83
BR
A7
B8
D1
3F
aao
)=
ZR
FR
EC
30
BF
13
ES
D&
Fz

ac
F5
04
Z8
ac
FB8
aa
ac
83
RE
12
BS
1D
SR
03
CR
aa

13
C8

Th
F3
o3
g4
41
ZB
aa
OR
aa
57
37
D8
7c
4B
4B
8B
aa

AF
c7
n]u]
4am
arF
1FE
aa
1s
FO
T4
LE
£
g4
Ta
aF
aC
4ac

ZA(1R
56|40
438 |EF
05|F5

C3|2B
ao|oo
oD|(57
ED|AS
Fo|lh
D7 |ES
DAl

30|F2
34 |EB
D5 (D2
4F |43

DF
BF
Lo
EF
43

a0
1s
0a
OE
B4
CcC
FO
14
FB
37
4B

# | e fleid 4 |-

M

(13}

ke ui I8 |

m =

(513

i

(1T}

s

ot

(=11

+ KX - (i}
o

L]
L e T = R T R U

2]

A w e
We | == | O3 <

L]
4

Ca| D2 |

(i3]

=

o

fie]

w o B =

[+

(=11

=R R
= ®

— | e

Dﬂr

[}

)

0 -l

we ey | e

R s H kS|
™

[=N=N

A

£

L= | 1}

=

1]

o —
W |

a
R

¥
,

slclv

5]
=

(S R

B @ 4
- B

+ — g

FEEIRED

w0 e -

[}

H: =2 [

-1

Being a ransomware researcher, the common question that we want to answer is whether or not the
ransomware is decryptable — meaning, if it contains the weakness allowing to recover the files without

paying the ransom. The first thing to look at is how the encryption of the files is implemented.
Unfortunately, as we can see from the above analysis, the used encryption algorithm is secure. It is AES,
with a random key and initialization vector, both created by a secure random generator. The used
implementation is also valid: the authors decided to use the Windows Crypto API.

Encrypting big files

Phobos uses a different algorithm to encrypt big files (above 0x180000 bytes long). The algorithm
explained above was used for encrypting files of typical size (in such case the full file was encrypted, from

the beginning to the end). In case of big files, the main algorithm is similar, however only some parts of
the content are selected for encryption.
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¥

bl i [-=
88485464 cmp dword ptr [ebp+file sizet+d], @
@e4a5468 ja short loc_ 485473
L 4
il e =
Be485468 cmp dword ptr [ebp+file_size], 1Bee8eh
288485471 jb short loc_485454
Yy Yy
e = il e =
BEdas473 aada5454
Be485473 loc_485473: ; lpNewFileName @e4a5484 loc_485434: ; lpFileName
288485473 push [ebp+1lpFileName ] 28485484 push [ebpt+lpFileName ]
Be4es476 push ebx ; lpExistingFileName| (88485487 push ebx ; LPCWSTR
288485477 push [ebpt+aes_iv] ; int 28485488 push [ebptaes_iv] ; int
Be485474 push [ebpt+aes_key] ; int 28485488 push [ebptaes_key] ; int
88485470 call encrypt_large_file BB48543E call encrypt_fille
88485452 jmp short loc_ 485493

We can see it on the following example. The file ‘test.bin’ was filled with OXAA bytes. Its original size was
OX77F87FF:

. HxD - [C\Users\tester\Desktop'test? bin]
i File Edit Search View Analysis Extras Window ?

Brpl | Hiznis =|| anst [#|| hex -
| & testlbin

Cffsec(h) OO0 O1 OZ2 O3 04 0> O& OF OB 09 0OA OB OC OD OE OF

077F8760 AA AA AA AR AA AA AA RA AA AA AA AA AA AR AR RA $3555555355355555S
077F8770 AR AA AA AA AR AA AA RA AA AA AA AA AA AA AR AA S$33355555335555S
077F87E0 AA AA AA AR AR AA AR AR AR AR AR AR AR AR AR AR S555555555555555S5
077F8790 AA AR AR AR AR AR AR AA AR AR AR AR AR AR AR AR S5555555555585555S5
DT7FE7A0 AR AA AA AR AR AA AR AR AA AR AR AR AR AR AR AR 535555555555555SS
077FS7B0 AR AA AA AA AA AA AA AA AA AA AA AA AA AR AR AA $355555535555S5S
077FE7CO AA AA AA AA AA AA AA AA AA AA AA AA AA AA AR AA S$355555535555S5S
077FE7D0 AR AA AA AA AA AL AA AA AA AA AA AA AA AR AR AA 5555555555555S5S
077FE7E0 AA AA AL AA AA AL AA AA AR AA AA AA AR AR AR AR 5555555555555553
077FS87F0 AA AA AA AA AA AA AA AA AA AA AA AA AA AR AR AR S$55555555555555S

After being encrypted with Phobos, we see the following changes:

EEEEEEECERG - 80 00 OO ©O 00 08 60 8
*

POR40000

p27fd8ee

p283d808
B77b880A
B77fEEO0
7718810
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Some fragments of the file has been left unencrypted. Between of them, starting from the beginning,
some fragments are wiped. Some random-looking block of bytes has been appended to the end of the
file, after the original size. We can guess that this is the encrypted content of the wiped fragments. At the
very end of the file, we can see a block of data typical for Phobos::

678b8B30 d 8c
B78b8B40 a9 8a
ae
19
i 98 00
ef 33
41 4e
7f 19
bc 4e 5
r 5 db dc
B78b88de d7 bl 8c e3

=

@ W~
= oo

y m
j

(=R
B M G

o

m o

o
™ LU

B78 D 5z 24 9a ec

@ ¢

@78b88TH C e2 ae 99 cb b6 3
878b8980
@78b8o82

Looking inside we can see the reason of such an alignment. Only 3 chunks from the large file are being
read into a buffer. Each chunk is 0x40000 bytes long:
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1|0W0RD _ cdecl read_file_ chunk(HANDLE hFile, int a2, LPWOID lpBuffer)
21
3| DWORD w3; // esi
4| unsigned int w4; // edi
5| unsigned int chunks_count; // ebx
6| unsigned _ inte4 v7; // [esptleh] [ebp-24h]
7| LARGE_INTEGER v8; // [esp+lSh] [ebp-1Ch]
8| LARGE_INTEGER NewFilePointer; // [esp+28h] [ebp-14h]
9| DWORD NumberOfBytesRead; // [esp+2Ch] [ebp-8h]
1e
11| w3 = @
12| MNewFilePointer.QuadPart = @i6d;
13| if ( SetFilePointerEx(hFile, @ieg4, &NewFilePointer, 2u) )
14| {
15 v8 = NewFilePointer;
16 if ( MewFilePointer.QuadPart »= @xCe@a@uisd )
17 7
18 vl = 8;
19 v7 = NewFilePointer.QuadPart / 3uisd;
28 khunks_count = @;
21 do
22 {
23 if { chunks_count == 2 )
24 {
25 vd = (unsigned _ inte4)(vE.QuadPart - @x48808) >> 32;
26 vi = vi.LowPart - 8xdeee0;
27 1
28 *{ DWoORD *)(a2 + 8 * chunks_count) = v3;
29 *({_DWORD *)(a2 + 8 * chunks_count + 4) = v4;
e NewFilePointer.QuadPart = _ PAIR_ (w4, v3);
31 if ( !SetFilePointerEx(hFile, (LARGE_INTEGER) _PAIR_ (v4, v3), &NewFilePointer, @) )
32 break;
33 if { NewFilePointer.QuadPart != _ PAIR_ (v4, v3) )
34 break;
35 if ( !ReadFile{hFile, lpBuffer, @x466806u, &NumberOfBytesRead, @) )
36 break;
37 if { NumberOfBytesRead != @x40088 )
38 break;
39 vd = (v7 + _ PAIR_ (w4, v3)) »> 32;
48 V3 4= vl
41 1pBuffer = {char *)}1lpBuffer + @x40000;
42 +chunks_count;
43
Lz while ( chunks count < 3 );
45 v3 = chunks count == 3;
46 }

All read chunks are merged together into one buffer. After this content, usual metadata (checksums,
original file name) are added, and the full buffer is encrypted:
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if ( lread file chunk(vie, (int)(ve + 32),
goto LABEL_23;

gmemcpy(vd, vE + 32, 8xlBu);
*{_DWORD *)ve = @;
*((_DWORD *)vE + 1) = 1;
58| *((_DWORD *)vé + 2) = @xAF77BCOF;
59| *{(_DWORD *)vE + 3) = 3;
78 *({ _DWORD *)vE 4+ 4) = BxdD808;
7 chunk_ checks = cale_checksum(@, _chunk_buf, @xCegea);
3] *((_DWORD *)vE + 5) = chunk_checksum;
75| *((_DWORD *)vE + 6) = @x(ee3s;
76| _memcpy(v24, v14, v13);
77| if ( !crypt_import_key(*(const void **)aes_key, &hkey, (BYTE *)aes_iv) )
8 goto LABEL_23;
9| if ( !encrypt_chunk(v3a, Bhkey, *(void **)(aes_key + 32}, *(BYTE **){zes_key + 32)) )
goto LABEL_23;
CryptDestroykey( jF

By this way, authors of Phobos tried to minimize the time taken for encryption of large files, and at the
same time maximize the damage done.

How is the AES key protected

The next element that we need to check in order to analyze decryptability is the way in which the authors
decided to store the generated key.

In case of Phobos, the AES key is encrypted just after being created. Its encrypted form is later appended
at the end of the attacked file (in the aforementioned block of 128 bytes). Let’s take a closer look at the
function responsible for encrypting the AES key.

hostlong = get_wolume info();
maybe aes key = to make random_aes key(hostlong);
v28 = to_run_encrypting thread(aS, list, (int)maybe aes key, v25, v24});

The function generating and protecting the AES key is deployed before the each encrypting thread is
started. Looking inside, we can see that first several variables are decrypted, in the same way as the
aforementioned strings.
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out_struct = 8;

dec 1 = decrypt_buffer{l1, 8); Ff dec_1 = Bx18%96

dec 2 = decrypt_buffer{1?, &out len}; £ dec_ 2 Bx2568192C11, out_len =

dec_3 {int =)decrypt buffer (32, 8); Ff dec_3 BxDFBS9CT1

_dec_3 = dec_3;

__dec_3 = dec_3;

block128 = decrypt_buffer(2, &block12& len); Jf blocki128 = { BD C1 49 1A 73 2E
£/ block128_len = Bx88

dec 5 = decrypt_buffer{3d, &dec5 len); Ff dec_5 = Bx010860168, dec5_len =

_dec_5% = dec_5;

if { dec 1 && blocki128 && dec 5 )

{

volumeid = htonl{hostlong);

vy = xdec_1;

qmemcpy{&pbBuffer, block128, 32u);

Lt = = dec_3;

checks = calc_checksum{* dec 3, blocki12&, block128 len};
uiy = (uS & checks) == =({ DWORD =)dec 2;

~

*#{ DWORD =)dec_2 "= w5 & checks;
# dec_3 = w7 T 32 : out_len;
if { crypt_gen_random{&pbBuffer, = dec 3) )} 7/ generates the AES key

Decryption of the constants

One of the decrypted elements is the following buffer:

HWLAFSEIH [ . FUsH [LHME S

AlaF4aan (] . CALL lzaaz_hl.818FSEZA

B1aF4a1z (] . AOD ESP, Eul

alarF4als (] . LEA ERAX,CLOCAL.13

BlaF4als (] . FUSH ERH

BlaF4als || . FUSH [ARG. 31

BlaF4alc (] . ROR EHE, ERE

Al1EF4@lE (] . FUSH ERX

alarF4alr (] . FUSH ERX

BlaF4aza (] . FUSH ERX

AilaF4azi o HOL ERX, CARG. 11

AlaF4az4 (] . FUSH DWORD PTR DOS: [EAXI
. CALL DWORD PTR D5:[<&%ADOVAFIZZ. CruptDecryptx] aduapi3Z. CryptDecrypt

o TEST ER=x,ERA

A1EF4EZE [} .+ | JE SHORT 1saas_hl.8168F483A

AlarF4aza (] . HOR ERX,ERX

B1EF4a32 (] . CHP CLOCAL.11.ESI

aiaF4ass (] . SETE AL

alarF4azs (| . LERLE

BlaF4aza (] . RETH

iaEdma=o D s | war Fovw Fow

4
Stack 55:[BBECZFYI81=8813CHRE

Address |Hex dump ASCIT

EE13CEEE[BD C1 49 1A| 72 2ZE FA 44|04 20 D1 22|15 02 EC S0|2LtI+s. Od=D[EZy]
Bai3calalab OB 95 AC| 32 &2 CA AB| @8 ES AC 24|44 55 1B 12| .HL.3h a4, 50k+#
BA13CAZA(F2 OC CC 7B 32 48 B5 77|46 &6C ED BS| VS 98 &6C SE| “mirpSHUWF LYAUE LA
BElIcaza(Cce 20 55 89|40 &5 02 FO| 44 AB 99 89|87 24 9F 18| r-U.MFEIFIH. cdit
BE13CA48( 2A FE 40 B5|EBF 2ZA CC EF| AR FE AE 53| F& AS 74 1E| #7M$q #f] wZ5+ita
BE13CASA(DE &7 E4 94|20 ES OF &B| 11 C6 DE 77| FA A4 B8 &8| &and—{i™k4C Twiis
AR13CAEA|&F EF OF SC| 22 3@ 65 Bl|ZA BC 5@ 42| E@ D9 11 BA|ofli#Bed#. PEO- 4E
BA1ICATA(2F &7 92 SE|D9 BE EE BB EZ 1C B2 EC|CE 5B AR EF|CallA #t#R SS9l E
BR1SCH2E( 00 B0 00 Q0| 0A B0 DA A0 0B G5 08 B0 00 B0 A8 08)........ taranaaa

A=Y

FA ... }

54

It turns out that the decrypted block of 128 bytes is a public RSA key of the attacker. This buffer is then
verified with the help of a checksum. A checksum of the RSA key is compared with the hardcoded one. In
case if both matches, the size that will be used for AES key generation is set to 32. Otherwise, it is set to

4.

volumeid = htonl{hostlong};

Ul = =dec_1;

gnemcpy{&pbBuffer, block12g&, 3J2u);

vt = = dec_3;

checks = calc_checksum{* dec I, blocki128, block128 len};

is match = {u5 & checks) == #*{ DWORD =)dec 2;

®#(_DWORD =)dec_2 "= yt & checks;

# dec_3 = is match ? 32 : out_len;

if { crypt_gen_random{&pbBuffer, = dec 3) ) ff generates the AES key
1
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Then, a buffer of random bytes is generated for the AES key.

After being generated, the AES key is protected with the help of the hardcoded public key. This time the
authors decided to not use Windows Crypto API, but an external library. Detailed analysis helped us to
identify that it is the specific implementation of RSA algorithm (special thanks to Mark Lechtik for the
help).

The decrypted 128 bytes long RSA key is imported with the help of the function RSA pub_key new .
After that, the imported RSA key is used for encryption of the random AES key:

if gEt_FEﬂdDm_UalaE{EJJEJ;;E'J *¥3) ) // make AES key (32 bytes)
1

rsa_ctx = 8;

RSA pub key new(&rsa ctw, data, a2, (char *)v2e, v1s);

Vo = M@ CTH

-
v/9 = RSA encrypt(&out data, rsa_ctx, &pbBuffer, 48) > @;
RSA free(vi);
if ( vo )

v16 = copy_output_to_structure(&pbBuffer, &cut_data);
v3 = vl7;

¥

Summing up, the AES key seems to be protected correctly, which is bad news for the victims of this
ransomware.

Attacking network shares

Phobos has a separate thread dedicated to attacking network shares.

_ Y
il s =
AR4B1EIT mov esi, offset alnc ; "0 PANURCW
2e481E9C movsd
28481E90 movsd
B4@1E9E movsd
28481E9F movsd
BB4B1EAR mov esi, [ebpt+var_C]
28481EAS sub [ebp+nsize], B
BB481EAT lea eax, [ebptnSize]
BB481EAL push eax ; nsize
BB4E1EAE lea eax, [esi+leh]
BEB4B1EAE push eax 3 1pBuffer
BB4BL1EAF call ds:GetComputerNameld
88481EES test eax, eax

Network shares are enumerated in a loop:
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https://github.com/joyent/syslinux/blob/master/gpxe/src/crypto/axtls/rsa.c
https://twitter.com/_marklech_

L

bl s =
28481BC9 lea eax, [esp+28h+hEnum]
28481BCD push eax 3 1lphEnum
Be481BCE push [ebp+lpNetResource] ; lpNetResource
@e481B01 push esi ; dwUsage
28481802 push esi 3 dwType
28481803 push [ebpt+dwScope] 3 dwscope
ae481BD6 call ds tWNetOpenEnumid
ead4alBDC test eax, eax
BB481EDE jnz loc_4@1DDB
] ¥
bl s 55 |
88481BE4 jmp Enum_nextl
vé
FIZIE
ea4810BE

Comparison with Dharma

@84810BE enum_next:
2B4810BE lea
284810C2 push eax

@84810C9 push
28481DCD0 call

@a481003 test eax, eax

eax, [esp+2@h+Buffersize]
3 lpBuffersize

284810C3 push ebx ; lpBuffer
ee4a10C4 lea eax, [esp+28h+cCount]
284810C8 push eax 3 lpcCount

[esp+2Ch+hEnum] ; hEnum
ds WNetEnumResourcel

88401005 jz loc_4@1BE9 ]

Previous sources references Phobos as strongly based on Dharma ransomware. However, that
comparison was based mostly on the outer look: a very similar ransom note, and the naming convention
used for the encrypted files. The real answer in to this question would lie in the code. Let’s have a look at
both, and compare them together. This comparison will be based on the current sample of Phobos, with a
Dharma sample (d50f69f0d3a73c0a58d2ad08aedac1c8).

If we compare both with the help of BinDiff, we can see some similarities, but also a lot of mismatching

functions.

sirmilarity cu;fid: change EA primary

name primary

EA secondary

Fragment of code comparison: Phobos vs Dharma
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https://www.virustotal.com/gui/file/c2ab289cbd2573572c39cac3f234d77fdf769e48a1715a14feddaea8ae9d9702/details

In contrast to Phobos, Dharma loads the majority of its imports dynamically, making the code a bit more

difficult to analyze.

00406640
00406643
00406645
00406647
0040664A
0040664E
0040664E

00406655
00406658
0040665F

movsX eax,byte ptr ds: [edx]

test eax,eax

je dharmaz. 406658
mov ecx,dword ptr
push 2cx

mov edx,dword ptr
push edx

call dword ptr ds
mov ecx,dword ptr

55 lebp-Cj
z5: lebp-4]

: [<&GetProcAddress=]
55! lebp-2j

[ebp-C]: "MoveFilew"
ecx: "MoveFilew”

mowv dword ptr ds:[ecx*4+<&GetProcAaddresss=]
mov edx.dword ptr ss:Bebo-21

Dharma loads mosts of its imports at the beginning of execution

Addresses of the imported functions are stored in an additional array, and every call takes an additional
jump to the value of this array. Example:

00408200
00408205

00408200
00408211 v
00408213
00408216
00408217
00408219
0040821B
00408220
00408223
00408225
00408227
0040822A
0040822E
004082320
00408233
00408236
00408237
0040823C
0040823F
00408242
00408243

00408248

push 100000

call dharmaz.40&840

mov dword ptr ss:

[=bp-20], 2ax

cmp dword ptr ssidharmaz. 00406540
ine dharmaz. 40823mov eax,dword ptr ds: [<&0penMutexi=]

mov ecx,dword ptrjmp dharmaz. 40660 L'
push 2cx int3

push 0 int3

push 0O ints

call dharmaz.4067int3

mov dword ptr ss:int3

push 7 int3

push 0 Imov eax,dword ptr ds: [<&RTIEnterCriticalsection=]
mov edx,dword ptrijmp dharma2.4086C0

push edx int3

call dharmaz2.40&0int3

add esp,C int3

mov eax,dword ptrint3

push eax int3

call dharmaz.406E

add esp,4 |mov eax,dword ptr ds:[<&waitFormultipledObjects=]

mov ecx,dword ptn
push ecx

call dharmaz. 4067

int3

jmp dharmaz. 4066C0 B
int3
int3

push eax

In contrast, Phobos has a typical, unobfuscated Import Table

Before the encryption routine is started, Dharma sets a mutex: “Global\syncronize_<hardcoded ID>".

Both, Phobos and Dharma use the same implementation of the RSA algorithm, from a static library.

Fragment of code from

Dharma:
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int _ cdecl bi_mod power({int ctx, int bi, int biexp)

{

int v3; // eaxil

int wvh; /F STBC h@9

int uv5; // eax@)

int vé; //F eax@?

int w7; /F STBC_4BE14

int v8; /7 eax@1h

int v9; // STBC_4@15

18 int w185 // eax@15

11| imt vi1; // eax@15

12| signed int v13; // [sp+@h] [bp-18h]E3
13| int v14; /7 [sp+4h] [bp-14h]@3

14| signed int i; £ [sp+Bh] [bp-18h]E7
15| dint i_1; // [sp+18h] [bp-8h]@1

16| 4imt i_1a; // [sp+16h] [bp-8h]@17

b = I e i

17| imt biR; // [sp+14h] [bp-4h]E1
18
190 i 1 find_max_exp_index({bie=p);

28| biR int _to bi{ctx, 1});
21| heap_alloc()};

22| ={ DWORD =){ctx + 20) = v
23| w={ DWORD ==){ctx + 208) =
24 w( DWORD #=)(ctx + 24) = 1
25 bi permanent{=={ DUORD ==

33
bi_clone{ctx, bi});

Jetx + 20));

26| do

27 4

28 if  exp_bit_is_one(biexp, i 1) }
29 1

30 v13 = i 1;

a1 vl = B;

32 if (11 =8}

33 {

34 vhile { *exp bit is one{biexzp, vi13} }
35 ++U13;

36 ¥

ar else

38 {

39 v13 = B;

Lo H

The fragment of the function “bi_mod_power” from:
https://github.com/joyent/syslinux/blob/master/gpxe/src/crypto/axtls/bigint.c#L 137
1

File encryption is implemented similarly in both. However, while Dharma uses AES implementation from
the same static library, Phobos uses AES from Windows Crypto API.
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https://github.com/joyent/syslinux/blob/master/gpxe/src/crypto/axtls/bigint.c#L1371
https://github.com/joyent/syslinux/blob/master/gpxe/src/crypto/axtls/aes.c

ufi = sub_4834AB{aZ2[1], 8) & BxFFOOFF;
*{ DWORD =)}{ai1 + 8) = sub_h@3uEB{a?[1], 8) & OXFFOOFFA8 | vo;
u? = sub_4834AB{a2[2], 8) & OxFFOOFF;
*{_ DWORD =){al + 12) = sub_4834B68(aZ[2], 8) & OxFFOOFFO8 | v7;
u8 = sub_4834AB8{aZ[3], 8) & OxFFOOFF;
*{ DWORD =){al + 16) = sub_4834BEB8(aZ[3], 8) & OxFFOOFFOA | vi;
if { a4 )
{
uiB = sub_4834AB(aZ[4], B) & BxFFBB6FF;
*{ DWORD =)}{ai1 + 28) = sub_u@34BO{aZ[4], 8) & BxFFOOFFA8 | uvid;
uil1 = sub_4B34AB{a2[5], 8) & OxFFO6FF;
*{_DWORD =){al + 24) = sub_4834B8(aZ[5], 8) & OxFFOOFF@8 | vii;
u12 = sub_4B834AB{a2[6], B) & OxFFOBFF;
*{ DWORD =){al + 2B8) = sub_4834BB(aZ[6], 8) & BxFFOBFFAB | viZ;
u13 = sub_4834AB{aZ[7], B) & OXFFOOFF;
result = sub_4B34BB{a2[7], B) & OxFFOOFFB8;
*{_ DWORD +=){a1 + 32) = result | wiid;
if { abh == 1)

while ( 1)

{
vl = ={_DWORD =)(u16
*{_ DUWORD #*){vi6 + 32)

28);

dword_4BDABE[u17] aes_shox[vid >> 247 & BxFF
*{ DWORD =){uvil6 + 36) =({ DWORD =){ulé + 32) ™ =({ DWORD =){uid6 + hB);
*{_ DWORD =){uvid + 4B) =(_DUWORD =){uvié6 + 36) ~ =({ DWORD =){uié6 + 8);
result = =( DWORD =){u1é + 48) = ={ DWORD =){vi6 + 12);
*(_ DWORD =){uvid + 44} = result;
if { ++017 == 7 )

break;
vi15 = ={_DWORD =){uvid
*{ DWORD =)}{ui6 + 4B8)
*{ DWORD =){uvi6 + 52)
*{_ DWORD =){uvid + 56)
*{_ DWORD =){uil6 + 68)
uih += 32;
H
¥
H

else

-~ -

aes_shox1[(unsigned  int8&)uis] & @xFFE8 ™ d

nmmw n +

4h4);

aes_shox[{unsigned  int8)u15] & BxFF ~ aes_sbox1[{unsigned  inti6)uvi5 >> 8] & OxFFOB
*{ DUORD =){u16 + 48) ~ ={ DUDRD =)}{uvi6 + 28);

=(_DUWORD =){uvié6 + 523 ~ ={ DWORD =)}{uid + 24);

#{_DWORD =)(ul16 + 56) = =( DWORD =){ul6 + 28);

-~

duor

o mn

Fragment of the AES implementation from Dharma ransomware

Looking at how the key is saved in the file, we can also see some similarities. The protected AES key is
stored in the block at the end of the encrypted file. At the beginning of this block we can see some
metadata that are similar like in Phobos, for example the original file name (in Phobos this data is
encrypted). Then there is a 6 character long identifier, selected from a hardcoded pool.

D0022F30 5C 58 C4 D1 CB FD 43 80 80 09 BD 78 83 E1 F6 Bl \XANEyCee.-x.ass

00022FA0 00 00 00 00 02 00 00 00 OC FE 7A 41 00 00 00 00 wvvuuaurs .5 N
00022FBO 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 .uiuenes snsuaas
00022FCO 73 00 71 00 75 00 61 00 72 00 65 00 31 00 2E 00 =.q.u.a.r.e.l...
D0022FDO 62 00 6D 00 70 00 00 00 [E7 33 47 41 44 54 AF 01 b.m.p...EEoNmZz.

D00D22FE0 EOQ 82 8D €D 53 FF 09 81 3A CE A0 18 2D F3 DB E6 #,Tms"..:I .-o0¢
DO022FF0 8F D3 DC BY 36 9B CF 6B A4 B4 71 €5 1F 22 a7 12 24fiaeDkm-qf."s.
00023000 C4 FA 02 00 00 00 83 1C 33 06 34 87 CF C0O 21 07 Ad......3.4¢DR!.
00023010 71 75 B6 F9 SA 2D CD FO 93 6B B4 E1 2F FF 8D 5D quidz-fd“x-a/ ')
00023020 E1 82 26 R6 TE F3 61 OF BT A1 23 07 &8 15 Bl 86 &,&!~fa. "..h.=t
00023030 B3 3B FO 29 19 C8 95 17 88 ED 21 CA F9 6F 49 01 2:d).8«..8!'Edol.
00023040 7C 21 32 FS 03 Dé F7 41 ES E3 BE EC 89 83 2B 31  |!24.8=aisren.s1
00023050 DO B1 EA F3 1E C9 20 F8 02 2E 04 04 OB A4 CA 96 Died.E #..... HE-
00023060 OC CF 60 D9 22 6E 5D CD EA BO 12 16 25 F4 45 BF .0 '0"n]fe®..%dE2
00023070 41 BO AR 85 A7 CE CD 2E SA CD 33 47 6D 3F 19 F5 A°5.sii.zi3zcm?.5
00023080 SA 24 48 AD 32 EF 38 00 00 00 Z$H.2d8...

The block at the end of a file encrypted by Dharma

Such identifier occurs also in Phobos, but there it is stored at the very end of the block. In case of Phobos
this identifier is constant for a particular sample.
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00022FD0 89 2C SA C2Z 1E EO0 21 Fé AD BD 00 47 97 3F 71 A5 %,ZA.£'4.".G-7qh
00022FE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeueveennena-
00022FF0 00 OO0 00 00 97 78 D4 7E 5C D4 76 ED CD 83 DO BA ....—{0~\Ovii.Ds
00023000 E9 2D 5B BC 02 00 00 00 B4 1D 97 57 OF 45 92 6E é-[C.... .-W.E'n
00023010 FF 8B 6B BS 76 35 07 78 1A 02 E2 CE 13 B4 02 5C ~«¢k,vS.x..af. .\
00023020 AC FF AD 65 B2 B3 78 C3 C4 8F 95 44 72 61 6D F5 - .e ixAAZ-Dramd
00023030 BB 18 E5 00 F9 34 15 56 EE EA 8A C9 6B 41 B8 77 «.1.84.viedfka,w
00023040 D1 4A E3 B9 23 25 69 FE 33 1E E2 2A OB 58 46 47 NJEa#%ig3.&+.XFG
00023050 63 B85 CF 19 02 6C 1A 7E C7 F5 6C 58 14 D1 2F 90 c_D..1.~CA1X.H/.
00023060 D4 B4 24 F1 AS 72 B5 B8 54 48 6C 24 6F 88 93 FC O.5AAru, TH1So0.™d
00023070 F1 E9 R4 A6 E8 B9 AB 21 EF BA 20 3C BD 24 16 72 hénléax!ds <"§.r
00023080 95 B& CC SD 49 5F C2 AF F2 00 00 00 [iC 4F 45 48§ -, E)I_AZd...[HEe
noo23090 (9 &

The block at the end of a file encrypted by Phobos

Conclusion

Phobos is an average ransomware, by no means showing any novelty. Looking at its internals, we can
conclude that while it is not an exact rip-off Dharma, there are significant similarities between both of
them, suggesting the same authors. The overlaps are at the conceptual level, as well as in the same RSA
implementation used.

As with other threats, it is important to make sure your assets are secure to prevent such compromises.
In this particular case, businesses should review any machines where Remote Desktop Procol (RDP)
access has been enabled and either disable it if it is not needed, or making sure the credentials are
strong to prevent such things are brute-forcing.

Malwarebytes for business protects against Phobos ransomware via its Anti-Ransomware protection

module:
M Malwarebytes X

Ransomware automatically
quarantined

It is no longer a threat to your computer

Type: Ransomware
Name: Malware.Ransom.Agent.Generic
Path: ..\Phobos_a91491f45b851a07f91ba5a20096...

Close
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