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Exposing the Iranian EvilNominatus Ransomware

Introduction

As part of our monitoring of malicious files in current use, we detected a malicious BAT file that was
uploaded to VirusTotal from Iran. This file executes a ransomware that we associated with the
EvilNominatus ransomware, initially exposed at the end of 2021. It seems that the ransomware's developer
is a young Iranian, who bragged about its development on Twitter.

At this point, we have no details regarding any victims of this ransomware. We publish this research due to
the malware’s unique method of operation, and the low number of AV engines capable of detecting it.
The original BAT file the research is based on was only detected by two AV engines on VirusTotal. Another
BAT file that was discovered later, which shares characteristics with the first one, wasn't detected by any
AV engines. Other files that were either generated by the BAT files or communicated with them to carry out
attacks were detected by multiple AV engines. Therefore, we assess that the tool's general level of risk is
low at this point.

Following is the BAT file, 650KB in size, in its encoded form:

TVQUARMARRAEARAR// SARLGARRARARAAAARARAAARARARARARAAARARAAARAAAARAARARARRAARARAA ARARAS fug AL ANNIE cyBwcmIncaFt IGHRbmSvACH12SEydRiqaW4gREITIGLVES
UuDQOKIARRRARRARBQRGARTAEDADWT CHL ELAQIARFARARAGARAARAAR P KARARGARRAGRRARARAARAGAR

ARAREARAEARA A AATARACATAAARARARARARARANARANRARAAKARA
CAARE GRARARAARARRARACS D ZXh OAAARREKR 1 ARARAAR

ARBATUEQMEAR
ARAKBIgSARAK

BORQAABGBYDWEACCG 1 BAR

The encoded BAT file can download additional malicious files, deleting shadow copies, encrypting files,
cancelling the registry edit tool, as well as multiple other capabilities that will be discussed in this report.
The report will also provide details concerning the ransomware's developer, their email address, and their
username on Discord and Twitter.
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Investigating the File

The file was uploaded from Iran on 01.04.2022:
File Name: txt.bat

File Type: bat
MD5: d3f480c79a3964fa26033d19d9fbde61
SHA-1: Oafc1b886el12e22e01dedOae87e2caasd5a99363
SHA-256: abb55587eec8cf7105f1f5b3e458be7442e53f73abf6932bccf1f40b0580b50e
abb55587eec8cf7105f1f5b3e458be7442653f73abf6932bccf1f4000580b50e = Hep Q A 888
-
@ 2 security vendors and no sandboxes flagged this file as malicious
2
—— abb55587eec8cf7105f115h3e458be7442e5373abf6932becf1F40b0580b50e 653.66 KB 2022-04-0112:42:58 UTC
txt.bat
i direct-cpu-clock-access  text
D “o @

A static investigation of the file refers to the following URL:
hxxps[:]//i-love-evilnominatuscrypt[.J000webhostapp[.Jcom/GoogleAlert[.Jvbs

The URL has no AV detections - 0/93. The "GoogleAlert.vbs" file located on the URL is flagged by 19 out of
53 AV engines.

Dynamic Investigation

During the dynamic investigation of the BAT file, a number of files were generated, each responsible for
several actions:

a  Files modification 38 Only important

Timeshift PID Process name Filename Content

144 Kb text
|

108 Kb executable
294Kb text

42b text

A screenshot with a partial list of the generated files
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An executable named "AntivirusScan.exe" was generated. The file's hash on VirusTotal is detected
as malicious by 49 out of 68 AV engines, and it is named "EvilNominatusCrypto.exe". The file
modifies Windows' LOGIN/LOGOFF path on the registry. This modification prevents users from
accessing the Taskbar.

ATXT file named "XoX" was generated. The file is encoded and decrypted by Windows' Certutil. It
is possible that the "XoX" file is designed to execute the "AntivirusScan.exe" file.

certutil.exe (id: 1940)

nd.exe (id: 2540)
40 0x00000000

out of 100 s admin
$-1-5-21-1693682860-607145093-2874071422-1001
MEDIUM

Children
Terminated No children

Command Line:

certutil -decode C:\Users\admin\XoX C:\Users\admin\AntivirusScan.exe

Actions carried out by the BAT file:

* |t generates a file named "RagentOXoX.exe" that downloads a file named "crash.bat" to
establish persistence:
C:\Users\admin\AppData\Roaming\Microsoft\Windows\StartMenu\Programs\Startup\C
rash.bat

» |treadsthe computer's name.

» |t examines the supported languages on the system (the file does not seem to change its
behavior according to this check).

A malicious file named "Nod32Installer.exe" is downloaded. This file impersonates ESET's security
product for computers. This file's hash is detected by 15/68 AV engines on VirusTotal.

A malicious file named "KasperskyFreeScan.exe" is generated via the certutil.exe process. The
malicious file impersonates the name of Kaspersky's security product as well.

All TXT files are Base64-encoded. Before their execution, the malicious files use the certutil service
to decode via the decrypt command. Base64 encoding is used by malware to prevent AV engines
from detecting malicious strings.
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Additional Activity by Downloaded or Generated Files

The ransomware deletes the computer's Shadow Copy to prevent recovery:

Command Line: €

“C:\Windows\System32\cmd.exe" /C vssadmin delete shadows /all /quiet && wm
ic shadowcopy delete

"AntivirusScan.exe" disables the option to use Registry Editing Tools:
Command Line: A

"C:\Windows\System32\cmd.exe" /C reg add HKCU\Software\Microsoft\Windows\C
urrentVersion\Policies\System /v DisableRegistryTools /t REG_DWORD /d 1 /f

"AntivirusScan.exe" also disables access to the network and Firewall:

Command Line:

“C:\Windows\System32\cmd.exe" /C net stop Windows Firewall

Command Line:

"C:\Windows\System32\cmd.exe" /C net stop Network Connections

In case the files encounter a problem while running, a Word file is opened to display the following text to

the user:
“Make sure your antivirus is off and macro is not disabled. If it is not disabled, click ENABLF CONTENT

button or this text will not work!/!/!”

When the machine is fully encrypted, files receive the ".ink-locked" extension, and the ransom note is
displayed:
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CryptoVirus Detected! Ransom.NominatusStrike

your files has been encrypted if you enter the wrong key 3 times we will make you see
dark side if you want to restore your files Contact B! gmail.com A
we deleted your backups, we disabled taskmgr, mgadimdmifyouﬂnkyoum
Bscape you are very stupid

Coede GO Awa

If the wrong value is entered to the “code” field three times, the prompt disappears, leaving files encrypted
indefinitely.

The message refers to the attacker's email address: Bkhtyarywzbh@gmail[.Jcom, but investigating this
address provided no further findings.

Exposing and Investigating an Additional BAT File

When investigating the URL hxxps://i-love-evilnominatuscrypt[.Jo00webhostapp[.Jcom/GoogleAlert[ Jvbs, we detected a few
additional files that communicate with it. An additional BAT file with 0 detections on VirusTotal and Intezer
was detected among these files. Dynamically executing the file indicates that it is the same ransomware
file, with the same capabilities as described above.

The file's details:

File Name: txt.bat

File Type: bat

MD5: 765d27aede93251a79d7685¢c7403a70b

SHA-1: 3c8d4a0d6590bc0e632cde0c93d9da09194e118a

SHA-256: 582152adf8ec9aleale2b530e93fcfa2d36f2d384c6582c0478188albb67edab

. 582152adf8ec9aleale2b530e93fcfa2d36f2d384c6582c0478188albb67edab

Unknown
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DETECTION DETAILS RELATIONS SUBMISSIONS COMMUNITY

Downloaded Files
Seanned Detactions Type Hame
2022-03-1 W53 VEA Googhehlervos
Referrer Fikes
Scanned Detections Type Mame
koze-03-28 0157 Text tutbat |
2022-04-04 46 /70 Wind2 EXE MNominatusRippar
2022-03-13 21 1 &7 ‘Win32 EXE CiWindows\System3iexecutable. axe
1755 Text CANomenatus. Ambidance bat
2157 Text tut bat
55 Tt Mominatus. Ambulance bat
) Text CiNominatus.Ambulance bat
22 167 ‘Win32 EXE Cwindows\System3 A7 za cxe
22 167 Win32 EXE Cvinus Winte NominatusDOS exe

Attribution to the Ransomware's Developer

One of the files that communicate with the BAT file is Nod32Installed.exe. When searching for this file on
VirusTotal, we discovered a user named "RozbehCrypt666", claiming credit for the ransomware.
The user's profile on VirusTotal is the following;

USER PROFILE
R ptés
ozbehCry 6 Nominatus 666 'i}{ 1
1month ago
COMMENTS GRAPHS COLLECTIONS
[ss] & days ago BcS?RATe7TREOed? 2715003292 BA75aMMe? 9 4%e?ciabobbacSall 572703
DEMOCH

in developrment!

[ 12daysage [ f2de05279d70d0e70NZ23est7 2oadldbie Sed65ch3Ta?faalla 9910257 5dbea b6

)
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RozbehCrypt666

[ 18daysago [ ] 470f4e272d9fbddcdbcé0déifeafeaB88d34abe2cidb9314b6bf729f0f7bff2c2

https://i-love-evilnominatuscrypt.000webhostapp.com/

[ 18daysago [] 470f4e272d9fbddcdbcéOdélfeafea88d34abe2c1db9314b6bf729f0f7bff2c2

download EvilNominatus and make your computer faster!!!

[ 21daysago [] 9f264c3981a86df90c8b5b26689b4d30dcc?08bd4528f77574eb0110aceafe02

my new backdoor
not only backdoor!

avirus,
aworm,

a spyware,
aransomware!
ALL IN ONE!!

[# 1monthago 2d5alad2f5c1eb5936eb2645dde295f561267cd707f7d397ab18807070a610ce

my old virus

Afile named "RagentOXoX.exe" was generated during the BAT file’s execution. While examining
"RagentOXoX.exe" we found out that the file's name was "Virus.DOS.RozbehStrike". This name resembles
the username that claimed credit for the ransomware on VirusTotal - "RozbehCrypt666".

INOCRSS

ook up on VirusTotal

TriD - File identifier Hashes

PFE

Summary
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Checking the name "Rozbeh" on Google showed that this is a traditional Persian name, meaning "a good

day":

Roozheh or Rouzbeh (Persian: ;) is an old Persian male given nhame . The name
consists of the words "rooz" (day) and "beh" (better) and it means "fortunate”. Persons
named Roozbeh include: Rhahzadh "Roch Vehan" (Rozbehan), son of a certain Rozbeh.
Rouzbeh (died 653/656), given name of Salman the Persian.

Meaning: fortunate, good day

https://en.wikipedia.org » wiki» Roozbeh
Roozbeh - Wikipedia

After running the malicious BAT files, a file named "YOMAMA" was downloaded, containing the following
information:

The attacker refers to a Discord user named "Nominatus#1297". An OSINT investigation of the Discord
account revealed the following Reddit thread:

@ e r/masterhacker - Posted by u/NOtAldan 3 months ago

35’ Epic hacker gets my “IP” through my phone number

NotAidan
can you get my location from my phone number

@ @NotAidan can you get my location from my phone number
Nominatus
yes

NotAidan
(563) 277-7959

thats my phone number

can you get my location

Nominatus
wait

NotAidan

okay

did u get it
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However, since the full ID does not appear next to the username, it is hard to say with high certainty
whether this is the same user.

When examining the malicious "Nod32.Installer" file, we detected a string named "Minecraft 2d":

FileVersion
2.1.0.0
ProductVersion
LegalCopyright
Comments
VarFileInfo

Translation

Investigating the Ransomware’s Name - EvilNominatus

While investigating the ransomware's name, we discovered that its name was apparently taken from an
episode of the series Nominatus Rising — Sonic Boom, season 2, episode 23.

Notably, all detected file names ("YOMAMA" and "Nominatus", from the Sonic Boom series) as well as the
string found under the name "Minecraft 2d", indicate an association with young gamers.

A userwith a Persian name identical to the one on VirusTotal was detected on Twitter, taking responsibility
for the ransomware:

@ twitter comR SIS 2E625504
W «  Twoet
@ Home ?_ﬁ Anir A B)
£ Notifications >
B3 Messages r 1 r \
[J Bookmaris ol
B usts
& Profie
@ Moo
-=»(e—
imao this is my Ransomware made in C# it encrypt
using AES 256

The user's Twitter profile image was taken from the computer game Minecraft.

Copyright © 2022, ClearSky Cyber Security Ltd (“ClearSky”). All Rights Reserved. This document is a trade secret of ClearSky company. Copying,
forwarding, or using this document for any purpose other than recipient needs, is strictly forbidden. If you are not the intended recipient of this
document, please be aware that publishing, distributing, or copying t, is strictly prohibited and constitutes a commercial tort. If you have received
this document by mistake, please delete it without reviewing it.

www.clearskysec.com



http://www.clearskysec.com/

C"Ec,bﬁssj':r;f, EvilNominatus Ransomware 7/4/27

About 4,360,000,000 results (0.51seconds)

Persian v & English v

X oW a3, ) Roozbeh Bakhtiari

The Twitter username transliterated from Persian via Google Translate

Indicators of Compromise (loCs):

URL:
hxxpsl[:]//i-love-evilnominatuscrypt[.]J000webhostappl.]Jcom/GoogleAlert[.Jvbs

SHA256:
E09B43312A6B1622428A3D8BAB0270673701D7DTA73C667DC3EE8940DA0BI96AL
69811A6C9376B219B335A055CFA970D38CD768ABECAT138A2C1905560D468FEF
EFC85A4100DAEOD3FAG9CFF22149A3F735EE34BB43C79524F379C44AC5814751
1D2A96013E4CC499CFFAB9000B9595E532A9FEEE425D3B4F536A5DC0695F381B
98A9C760BB94D4D081271A3087ACESBED47FC4C8A38CDFE3F42B92BCDBEEGSET
698COE688D902AF933DF2A9966005F24C607F37DE140094FCA3DDC16C5442B03
9062660482465279DE6GEB783B5CFFF8BB1F1BD804EOD8BF0876897B07407308B
B93247AOEFBBB9852D056E8CB655FC76D802928BF23586077EFOD73BA710ES14
E21FE7117B2BCA120DECOFOBD970A6355B143A3B62207B480F93D1E35B70COES
1EE21714BDESBF89CC6C55D7DACS5686ADOES8S5F231C2BATFI1D575CB6A1F8092E
4E99E6B477DAAST17TA9TF12A01EE8F2FASAASDCE870982CT7C45382C0ET3AALID1
582152adf8ec9aleale2b530e93fcfa2d36f2d384c6582c0478188albb67edab

SHAL:
CC4EA1BAB6496272566EBDC6823ATEB27AS2AT27
0170C2DEAE4486A43894C202EA92D43556218E1C
B2BE8A2F8039404070636759E9E3D618B3A15F56
AC1DA853F09D338053C2F4901F157CBCB6729BED
4D536DC808FCED63ADBC36ADAFT772554B64E49DF
C8AAL3FD4F9197A87BBB473ED298A800C4CAS55A0
TF30A37552FE7TD82BBB149F0877BA2D2B7E4ACBS
66501D433C3EOFCAB32DA325EBC6E20192A2294B
08CAOBD79D92A8F89D8714B29B695C8CC53F90FC
6895E15111ECB3976D95622588E2D775A0F48870
287E080B63FEF822370BCE236031620B8E421D14
3c8d4a0d6590bc0e632cde0c93d9da09194e118a

MD5:
EC0648563F5EADGABA26D59B741F8AT3
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TCDF50EE4F3DOFEBC70DD36298EDO7DA
FCTOE3C1D3082CBCF48AC94700A84ACY
98831A06B42B18076EFA52A9D03CF5A8
TEO55FBB0834B0484196A792576B47C0
ADEDAOBSAE310B28A44CA7C48FD88ASC
ATODOAD4D961DD013D3BBB5BC8E5802B
E4AAFTCFO0ED4370EO6EC1FE6A2BBODI9A
BE39A6915BCD6F4E2B3EAC8473243DF1
62547ED8969E6177217D638B211C1A30
45TE03C37389A53EA1E500C95D0EFC30
765d27aede93251a79d7685c7403a70b
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