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Recently i had the opportunity to read through some of my old repos because i wanted to
reuse some code i used for a UIPI bypass in the past, aiming to adapt it to a new hidden
feature of the task manager for a sneaky and for-fun UAC bypass.

Luckily, i stumbled upon another UAC related project (a 2 years old project) in which i tried to
implement an idea to bypass UAC through some particular SSPI configurations, but i failed
miserably that time.

Upon re-reading the code, a light bulb came to my mind so i tried a different exploitation path
and it ended up with a new cool UAC bypass! So let’s jump straight to it &
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UAC: User Account Control (formerly LUA - Limited User Account)

To provide some context, UAC (User Account Control) is an elevation mechanism within
Windows designed to trigger a consent prompt when an action requires administrative
privileges. This consent prompt is intended to enforce privilege separation by requiring
administrator approval.

While designed to add an extra layer of security against unauthorized OS changes, it has
been proven to be a full of holes design.

There are many known ways to bypass UAC and perform actions with elevated privileges
without any prompt or consent provided interactively by the user.

You can consult UACMe for a curated list and related source code of known UAC bypasses
(fixed and unfixed §R).

| bet you have encountered this screen at some point. Yep, that's the UAC consent prompt
for you:

User Account Control

Do you want to allow this app to make
changes to your device?

oty .
Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

Yes

In this post i'm not going to detail the internal working of UAC, but if you are interested in
knowing more there is already a lot of research about it. You can find some comprehensive
talks and blog posts in the References section.
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An interesting behavior in NTLM authentications

In Windows exists the fantastic concept of “type your password once and authenticate
everywhere”. This is the same basic concept as any Single Sign-On system but integrated
directly into the operating system.

In order for this to work someone has to store your passwords and that’s where the LSA
comes into play. It provides a layer of abstraction for any related authentication happening
on your system.

Without going into the deep details, what you need to know is that the LSA (implemented in

Isass.exe) loads authentication packages DLLs by using configuration information stored

in the registry. Loading multiple authentication packages permits the LSA to support multiple
security protocols, e.g. NTLM, Kerberos and so on...

When you log on interactively, the LSA creates a new logon session, associates it with your
credentials, and creates a token for your process that references this newly created logon
session.

In this way, when your process tries to access a remote resource, let's say \SHARE-
SERVER\share1\file.txt, your process can invoke the SSPI functions to retrieve the security
buffers to send over the network wire and the authentication is abstracted from the
application logic without the needs of providing explicit credentials.

What happens under the hood is that when your application invokes the SSPI functions, it
communicates with Isass.exe, which in turn will inspect your process (or thread if
impersonating) token and will be able to associate your right credentials and derive the
proper authentication buffers that your process can use for the authentication.

This is an oversimplified explanation, but hopefully you got the point.

When network authentication takes place, UAC restrictions don't affect the generated
token.
There are 2 exceptions to this rule:

« if you're authenticating to a remote machine using a shared local administrator
account (except built-in Administrator);
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« if you are doing a loopback authentication without SPPI and using a local
administrator user. You need to know the password or at least the hash of the user.

Only in these cases UAC Remote restrictions kick in.
These restrictions will limit also the token generated by the network authentication on the
server end if LocalAccountTokenFilterPolicy is set to 0, which is the default configuration.

Instead, if you use a domain user which is also an administrator of the machine, UAC won'’t
get in the way:

Domain user accounts (Active Directory user account)

A user who has a domain user account logs on remotely to a Windows Vista computer. And, the

domain user is 2 member of the Administrators group. In this case, the domain user will run with a full

administrator access token on the remote computer, and [WlegtT R E= (S

UAC Remote restrictions for domain users

The main mechanism that is preventing anyone from getting around UAC locally through
SSPI is Local Authentication.

To understand it, let’s take out of the equation the local authentication with Kerberos and
focus on NTLM. (NOTE: James Forshaw already demonstrated how UAC restrictions over
Kerberos can be bypassed locally in this blogpost)

If you are familiar with NTLM authentications, you can identify a local authentication by
observing these details in the messages exchange:

o The server sets the “Negotiate Local Call” flag in the Challenge message (Type 2);

o The “Reserved’ field in the Challenge message is not 0 and contains a number
referencing the server context handle;

e The generated Authenticate message (Type 3) by the client contains empty security
buffers;

When this occurs, LSASS is able to associate the calling process's actual token with the
server application's security context. As a result, any UAC restrictions on the client side
become visible to the server application.
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Ok, enough theory. Let’s see the differences in the token when doing a local vs remote
NTLM authentication through SSPI:

User: SPLINTERDMN\dmnuser 1 User: SPLINTERDMN\dmnuserl
User SID:  5-1-5-21-499356388-1169027572-2322744255-1109 User SID:  5-1-5-21-499356388-1169027572-2322744255-1109
Sesaan evated: No (Umited) > Virtualized: No Session: 0 Elevated: Yes (Default Virtualized: Not allowed
N Status Descripti s =
o s s Name Status  Description S
Privileges STl lUIEomgIE Tusesa Lvieys Liuwieu -,
SeshutdownPrivilege Enabled (modifi...  Shut down the... SeSystemProfilePrivilege Enabled  Profile system per...
i rimiioein, Reimemine SeUndockPrivilege Enabled  Remove computer...
SeIncreaseWWorkingSetPrivilege Enabled (modifi... Increase apro...
i 5 SeRestorePrivilege Enabled Restore files and ...
SeTimeZonePrivilege Enabled (modifi... Change the ti...
SeChangeNotifyPriviege Enabled Bypass traver... SeShutdownPrivilege Enabled  Shut down the sy...
Groups SeTakeOwnershipPrivilege Enabled  Take ownership o...
SPLINTERDMM\Domain Users Enabled Mandatory 5-1-5-21-4593.., Groups
Everyone Enabled Mandatary 5-1-1-0
Mandatory Label\High Mandatory Level Integrity 5-1-16-12288
BUILTIMUsers Enabled Mandatary 5-1-5-32-545
NT ALTHORTTY\INTERACTIVE Enabled e 5_1_543 BUILTIN\Users Enabled  Mandatory 5-1-5-32-545
CONSOLE LOGOM Enabled Mandatary 5-1-2-1 \\ Everyone Enabled  Mandatory 5-1-1-0
NT AUTHORITY\Authenticated Users Enabled Mandatory 51511 T AUTHORITY\Authenticated Users Enabled Mandatory S-1-5-11
T AUTHORITY\This Organizati Enabled Mandato 5-1-5-15
s Oxaizcton nabe LAy NT AUTHORTTY\NETWORK Enabled  Mandatory 5152 |
NT AUTHORITYLogonSessionld_0_1214820 Enabled Logon Id, Man... 5-1-5-5-0-1214...
N e i ey NT AUTHORITY\NTLM Authentication Enabled  Mandatory 5-1-5-64-10
Authentication authority asserted identity Enabled Mandatory 5-1-18-1 NT AUTHORITY\This Organization Enabled  Mandatory 5-1-5-15
BUILTIN'Administrators Disabled Use for deny o...  5-1-5-32-5344 SPLINTERDMN\Domain Users Enabled  Mandatory 5-1-5-21-499356...
| e e e ionty SRR @D_Tm\ﬂdministrators Enabled  Mandatory, Owner S—1—5—32—544:]
Local NTLM Auth Remote NTLM Auth

System Informer token views of local auth (left) vs remote auth (right)

The result is that the token returned from the local authentication has the UAC limitations, in
fact you can see the IL level is Medium and the Administrators SID is disabled.

Instead, the remote authentication occurred without UAC limitations and the resulting
elevated token is set in High IL.

One important difference here is in the logon type SID present in the token, on the filtered
token there is the INTERACTIVE SID while in the elevated token there is the NETWORK
SID.

So the 1 million $ question is: can we fake a network authentication locally with NTLM
through SSPI1?

The unexpected bit flag

If we want to trick LSASS during local authentications, first we need to understand when and
how this decision takes place in the code.

Let’'s reverse msv1_0.dll and search for the function which sets the flag 0x4000
(NTLMSSP_NEGOTIATE_LOCAL_CALL):
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else
{
oemDomainName . Buffer = (PCHAR)&MNegotiateMessage->Signature[oemDomainNameBufferIndex];
oemDomainllame. Length = llegotiateMessage->»0emDomainName. Length;
oemDomainhlame . MaximumLength = oamDomc_ Mame.Length;
oemWorkstationNameBufferIndex = NegotiateMessage->0emWorkstationName.Buffer;
if ( oemWorkstationNameBufferIndex < inputTokenSize
&& oemllorkstationlameBufferIndex + NegotiateMessage->0emWorkstationName.lLength <= inputTokenSize )
{

i

oemWorkstationNameBuffer.Buffer = (PCHAR)&NegotiateMessage->Signature[oemiorkstationiameB
oemhorkstationllameButfer.Length = lNegotiateMessage-»>0emWorkstationMName.Length;
oemhWorkstationNameBuffer. MaximumLength = oemWiorkstationMNameBuffer.Length;
RtlAcquireResourceShar ec(&NthGlobalCPitSect TRUE);

if ( RtlEgualString(&oemllorkstationlameButfer, &NtLmGlobalOemPhysicalComputerNameString, @) )
{

erIndex];

3_’
3_’

if ( RtlEqualString(&oembDomainlame, &NtLmGlobalOemPrimaryDomainMameString, @) )

{
challengelessage->NegotiateFlags |= NTLMSSP_NEGOTIATE LOCAL CALL;

SsprHandleNegotiateMessage reversed code that sets the “Negotiate Local Call” flag

Without surprise we landed to the function SsprHandleNegotiateMessage. What this function
does is to handle the Negotiate message received by the client and generate the proper
Challenge. From the code perspective we land here in the first server call to
AcceptSecurityContext.

The logic of this code for detecting a local authentication is pretty straightforward: if the
domain name and machine name provided by the client in the Negotiate message matches
with the local machine name and domain, then this is a local authentication case.

But how we get into this part in the code? Let’s cross reference the if above that branch:

if ( (negotiateMessageflazs & NTLMSSP_MEGOTIATE_128) != 8 )
{

lengeM

m
W

->NegotiateFlags |= NTLMSSP_NEGOTIATE_128;
QF"gs = lNegotiateMessage->NegotiateFlags;

l‘f U(l
m
m:du

l])\

all
negoti sa

;/ check if the client is running locally if it has provided both Domain Mame and User Name and has not opted for datagram context
if ( (negotiateMessageFlags & NTLMSSP_MEGOTIATE DATAGRAM) != @
|| (negotiateMessageFlags & (NTLMSSP_MEGOTIATE OEM WORKSTATIOM SUPPLIED|WTLMSSP_NEGOTIATE_OEM DOMAIN_SUPPLIED)) != 0x3000 )
goto SkiplocalAuth;
}
SsprHandleNegotiateMessage reversed code that checks Negotiate flags
So the function is checking the Negotiate flags supplied by the client and specifically checks
if NTLMSSP_NEGOTIATE_OEM_WORKSTATION_SUPPLIED and
NTLMSSP_NEGOTIATE_OEM_DOMAIN_SUPPLIED are set, which is always true if you

use SSPI in the latest Windows versions.
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However, what in the hell is the other checked flag NTLMSSP_NEGOTIATE_DATAGRAM ?
Googling around brought me to Datagram Contexts.

| still haven’t understood what is the intended behavior usage for this feature, but all i needed
to know is that i can set this “mode” from the client by using the flag ISC_REQ_DATAGRAM
in the first InitializeSecurityContext client call. Hopefully, by doing so, i would have forced the
intended network auth i was aiming for.

The only thing to take into consideration is that mode is using connection-less context
semantics and could be problematic to synchronize with external services. But... for our
case we can run the server and client within the same process and we should be good.
Even if it sounds very weird, it's what we need... In the end we just need to trick LSASS to
forge the token for us.

Let’s sort out all of the code and check how the generated security buffers appears while
using Datagram Contexts:
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Megotiate Message (Type 1):

Challenge Message (Type 2):
de 54 4c 4d 53 53 56 ©6:82 60 60 66 66 06
38 99 60 86 3 82 98 e2:83 B7 3e 49 78 eb
05 00 60 66 66 0P GO B86:b6 68 bo 86 38 B8O
Ba 99 9 55 66 00 60 8f:82 68 16 86 53 66
4c 88 49 88 4e 98 54 908:45 88 52 808 44 80
4e 90 91 90 ©9a 90 57 ©0:49 80 4e 80 31 @0
84 B0 22 60 73 00 7O ©0:6C 00 69 60 6e B0
65 88 72 86 64 99 6d B6:6e B8 2Ze BB HC OO
63 B0 61 60 6C B0 B3 B0:2e B0 77 B0 69 6O
31 860 31 60 2e B0 73 ©O:70 B0 6C B0 69 GO
74 99 65 86 72 99 64 B6:6d 08 be BB 2e BO
6f 88 63 86 61 99 6C B6G:85 68 22 86 73 066
6C BD 69 BD 6e B0 74 BO:65 60 72 60 64 60
be 88 2e 86 6c 99 6f B86:63 98 61 86 6C B8O
B8 88 22 2a ce dc 48 e3:d9 91 6O 86 68 06

= T

ST =330 rF =

Challenge Message (Type 2) Negotiate flags: 8xe29882{3
"Megotiate Local Call™ is Not Set
Challenge Message (Type 2) Reserved Bytes: 98

uthenticate Message (Type 3):
4e 54 4c 4d 53 53 50 00:
88 BB BB BB 3a ©1 Ja ©1:
CE BB BB 66 16 B6 16 0o:
Je BB BB 66 16 B6 16 0o:
Ba 88 fo@ 55 80 0B 08 ef:
d3 84 b4 c8 42 df ac b2:
de 88 54 60 45 60 52 B80:
6d 88 6e 9B 75 08 73 00:
49 86 de 60 31 66 31 B60:
66 66 BB BB 66 66 ©O OO:
82 6a 11 d4 5c 9f e 83:
81 61 66 BB 66 66 6O OO:
cd 84 8a 2b dc a6 b3 B4:
53 66 56 66 4c 66 49 ©O:
44 98 4d 98 4e 0B 81 00:
31 66 31 66 B84 66 22 0O:
e 86 74 BB 65 86 72 00:
6c 88 6f 08 63 68 61 80:
69 BB be B0 31 B0 31 ©O:
69 66 be BB 74 66 65 0O:
2e BB 6c 08 6f 0B 63 00:
73 BB 7B BB 6C 66 69 0O:
64 88 6d 0B be 0B 2e 90:
6C 86 67 BB B8 BB 22 Za:
B4 66 B2 BB 66 BB B8 OO:
66 66 B1 66 66 BB 6O 20:
3a 7d 3f 44 af e5 84 al:
2e fd 1d a8 9f a2 c2 48:
66 66 BB BB 66 66 ©O OO:
66 66 BB BB 66 66 ©O OO:
ed 29 52 15 47 75 22 21: JR.GuT!.L .

= -

ST =330 rF =

NTLM message exchanges with Datagram Contexts
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Observing the security buffers exchanged, we can see that the “Negotiate Local Flag” is not
set and that the “Reserved” bytes are 0, so no context handle has been passed by the
server. Moreover, the client also sent the NTLMv2 Response in the Authenticate message. It
definitely looks like the client and server are not negotiating a local authentication.

Note that the Negotiate message (Type 1) generated in Datagram-style authentication is

empty and this is one of the significant differences compared to “normal” connection-oriented
authentications.

Let’s inspect the token generated by this authentication and specifically if it contains the
magic NETWORK SID logon type:

8 Handle - User SPLINTERDMMY drnuser] - Tokenld 00000... — a by 8 Handle - User SPLINTERDMM  drmnuser] - Tokenld D0000... — a o
Main Detals Groups Privleges Default Dacl Misc  Operations  Security Main Details  Groups  Privieges Default Dacl Mise  Operations  Security
'Ul'oken Name Flags
e SPLINTERDMM\dmnuser1 BUILTIN' Administratars UseForDenyO! I

User SID: 5-1-5-21-499356388-1169027572-2322744255-1109 Users Mandztory, Enabled
Everyone Mandatory, Enabled

Token Type: Impersonation :

Impersanation Level: Impersonation INT AUTHORITY\NETWORK Mandatory, Enabledl
NT AUTHORITY\NTLM Authentication Mandatary, Enabled

JLakel: LLLLLLLIEL e NT AUTHORITY\This Organization ~ Mandatery, Enabled

Authertication ID:  (00000000-01968EF5 SPLINTERDMN"dmnuser1 None
SPLINTERDMNDomain Users Mandatory, Enabled

Origin Login 1D: 00000000-00000000

Madified 1D: 00000000-0196B266

Integrity Level: Medium k% Set Integrity Level

Session ID: 2

Elevation Type: Limited Linked Taoken

lz Blevated: Falze

Source

Name: MtLmSsp

Id: 00000000-00000000

TokenViewer view of the generated token from Datagram-style authentication

The good news is that the NETWORK SID has been added in our token, so mission
accomplished.

The very bad news is that somehow the token has been filtered by UAC. As you can see, the
IL of the token is Medium and is not even Elevated.

My assumption that Local Authentication is the only mechanism to filter tokens is wrong.
Probably, LSASS has additional checks in place, which i don’t plan to discover.

GAME OVER.
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Sharing a logon session a little too much, part 2

After almost 2 years from my last defeat against UAC, i decided to look again into this
abandoned idea.

This time instead, i recalled the blog post “Sharing a Logon Session a Little Too Much” by
James Forshaw and it inspired me for a different exploitation path.

What stands out from his blogpost is that when you do a loopback network authentication
you can exploit a behavior of AcquireCredentialsHandle when used in network redirectors in

which would result in LSASS using the first token created in the logon session rather than
the caller’s token.

How that would apply in our case?

When we complete a Datagram-style authentication, LSASS creates a new logon session
and creates the elevated token. Then, starting from the elevated token will create a new
filtered token (LUA token) and the two are linked. The LUA token is the one actually
associated with the security context “sent” to the server.

@ Handle - User SPLINTERDMM\dmnuser] - Tokenld 00000...  — ] ped @ Handle - User SPLINTERDMMN\dmnuser] - Tokenld 00000 — O
Main Detals Groups Priviieges Defaut Dacl Misc  Operations  Security Main Detalls Groups Privileges Default Dacl Misc  Operations  Security
Token Token
User: SPLINTERDMN'dmnuser1 User: SPLINTERDMN'dmnuser1
User SID: 5-1-5-21-499356388-1169027572-2322744255-1109 User SID: 5-1-5-21-499356388-1169027572-2322744255-1109
Token Type: Impersonation Token Type: Impersonation
Impersonation Level: Impersonation Impersonation Level: Impersonation
Token ID: 00000000-0272AF25 Token 1D: 0D0000D00-0272AF20
I.F\utherrtication ID:  000DDO0C-027280E4 I I Authertication ID:  00000000-027280E4 I
Origin Login 1D: (00000000-00000000 Origin Login 1D: 00000000-00000000
Modified 1D: 00000000-0272AF2C Modified 1D: 00000D00-0272AF1F
I Integrity Lewvel: Medium I v| Set Integrity Level § Integrity Level: [High J v| Set Integrity Level
Session |D: 2 Session |D: 2
Elevation Type: Limited Linked Token Elevation Type: Limited Linked Token
Ils Blevated: False I Is Hevated: True
Source Source
Name: MtLmSsp MName: MtLmSsp
¢ LUA Token 1 oo Elevated Token

LUA Token vs. Elevated Token properties differences
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In the tokens generated in this way, the Logon Session ID (or Authentication ID from the
token perspective) are equals and the Token ID values suggest that the Elevated Token is
created before and likely is the first token created in that logon session. So according to this
“token confusion” bug in LSASS, the server would see our call as it was originating from our
elevated token rather than our impersonated limited token.

To exploit this bug, we first need to check if we are able to impersonate the generated LUA
token.

According to Microsoft documentation of ImpersonateLoggedOnUser function we should be
fine in impersonating a token as long as “the authenticated identity is same as the caller”,
which is our case. However, it's not entirely true. There are more conditions in place in the
kernel function SeTokenCanlmpersonate that is performing the checks:

SeTokenCanlmpersonate

Token Level Process has Process IL Process User
< Impersonate < ==
Impersonate Privilege Token IL Token User

Elevation
Check

Restrict to Session ID
Identification Check

SeTokenCanlmpersonate flow for impersonation decisions, from “Taking Kerberos to The

Next Level”
Comparing the token properties with our process’s token running under UAC limitations, all
conditions appear to be met.

Cool! So let’'s impersonate the token from the Datagram-style authentication and try to write
to a named pipe over the loopback interface, e.g. \127.0.0.1.\pipe\dummypipe
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i SspilacBypass.exe:2220.5584 - User SPLINTERDMM\dmn...  — O X B PipeServer.exe7396.7688 - User SPLINTERDMMN\dmnuser - O
Main Details Groups Privileges Default Dacl Misc  Operations Token Source & ¢ |* | Main Details Groups Privieges Defaut Dacl Misc  Operations Token Source § 4 *
Token Token
User: SPLINTERDMNdmnuser1 User: SPLINTERDMN \dmnuser1
User SID: 5-1-5-21-499356388-1169027572-2322744255-1109 User SID: 5-1-5-21-499356388-1169027572-2322744255-1109
Token Type: .Impefsonation Token Type: Impersanation
Impersonation Level: Impersonation Impersonation Level: Impersonation
Token ID: 00000000-0272AF29 Token ID: 00000000-0272CEBA
N Authentication ID:  00D00000-027280E4 | W
Origin Login |D: 00000000-00000000 Origin Login |D: 00000000-00000000
Modified ID: 00000000-0272AF2C Modified 1D: 00000000-0272AF1F
Integrity Level: Medium ~ Set Integrity Level Ilntegrity Level: |High I w Set Integrity Level
Session |D: 2 Session |D: 2
Elevation Type: Limited Linked Token Elevation Type: Limited Linked Token
Is Hevated: False . lz Blevated: True
Source | Source
MName: I NtLmSsp . Mame: I MNtLmSsp
Id: 00000000-00000000 ' Plpe Client id: D0000000-00000000 ' Plpe Server

Pipe client thread vs. Pipe server thread tokens

Aaand BAM! We are able to authenticate over the loopback interface with our elevated
token even if we are impersonating the filtered token! f

Of course the pipe server is running with elevated privileges, otherwise the High IL token
would have been downgraded to an |dentification token.

But what about using this token for authenticating to an already running privileged service?
Like the file-sharing service over SMB? It should be as easy as invoking CreateFile using an
UNC path, like \\127.0.0.1\C$\Windows\bypassuac.txt

It worked!

So at this point we have a privileged file write primitive that can be combined with any
known DLL Hijacking technique to achieve EoP, such as using an XPS Print Job or NetMan
DLL Hijacking.

Privileged File Write is good but Code Execution is better :D

If you remember, i previously showed you that i'm able to authenticate even to a named
pipe with the elevated token.

Having privileged access to named pipes means we have access to all of the RPC servers
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running with ncacn_np configuration, which are a lot!

So, why we don’t leverage this bug/feature to achieve code execution instead of our current
privileged file write? We have a lot of juicy candidates like Remote SCM, Remote Registry,
Remote Task Scheduler and so on...

However, if we try to authenticate to the Remote Registry through a RegConnectRegistryW
call, it will fail to open handles to privileged regkeys.
Let’s inspect the behavior:

Breakpoint © hit
SSPICLI!AcquireCredentialsHandlel:

9033:00007fTa 182bbo70 4c8bdc mov ril,rsp
0: kd> k
# Child-sp RetAddr call site
20 PPEEEE32 86d2TH18 @BEB7TTa 1b2d1@95 I SSPICLI!AcguiPeCPedentialSHandleN
91 PPEEEe32 86d2T620 @BEV7TTa 1b2c7574 RPCRT4.SECURITY_CREDENTIALS::AcquﬂreCPedentialSFOPClient+BX141
92 PPEREE32 86d2TEbe eeEE7Tfa  1b23befs RPCRT4!BINDING HANDLE: :SetAuthInformation+0x3e4
93 PPEEEe32 86d2T730 @eEe7Tfa 1b26fc71 RPCRT4!RpcBindingSetAuthInfoExh+0x238
24 0PEREE32 86d2T830 @REE7Tfa lacbafil7 RPCRT4!RpcBindingSetAuthInfou+6x21
95 PPEEEE32 86d2T880 PREE7Tfa 1a6b5216 ADVAPI32!BaseBindToMachine+@xla3
96 0PEEEE32 86d2T8Te @717 dd451177 ADVAPI32!RegConnectRegistryExk+0xc6
97 0P0PPOV32 86d21980 ©OLO7TT7 ddas517e0 SspiUacBypass!main+ex107 [C:\Users\splintercode\source\repos\Ss
88 (Inline Function) -------- Temem--- SspiUacBypass!invoke main+ex22 [D:\a\_work\1\s\src\vctools\crt\
99 PPPPEV32 86d219e0 POLO7TTa 1be455a0 SspiUacBypass! scrt_common_main_seh+@x10c [D:\a\ work\1\s\src\
Pa PPEEEE32 86d2Ta2e eeee7ffa  1bb2485b KERNEL32!BaseThreadInitThunk+ex1e
ob 0PEEEL32 86d2Ta50 PREREOEE CEREEOOD ntdll!RtlUserThreadstart+ex2b
H
0

WinDbg details of AcquireCredentialsHandle call from RegConnectRegistryW
What it turns out is that the RPC runtime library (RPCRT4.dll) uses his own implementation
for the authentication. As we can observe, the pvLogonld parameter for
AcquireCredentialsHandleW is set to 0 which wouldn’t allow to trigger the bug in LSASS and
would use the proper limited token for the auth.

Now let’s see the difference when authenticating to the loopback interface with the
CreateFileW function:

WinDbg details of AcquireCredentialsHandle call from CreateFileW
The first difference we see here is that the authentication is implemented in the kernel by the
SMB redirector driver mrxsmb20.sys.

More important, the pvLogonld parameter for AcquireCredentialsHandleW is set to the logon
session associated with our user, which is what would fool Isass in using the elevated
token from that logon session.

According to the documentation, in order to specify the pvLogonld you need to have the
SeTcbPrivilege, which is not a problem in this case due to the fact that the code is running
with kernel privileges.
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This means, unfortunately, we can’t use the RPC runtime library to authenticate to named
pipes associated with RPC services if we want to exploit this bug.

However, no one could prohibit us to use our own custom RPC client implementation that
leverages the CreateFileW call for authenticating to the RPC service over SMB. But this
would require some hard work and i'm too lazy for that.

But this time luck seems to have been turned to my side and i found out @x86matthew
already did this for the service control manager RPC interface in CreateSvcRpc!

The only change we need to do is to force the usage of SMB instead of ALPC, that
technically translates in changing the pipe path from \\.\pipe\ntsvcs to \\127.0.0.1\pipe\ntsvcs

Let’s see the full chain in action &

:\uacbypass>whoami /groups | findstr Medium
landatory Label\Medium Mandatory Level S-1-16-8192

:\uacbypass>echo test > C:\Windows\bypassuac.txt
Access is denied.

:\uacbypass>SspilacBypass.exe

SspilUacBypass - Bypassing UAC with SSPI Datagram Contexts
by @splinter_code

Forging a token from a fake Network Authentication through Datagram Contexts
Network Authentication token forged correctly, handle --> ©x138

Forged Token Session ID set to 2. lsasrv!LsapApplylLoopbackSessionId adjusted the token to our current session
Bypass Success! Now impersonating the forged token... Loopback network auth should be seen as elevated now
Invoking CreateSvcRpc (by @x86matthew)

onnecting to \\127.0.0.1\pipe\ntsvcs RPC pipe

Opening service manager...

reating temporary service...

Executing ‘cmd /c "echo SspilacBypass > C:\Windows\bypassuac.txt"' as SYSTEM user...
Deleting temporary service...

Finished

:\uacbypass>type C:\Windows\bypassuac.txt
SspilUacBypass

PoC source code can be found at — https://github.com/antonioCoco/SspiUacBypass

Conclusion

A couple of years ago, i put this project between the many things i failed, thinking i hit a wall.
Now i see the way was always there... | just needed to look at it differently or with a different
perspective. It turned out to be a new cool way to get around UAC.

A big shout-out to James Forshaw and @x86matthew whose research provided invaluable
insights and my friend @decoder _it for the proofread!

That's all folks, see you next time §
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