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After my previous post "The hidden side of Seclogon part 2: Abusing leaked handles
to dump LSASS memory" in which i described how to leverage the seclogon service in
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order to perform stealthier Isass dumps, i decided to continue this blog post series with
another post about our beloved seclogon service, so here we are!

This blog post will cover, as promised, one of the mentioned point in the part 2:

"Unfortunately, even if the seclogon process opens a new process handle to lsass to create a
child process, we cannot duplicate that handle from seclogon because it's closed shortly
after. I didn't want to deal with race conditions, so I started to explore some alternative
way to get my hands on a lsass process handle... (Well, technically it's possible to steal that
[sass handle in a reliable way. But this is something for another blog post :D)"

Just to recap, the seclogon service makes the bad assumption to determine the PID of the
caller process by trusting the user input provided by the caller itself, i'm sure you know how
this can go wrong.

A privileged attacker can exploit this behavior and can carry out stealthier operations like
handle duplication and ppid spoofing.

In the previous post we observed how the seclogon implements all the operations required to
expose the CreateProcessWithLogonW and CreateProcessWithTokenW functions, and more
specifically implemented in the server function SlrCreateProcessWithLogon.

The first operation performed is an OpenProcess call to get a handle to the RPC caller by
using a value under our control as the PID. The requested access is
PROCESS_QUERY_INFORMATION | PROCESS_CREATE_PROCESS |
PROCESS_DUP_HANDLE. This handle is opened also with the required access for the
process cloning trick, more on that later.

By spoofing our current process NtCurrentTeb()->Clientld->UniqueProcess value to the
LSASS pid and then invoking the seclogon, we can trick the service into opening a handle to
LSASS.

The problem with this handle is that it's closed shortly after its usage. Is there any way to
delay this operation in order to give us enough time to duplicate this handle in our running
process?

The best thing would be to find some operations involving files and set an OpLock on it to
stop the execution flow and allow us to duplicate that handle before the CloseHandle call.
By inspecting all the code between the OpenProcess and CloseHandle calls, i couldn't find
any file-related functions (=
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However, i noticed that one of the latest operations before the CloseHandle call was
CreateProcessAsUser:
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DWORD  fastcall SlrCreateProcessWithlLogon(
RPC_BINDING HANDLE BindingHandle,
PSECONDARYLOGONINFOW psli,
LPPROCESS _IMNFORMATION ProcessInformationOutput)

hCaller = OpenProcess(
PROCESS_QUERY INFORMATION|PROCESS CREATE PROCESS|PROCESS DUP_HANDLE,
FALSE,
psli->dwProcessId);
if ( !'hCaller )
goto ReturnlLastError;

if ( CreateProcesshAsUserhi(
hToken,
psli—ﬂlpApplicatiDnMame,
efaultSecurityAttribu ,
efaultSecurityAttribu
FALSE,
wCreationFlags | psli->dwCreationFlags,

es
es
es,

= o

z1li->1pEnvironment,
sli->»1pCurrentDirectory,
sli-»1pStartupInfo,
rocessInformationQutput) )

=

L= ]

if ( hCaller )
return CloseHandle(hCaller});
return result;

CreateProcessAsUser allows to run a new process in the security context of the user
represented by the specified token. Once some preparation steps are performed, it calls
CreateProcessInternalW from kernel32.dll that will do all the dirty jobs of preparing the
required data before going to the kernel (NtCreateUserProcess). One of the operation
performed in the kernel is to open the provided file path and create the section object. Below
a nice representation from the "Windows Internals part 1" book:
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The main idea is to set an OpLock (thanks @tiraniddo) to a file under our control and then
use that path as the input parameter for the create process function. In this way we expect
that when the seclogon issues a CreateProcessAsUser call it will hit the oplock and will halt
the process before it closes the Isass handle.

E.g. We can set an OpLock to "C:\Windows\System32\license.rtf" and then provide it as
input to a CreateProcessWithLogonW call.

Seems a cool plan, let's try it out :D
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Process PID Integrity UserName CPU  Private Bytes | WorkingSef Description |

fi|svchostexe 6988 System  NT AUTHORITY\LOCAL 2888K 10,196 K Host Procese | | 'me - Process Name PID. Operation Path
[&svehostexe 8512 System  NT AUTHORITY\SYSTEM 2320K 9380 K HostProcess | L-00 sqsmeee prers ;:: T o ol
[ svchostexe 8872 Medium  SPLINTER-PC\splintercode 0.02 6912K 26740 K Host Process - S, = AL -
aiSeciogon.ene 2212 [T TP ML Windows\Systema2license.rf
[m]svehostexe 8944 Medium  SPLINTER-PClsplintercode 9.308K 39.052 K Host Process MalSeclogonexe 2212 [BhFASTIO_QUERY_INFORMATION  GAWindows\System32\license rf
[ svchost exe 8292 System  NT AUTHORITV\SYSTEM 4740K 23684 K Host Process ¥ MalSeclogonexe 2212 [5hIRP_MJ_CLEANUP C\Windows\System32|license f
[l svehostexe 8340 System  NT AUTHORITY\SYSTEM 1776K 8184 K HostProcess MalSeclogonexe 2212 [2hIRP_MJ_CLOSE CWindows\System32llicense rif
ctimon exe 8400High  SPLINTER-PCisplintercode 338 5584K 26244 K CTF Loader MalSeclogonexe 2212 [BhIRP_MJ_CREATE C\Windows\System32llicense.rif
[ svchostexe 8688 System  NT AUTHORITY\LOCAL 4.820K 19,804 K Host Process MalSeclogonexe 2212 [k FASTIO_QUERY_INFORMATION  C:\Windows\System32|license.rif
[ svchostexe 9652 Medium  SPLINTER-PClsplintercode  <0.01 3784K 21,052 K Host Process MalSeclogonexe 2212 [BLIRP_MJ_CLEANUP CiWindows\System32|license.ri
42 Searchindexer.exe 10320 System  NTAUTHORITY\SYSTEM 046 62036K 64,788 K Microsoft Win MalSeclogonexe 2212 [hIRP_M._CLOSE CAWindows|\System32|license.nf
[ SecuiityHealihService exe 11268 System  NT AUTHORITY\SYSTEM 4584K 17400 K Windows Set MalSeclogon.exe 2212 [BhIRP_MJ_CREATE C\Windows\System32\license.f
MalSeclogonexe 2212 [3hFASTIO_QUERY_INFORMATION  CWindows\System32llicense.rf
I EXDGEm BTG RN S ST et 6144 K MalSeclogon.exe 2212 [2hIRP_MJ_CLEANUP C\Windows\System32\license.rf
[ svehostexe 1336 System  NT AUTHORITY\SYSTEM 5040K 11352 K Host Process MalSeclogon exe 2212 Bk IRP_M._GLOSE C\WindowsSyatem2license rf
@] svehost exe 2856 System  NT AUTHORITY\SYSTEM 2868 K 11324 K HostProcess | 1.0559 . & MalSeclogonexe 2212 [BhIRP_MJ_CREATE CAWindows\System32|license.rf
[ svchostexe 5104 Medium ~ SPLINTER-PClsplintercode 7592K 23112 K Host Process MalSeclogonexe 2212 [BhFASTIO_QUERY_INFORMATION CA\Windows\System32|license.rif
[@]svchostexe 5228 System  NT AUTHORITY\SYSTEM 3,248K 12,768 K Host Process MalSeclogonexe 2212 E\FPJ‘/IJJ:LEANUP C:AWindows\System32|license rf
[ svchostexe 12016 System  NT AUTHORITVISYSTEM ~ <0.01 11.780K 26:824 K Host Process MalSeclogon.exe CiWindows|System32|license.rif
[ SgrmBroker.exe 11884 System  NT AUTHORITY\SYSTEM  <0.01 5560 K. 7580 K System Guan AL MicrosofiWindows NT\Curren
[ svchostexe 15236 Syslem  NT AUTHORITY\LOCAL 1.792K 8,040 K Host Proces:
@] svchostexe 5668 System  NT AUTHORITY\NETWO. 2868K 11.812K Host Process
[ svchostexe 13096 System  NT AUTHORITY\LOCAL 2528K 10676 K Host Process
[ svchostexe 6256 Medium  SPLINTER-PCisplintercode 5476K 21264 K Host Process
] svehostexe System  NT AUTHORITY\SYSTEM 1.788K 7.848 K HostProcess
<ﬁ SvchosLexe 8864 Sysnm:)UTmRITY\SYSTEM 1292K 6888 K Host Process
[ SvenoeT TRESTEEm  NTAUTHORITY\SYSTEM 1.864K 8252 HostProcess
SVChDS[EXE 7844 Sustam  NT AlITHORITYIRYSTFM 178K AN12N K Host Pracass
il < >
Type Name Handle Object Adc ~
Desktop \Default 0x0000000000000150 OxFFFFAEO8DESB?
Directory \KnownDlls 0x000000000000003C OxFFFF820A8FFBD
Directory \BaseNamedObjects 0x0000000000000058 OxFFFF820A954B8
File CiWindows\System32 0x0000000000000048 OxFFFFAEQGEQFT]
File \Device\CNG 0x0000000000000120 OXFFFFAEDBEQFT1
File C\Windows\System32\en-US\svchost exe mui 0x0000000000000158 OXFFFFAEQBESF7:
Key HKLM\SOF TWARE! i NTC Fil O<FFFFB20AA5210
Key HKLM\SYSTEM\C 1\C OxFFFF820AA5211
Key HKLM\SOF TWARE\Microsoft\Ole 0x00000000000000AC OxFFFF820AA5212
Key HKLM 0x0000000000000080 O:FFFFB20AA5211
Key HKU\DEFAULT\Sofware\Classes|Local Setings 0x00000000000000BC OxFFFFE20AAS21:
Key HKU\DEFAULT\Software C Local 0 OFFFFB20AAB21:
Key HKCR 0x0000000000000174 OxFFFFB20AA521:
Key HKLM\SYSTEM\ControlSet001\ControliSession Manager 0x0000000000000198 OXFFFFE20AA409E

Mutant ects\SM0:8864:304: WilStaging_02 0x0000000000000050 0xFFFFAE0BE18ES
sS Isass.exe(800) 0x0000000000000088 (OxFFFFAEO8DFO3E

As you can observe in the above screenshot, in the right capture of procmon the
Malseclogon.exe process set an oplock to the "license.rtf" file and then shortly after we see
the seclogon service (running under svchost.exe) trying to access to the file <-- here is when
the lock condition happens. On the left side of procexp we can see that one process handle to
Isass is still open in the seclogon process, ready to be duplicated :)

Great! Now we know we can lock the seclogon service for all the time required to duplicate
the needed Isass handle. If you are wondering how the call stack looks like when the seclogon
is locked, here you have it:
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& Event Properties - O x
Event Process Stack
Frame Module Location Address Path ~
KO0 FLTMGR.S¥S FltDecodeParameters + 0x21bc OxfifffB0167dc666c  CAWINDOWS\System32\drivers\FLTMGR.SYS
K1 FLTMGR.SY¥S FltDecodeParameters + Oxl1cba Oxfffff80167dc611a  CAWINDOWS\System32\drivers\FLTMGR.SYS
K2 FLTMGR.SYS FltAddOpenReparseEntry + 0x560 Oxffff80167dfclcd  C:AWINDOWS\System32\drivers\FLTMGR.SYS
K3 ntoskrnl.exe lofCallDriver + 0x55 Oxfifffi016a24e565 C:AWINDOWS\system32\ntoskml.exe
K 4 ntoskrnl.exe loGetAttachedDevice + 0x194 Oxfifff5016a29c224 C:\WINDOWS\system32\ntoskml.exe
K5 ntoskrnl.exe FsRtFindExtraCreateParameter + 0x174d Oxfifff016a6256bd  C:AWINDOWS\system32\ntoskml.exe
K6 ntoskrnl.exe MtDeviceloContralFile + 0x547e Oxfiffe016a6132%e  C:IWINDOWS\system32\ntoskml.exe
K7 ntoskrnl exe & 2 e e ablihis i ntoskml.exe
: ntoskrnl.exe NtCreateFile + Ox49f Oxfiff8016a7005df C:A\WINDOWS\systerr toskml.exe
K9 ntoskrnl.exe puln e lem sz g (0 W (o v systemaZ\ntoskml.exe
K 10 ntoskml.exe SeQuerySecurityAttributes Token + 0x735 Ox«ffffE016a6f485  C:AWINDOWS\system32intoskml.exe
K1 ntoskrnl.exe setfjmpex + 0x7c95 OxffffE016a4097b5  C:AWINDOWS\system32intoskml.exe
12 nididil MtCreatelUserProcess + Ox14 Ox7fifb424e634 C:\Windows\System32\ntdIl.dll
U 13 KemelBasedll CreateProcessinternalW +Oxfe3 =7 1b08e73 C:\Windows\System32\KernelBase.dll
U 14 KemelngWJ TR miiyimenl Gkl S L ernelBase.dll
- emel32 dil CreateProcessAsUserW + 0x60 Ox7fffb2d7db20 C:\Windows\System32\kernel32.
. U 16 seclogon.dll seclogon.dll + 0x1882 Ox7fifadBE1882 C:\Windows\System32\seclogon.dll
_dll seclogon.dil + 0x10a6 (x7fffadbB10a6 C:\Windows\System32\s
U 18 rpertddil MNdrSendRecev 3 SWindows\System32\rperi4.dll
U 19 rpertddi MNdréd4AsyncServerCallAll + (x253b Ox7fifb298d77b C:\Windows\System32\rpcri4.dll
U 20 rperd.di MNdrServerCallAll + 0x3c Ox7fifb290d2ac C:\Windows\System32\rpcri4.dll
U 21 rpertddi RpcExceptionFilter + 0x38 Ox7ffb290a408 C:\Windows\System32\rpcri4.dll
U 22  rperiddil |_RpclLogEvent + (x2cct Ox7fib28ea2B6 C:\Windows\System32\rpcrtd.dil
U 23 rperiddil |_RpclLogEvent + (x2618 Ox7ffb28e93bbd C:\Windows\System32\rpertd.dil
U 24 rpertddil RpcBindingFromStringBindingW + 0x796f Ox7fifb28f8alf C:\Windows\System32\rpcrt4.dll
U 25  rpertddil RpecBindingFromStringBindingW + Ox6d78 Ox7fifb28f718 C:\Windows\System32\rpcrtd.dll
U 26 rpertddil RpecBindingFromStringBindingW + 0x6361 Ox 7287401 C:\Windows\System32\rpcri4.dll
U 27  rpertddil RpcBindingFromStringBindingW + Oxbdce Ox7fifb28f6ete C:\Windows\System32\rpcri4.dll
U238  rpert4.dil |_RpcBindingIngClientT okenAttributes + (x4 12 Ix7ffb28fb542 C:\Windows\System32\rpcri4.dll “
10~ a1 L 11 |, WP Sy PSR ) SN o P [ R N (U N < M0 A4 RSN FasUL Y Y P P o PRy S, [ L | g |||
Properties... Search... Source... Save...

As a side note, even an unprivileged user can lock the seclogon service and the service won't

be available for all users on the system \_(*V)_/

Back to the point, we have everything needed to steal the leaked handle to lsass in this fun
race:

1. Set an OpLock on "C:\Windows\System32\license.rtf";

2. Patch the pid value in the current process TEB and specify the Isass PID;

3. Use CreateProcessWithLLogonW and specify "C:\Windows\System32\license.rtf" as the
name of the module to be executed;

4. Wait the OpLock event to be signaled through GetOverlappedResults, this will occur

once the seclogon tries to access our locked file;

5. Find the seclogon service pid. For bonus swag points i used a trick through
NtQueryInformationFile described in my previous post, in this way i avoided to interact
with the service control manager;

6. Enumerate all the process handles in the seclogon process through

NtQuerySystemInformation;
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7. Once a process handle to Isass is found, create an Isass clone through
NtCreateProcessEx and use its handle in a call to MiniDumpWriteDump.
Thanks to a trick by @ RastaMouse i avoided to hook NtOpenProcess like i did in the
other dumping techniques. It turns out that by using 0 as the pid parameter of
MiniDumpWriteDump it will do the job for preventing an additional open process to
Isass;

8. Race won!

All good, all working, right? Yes, until i did the mistake to try this technique on a Windows 11
to check for newer compatibility:

BehaviorWin32/LsassDump. AE

Alert level: Severe

Status: Active

Date: 6/27/2022 515 PM

Category: Suspicious Behavior

Details: This program is dangerous and executes commands from an
attacker.

Learn more

Affected items:

behavior: pid:1200:85433335040300

filer C\lsass.dmp

oK

On my Windows 11 vim i forgot to disable Windows Defender and of course it pestered me...

I usually dislike playing the cat and mouse game with these kinds of detection, but this way of
detecting malicious stuff hurted my eyes too much, so i had to prove its uselessness.

Basically someone thought it was a good idea to detect 1sass dumps by blocking the generated
output file. Highly likely grepping some particular string + checking the MDMP header...
What we can do is just XORing the dump content in memory before writing back to disk and
then restore the content offline on another machine when we need to parse it and extract the
credentials.
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The first thing that came to my mind is to use a pipe and provide it in the
MiniDumpWriteDump function as the file handle parameter. However it seemed a bit dirty
and MiniDumpWriteDump allows a cleaner way to do it through a minidump callback.

Luckily, i found a working and ready to copy-paste code here that does the job.
Once the Isass memory content is dumped into our memory process we simply apply a 1-byte
Xor encryption to the content before writing back to the disk.

Putting it all together, finally i got the dumping technique through leaked handle and race
condition fully working;:

BN Administrator: Command Prompt - O *

ypt it with

Volume Serial MNumber is 9414-828B

Directory of C:\

I have released this new dumping technique in the Malseclogon repo -->
https://github.com/antonioCoco/MalSeclogon

That's all folks :)

This is the last post about Isass dumping related to the seclogon service.

In the next post of "The hidden side of Seclogon" series i will cover the part 1 that will mainly
explain all of the cool code behind RunasCs :D

If you are curious to read about the enhancement i did to the PPID spoofing feature in
Malseclogon, feel free to read the bonus section below ' of course a bit unrelated to LSASS
dumping.
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https://www.ired.team/offensive-security/credential-access-and-credential-dumping/dumping-lsass-passwords-without-mimikatz-minidumpwritedump-av-signature-bypass#minidumpwritedump-to-memory-using-minidump-callbacks
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[BONUS SECTIONT] - PPID spoofing running as SYSTEM

In the previous post we have seen how to leverage the seclogon service in order to perform a
PPID spoofing primitive. This was achieved by using CreateProcessWithLogonW with the
magic flag LOGON_NETCREDENTIALS_ONLY. This will allow to run a child process
running in the security context of the rpc caller.

One desired outcome when performing PPID spoofing is to spawn a process with the same
privileges of the parent and that wasn't the case while abusing CreateProcessWithLogonW.

However, the CreateProcessWithTokenW function allows to specify a token as input
parameter. Could we leverage this other function in the seclogon? Let's reverse how this is
implemented:
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if ( RpcImpersonateClient(BindingHandleTmp) )
goto ReturnLastError;

flaglsImpersonating = 1;

flagIsImpersonating2 = 1;

if ( psli-»hToken )

{

// this

is true when using CreateProcessWithTokenl

if ( !OpenProcessToken(hCaller, ®xCu, &ClientToken) )

goto ReturnLastError;
ReguiredPrivileges.PrivilegeCount = 1;

ReguiredPrivileges . Privilege[@].Luid = SE_IMPERSONATE_ PRIVILEGE;

if ( !PrivilegeCheck(
ClientToken,
&RequiredPrivileges,
&pfResult) )
pfResult = @;
CloseHandle(ClientToken);
if { !pfResult )
{
LastError = ERROR_PRIVILEGE MNOT _HELD;
goto SetFlaghAndClearVariablesForExit;
¥
CurrentProcess = GetCurrentProcess();
if ( !DuplicateHandle(
hCaller,
psli->hToken,
CurrentProcess,
&hToken,
a,
e,
DUPLICATE SAME ACCESS) )
goto ReturnlLastError;

LastError = RpcRevertToSelfEx(BindingHandleTmp);

Basically, the seclogon firstly impersonates the rpc caller. Then it checks if it holds the

Impersonation privilege. If that's the case it duplicates the token handle from the rpc caller to
the seclogon service. Considering that the rpc caller is under our control with the spoofing

trick, we could use a token inside the parent we want to spoof, of course if it exists.
Then, the duplicated token is used in a CreateProcessAsUserW call to spawn the child

process:

if ( CreateProcessAsUserh(

hToken,

nsli-»1pApplicationName,
psli->1pCommandLine,

SdefaultSecurityAttributes,
&defaultSecurityAttributes,

FALSE,

dwCreationFlags | psli-»dwCreationFlags,
nsli-»1pEnvironment,
nsli->1pCurrentDirectory,
nsli-»1pStartuplnfo,
ProcessInformationQutput) )
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The idea here is to try to specify a token handle residing in the process we want to spoof and
see if we inherits either the primary token of the process and the spoofed parent itself:

B

:\Users\splintercode\Desktop\MalSeclogon\x64\Release>Malseclogon.exe -p 868 -c cmd.exe

Spoofed process cmd.exe created correctly as child of PID 888 using CreateProcessWithTokenW()!
:\Users\splintercode\Desktop\MalSeclogon\x64\Release>

L Process Explorer - Sysinternals: www.sysinternals.com [SPLINTER-PC\splintercode] (Administrator)

File Options View Process Find Handle Users Help

dEEmnOE FAae [, Ii I I I T T T
Process PID Integrity UserName CPU  Private Bytes Working Set Description Company Name
[m] svchostexe 3364 System NT AUTHORITY\SYSTEM 1704 K 7684 K Host Process for Windows S...  Microsoft Corporation
[m| svehostexe 15112 System  NT AUTHORITY\SYSTEM 8940K 17,136 K Host Process for Windows 5. Microsoft Corporation
[m] svchostexe 12052 System  NT AUTHORITY\SYSTEM 1916 K 7.888 K Host Process for Windows 5. Microsoft Corporation
—| [mF]Isass exe 800 System  NT AUTHORITY\SYSTEM 0.01 9196 K 23556 K Local Security Authority Proc... Microsoft Corporation
=l Jcmd.exe 10020 System  NT AUTHORITY\SYSTEM 4,272 K Windows Command Process... Microsoft Corporation

And done, the child process is running with the token of the parent :D
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