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While doing more experiments of running EXEs and Malicious EXEs from ADS and Stealthy
ADS to continue my previous work “Can We Say Farewell to Hiding_Malicious EXESs in
Stealth ADS", and in order to create a forensic image and share it with the community as |
mentioned here, | found some unusual findings!

When creating a forensic image, | also create a list of files and directories within that image,
as seen in Figure 1, just for further checking and verification purposes. So, as usual, was
doing the image to share and | noticed the following:

WELCONETDT Windows L0[NTESroof\Windows\BIEfetchWELCONE TXT)
WELCOMEZ2.TXT Windows 10 [NTES]\[root]\Windows\PrefetchWELCOMEZ2. TXT\y
WINDOWS-KBB90830-X64-V5.70.EX-E982F4E4. pf Windows 10 [NTFS]\[root]\Windows\PrefetcWINDOWS-K BB30830-X 64-V5.70. EX-E982F4E4. pf

WINDOWSINTERNAL.COMPOSABLESHE-EE394D7A. pf Windows 10 [NTES]\[root]\Windows\Prefetc WINDOWSINTERNAL. COMPOSABLESHE-EE394D7A.pf
WINLOGON EXE-8163EECC. pf Windows 10 [NTESrootlWindows\PrefelhWINLOGON. EXE-3163EECC pf

WLRMDR.EXE-DDAS7653.pf Windows 10 [NTES\[root\Windows\Prefetch\WLRMDR. EXE-DDAS7653.pf
WMIADAP EXE-369DF1CD.pf Windows 10 [NTFS]\[root\Windows\Prefetch\WMIADAP. EXE-369DF1CD. pf

WMIAPSRY, EXE-576286C3.pt Windows 10[[NTESI\root]\Windows\Prefetc WWMIAPSRY, EXE-576285C3. pf
WMIC. EXE-BTTESCDS. pf Windows 10 [NTFS]\[root\Windows\BrefetchiWWMIC.EXE-B7TEBCDE. pf
WMIPRVSE.EXE-43972D0F. pt Windows 10 [NTFS]\[root]\Windows\PrefetciWMIP RV SE, EXE-43972D0F. pt

WOWREG32.EXE-6F22B7D7.pf Windows 10 [NTES\[root\Windows\PrefetclWOWREG32. EXE-6F22B7D7.pf
WSCRIPT.EXE-65A9658F.pt Windows 10 [NTES]\[root\Windows\PrefetchWSCRIPT, EXE-65A9658F. pt
WUAUCLT EXE-8308CC14 pf
WWAHOST EXE-2084B319.

Windows 10 [NTFS]\[root]\Windows\Prefetch WUAUCL T EXE-B30BCC14.pt
Windows 10 [NTFS]\[root]\Windows\Prefetch WWAHOS T EXE-2084B319.

Figure 1: List of files found in a Forensic Image

I've highlighted the four entries which are totally weird. What does this mean? That is what
we are going to find out in this post and prove too. Now from the screenshot above, it seems
that there are two text files created WELCOME.TXT and WELCOMEZ2.TXT. These are the
files | created on the desktop inside a directory named “creepy” and used to hide putty
(PUTTY.EXE) in the first and a reverse shell (REVSHELL.EXE) in the second. Therefore, |
decided to run some Prefetch analysis against these two files and see what’s going on.

The first quick tool | used was WinPrefetchView, just to have a visual idea of the entries. |
was surprised that there is nothing about the two files we saw in the previous screenshot as
you can see in Figure 2 below:
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[BF] WinPrefetchView

File Edit View Options Help
| % e}

Filename
[/ UPDATEPLATFORM.EXE- 5D234F63.pf

[/ VCREDIST _X64,EXE-33C40083.pf

[/ VCREDIST X86.EXE-25543807.pf
EVERCLSID.EXE-dDQSFSA?‘pf

[/ VGAUTHSERVICE.EXE-41501B8F pf

[/ VMACTHLP.EXE-4ATFF661 pf

{0 VMTOOLSD.EXE-DAD3STEG.pf

[/ VSSVC.EXE-04D079C C.pf
EW\NDOWS-KEEQDE}O-XM-VS.TD.EX-EQEZFdEA.pf
=] WINDOWSINTERNAL COMPOSABLESHE-EE394DTA
[ WINLOGON.EXE-8163EECC. pf

A WLRMDR EXE-DDAS7652.pf
[&]WMIADAP.EXE-369DF1CD.pf
EWM\APSRV.EXE-S?EZBE[B.W

&5 WMIC.EXE-BT7EBCDE.pf

5 WMIPRVSE EXE-43972D0F.pf

[&] WOWREG32.EXE-6F22B7D7. pf

& WSCRIPT.EXE-65A9658F. pf
EWUAU[LT.EXE-ESDECCM.N

[ WWAHOST.EXE-2084B319.pf

Created Time Modified Time
3/19/2019 1:08:2...  3/19/2019 1:08:2...
3/19/2019 1:24:4...  3/19/2019 1:24:4...
3/19/2019 1:24:3...  3/19/2019 1:24:3...
3/19/2019 1:01:5..  3/19/2019 1:01:5..
3/19/2019 1:250...  3/19/2019 1:25:0...
3/19/2019 1:25:0...  3/19/2019 1:25:0...
5/26/2019 8:50:,
3/19/2019 1:2

3/19/2019 1:04:4...

3/19/2019 1:04:4...

5/26/2019 8:32:5..  3/26/2019 &:51:T..
3/19/2019 1:00:2...  3/19/2019 1:00:2...
3/19/2019 1:29:3...  3/19/2019 1:29:3...
3/19/2019 1:05:2...  5/26/2019 8:33:4...
3/19/2019 1:06+! 3/19/2019 1:25:4...
5/26/2019 8:37:5...  3/26/2019 8:41:5..
3/19/2019 1:00:1...  5/26/2019 8:30:4...
3/19/2019 1:25:1...  3/19/2019 1:25:1...
3/19/2019 1 . 3/19/2019 1:00:4...
3/19/2019 1:03:0..  3/19/2019 1:18:5...
3/19/2019 1:00:1.. 3/19/2019 1:00: 1.

File Size
2,401
2,345
8755
3,724
8424
5138
20,837
6,570
2,250
20,470
7,482
1,072
6,306
5,664
7122
20355
4,065
12,078
14,789
43,662

Process EXE
UPDATEPLATFOR...
VCREDIST_X64.EXE
VCREDIST_XB6.EXE
VERCLSID.EXE
VGAUTHSERVICEE
VMACTHLP.EXE
VMTOOLSD EXE
VSSVC.EXE

WINDOWSINTERN...
WINLOGOM.EXE
WLRMDR.EXE
WMIADAP.EXE
WMIAPSRV.EXE
WMIC.EXE
WMIPRVSE.EXE
WOWREG32.EXE
WSCRIPT.EXE
WUAUCLT EXE
WWAHOST.EXE

Process Path Run Counter
WAWINDOWS\SOFTWAREDISTRIBUTION\...
W:\USERS\IEUSER\APPDATANLOCALNTEMP...
WAUSERS\EUSER\APPDATANL OCALNTEMP...
WiAWindows\System32\wverclsid.exe
WAPROGRAM FILES\VMware\VMWARE TO...
W:APROGRAM FILES\VNMware\VMWARE TO...
W:\PROGRAM FILES\VNware\WVMWARE TO...
WiAWindows\System32\V55VC.exe

WAWindows\TEXTINPUTYWINDOWSINTER...
WaAWindows\System32\winlogon.exe
W:\Windows\System32wirmdr.exe
W:\Windows\System32\whem\WMIADAP,
WAWindows\System32\wherm\WmiApSrv.
WiWindows\Systern32whem\WMIC.exe
W:AWindows\System32whem\WmiPrvSEe 10
W:A\Windows\SysWOWE4\wowreg32.exe
W:AWindows)\System32\wscript.exe
WAWindows\System32\wuauclt.exe
WiAWindows\Systern32\WWAHost.exe

1
1
1
1
1
1
3
3
1
2
1
1
6
2
6

[N

Last Run Time

3/19/2019 1:08:11 PM
3/19/2019 1:24:36 PM
3/19/2019 1:24:30 PM
3/19/2019 1:01:34 PM
3/19/2019 1:24:57 PM
3/19/2019 1:24:36 PM

5/26/2019 2:30:08 AM, 3/19/2019 1:25:11 P...
3/19/2019 1:23:30 PM, 3/19/2019 1:17:17 P...
3/19/2019 1:04:41 PM

5/26/2019 8:31:07 AM, 5/26/2019 8:32:42 AM
3/19/2019 1:00:04 PM
3/19/2019 1:29:25 PM
5/26/2019 &:53:32 AM, 5/26/2019 8:31:13 A...
3/19/2019 1:25:33 PM, 3/19/2019 1:05:51 PM
5/26/2019 8:41:31 AM, 5/26/2019 8:41:32 A..,
5/26/2019 8:30:32 AM, 3/19/2019 1:25:32 P...
3/19/2019 1:25:09 PM
3/19/2019 1:00:41 PM
3/19/2019 1:18:36 PM, 3/19/2019 1:13:01 P...
3/19/2019 12:38:41 PM

Figure 2: WinPrefetch Results

But that’s not enough, | went to use Eric Zimmerman'’s tool Prefetch Parser (PECmd) and run

the test again. So ran the tool against the whole directory and generated a CSV file:

PECmd.exe -d W:\Windows\Prefetch --csv C:\Users\IEUser\Desktop\sleuthADS\

Then | loaded the CSV file generated into Eric’'s Time Line Explorer, as you can see in Figure

3:

Drag a column header here to group by that column
Line [Tag [Note |Source Filename Executable Name
T[= ORI 3
179 W: \Windows\Prefetch\SYSTEMSETTINGS . EXE-45ASECGB.. SYSTEMSETTINGS.EXE
180 W: \Windows\Prefetch\TASKHOSTW. EXE-4DB99E1B.pf  TASKHOSTM. EXE
181 W: \Windows\Prefetch\TASKMGR . EXE-72398DC0. pf TASKMGR. EXE
182 W: \Windows\Prefetch\TIWORKER . EXE-1DF9E9B1 . pf TIWORKER. EXE
183 w: etch\TIWORKER . -pf TIWORKER.
184 W: \Windows\Prefetch\TPAUTOCONNSVC . EXE-3FS8ECS9 .. TPAUTOCONNSVC. EXE
185 W: \Windows\Prefetch\TPVCGATEWAY . EXE-DBBE6ABS . pf  TPVCGATEWAY . EXE

186 W: \Windows\Prefetch\ TRUSTEDINSTALLER . EXE-031864.

TRUSTEDINSTALLER. EXE

187 W: \Windows \Prefetch\UDEFRAG . EXE-BF692AC4 . pf UDEFRAG. EXE
188 W: \Windows\Prefetch\UNREGMP2 . EXE-F307C303 . pf UNREGHP2 . EXE

189 W: \Windows\Prefetch\UPDATEPLATFORM. EXE-5D23AF63.. UPDATEPLATFORM. EXE

190 W: \Windows\Prefetch\VCREDIST_X64.EXE-33C40083.pf VCREDIST_X64.EXE

191 W \Windows\Prefetch\VCREDIST_X86.EXE-25545807.pf VCREDIST_X86.EXE

192 W: \Windows\Prefetch\VERCLSTD. EXE-4DISFSAT . pf VERCLSID. EXE

193 W:\Wi etc ICE. - CE.EXE

194 W: \Windows\Prefetch\VMACTHLP . EXE-4A7FFG61. pf VHACTHLP . EXE

195 W:\Wi SD.. -pf VHTOOLSD. EXE

19 W: \Windows\Prefetch\VSSVC. EXE-64D079CC. pf CLEXE

198 W: \Windows\Prefetch\WINDOWSINTERNAL . COMPOSABLES... | INDOWSINTERNAL . CONPOSABLESHE
197 W:\Wi - .76.EX
199 W: \Windows\Prefetch\WINLOGON. EXE-8163EECC. pf WINLOGON . EXE

200 W: \Windows\Prefetch\WLRMDR . EXE-DDAS7653. pf WLRMDR . EXE

201 W: \Windows\Prefetch\WMIADAP . EXE-369DF1CD. pf WHIADAP . EXE

202 W: \Windows\Prefetch\WMIAPSRV. EXE-576286C3. pf WHIAPSRV . EXE

203 W: \Windows\Prefetch\WMIC. EXE-B77E8CDS . pf WHIC. EXE

204 W: \Windows \Prefetch\WNIPRVSE . EXE-4397200F . pf WHIPRVSE . EXE

205 W: \Windows\Prefetch\WOWREG32 . EXE-6F 228707 . pf WOWREG32. EXE

206 W2 \Wi etch\WSCRIPT.. -pf WSCRIPT.EXE

207 W: \Windows\Prefetch\WJAUCLT . EXE-830BCC14. pf WUAUCLT . EXE

208 W:\Wi T. -pf WWAHOST . EXE

+|Run Count |Hash

o
1 45ASECOB
16 4DB99E18
1 723980C0
4 10F9E9B1
2 99610998
1 3F58ECS9
1 DBBEGABY
43186478
1 BF692AC4
1 F307C3D3
1 5D23AF63
1 3340083
1 25545807
1 4D95F5A7
1 41501887
1 4A7FF661
3 AD3S7E6
3 ape79CC
2 EE394D7A
1 E982F4Ea
1 8163EECC
1 DDAS7653
6 369DF1CD
2576286C3
6 B77E8CD6
10 4397200F
1 6F2287D7
1 65A9658F
6 830BCC14
1 20848319

Size |Version |Last Run
- o -
166654 Windows 10 2019-03.
49352 Windows 10 2019-05.
127674 Windows 10 2019-05.
130296 Windows 10 2019-05.
26524 Windows 10 2019-03.
36298 Windows 10 2019-03.
35182 Windows 10 2619-03.
23302 Windows 10 2019-05.
34198 Windows 10 2019-03.
18436 Windows 10 2019-03.
54566 Windows 10 2019-03.
54696 Windows 10 2019-03.
52416 Windows 10 2019-03.
15536 Windows 10 2019-03.
39296 Windows 10 2019-03.
21528 Windows 10 2019-03.
138328 Windows 10 2019-05.

24790 Windows
91434 Windous
8422 Windous.
37146 Windows
50614 Windous
22296 Windous
21078 Windous
31306 Windous
85608 Windows
18742 Windous
54632 Windous
64522 Windous
220392 Windows

Figure 3: PECmd Results in Timeline Explorer

10 2019-03.
10 2019-05.
10 2019-03..
10 2019-03.
10 2019-03.
10 2019-05.
10 2019-03.
10 2019-05..
10 2019-05.
10 2019-03.
10 2019-03.
10 2019-03.
10 2019-03.

Directories

\VOLUME{01d4de9e@9dd4cla-bo09e7ad }\PROGRAMDATA, \VOLUME{@1d4...

Files Loaded

\VOLUME {81d4de9e09d44c1a-b009e7a9}\WINDOKS
\VOLUME {01d4de9e09d44c1a-boo9e7ad \ SEXTEND,

\voLL

\VOLUME {81d4de9e09d44c1a-b009e7a9}\WINDOKS,,

\VOLUME{01d4de9e09d44c1a-b0B9e7a3 }\WINDOWS, \VOL

\VOLUME{01d4de9e@9dd4cla-bo09e7a9}\PROGRAM FILES, \VOLUME{01..
\VOLUME {@1d4de9e09d44c1a-bo@9e7a9} \PROGRAM FILES, \VOLUME{61..

\VOLUME{01ddde9e@9d4dc1a-b0@9e7a9 }\WINDOWS ,

\VOLUME {@1d4de9e09d44c1a-b0B9e7ad} \$EXTEND, \VOL!

\VOLUME{01d4de9e09d24c1a-ba09e7a9} \USERS, \VOLL
\VOLUME{01d4de9e09da4c1a-bo@9e7a9}\$EXTEND, \VOLUME{01d4dege

\VOLUME {@1d4de9e09d44c1a-b0@9e7a9} \USERS, \VOLUME(

\VOLUME{@1d4de9e09d4dc1a-b009e7a9 F\USERS, \VOL

\VOLUME{01d4de9e@9d44cla-bo09e7ag } \WINDOWS , \VOL

\VOLUME{@1dade9e09d44c1a-bo0ge7a9}\PROGRAM FILES, \VOLUME{el..

\VOLUME{01ddde9e09dadc1a-bo@9e7a9 \SEXTEND, \VOLUME{01dddede

\VOLUME {@1d4de9e09d44c1a-b089e7a9} \PROGRAM FILES, \VOLUME{@1..

oL -b009e7a0})

-~ \vout 1a-b009e729}

\VOLUME {01dade9e... \VOL! -b009e7a9
\VOLUME( - \voLt 1a-b009e7a0
- \vout 1a-b009e7a9}

\voL -b009e7a9})

oL 1a-b009e7a9}

\VOLUME{1dddege... \VOL -b009e7a9
oL 1a-bo09e7a9)

oL 1a-b009e7a9}

\voL -bo0%e7a9

oL 1a-b009e7a9)

\voL 1 ¥

oL -b009e7a0

oL 1a-b009e7a9}

\voL -b009e7a9

\VOLUME {01d4de9e09d44c1a-b069e7a0} \PROGRAN FL.

\VOLUME{@1d4de9e09d44c1a-b009e7a9 \WINDOWS, \VOL

\VOLUME{01d4de9e@9dd4cla-ba09e7ad }\PROGRAMDATA, \VOLUME{@1d4...

s

\VOLUME {81d4de9e09d44c1a-b009e7a9}\WINDOKS
\VOLUME {01d4de9eB9da4c1a-bo09e7ad }\WINDOWS

\VOLUME {@1d4de9e09d44c1a-b089e7a9} \WINDOWS, \VOLUME{|

\VOLUME{01d4de9e69d44c1a-bo0Ie7as }\WINDOWS ,
\VOLUME{01d4de9e@9dd4cla-bo09e7ag }\WINDOWS

\voLL

\VOLUME {@1d4de9e09d44c1a-bo89e7a9} \WINDOWS, \VOLUME{|

\VOLUME{01d4de9e09d4dc1a-bo09e7ag F\WINDOWS, \VOLi

\VOLUME{01d4de9e@9d44cla-bo09e7ag }\WINDOWS, \VOL

\VOLUME{@1d4de9e09d44c1a-b0o9e7ad} \PROGRAM FILES, \VOLUME{@1..

\VOLUME{01d4de9eB9dddcla-bo0ge7ad \SEXTEND,

- \vout 1a-b009e7a9}

oL -b009e7a9})

- \vout 1a-b009e729}

\VOLUME {01dadeSe... \VOL! -b009e7a9
- \vout 1a-bo09e7a9)

- \vout 1a-b009e7a9}
\VOLUME{01dadede... \VOL! -b009e7a9
- \vout 1a-b009e7a9)

\voL 1a-b009e7a9

- \voLt -b009e7a0

oL 1a-b009e7a9}

\VOLUME {01dade9e... \VOL! -b009e7a9
- \vout 1a-b009e7a0

\VOLUME{01d4de0e09d44c1a-b009Ie7ag} \$EXTEND, \VOLUME(

| was shocked that now | have two tools that are unable to see the two WELCOME.TXT and
WELCOME2.TXT prefetch files or whatever these files are!!!.

Therefore, time to do some manual sifting through the image and see what is going on.
When browsing the Prefetch directory, | noticed the following in Figure 4:
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Figure 4: Welcome Files in Prefetch Directory

Yes, we can see that they are listed exactly as normal files but with an ADS, as we saw in my

previous post.

Let’s check each one of them. So, when accessing the first WELCOME.TXT file, we can see

the details in Figure 5:

@ Parther A Name Size | Type | Date Modified
&) Performance | | VMTOOLSD.EXE-DAD3STEE.pf 31 Regular File 5/26/2019 8:50:24 AM
BQPA || VMTOOLSD.EXE-DAD35TEG pf FileSlack 2 File Slack
:g Egg&"‘ﬁ”m"”s ] VSSVC.EXE-04D079CC. pf 7 Regular File 3/19/2019 1:23:40 PM
T C.pf FileSlack 2 File Slack
T8 WELCOME TXT =] WELCOMETXT 0 Regular File 5/26/2019 &:41:41 AM
& WELCOME2.TXT =] WELCOME2TXT 0 Regular File 5/26/2019 8:41:57 AM
- s ] WINDOWS-KE830830-X64-V3.70.EX-E982F4E4. pf 3 Regular File 3/19/2019 1:04:43 PM
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Figure 5: Hidden Prefetch File for Putty using FTK

And the second file, WELCOME2.TXT resulted as seen in Figure 6:

IR - s -
lgiolc\»al Fwe EE
©F »OGeE -2 -1 -
£1 BRECESIC-»
e - »olgioﬁ -

-------- “H)B (&1
p=-w2B;H-E-{-J&J
E-*BELS-!'#"\&- -#
KUeth T eBr HOE -1
b- -ki5+ -RU -zé -8u
qODHC -h% -G -PTid_
- -sein- 1 -B5<E-
ST -%rfiires: -0
1---T* $5afc -
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..3g-1-3 -JEIET
-= {10 b -gpb2aide
Al K- -+§ CA] -Ow

4/8


https://www.binary-zone.com/wp-content/uploads/2019/05/Hidden-PrefetchFiles-FTK-PUTTY.png

Alternate Data ...

{E:] Policy Definitions
B3 Prefetch

REVSHELL.EXE-41B3A6... 3 5/26/2019 &:41....

E] Print Dialog
{3 Provisioning

000|4D 41 4D 04 F4 2E 00 O0-22 L7 B7 BB 99 B7 BO BB mmli THE m-m
010 |25 A7 LR A0 AS BY 59 BB-OA BY AB BB A3 B 53 AS [B8% ©- - -am” - -
02093 B7 L& AS OA 07 SA AR-59 57 88 OB 55 95 598 OA|--@@-- 3 -e-oon .-
o 030 |B7 87 98 89 93 07 BE AO-AS BY 9B BO BY 05 OB AO|------ L@t
-0 ScftwareDistribution » | 040|B9 07 OB Bo B3 B7 BA BS-Bs 07 OB BO B3 BT OB 00| *--°, °1, -.%, ...
P - Sneech , |0s0(BS 07 0B 0B A5 07 BA 09-09 07 A OB B9 BT A0 CA|*---@-c--2-i. -
00|02 B7 L0 OB BS 03 BB 00-0% 03 BB OB BY 05 00 OB |-+ -Tom--om-to--
TS T SETES + ||070|05 08 AL BB OR BS A0 BA-RS 07 BB AQ 09 05 00 00| --3m-, @ ----
: : : : 080|09 08 BA 00 BS 03 09 AAR-0B 00 00 00 00 00 00 00| -+® -, -3 cuneen.-
Evidence:File System|Path|File Options 09000 00 BO OO0 00 00 00 00-79 00 OB 00 00 00 00 00|--%----- g
0a0 |22 0% B2 00 00 OB OB A0-97 09 BT 00 00 00 OB 00| % - ~onome--
b0 |96 OB BE 00 OB 00 50 A0-82 BO 89 00 90 BE 59 80| --, .
00|97 BS 98 AB BB 00 8B 70-97 BS 58 AB 9B BO 80 80| - er- p-® -w-"
0d0 |87 0% 88 BO BA 00 A0 30-57 BY 58 OB 00 00 A0 80| ---". -.2.... .
00|22 AB 99 OB OB OB BO A0-90 OB A0 OB 00 00 BO 00| ----% - ---°-
0£0|20 OA OB OB 00 00 00 A0-00 00 00 00 00 00 00 00| -~ - —onome--
10000 00 00 OO0 00 00 00 O0-C3 F4 3F 89 31 31 CD 2F|-------- Eo2 111/
110|0E 56 55 FE 85 12 52 26-26 79 42 13 OB SA C5 24 | -YUp- - -seyB- - -As
12052 25 28 81 E3 Bé 6B 24-34 OC 3E 69 7F 93 53 5C |RE(-50kS4 ->i--5-
130 |EA DO 1D 6B 29 4D B9 SF-FC CD DE 6E CE SE 73 4B |2D.1)M* -aibni~sk
140|9C 08 91 F5 2B CA CC 44-28 F3 BC 9& 25 BA AL 57| - - -B+EID{0% -3 W
150|BO 44 51 ES DA 21 L1 6D-45 C& 59 40 AF CE F& B3 |°D-20! mIZYE fe®
160|DE 9D SB B3 €C EE CO DD-10 FE 24 BT 2B Dé E0 D& |B- -*13AY -pe -+0a@
170|Dé 2E B FO 4E DA FB 2B-78 C3 04 E3 46 BO B3 8C |§. k&Wia+ud -5F°2 -
180|9B 43 2 21 OB EC 08 86-2C 1F EC 1A 52 3E 70 2C| -Cb!-i--, -1 -B>p,
19042 26 2C 7C 7B D& 07 AO-FC 6C 73 EC C6 F2 1D 94 |B!, {0 flsiZs--
1a0 |20 A6 FB C3 DB A4 07 Ol-97 56 SA A0 48 55 4E oD | - 'akfm.---- HH-
1b0|0C FA 3D A4 DO F3 11 D2-50 Bé F& 1B D5 39 D& 01 | -i=wDd 0Pz 558 -
10|08 RS Lé 46 ES 3D OF DC-40 D9 A% 4E 45 08 80 SA| - !Fi= DEUNE- - -
1d0|BE €7 CL 82 2D 40 90 86-68 SA 1C FD 16 00 FE D3 |%gh-—@ - -h--¢- B0
10|95 F4 57 96 €5 35 1E A1-80 02 BT EA 75 CO 03 2A| -OW-e5-j - -2ul -+
c > |1f0|0D 2D 1 21 A9 58 0 77-80 DE CA DA €E DB SF 50| - te fw BEUnD -

Figure 6: Hidden Prefetch File for Reverse Shell using FTK

They both have an alternate data stream (ADS), exactly how | created them, and the result
of running these commands from within the ADS, resulted in creating a Prefetch file within an
ADS too! We can prove that these are prefetch files, first by looking at the header (first 3
bytes), which shows the value is MAM. Based on the Prefetch File Format found here, we
know that this is for a Windows 10 prefetch file:

As of Windows 10 the PF is stored in compressed form in a MAM file similar to
SuperFetch
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Again, what happened is, when | ran the EXEs from the ADS of each text file, the system did
not generate a normal Prefetch file, but created a file with the same name of the original, and
the true prefetch file was inside the ADS of that file. That is the reason why the tools
WinPrefetchView and PECmd, were unable to analyze those files, since they are not
prefetch files and both of these tools were designed for analyzing prefetch files.

Let’'s try PECmd again, but by pointing to the file directly “WELCOME.TXT:PUTTY.EXE-
A6BB0639.pf” and “WELCOME2.TXT:REVSHELL.EXE-41B5A636.pf". Unfortunately, while

trying different ways to run PECmd directly as you can see in the Figure 7 below, | was
unable to achieve my goal.

BN Administrator: Command Prompt

C:\Users\IEUser\Desktop\Tools>dir /r "W:\Windows\Prefetch\WELCOME.TXT"
Volume in dr ) ndoy e
Volume Serial Number is BBB9-E7AQ

Directory of W:\Windows\Prefetch
5/26/2019 @1:41 AM B WELCOME.TXT
2 WELCOME.TXT:PUTTY.EXE-AGBBB639.pf:
1 Fil bytes
8 Di 22,304,768 bytes free

C:\Users\IEUser\Desktop\Tools>PECmd.exe -T W:\Windows\Prefetch\WELCOME.TXT\PUTTY.EXE-AGBB8639.pT

C:\Users\IEUser\Desktop\Tools>PECmd.exe -f W:\Windows\Prefetch\WELCOME.TXT:PUTTY.EXE-ABBEBG39.pf

C:\Users\IEUser\Desktop\Tools>

Figure 7: Failed Prefetch Analysis using PECmd “Test1”

And the second file as seen in Figure 8:

BN Administrater: Command Prompt

C:\Users\IEUser\Desktop\Tools>dir /r W:\Windows\Prefetch\WELCOMEZ.TXT
Volume in
Volume Serial Number is BB89-E7AQ

Directory of W:\Windows\Prefetch
8 WELCOME2.TXT
2,783 WELCOMEZ2.TXT:REVSHELL.EXE-41B5A636.pf:$DATA
8 bytes

,822,304,768 bytes free

C:\Users\IEUser\Desktop\Tools>PECmd.exe -f W:\Windows\Prefetch\WELCOMEZ.TXT\REVSHELL.EXE-41B5A636.pf

C:\Users\IEUser\Desktop\Tools>PECmd.exe - W:\Windows\Prefetch\WELCOMEZ.TXT:REVSHELL.EXE-41B5A636.pf

C:\Users\IEUser\Desktop\Tools>
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Figure 8: Failed Prefetch Analysis using PECmd “Test2”

Not even approaching it as in Figure 9:

B¥ Administrator: Command Prompt

C:\Users\IEUser\Desktop\Tools»PECmd.exe - \) :\Windows\Prefetch\WELCOME2 . TXT\REVSHELL .EXE-41B5A636.pf

C:\Users\IEUser\Desktop\Tools»>PECmd.exe - \}\ Windows\Prefetch\WELCOMEZ . TXT:REVSHELL . EXE-41B5SA636.pt

Figure 9: Failed Prefetch Analysis using PECmd “Test3”

The solution was to extract the alternate data stream from each welcome file and run the tool
again. This time, we managed to get the results we expected, as you can see in Figure 10
below:

\Tools>PECmd.exe -f C:\Users\IEUser\Desktop\stealthADS\hidden-prefetch\PUTTY.EXE-AGEB8639.pf
h

Command line: -f C:\Users\IEUser\Desktop\stealthADS\hidden-prefetch\PUTTY.EXE-AGBE®639.pf

Keywords: temp, tmp

Created on: 2819-85-26
Modified on: 2819-85-26 8
Last accessed on: 2819-85

Executable name: WELCOME.TXT:PUTTY.EXE
Hash: AEBBBG39

i ze (bytes): 38,866

fersion: Windows 18

nt: 1

Figure 10: PECmd Results for Hidden Putty Prefetch File (Putty)

And the second hidden prefetch file as seen in Figure 11:
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ealthADS\hidden-prefetch
: Eric Zimmerman (saericzimmermang@gmail.com)
http_ J/github.com/EricZimmerman/PECmd
Command line: -f C:\Users\IEUser\Desktop\stealthADS\hidden-prefetch\REVSHELL.EXE-41B5A636.pT

Keywords: temp, tmp

44 26

ME2 . TXT: REVSHELL. EXE

fersion: Windows

Run count: 1

Figure 11: PECmd Results for Hidden Putty Prefetch File (RevShell)

As you can see, if you just depend on running your tools, then you might miss something, it
is always good to sift through the data you have, check stuff manually. | know this takes time,
but it will help you make sure you did not miss something. Oh, and before | forget, I’'m going
to write another post showing how we can detect executables that were launched from
alternate data streams could be detected, even if you did not have any event logs
configured! More on that later...

So there you go, the post covered how to go under the radar and also how to find this sort of
unusual activity.

See you in the next post...

Note(s):

1. Both Putty.exe and RevShell.exe were hidden in a normal ADS and stealth ADS (more on
the later in the next post).

2. Both were executed from normal and stealth ADS

3. Putty has a manually injected payload, while RevShell.exe is a normal reverse shell
meterpreter.

Good readings:

1. Forensic Riddle #3 — Answer

2. “Hidden” Prefetch File Analysis and Alternate Data Sources
3. Prefetch folder is empty
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