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Introduction

In Windows environments, in both initial access and post-exploitation phases, script-based
malware plays a major role. Often, hackers utilize microsoft office suite to gain initial access
(using droppers, loaders) to the victim and Windows powershell to explore internal network,
perform scans... basically to do the post exploitation stuff. (well of course, there are
powershell based droppers.)

There is something that is common to both of these tools. Windows scripting engine.

And as a result, Microsoft and antimalware vendors have developed many security
mechanisms to deal with those threats that utilize script-based malware. For example,
modern anti-malware solutions can statically analyze scripts, binaries and detect whether
they are malicious or not using signatures such as strings.

And because of that, malware authors use various techniques to bypass those defense
mechanisms. One of the major techniques is code obfuscation.
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consider the following example, that I took from MSDN.

function displayEvilString

{
Write-Host 'pwnd!'

}

Assuming the above PowerShell snippet is malicious, we can write a signature to detect the
malware. this signature can be Write-Host 'pwnd!' orsimply 'pwnd!' .

So to avoid signature-based detection, the above snippet can be obfuscated like shown below.

function obfuscatedDisplayEvilString
{
$xorKey = 123
$code = "LHsJexJ7D3seelZ7M3sUewh7D3tbelx7C3sMexV7H3taelx7"
$byte = [Convert]::FromBase64String($code)
$newBytes = foreach($byte in $bytes) {
$byte -bxor $xorKey

}
$newCode = [System.Text.Encoding]::Unicode.GetString($newBytes)

}

And this is a win for malware authors since this is beyond what anti-malware solutions can
emulate or detect until AMSI joins the conversation.

Antimalware Scan Interface

Antimalware Scan Interface, AMSI for short is a standard interface that allows applications
to interact with anti-malware products installed on the system. This means is that it provides
an API for Application developers. Application developers can use the API to implement
security features to make sure that the end-user is safe.

AMSI also enables anti malware vendors to defend againts script based malware.

According to Microsoft, AMSI provides the following features by default.

- User Account Control
- PowerShell

- Windows Script Host
- JScript && VBScript
- office VBA macros

As it is clear from those default features, AMSI specifically provides anti-malware security
mechanisms to defend against script-based malware.

AMSI in action

So let’s take Safetykatz as our example.
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When we run the binary, the result we get is.
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See, as we expected, PowerShell stops the execution of the program once it has detected the
program is suspicious using AMSI. So, how can we bypass this?, well before that, we have to
dive deep into AMSI internals to understand how things work.

AMSI internals

As I previously mentioned, AMSI enables anti malware vendors to defend againts script
based malware. This is done by using AMSI providers. An AMSI provider is basically a COM
object that implements IAntimalwareProvider COM interface. An anti malware vendor
who’s willing to implement AMSI interface should then register the COM object by creating a
CLSID entry in HKLM\CLSID and registering the same CLSID under
HKLM\Software\Microsoft\AMSI\Providers\ .

Other Other
PowerShell VBScript x o
Application Appiration MsMpEng.exe
$ r -~ [Windows Defender Service)
L J
AMSLh + AMSL D + ARSI
Win32 APl Layer BmaiScanBuffer()
AmziScanString()
____________________________\"'_ _____ MpEngine . d11
{Defender Scan Engine)
Zmgi h + Bmai d11
COM APl Layer :
¥ Iintimalware: : Scan) FIBYME o MpSwe._dll
{Defeandsr RPC Sarver)
AV Provider Layer Windows Defender Provider Clasa 3™ Party AV Provider
ItntimslwareProvider: : Scan() Class
RPC :

As it is shown in the above diagram, AMSI provides a dll called amsi.d11l for application
developers to interfere with AMSI providers indirectly.

Let’s examine PowerShell from process hacker to check whether amsi.dll is loaded.
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B powershell.exe (11488) Pre ies - O x

General Statistics Performance Threads Token Modules  Memory Environment Handles MET assemblies .MET performance  GPU Comment

Mame Base address Size Description ~
powershell.exe 0x7if7{f8a0000 452 kB Windows Powershell
advapi32.dl 0x7ff96cc10000 652kB  Advanced Windows 32 Base...
amsi.dl 0x 7345500000 92kB  Anti-Malware Scan Interface
AppResolver.dil 0x7ff339db0000 592kB  App Resolver
AppxSip.dil 0x 7344270000 2383 kB  Appx Subject Interface Pac...
atl.dll 0x7ff957b20000 112kB  ATL Module for Windows XP ...
BCP47Langs.dl 0x7ff9628b0000 372kB BCP47 Language Classes
berypt.dil 0x7ffa6b0a0000 152kB  Windows Cryptographic Pri...
beryptprimitives.dil 0x7ffasbboooog 516 kB Windows Cryptographic Pri...
cdp.dil 0x7ff357410000 5.27MB  Microsoft (R) COP Client APT
cfgmgr32.dl 0x7ff36b010000 296 kB Configuration Manager DLL
dbeatg.dil 0x7ffa6d 330000 643 kB COM+ Configuration Catalog
dr.dl 0x7ff34d200000 10.76 MB  Microsoft .MET Runtime Com...
driit.dl 0x 7948060000 1.31MB Microsoft \NET Runtime Just...
combase. dil 0x7ff86c210000 3.21MB  Microsoft COM for Windows
coml2.dll 0x7ff36c550000 472kB  Microsoft COM for Windows
ayptiz.dl 0x7FFI509B0000 1.29ME  Crypto API32
crypt32.dll.mui 0x23419610000 40kB Crypto API32
cryptbase.dl 0x7ff96a6a0000 43kB Base cryptographic API DLL
cryptnet.dll 0x 796430000 183kB Crypto Metwork Related API
cryptsp.dll 0x7ffa6b260000 92kB Cryptographic Service Provi...
cscapi.dil 0x7ff948de0000 72kB Offline Files Win32 API
cversions, 2.db 0x2347ea20000 16 kB
cversions. 2.db 0x2347ea30000 16 kB
dsreg.dil 0x 7967760000 832kB  AD/AAD User Device Registr...
gdiz2.dl 0x7ffo6cd 70000 152kB  GDI Client DLL
gdiz2full.dl 0x7ff36bbanooo 1.59MB GDI Client DLL
gpapi.dl 0x 7969880000 136 kB  Group Policy Client APT
iertutil. dll M 7HfA 540000 2.65MR__Run time utility for Tnternet ... &7
Close

as we can see, amsi.dll has been loaded into powershell.exe. Now, let’s take a look at this dll
in-depth and see if we can find anything interesting. Even without looking at the dll, it is
possible to think of some techniques to bypass AMSI, Anyway, its time to dig deep.

Before start reading disassembly, let’s examine the export table of amsi.dll.

Out of the above exported functions, only two are important to us.
- AmsiInitialize

- AmsiScanBuffer
- AmsiScanString
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Of course there are some other important exports. To name a few, D11RegisterClass ,
Dl11GetClassObject and AmsiUacScan .

First we’ll go through AmsiScanBuffer.

AmsiScanString

Microsoft documentation does not tell us much about AmsiScanString function. However it
gives some basic information about it. Such as,

it’s prototype,

HRESULT AmsiScanString(
[in] HAMSICONTEXT amsiContext,
[in] LPCWSTR string,
[in] LPCWSTR contentName,
[in, optional] HAMSISESSION amsiSession,
[out] AMSI_RESULT *result

)i
and parameter information.

According to the documentation, The first parameter this function accepts is
amsiContext , which is a handle of type HAMSICONTEXT that was initially received from
Amsilnitialize.

Second and third parameters hold pointers to wide character strings. first one for the string
that should be scanned and the latter for the contentName .

contentName can be either filename, script id, url or similar of the content being scanned.

Fourth parameter is marked optional, however if multiple scan requests are to be correlated
within a session, this parameter should be set to the handle returned by AmsiopenSession
function.

Fifth parameter is an output parameter and this is the one that indicates whether the input
string is malicous or not.

As MSDN says, this function (and AmsiScanBuffer) returns S_0K if the call is successful.
However, the return value does not indicate whether the buffer is malicious. instead, the
function uses fifth parameter of type AMSI RESULT to send the scan results to caller.
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typedef enum AMSI_RESULT {
AMSI_RESULT_CLEAN,
AMSI_RESULT_NOT_DETECTED,
AMSI_RESULT_BLOCKED_BY_ADMIN_START,
AMSI_RESULT_BLOCKED_BY_ADMIN_END,
AMSI_RESULT_DETECTED

Y

Let’s a take a look at AmsiScanString in disassembly.

HRESULT

Function allocates some space in the stack and checks if the string is empty or not. If
string turns out to be empty, it simply returns after loading 0x80070057 into rax .

if string to be scanned is not null,

" N

yquord ptr [ +

function checks if result isnull pointer. if so, well the same thing as above, it returns with
bad value loaded into rax .

else, result isvalid, it loops through each wide character of the string to get the length
of it.
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After getting the string length, it calls AmsiScanBuffer function.

It is clear that this is just a simple wrapper function around AmsiScanBuffer .

AmsiScanBuffer

According to the MSDN and as well as the name suggests, the AmsiScanBuffer function
scans a buffer for malicous content.

here is the function prototype msdn

HRESULT AmsiScanBuffer (

[in] HAMSICONTEXT amsiContext,
[in] PVOID buffer,
[in] ULONG length,
[in] LPCWSTR contentName,
[in, optional] HAMSISESSION amsiSession,
[out] AMSI_RESULT *result

)

Function takes 6 parameters. One of which is the pointer to the AMSI RESULT enum which i
explained above - *result . According to MSDN, others include a buffer, which will be
scanned by the anti-malware vendor - buffer , length of the buffer - length , filename,
URL, unique script ID - contentName and a handler to the session - HAMSISESSION
structure.

And here’s how this function looks like in disassembly.

737


https://docs.microsoft.com/en-us/windows/win32/api/amsi/nf-amsi-amsiscanbuffer

Ordinal_4
AmsiScanBuffer
MOV :
MOV quord ptr [ +
MOV qword ptr [ +
MOV gquord ptr [ +
PUSH
PUSH
PUSH
SUB
MOV
MOV
MOV
MoV -
MOV Jqueord ptr [
LEA o[
MOV Jquord ptr [ o
MOV Jquord ptr [ +
P '
ird

here we can see stack pointer is stored in ri11 register and since this is x64 _stdcall, the first

four parameters are stored in rex, rdx, r8 and r9 registers. Rest are stored in the stack. With

that information, we can assume a pointer to the AMSI_RESULT enum is stored in the stack.

then we can see few comparisons around global data. if the comparisons turns out to be
successful, it calls WPP_SF_qqDgq function. (windows sofware trace preprocessor).

TEST byte ptr [
ird

Jqword ptr [
guord ptr
quord ptr
dword ptr
guord ptr

then there is a pretty huge if condition, which is essentially checks if any of the above
parameters are invalid




by looking at the comparison, the function won’t successfully return if [rbp], which is the
first gword of amsiContext is notequal to 0x49534d41.

else, as we can see in the above snippet, buffer (rdx register)is now loaded with address of

CAmsiBufferStream::vftable and stored the value in the stack. This may sound familiar
to anyone who has done some C++ reverse engineering since this is a one way to represent
constructor calls in assembly (setting vtable to the object’s first bytes).

to confirm that we can take a look at CAmsiBufferStream: :vftable .

addr[6]

addr
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as we can see, CAmsiBufferStream::vftable isindeed, a virtual function table and what
those two instructions doing is creating an object of type CAmsiBufferStream . Itis also
possible to see some member variable intializations too.

My assumption is that amsiContext->thirdMember is somekind of a class that anti-
malware vendor has registered to perform scans.

To make sure our assumptions so far are correct, we’ll go over this function using windbg.

Since we already know interesting parts of the function, it is easy to place breakpoints.

0:018> bl
0 e Disable Clear 00007ffxxxxx3310 0001 (0001) O:**** amsi!AmsiScanBuffer
1 e Disable Clear 00007ffxxxxx338d 0001 (00O01) O: amsi!AmsiScanBuffer+0x7d
2 e Disable Clear 00007ffx xxxx3395 0001 (0001) O:
amsi!AmsiScanBuffer+0x85
3 e Disable Clear 00007ffxxxx339e 0001 (0001) O:****
amsi!AmsiScanBuffer+0x8e
4 e Disable Clear 00007ffxxxxx33ac 0001 (00O1) O:**

amsi!AmsiScanBuffer+0x9c

First few breakpoints are placed at locations in assembly where amsiContext’s member
variables are being referenced. Reason being this handle is still unknown to us. Therefore it
could be useful to extract every possible information about it. Last breakpoint is placed at the
address where CAmsiBufferStream:vftable is referenced.
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Command Watch Locals Registers Memory Stack Disassembly Threads Breakpoints Logs Notes T es Modules Llayouts Reset
- Windows

Disassembly { | Command

09:018> dd @rbx
Addi w current instruction 068080234 TF5duude 4953Ud41 BOBPEABD Te9Bcced BABBR23Y

BEYETHHY " U55E333D 4E5dBSbedcBUBY rax, lams1!WPP_GLOBAL_Centrol (BBBE7THHY H5511666) ] 066880234" 7f5dUled  7eb5d126 00000234 0O0BRSS 00600060
000079 45503342 ug8bac2ubsaeEane rbp, qword ptr [rsp+eB8h] 230" 7EdULFd 8668680 BABEBABD d7T2faTa J6BBASEE
688679 4556334a UcBbb42UbaGEBEEE rl4, quord ptr [rsp+8Bah] 234 7£5d4500 7f5du3ed 888E6234 728d7020 BOEEE23U
©0087FF9 45503352 483bcs rex, rax 80088234 7£5dU518 TFS9UTAE BEABE234 7FSdblde BAGEE23Y
880879 45503355 7423 j g 234>7f5du520 EEE6EEEs BEEEEERS d771fas7 BfEEBILE
000079 45503357 feullcey byte ptr [rex+ichl, 4 47544538 636F6843 TU616cHF 6F547965 UcT36cEF
90008794558 234" 7f5du548  7961636F 3d6e6F69 7uSc3au3 T36c6F6T
©0087ff9 4550: rcx, gword ptr [rex+1eh] #:818> dd 8888234 7f5d4Uda

0O0ATFFI" U558 r9, rhx 90080234 7f5du4d8  7e98cced 88008234 7eb5d120 BE0EBZ3Y
88087FF9"4556! quord ptr [r11-56h]1, rbp 00088234 7£5dudes  BEGOEEES BEGOEAGO BAABBEAD BAGBEOOE
©BOATFFI" 4558 qword ptr [r11-58h], ri4 [] eee@8234°TFSd4dfE dT72faTa 9BEEESBE TfSdU3ed BEEEE23U
B0087F 9 U550336C HUB9UY242E dword ptr [rsp+28h], rad Te8d7028 WWUE% 7524748 80888234
P00ATFFO 45503371 49395398 gword ptr [r11-68h], rdx : Tf5dblde ©0000234 0POPE0PE BOO0EOEE
000879 45503375 e8d2fTFFFf Pod8234° Tf5dus28  d771fa67 8fB00980 6366843 TU616c6T
0008TFF 455033 Ta UBEBSF6 — o= 00080234 7F50U538 6FSUTI65 HeT36c6f TUE1636F 3d6e6F69
00087FF9 4550337d T466 2 90088234 Tf50U548 TuSc3ad3 T36c6f6f BROEBEOR BEOEEO0E
08007FF0°US50337F B5FF edi, edi 9:618> dd 6866230°7fEdulle8

00087FF9 45503381 T462 90080234 7f5duted Teb5d120 BEE0E23Y BEOBESS BEEEEO0E
880879 U55683383 u88S5ed rbp, rbp 00088234 7F5dULTE 0 d772fa7a 908608800
©0087FF9 45503386 T45d 80088234 7F50U588 7fSdu3ee B8EBB23Y 7e8d7820 BEEEB23Y
BB0BTFF9 45503388 U885dh rbx, rbx 7594740 08000234 7f5dblde BEE8823u
©0007ff9°4550338b 7458 j i : 66080600 BBB6BEBD d771fas7 BFEEE988
BBOBTFFY°U550338d 813bu1u4d53u9 dword ptr [rbx], u9s3uDu1h 00088234 7F50U530 636F6843 TUE16c6F 6FSUTIES UcT3ECEF
000879 45503393 7550 jne 80088234° 7F5dU5U8  T61636F 3d6e6F69 7uSc3au3 T36c6F6F
B8887FF9 U5503395 ussbu3es mov rax, qword ptr [rbx+s] 00080234 7F50U550 BEEEEEES BEEOEERD d7ucfasd 98088200

80007ff9* 45503399 U48B5cE test rax, rax

88887 558339¢c 7447
888879 U558 test rex, rex
8000794550 je
BBOATFFI U55033a7 UEBOUUIUSE mov quord ptr [rsp+58h], rax
800879 455033ac 488d157dB600R8 lea rdx, [amsi!CAmsiBufferStream:: vftable' (80807ff9"4550ba36
BBOATFF9" U55033b3 UEBO542ULE quord ptr [rsp+ush], rdx -
be 4533c9 rod, rad bizglsine
bb 4889742448 quord ptr [rsp+ush], rsi Name
c8 ugsds42une rdx, [rsp+deh]
dword ptr [rsp+56h], edi
8, rhp
cc Uc89T7c2460 qword ptr [rsp+66h], ris
BBOATFFI 455633d1 UcBIT4IUES quord ptr [rsp+68h], ri4
800879 455033d6 1488bel rax, qword ptr [rex]
BBOATFFI 455633d9 4E8bUB1S rax, quord ptr [rax+18h]
0800079 455033dd ffl5cdadeese qword ptr [amsi! guard dispatch_icall fptr (@eeeTff9"4558c!
B8087FF9" 45583323 ehBs
©80807ff9°455033e5 ba857086780 eax, BO678657h
BB0ATFFI455033ea UeBd5E2UTE ri1, [rsp+78h]
80007ff9 455033ef 498bsb2e rbx, gword ptr [r11+28h]
BB0ATFF 4550333 4IBbEL2S rbp, quord ptr [r11+28h]
0BR07TFF9 U55033F7 498bT3I30 rsi, gqword ptr [rl1+3eh]
800079 455033fb 498be3 rsp, rll
808879 455033Fe U415f rls
800870 45503480 4lS5e rlg
800079 45503482 5F rdi

AAOATLLONNEEAINGZ ~2 - 0x002b

19404298 GMB@2SE
B09A0a5e VBA0A0A

FCBAE920 ©0OBTFF
TEBC3(30 00000,

194p4298
814108E8

NAABECIE

7F504400

azan0

800a000s 0EARaE

80000003 0206008

BSSEBFA1 BBABCAE

ASAGFACE 000000

FAASES10 9@OOTFF] &s 0x002b
ERAETEAT GAGATEE 0x0053

So from the above image, we can assume that the first member of the amsiContext isa
QWORD but it compares it with a DWORD and second and third members are also
QWORDs (8 bytes).

0:018> dg /cl 0x000002347f5d44d8 L1
000002347f5d44d8 000002347e90ccel
0:018> dg /cl 0x000002347f5d44e0 L1
000002347f5d44e0 000002347eb5d120

We can refer to the memory map to get more information about what those QWORDs are.

v Dx2347f550000 Private 1,024kB RW Heap segment (ID 1) 1,016 kB 1,016 kB
0x2347f550000  Private: Commit 1,020kB RW Heap segment (ID 1) 1,016 kB 1,016 kB
0x2347f64f000  Private: Rese... 4kB Heap segment (ID 1)

Now it is clear those two pointers are from heap segment 1. However, we still have no idea
about the type of those pointers.

However we already know those are pointers to objects thanks to our previous static analysis.
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Command

8:018> dq /cl ©BBTFFY 4556ba30 L3
Follow current instruction B007FF9 U550ba30 BBOETFF9 45502bde
BBBOTFFOU556ba38  BEAETFFY45502cdd
gg :ﬁg:dh rbx, rbx B0O7FF94558bate  BEOETFF945502c80
j 8:018> u BBGBTFFY’ U5562bdE
813b414d5349 dword ptr [rbx], 49534D41h amsi!CAmsiBufferStream:: QueryInterface:

: )
B86B7FF9" U558 980879 U5582bd8 UBEISCIUDE mov quord ptr [rsp+8],rbx

680679 4558 rax, quord ptr [rbx+8] 0008TEFO" US502bd5 UBEOTI2U1E mov quord ptr [rsp+18h],rsi

: rax, rax 808879 45582bda 57 push  rdi

ﬂﬂﬂ@?ﬂg‘“-‘)ﬁﬂ BBBBTFFI'45582bdb UBE3ec2d sub rsp,26h
©8087F9" 4556: rex, quord ptr [rbx+18h] 008879 45502bdf U9BbFE mov rdi,r8
BBBETF9" U55033a : 8BABTFFY U5582bed UBEbda mov bx, rdx
00087ff9"455033a 3e e 06807FF9 U5582be5 4BBbFL mov rsi,rex

888079 u558! g P =i X 000879 45502beB 4BBbOd11e40000 mov rcx, quord ptr [amsi!WPP_GLOBAL {

1!CAnsiBufferStroam:: ‘vFtabla' (CEELMIZENTEELEEL) ]
b3 ug895u2448 quword ptr [rsp+4eh], rdx
b8 4533c9 xor rod, rod
bb 4889742448 qword ptr [rsp+ish],
c 488d542448 e rdx, [rsp+igh]
c5 B97c2u5e dword ptr [rsp+5eh], edi
c9 fcBbes r8, rbp
cc HeB9Tc2U60 qword ptr [rsp+66h],
00007FF9 455033d1 UcBITU2U68 qword ptr [rspt68hl],

Above screenshot shows the virtual function table of CAmsiBufferStream .

Then the next address where we can find some more information regarding amsiContext
members is,

00007ff9455033d6 488b0O1 mov rax, qword ptr [rcx] ds:000002347eb5d120=
{amsi!ATL: :CComObject<CAmsiAntimalware>::vftable' (00007ff94550bb48)}
00007ff9455033d9 488b4018 mov rax, qword ptr [rax+18h]

00007ff9455033dd ff15cd8dOOOO call gword ptr [amsi!_guard_dispatch_icall_fptr
(00007ff9°4550c1b0) ]

in the above snippet, rcx holds one of those pointers we just discussed,
000002347eb5d120 (thirdMember). In the first instruction, 64 bit value at that address is

loaded into rax register, which, according to the above snippet, is 00007ff94550bb48 . It

also specifies that this is a vtable located in .rodata section of the asmi.dll’s memory image.

~ Ox 7945500000 Image 92kB  WCX C:\Windows\System32\amsi.dil 84 kB 20kB 64 kB 64 kB
0x7ff345500... Image: Commit 4kB R C:\Windows\System32\amsi.dll 4kB 4kB 4kB
0x7ff945501... Image: Commit 40kB R¥ C:\Windows\System32\amsi.dll 40 kB 4kB 3B kB 36 kB
0x7ff94550b...  Image: Commit 24kB R C:\Windows\System32\amsi.dll 24kB 8kB 16 kB 16 kB
0x7ff945511... Image: Commit kB RwW C:\Windows\System32\amsi.dll akB akB
0x7ff245513...  Image: Commit 1BkE R Ci\Windows\System32\amsi.dll akB SkE 3kE

next two instructions retreives address 0x18 offset from the vtable into rax register and
calls the address stored in rax
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Home View Breakpoints Time Travel Model Scripting Source Command

Format Text

Command

8:818> t
current instruction amsi!AmsiScanBuffer+@xcd:
80887fF9 u55833dd Ffl5cdsdeees call  quord ptr [amsi!_guard_dispatch_icall_fp
8:818> dq BBEETFFOUS56bbUS
@6807fF9 u558bbus BEEOTFF9 45587550 RARATFFY USSATIcA
@0807FF9 U550bb58  BEEOTFF9 45587570 BOBOTFFI 45505688
@6807fF9 u558bb68 BEEOTFF9 45585980 BEBATFFY U55879cE
@080TFF9 U550bbT78  0EEOTFF9 4558deus BOBBTFFYU556UUEE
80807fF9 u550bbBS 0EEETFF9 45584510 BOEATFFY 45504520
@080TFF9 U550bbO8  BEEOTFFO 45584490 BOBBTFFYU55EULTE
@0807ff9 u550bbag 00EOTF9 455844b0 BOEATFFY 4550df98
@080TFF9 U550bbbE  BEEOTFFO 45584460 BOBBTFFYU550U588
©:018> dq /cl BBEETFFIUSS5AbbAR + Ax18 L1
86807fF9° u558bb6e 80079 45505600
8:0818> t
amsi!CAmsiAntimalware::Scan:
@080TFF9 U5505680 UBSS push rhp

8BBETFF9" U55855eb UBBLTC2U58 rdi, qword ptr [rsp+58h]
88667FF9° 4558558 4BB3cH38 rsp, 36h
88087Ff9" 455855fU U15e rly
88687f9° 4558556 C3

88687fF9° 4558557 cc

8BB67FF9" 4558558 cc

88687f9° 4558559 cc

8BBETFF" 455855¢a cc

88687fF9°455855fb cc

8BBE7FF9" 455855¢c cc

88687fF9°455855fd cc

88087ff9" 455855fe cc

88687f9°455855FF cc

88087Ff9" 45585682 s rbx

89007FF9° US505683 56 rsi

88087ff9" 4558568 57 s rdi

89987F9° US505685 U154 r12

88087Ff9° 45505687 4155 s ris

89907F9° US505689 U156 riy

88007ff9° U550568b 4157 s rls

89087F9° US50568d UBBAEC2UFE 2 rbp, [rsp-8]

89087F9" 45505612 UBBlecBB8010608 sub rsp, 1esh

88087Ff9" 45585619 488bA5SUECI1BEE8 mov rax, qword ptr [amsi!_sncurity_cm)kiﬂ (88879 u5511
89907F9°US505628 UB33cl xor rax, rsp

@8887fF9" 45585623 4BBIUSTE mov gword ptr [rbp-18h], rax

89987F9° US505627 33db xor abx, abx

000879 45505629 YcBIUc24TE mov quword ptr [rsp+78h], r9

0808087+F2°4550562e UBBISU2UYTE mov gword ptr [rsp+78h], rdx

88007ff9° 45505633 UdBbel mov riz,

899879 US505636 UIBLFE mov rdi,

88007ff9° 45505639 U4BBbC2 mov rax,

880879 US50563c UBBDFL mov rsi,

@0087FF2 4550563Ff 4uBbf3 mov riud, ebx . Name
B8BATFFI" US505642 UdBSCH test  r8, r8 A 2 Use
88007ff9° 45505645 7502 jne amsi!CAmsiAntimalware ::Scan+@x51 (89807ff9'U5505651) 80OGOGE™ §298E9AE  455033E3 0BTFFI A7ED[<| .
B8B8TFFI" US505647 bB5TEEETEE mov eax, 8887865Th 00OOBOGE™ E208E0BE EFO1DISA @RABBIEC 008
88007ff9° U550564c e9fe020000 jmp amsi!CAmsiAntimalware ::Scant@x34f (980079 U550594f) 90886 29890003 280EERRE FCe .
BBOBTFFY" US5A5651 418918 mov dword ptr [r8], ebx DOGOG 2 30000G0D GAAGOA0D SDIC. O et L i a
880079 U5505654 UdBSCY r9, r9 20096 9EE AD2BECS? @@PO7FFY 4558 0x0000006e629829f0
BBBATFFI" US505657 TUB3 e amsi!CAmsiAntimalware :: Scan+Bx5c (86887Ff9'U550565c) 20606 2 ODDF4EBC BAARBIEC 8908 0x000001ec90df48bc
880879 US505659 UIBI1D quord ptr [ra], rbx 20096 8D816F70 @@PBR1EC BF7S 0x0000000000000020
88007ff9°4550565¢c 4BBbEd9dboRERe rcx, qword ptr [amsi!WPP_GLOBAL Control (88@87ff9'455 20BAE : BOROABOE PAABDERE 3298

BBBATFFI" US505663 UBBA1596b986EE Le rdx, [amsi!WPP_GLOBAL_ Control (BB8B8TFf9'45511866)] 20806 £ 0080920 BERRARBD A;,L[J o Ox000000628298b58

Registe

rax

00e87ff9°4558566a 483bca rcx, rdx 006 2 FBAF7SA7 @@B@7FFS 9@DF/

B8RBE7TFFY"45568566d T4le je amsi!CAmsiAntimalware::ScantBx3d (8BBTFFI'4550568d) BOOBBASE HEOB

888879 4558566 F6411cEY es byte ptr [rex+ichl, 4 0006 5 EDBCS2CE @ODOTFFS 0000

BBBB7FF9 45585673 418 je amsi!CAmsiAntimalware::ScantBx8d (8PBATF94550568d) o 5 2 @BABAAGE 715A 0x00:
00887ff9' 45585675 488bU9I1E rex, gquord ptr [rex+16h] P 8 4DSCASFD @BAETFFY 3 s 0x002b
BBBE7TFFY 45565679 UcBdA5307cBOEO le [amsi!WPP_1le3aa342498e3db7269168F85cel6Tdbb_Traceg 20606 2 FAASES1O @OBATFFS FAAS 050025
800871F9° 45505680 baledBaeee ] a 2 SI0RFAMD OAGAOGEE FRAE f: 0x0053

B9BOTFFO 4555685 UcBbCE a O 0 ] 10x0028

0x002b

This proves that our assumption on function pointer extracted from the HAMSICONTEXT
being a anti-malware vendor’s registered function is false and it is a pointer to
amsi!CAmsiAntimalware: :Scan method.

We have uncovered some important details about HAMSICONETXT so far. We already know
that the first member is a DWORD, and it should be equal to 0x49534d41 in order for scan
to be successful. Third member is a pointer to an object of class CAmsiAntimalware , which
has a virtual function called amsi!CAmsiAntimalware::Scan .

And by moving its ox0 offset rax register, we can access it’s virtual function table where we
can find Scan at the ox18.

The whole thing can be roughly decompiled down into below C code.
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class CAmsiAntimalware {
private:

[...]

public:

virtual Scan(CAmsiBufferStream *, AMSI_RESULT, DWORD);

typedef HAMSICONTEXT {

}i

QWORD unk1;

QWORD *secondMember ;
CAmsiAntimalware *antimalware;
[...]

HRESULT __stdcall AmsiScanBuffer

(

0x1c))

HAMSICONTEXT amsiContext,
PVOID buffer,

ULONG length,

LPCWSTR contentName,
HAMSISESSION amsiSession,
AMSI_RESULT *result

auto var;

if ((WPP_GLOBAL_Control != &WPP_GLOBAL_Control) && (*(WPP_GLOBAL_Control +

1= 4))

{

if (

WPP_SF_qqDqq(

*((BYTE* )WPP_GLOBAL_Control + 0x10),
buffer,

length,

amsiContext,

buffer,

amsiSession,

result

)

buffer == NULL ||
result == NULL ||
amsiContext == NULL ||

*((DWORD *)amsiContext) != 0x49534D41 ||

*((QWORD *)amsiContext + 1) == 0x0 ||
*((QWORD *)amsiContext+2) == 0x0
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return 0x80070057;

}
else
{
CAmsiBufferStream bufferStream = CAmsiBufferStream(
buffer,
length,
amsiContext->secondMember,
contentName,
session
)
return amsiContext->antimalware->Scan(
amsiContext->antimalware, // this
&bufferStream, // CAmsiBufferStream *
result,
0
)
}

We are not done yet. Goal here is to understand how AMSI works. Therefore, our next target
is amsi!CAmsiAntimalware::Scan.

But before drill down into it, we need to construct the HAMSICONTEXT structure out of the
knowlegde we have.

msidll: famsi.dll]

2
santmaivere LD LRy
!||Mi\\i J

1
1

Alignment: 1

now we can see decompiler output is much more accurate and readable.
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->cAmsiAntimalware +

We can also try constructinga CAmsiAntimalware class but we dont have enough
information to populate member variables.

CAmsiAntimalware::Scan

long __thiscall i » IAmsiStream * RO, I_RESULT * RB, IAntimalwareProvider

So ghidra has created a nice view of the stack frame for us. And by looking at the parameters,

we see the function expects a pointer to an IAmsiBuffer object and a pointer to a pointer of
IAntimalwareProvider object.

We saw that in the AmsiScanBuffer that this value is set to zero.
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Then continues to setup all those memory curruption protection machanisms and to check
the validity of the input parameters. First it checks if third parameter, result isnull
(remember, result is a pointer to AMSI_ RESULT enum).

E W
MOV gword ptr [RS],

if it is not, it jumps to label result valid .else, it sets eax to 0x80070057 and return.
Inthe result_valid label, it sets *result to AMSI_RESULT_CLEAN (0x0). So it looks
like the function is clearing the *result to not detected state. Which means we can expect
value of result to change.

It also checks if provider isnull. If not, it sets value of it to null and continue execution
from LAB_7ff94550565c . else, it continues the execution from the same location but
without setting *provider to null.
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LAB_7ff94550565c does the same thing as AmsiScanBuffer did at the block
ox7ffxxxxx335d . However instead of calling WPP_SF _qqDqq it calls WPP_SF_q . Also note
that above snippet sets rdx to either address of [WPP_GLOBAL_CONTROL] or Oxle .

LAB_7ff94550568d looks interesting.

First it calls rand() function. In case you dont know, it’s pretty common C library function
and it generates a psuedo random number and return it. In the next line, it stores a member
of CAmsiAntimalware class at offset 0x1cO® in ri13 register. Then there are some
multipications around the generated value value.

ghidra being ghidra, has renamed registers with the variable names (this is good if we are
doing x86 reversing becuase most of calling conventions pass parameters through stack,
However, in our case, since parameters are passed through registers, renaming those can
cause confusion), So to make it clear, we’ll use listing view.

guord ptr [

Jaword ptr [

dword ptr [ +

It assigns the return value from rand() to ecx register and loads eax with ox51eb851f.
then it multiplies random value stored in ecx with the value loaded in eax . Note that this
instruction is capable of changing the value at edx register.

Then there’s a shift right instruction, which shifts 5 bits from edx register. then it multiplies
shifted edx with ox64 and stores the value in eax .

sub instruction substracts eax , by ecx . what this whole thing does is similar to below
expression

rand() % 0x64;
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value of ecx isthen stored in a local variable loc_rand and function checksif ri3,
which holds the value of this->0x1c0 is o/null. If yes, it jumps to LAB_7ff9455058c4 .
else, it continues exection from next address.

Now we got two control paths to follow. but first, I'm not gonna take the jump.

Control flow path 1

Ox7ffxxxxx56bb , address of this->0x40 getsloaded into ri4 , which then gets stored
in a local variable. Next instruction loads this->0xc0@ into ri12 register.

Then there’s an unconditional jump and this one jumps directly into a loop. so Im gonna save
that part for a debugging session and continue with the other control flow path.

Control flow path 2

P Jguord ptr [
JNC

If f Else | If | Else

LAB_7ff9455058c4 starts with a comparison of ri13 (this->o0x1co but as a local variable)
with this->0x1c0 . The comparison checksif ri3 islessthan this->0x1co .ifitis,
control flow is directed to address 0x7ffxxxxx58cd . else, control flow is directed to label

LAB_7ff9455058f7 .

First instruction at 0x7ffxxxxx58cd sets ri14 to zero (rbx is xored by itself at the begining
of the function). Next two instructions checks if r12 is null.
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if not, value at address ri12 issetto [RSI + r13*0x8 + 0x40] .Then it checksif rcx is
null. If we assume the jump to LAB_7ff9455058c4 taken from 0Ox7ffxxxxx56b5 ,then
rcx would be the remainder of rand() % 0x64 thing.if rcx isnull, jump is taken to
label LAB_7ff9455058fd . else, it loads value at (*(rcx) + 0x8) to rax and callsit
through _guard_dispatch_icall .

if r12 isnull, jump is also taken to label LAB 7ff9455058fd .

MOV dword ptr [

on the other hand, LAB_7ff9455058f7 alsojumpsto LAB_7ff9455058fd after moving
ox1into [rdi] . We already know that rdi is pointingto AMSI_RESULT enum. Constant 1
means AMSI_RESULT_NOT_DETECTED .

this simply checks if this->0x1c0 is null, ifitis, it jumps to label LAB 7ff94550590e
else, it continues exection from address 0x7ffxxxxx5906 .

block starting at 0x7ffxxxxx5906 basically checks if R14 isnull. it sets bl if previous
comparison has caused sign flag to be 1. The operation may look like this in pseudocode.

bl = (r14 < 0) + 1;

as you can see in the above control flow graph, code is finally directed towards
LAB_7ff94550590e . What this snippet does is, call
CAmsiAntimalware: :GenerateEtwEvent method. it passes this and amsiStream and
bl through rcx, rdx and r9 registers as first three arguments. fourth and the last one
is passed through r9 and this is basically the AMSI RESULT .
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Now Im going to find where AMSI RESULT is being modified. We already know rdi isa
pointer to the enum.

If / Else If / Else

In the above snippet, rdi (result) is assigned to value of eax . if we go up in the control
flow, we can see eax is assigned with local 108 .

Now we know some interesting places to place breakpoints and analyze, it is time to get into a
windbg session.

First, Im gonna place a break point at address at place where provider is checked.

0:018> bp Ox7ffxxxxx5654
0.018> g

0.018> r r9
ro=00000000000000060

As it is clear from the above snippet, r9 register which holds a pointer to a pointer of
IAntimalwareProvider class is set to zero. We saw this earlier in AmsiScanBuffer
function.

Even if some value is passed down through this register, CAmsiAntimalware: :Scan will set
it to zero.

the next important piece for us is where this is being accessed.

< | Command

\i'-'w:l]l]\]l] ; 72 C { 648 BOBBABEO"BBBOBBAE BABE
00007 3568 £000000 B BBBBA25 B6B66250° 89452550 OOBE
7 85 oF

00 & r, rax 606608258 894 BBB60660° 0BB60608 60OBEO00° BEABE
06 " aed B 94 7 *BBB0BEA2 BBBATFFF d.
6BBAT qword otr [amsi! imo _rand (ARBOTFF aeB3cBfB)]

8BB87FFf ae835693 4cBbaech rd ptr [rsi+1CAh]

BBBATFf aed3569a 4cBhfh

68887

00007FFF

above diagram shows exection has been stopped just after the instruction where function
accessess this->0x1cO .

And the value at that address is set to ox1. This gives us a hint that this member might be
numerical value rather than a pointer.
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BBBA7FFf aeB3568d FF155d6a0600

BBBB7FFf aeB35693 4cBbaccO010068
BBOATFFF aeB3569a 4cBbfb

BBOBTFFF aeB3569d BbcB

BO0OTFf aeB3569f bB1fB5eb51
BBBATFFF aeB3G6ad f7el

Command

19> r rocx

low current in: BBB606600602ea6
ord ptr [amsi!_imp_rand (BBBAT

ri3, gword ptr [rsis1CBH]

rl5, rbx

BCX, EA

eax, 51EBB51Fh

e

A little below that, we can the random number generated by rand() being stored in ecx
register and that value is 0x2ea6

Since we already know what this snippet does, we can perform the calculation by ourself.

>>> hex(0x2ea6 % 0x64)

'Ox2a'

K0 000000000000000
Ox0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000002e7c

Ox0000000000000077
0x0000000000000000
0x000000001¢

File Home
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Registers

0x0000009;
0x00007fffae!
0x00000202

rbp
rip
efl

0x002b

0x002b

0x0053

0x002b

0x002b

0x0000 !
0x00000000000000! EN]
0x0000000000000011

0x0000000000000000
0x00000000000000

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x000000000000
0x000000000000002a
0x0000000000000077
0x0000000000000000
0000000001
0x000000001
0x000000008
0x000000001
0x000000002357b550
0x0000000000000000
0x0000000000000011
0x000000002356b8b0
0x0000000000000000
0x0000000000000001
0x000000008845d40
0-ﬂEK.‘EIUEIUO'"D"’D"“JEN]
0x00000000a:
0x000000000000
0x000000000000002a
0x0000000000000077
0x0000000000000000 El

Breakpoints

onoin
I0i0in

aed3568d

“8e835693 4EBD&EE 0816668

ae835705
ae83570a

jbe
g uEhaEEEEEEEEEEuEEME nov
488515d6b80000
7415

ri3,
ris,
ECX,
Bax,
Bax,
edx,
Bax,

gword ptr [rsi+1CBh]
rhe

EGX

51EBB51Fh

ECX

5

edx, &4h

Ed)

dword ptr [rsp+58h]
rl3, ri3
amsi!CAmsiAntimalware ::

BEOBTFFF 553356?3 4cBbaecbblopon
: 4cBbfb

BbcB
bB1fB5ebhl
£7el

cleafs
6bc264

2bcB
BREATT{ aeB3ibbae BR4c24h8
BBBBTFFF aeB35602 4dBSed
BAOBTFFF aeB356bs BFE4O9020000

EEEEI”F a a‘iEW- mov
mul
shp
imul

Model Command

ccene.cioe I 7]

Time Travel Scripting Source

B " EFRF=E B & -

s Modules Layouts Reset
- Windows

Memory

Command
do Brsi+Bx48 L1
low current instruction 58 50

dword ptr [rB], ebx

uiﬂhﬂﬂﬂdhqﬂﬂﬁﬂ
801596076660

FP_GLOBAL_Contro
ntrol (BBBAT

(BOBO7FFF" aeB4!
ae841668) 1

1ICAmsiAntimalware ::
tr [rcx+lCh], 4
AmsiAntimals
rd ptr [rex
ré, [Ensl"!F"P le3aa34249Be3dh
edx, 1Eh
9, rax

n+8xBd (BBABTFFF acBI568d)

n+0x8d (BBOBTFFF acB356Bd) [T

367c6868 '7289168f85ce457dbb_Tracequ|
fF
7F00
f BBbB4BThaef
5 700
EEEEHE"UEFH
i

HlEEﬂnaHEHH gword ptr [amsi!_imp_rand (BOBO7FFf ae83
r13, gword ptr [rsi+1COh]
r15, rhx
ecx, eax
eax, 51EBB51Fh
eax, e
edx, &
edx, &4h

BEBATFFF"
BBBATFFF"

X, eax
rd ptr [rsp+58h],

rl3, rl3

aRS1ICAmss Antimaliar

[

, [rsi+BCBR]

AmsiAntimalwar
, gword ptr [rspe6Bhl
. [rsp+48h]

r:l ptr [rsp+4Bhl, ebx
gword ptr [rsp+48hl, rbx
qword ptr [amsi!_imp_GetSysteaTimePreciseAsFileTime (B

¢, qword ptr [rl4]
r8, [rsps4Bhl
rdx, gword ptr [rsps78h]
rax, gword ptr [rcx]
rax, qword ptr [rax+18h]
qword ptr [amsi!_guard_dispatch
rcx, [rsp+5h]
gword ptr [rsp+5Bh], rbx
ri4d, e

n+dxd2 (BBOBTFFF acBI5602)

BEOFS4ES
82000008
B0e008a7
82000008
0000508
8B1B00608

all_fptr (BBBATF

Scan+Ox2c4

66668160 ° 66006668
HOBOEDEA " 000060

qword ptr
r9,
™, g
qword
dword
amsi!CAmsiAntimalwar ns@xled (BABBTFFF a

dword ptr [amsi!®PP_GLOBAL Control+Bx168 (BBBBT+ 1
amsi!CAmsiAntimalware : n#@xled (BABBTFFF aeB35Ted)
rdx, 4BB66868B6886h

qword ptr [amsi!WPP_GLOBAL.
amsi!CAmsiAntimalware ::

[amsi!_imp_BetSystenTimePreciseAsFi
ptr [rsp+58h]
ptr [rsp+48h]
[rsp+6Bh], rg
[rsp+58hl, &

ptr
ptr

ntrol+6x20 (BBOOTFF aeB4]
+8x161 (BBBBTFFF aeB36T61) Izl

GBUBW}Q! JCQE E79@
20808a93 " 1C9CE7AB
20000093 1C9CETEE

20808a93° 1C9CE7(8 BS
20000858
BBA3DN

20000858
BC85DFAB
PA900000,

20908993 1C9CE7DE
26008a93" 1C9CETER
209000893 1C9CE7FE
2600893 1C9CEEA0
20900093 1C9CES10

DOAAAAOT" 1O ERIG

Watch Stack | Memory

0000508
1C9CERC8
0000508

F5028

127478

ecx 55:00000093 lc9cevsl

(BBBATFFF a

BB6FBA72" HEHEEHEI
f DDOBBEAO"

666686680"

EEEEEEEE

B053604d"
B688BBBE

B0BTFFF
BBA00060
26006000
BBA00060
FFFFFFFF
200008258
26006000
00000093
26000000
BeR87FFF
00000000
B0BTFFF
00000000
006000250
20000009

BAnA2ENS

66666080
B0066600° BOBBARDO
f BBOBBOBO FFFFFFFF

666680868

MpOav!D11Registe

MpOav egisterServer+d
MpOav!D11RegisterServer+0
byte ptr [ra
MpDav!D11Registe er
byte ptr [ra Elauﬁah] al|
NpOav!D11RegisterServer+B

20002000 DAOBAE0D
86180008 020GA250
20000000 PAEGABRA
B06A0008 PAEBABAA
20000000 PAEGABRA

FS4F8 B@087FFF

20320000
0020008
20020018
0020008
ASEAE2ER
20020002
B7738E01
A3B4E2ER
800008

BAGAABAGT

00002000
00060008
00002000
00060008
00000250
BBe0AB0a
B0e07FFF
82002258
00000000

BOAAOAAE
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Above diagram shows where the function retreives address of this->0x40 into ri4
register.

When this->0x40 is printed, it also looks like an address that pointed at heap.

Value at *this->0x40 looks like a function pointer and when disasseble that address,
windbg prints disassembly of Mpoav!Dl11RegisterServer (another dll ? we'll see)but

disassembly starts from the middle of the function. This might not be a function pointer after
all.

Disassembly % X | Command

jmp ansi!CAmsiAntimalware :: Sc

arsfi.!EArsiAntir Lw = C
si+46h] 2 2781761e 418928eB d1b9fe9? feTach27

gword ptr [rsp+68h], rl4 ¥ E BoBBBBEBE0 BODBEDEE BEOEBBEE BBBBOBBO

r12, [rsi+BCBh] 2 b 0BOBE066 BOBOOOOG OOBOOO00 BOBBOOOO

amsi!CAnsiAntimalware :: Scan+0xd2 (B0007Fff aeB356d2) 2 BE666666 60000666 OODOBEA0 HOBOAOOO

b L yord ptr [rsp+6Bh] 58" E BOobBEDBE BODBEOBE BEOOBOBE BBOBBOBO

BAABTE Bd4 Le rcx, [rsp+4Bh] 58" g 0BOBE066 BOBOOOOG OOBOOO00 BOBBOOOO
BAABTE B356dT oV dword ptr [rsp+4Bh], ebx 2 0BOBE066 BOBOOOOG OOBOOO00 BOBBOOOO
BBBB7FFF aeB356db 48 gword ptr [rsps#48h], rbx 68686250 B945d5b8 BOBOBOAE GOGOBBOE BBGBGO0B BABBBOBA

here is another place where a member of CAmsiAntimalware class has been referenced. this
time as we’ve discussed when doing static analysis, stores address this->0xc0 .

It doesnt provide us with imformation about type of data even if we take a look at the data at
that address,

Control flow path 1 continued

Now we are at the instruction in disassembly where that loop begins.

00007fffae8356d2 488d4c2448 lea rcx, [rsp+48h]
00007fffae8356d7 895c2440 mov dword ptr [rsp+40h], ebx
00007fffae8356db 48895c2448 mov gword ptr [rsp+48h], rbx
00007fffae8356e0 ff15f2680000 call gword ptr

[amsi!_imp_GetSystemTimePreciseAsFileTime (00007fff ae83bfd8)]

We see that in the above image, first instruction loads address of rsp+0x48 into rcx
register and calls GetSystemTimePreciseAsFileTime , which is used to retrieve the current
system date and time with the highest possible level of precision in UTC format.

before the call instruction it also initialize rsp+0x40 and rsp+0x48 with 0xo0.

Then value at address ri14 getsstoredin rcx register. if you remember, ri4 register
stores &this->0x40 so rcx would be value of this->0x40 .

Then can see some manipulations around that value.
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Disassembly X | Command

Name alue ) : B )
ollow current instruction 98000258894504c0
B User 1
amsi!CAmsiAntimalware :: Scan+Bx2c4 (0BBA7FFT ae83s8 50" BO4RZS BAAAR250° 83307518
rl4, [rsi+4Bn]
qword ptr [rsp+68h], rl4 88 i 5 aaaa"m ae7e4318
r12, [rsi+ACoh] ¢ 8 L1
ansilCAnsiAntinalware :: Scan+Bxd2 (BOBOTFFE £ 30 aaaa"m ae7b3750
0x00000; I rl4, gword ptr [rsp+68h] | U @rax
0x00000093 1c9cea?8 5602 rcx, [rsp+48h] Hpllav! [\HPeqlsterserwer -
000000093 i dword ptr [rsp+4Bh]. eb B ae7b3TFE c24 gword ptr [rspsB],rbx
0x0000009: BOBBTFFF ae! 4BB95C2448 gword ptr [rsps<h], r'ht £ ag,tﬁ"fs gword ptr [rsp#1Bh],rhp
i - BOBOTFFF aeB356e0 FF15F2680060 aword i [amsi!_imp_GetSysteaTimePr FileTine (B0 FFF ae7h3TH gword ptr [rsp#28h],rsi
0x00007ffiae! BBBBTFFF 498h0e PEX, umrn ptr [rlu] F aa?nsm rdi
0x00000202 80007 5659 4CB0442448 rg, [rsp+4ahl FFF ae7h3B00 4
0x00: bee 4BBb542478 rdx, aword otr [rso+78h] 6703882 e
0x002b DR SR x, gword otr [Pex] | ac7h3BA4 4883cc28 rsp,26h
e o rax, gword ptr [rax+18n] FFf ae7b3808 408hFO rl4,r8
bl call gword ptr [am: guard_dispatch_icall_fptr (BBOBTFFF
0x0053 rex, [rsp+5ah]
0x002b 5 4BBYE guord ptr [rsps58h], rbx
0x002b a 448070 rl4d, eax
o003 gword ptr [ansi!_imp_GetSysteaTinePreciseAsFileTime (B8
0x000000931 o ) o TEe
r9, gword ptr [rspe4gh]
gqword ptr [rsp+68h], r9
dword ptr [rsps58h], ebx
ansilCAnsiAntinalwar an+Bxled (BBBATFFF aeB357ed)
B BBBBTFFF dddbBBEBARS dword ptr [ansilWPP_BLOBAL Control+Bx18 (BBBBTFFF ac
000000000001 09867 £h4686800 ansi!CAmsiAntisalware :: Scan+éxled (BBBBTFFF ae8357ed)
0x000002508945d4c0 80067 5739 rdx, 4D0B00BBBOBER
0x0000000000000000 4BB51506086888 test  quord ptr [amsilWPP_ELOBAL Controlsx28 (BBOBTFFF acBil
0x0000000000000000 7 T415 amsilCAmsiAntimalwar an+Bx161 (BBBBTFFF ae835761)
0x0000000000000000 f:gnﬂiusnaaaaa = Ea:rn ptr [ansi!WPP_GLOBAL Control+Bx28 (BBOBTF
- 4823c2 ,
0x0000000000000000 5756 483085chbBOOEE rex, qword ptr [ansi!WPP_GLOBAL Control+0x28 (GBOOTFFF’
0x0000000000000000 BOBBTFFF 5750 BB al, 1
0x0000000000000000 80807 575F 7482 ansilCAnsiAntinalware :: Scan+Bx163 (BBBBTFFF ae836763)
0x0000000000000000 il ;
0x000000000000000C - . X X .
0x0000000000000000 BBBBTFFF AnsiAntinalware :: Scan+Oxled (DBBOTFFF aed35Ted)
0x0000000000000000 8007 48844 oy, e
0x0000000000000000 60807 E 44897c245C dword ptr [rsp+5Ch], rl5d
0x0000000000000000 5775 gword ptr [rbp-6Bh], rax
0x0000000000000000 : : “‘rn[riﬂ';"‘gj .
P gword ptr [rbp-4 , rax
0x0000000000000000 4BB4ATG4E rax, [rsp+4Bh]
0x000000002e F 87 48894500 gword ptr [rbp-38h], rax
0x00000000233025 5
0x000000001c9ce8 ; 245 dword ptr [rspe58h], eax 9p000a93  1C9CE7BR 90Q00RAR 0O0MEOAR 0RGARA1E EREOROR
Ox0000000000000000 91 4BE rax, [rsp+58h] 08000093° 1CICE7C BSOF5020 0R0E7FFF 00000020 6000600
0x000000001c9¢ce730 ptr [rop-28h], rax 90000993  1C9CE7D@ BORPAASE 0OP0OAAA AJGAE2ES 00RR250
P - F ptr [rbp-58h], 4 88060893 1CICETER  6BA3DAGO AGATFFF 0AAABRE2 BABBBRAE
0x000000001c9¢ed3 6550 ptr [rbp-50h], r12 90000093 1C9CE7F  0OBPOASE 0BONOAAD B773BEEL BORA7FFF
0x000000008 80 TAShE ptr 88066893 1CICEBA BCBSDFAD ©BOAA258 A3GAE2EE BABBA2SH
0x000000001 8 e : ptr 8hl, & 90000993  1(SCEB1R 00PPAEOD VOPDOER0 0020000 DORRDROR
0x000000001c9ce770 . s{: {:;Ef‘“’ﬁ e APAAAAT3" 1C9CES28  ARSTEOCstealp7aaa laaneepe2 PaRARARE
0000000007 74000 ] : word ptr [rbp-18h]. 5 = = i -

mov rax, qword ptr [rcx] storesvalueat *this->0x40 in rax register. Next
instruction takes 0x18 th offset of it and stores it back in rax register. Then that address is
called using a gaurd_dispatch_icall fptr .

With that information it is clear that this->0x40 is a pointer to an object of an unknown
class. rcx now points to that object and rax holds one of function pointers in the object’s
vftable. Well my guess is that this is the windows defender’s AMSI COM interface.

The first argument passed to the function is this->0x40 . Second, third and fourth are
passed through rdx and r8 registers. we can see that in the

disassembly rdx beingsetto rsp+0x70 (amsiBuffer) and r8 being initialized to the
address of rsp +0x40 (who’s valueis 0).

Weird thing is, the function is jumping into the middle of a function.

Let’s try following it.
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BEBBTFFF

EEEETftt 4k ! . [rsp+58h]

BEBOTFF 498h5b28 x, gword ptr [r11+28h]
BEBATEFF 498b&b28 gword ptr [r11+28h]
EEEETftt f 498b7330 i, gword ptr [r11+38h]
BE0OTE 49BbTh38 i, gword ptr [r11+38h]
BOBATFFE 7 49Bbel rll

BEBBTFFE a 415f

EEEETftt 415e

BBBATF 415c

BBBATF

BO008Tf

BE0OTE

BEBATFFE

BEBATFFE

EEEETftt

BEBET
BOBBTFFE
BBBOTEE

EEEE"trr 3
55:0BBABAY3 1cYceT38={cLr!WKS :: gc_heap ::more_space_lock_soh (BBABTFFf bEAFS4eR)
HHHHTttt e7b37F5 4 c2418 gword ptr Lrapilﬂh], rbp
BEBATEFF 37fa 'E?TﬁEﬁEE gword ptr [rsp+28h], rsi
EEEETfff Lysa rdi
BB807F 5 rl4
BOBATFFE E; ri5
BEBATEFF E 2 5 rsp,
EEEETfff 4d8b+F0 rl4,
BeBATF 4cBbfa ri5,
e 4B88bF1 rsi,
4d85cH t r8, r8
75088 3
BEBATFFE bB57E087T8E eax, BAATBASTh
BEROTEFF" ef46e810600 ji
EEEE?ftt 41c700081666068 dword ptr [r81, 1
i BObYCcBOBBEE06E byte ptr [rcx+BCBh], B
T435
48Bd1d49Fab3on rbx, [MpDav!DllRegisterServer+Bx40af0 (0ODOTFFF aeTf32808)]
48BbBd42Fab308 rcx, gword ptr [MpOav!DllRegisterServer+Bx4B8afd (BOOOTFFF ae7f
483bch rcx, rbx
BEROTEFF" Talb
EEEETftt fﬁﬁllcﬂﬂ test byte pte [rex+1Ch], 4
BERRTEFF T41b 1)

Well this makes it bit clear. First of all we not jumping into the middle of a function, See that
ret instruction up there? What this tells us is, we jumped into a function but it is not
labelled correctly.

However if you try to goto this address from a disassembler, it will fail. Indicating that this a
function from another dll.

here’s the memory map.
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818286860 BOBOTF
BEBOTF 81bdBOEE DOBETIFT
BeBETE 3 BEBETF
BBBETE b BBBETF
BEEETF BeEETE
BeBETE BEBETF BTOE (deferred)
BBBETF F BEBETF BFé (deferred)
BEEETF BeEETE
BeBETFFF BEBETHFT (deferred)
BeBETE e BEBETF 613 (deferred)
BBBETE BBBETF het (deferred)
BeBETFFF 9 BEBETT - (deferred)
BeBEeTE BEBETF f (deferred)
BBBETF alB786688 BBBETF (deferred)
BBBETE a7abBo00e BB0ETF ferred)
BeBaTFF aB450000 BOOATF ]
BeBETE ad1%0660 BB00T7F
BBBETF ad7aBB08
BOBETH T Bag (export symbols) Programlata\Microsoft\Windows Defender\Platform\4.1t 1.5-8\Hplav.dll
BEBETHT ilili (pdb symbols) myserversymbols\Ansi.pdb\BB6BSBF6ESETBB4ETA62B008 Amsi.pdb
BBBETF bl3basns 3 (deferred)

B8607FFf b1f20060 DEOOTFFF bl1f32000 (deferred)
BOBOTFF{ blf40000 DBOOTF BBf0006

BEBETF BEBETE fo

BBBETFF h2cBBB08 BBBETFFF b3B7BOBE

BBBOTFFF b3870000 DBOOTFE 42700600 (deferred)
BeBEeTE b71dB6608 BB0ETF 2 (deferred)
BeBETE b76dB6680 BBOETF 8192 (pdb symbols) yserversymbols\clr.pdb\28373C8156B8049TEBBFA52933B80901662
BBBOTFF b82cOOOB DBBOTHFF b (deferred)
08607 b8abBOB0 DBOOTF E (deferred)
BeBETE cB470000 BEOOTE clil: (deferred)
BEBETHF E BEBETHFF
6B607F F BBBETF
BBB6TF F BBBATF
BEBOTET 9 BEBETF
BBBETE BBBETF
BB60TF BBBETF

BEBETF

BEBETF

BBEBTF F (deferred)

(deferred]

See? It seems like this dll is the COM dll that implements IAmsiAntimalware interface for
windows defender.

To confirm that, let’s check the registry.

// registry

Now it is confirmed, let’s go through this function.
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MpOav!D11RegisterServer+0x1060:

00007fffae7b37f0 48895c2408 mov gword ptr [rsp+8], rbx
00007fffae7b37f5 48896c2410 mov gword ptr [rsp+10h], rbp
00007fffae7b37fa 4889742420 mov gword ptr [rsp+20h],rsi
00007fffae7h37ff 57 push rdi

00007fffae7b3800 4156 push risa

00007fffae7b3802 4157 push ris

00007fffae7b3804 4883ec20 sub rsp, 20h
00007fffae7b3808 4d8bfo mov ri4,r8

00007fffae7b380b 4c8bfa mov ris, rdx
00007fffae7b380e 488bf1 mov rsi, rcx
00007fffae7b3811 4d85c0 test rg, r8

00007fffae7b3814 750a jne MpOav!D11RegisterServer+0x1090
(00007fffae7b3820)

MpOav!D11RegisterServer+0x1086:

00007fffae7b3816 b857000780 mov eax, 80070057h
00007fffae7b381b €96e010000 jmp MpOav!D1l1lRegisterServer+0x1ife
(00007fffae7b398e)

First it does some work on the stack frame and moves 0x80070057 to rax register if third
parameter is null (pointer to a stack variable of CAmsiAntimalware::Scan method), And we
know thisis E_INVALIDARG . And then function jumps to the epilogue. So this is basically a
small sanity check.

00007fffae7b3820 41c70001000000 mov dword ptr [r8], 1
ds:000000931c9ce770=00000000
00007fffae7b3827 80b9c80OOOEOOO cmp byte ptr [rcx+0C8h], 0 ds:00000250a33025d8=00

then it moves 1 or AMSI_RESULT_NOT_DETECTED into third parameter and checks if first
parameter (rcx) + 200 is 0. We know that first parameter (rcx) passed down to this function
is CAmsiAntimalware->0x40 . (yes doesnt make much sense.)

Disassembly * s X | Command

v current instruction

(4

eax, 80670857h 3
33025F8 69 B8 6e 08 &4 BO &6F E B8 73 BB 5c BB 4d B

518668660 mov dwnrd _nte [rR1. 1 258" a3 6BB &9 BB &3 B8 T2 6F BB &F BB &6 BB 74 BB -

BBBB7FFF ae7h3827 BBhIcBOBBBBE6 cap byte ptr [rcx+8C8Bh], B ds:088680258° a33625de=0oNN *a3308261F ! 4e 74 B8 61 B8 73 B8 73 B8 ..
je : 5 B8 &d B be: BB 5c BB 47 BB 41 BA

3 7
Server+Ox4Bafd (0BOOTFFF aeTi “a3 43 B0 5F O BB 53 BB-4% B 4c B0 5c B0 4d 88 C.
yord ptr [MpODav!DU1RegisterServer+Bx48af0 (BBE 25823382 6% B0 63 60 72 B0 &F BO-73 B0 6F BB 66 BO 74 BO
rhx

In our case, comparison turns out to be true.

A little below that, there’s a call to another fuction from this dll.

MpOav!D11RegisterServer+0x10d5:

00007fffae7b3865 488d6970 lea rbp, [rcx+70h]

00007fffae7b3869 488bcd mov rcx, rbp

00007fffae7b386c ff15f6120300 call gword ptr [MpOav!DllRegisterServer+0x323d8
(00007fffae7e4b68)]
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it seems to take only one argument and itis &rcx+0x70 .

ntdll!Rt1EnterCriticalSection:
"d&7bb380 4BB3ec2d sub rsp, 28h
BBBETFFF d67bb3B4 654BBbB42530060008 mov rax, gword ptr gs:[36h]
BBBA7FFF d6Tbb3Bd FOBFba7lOB00 Llock btr dword ptr [rcx+B], B
BEBATFFF d6Thh393 4BEb4D4R mov rax, gword ptr [rax+48h]
BBBATFFF d&6Thh3FT 7312 jae
BB8A7FFF d6Tbb3?? 48894118 mov gword ptr [rex+18h], rax
pEEATFFF d6Tbb3Pd 33cO ®or EAX, E@X
BEBATFFF d6Thh39F c7410cH1000660 mov dword ptr [rcx+8Ch], 1
BEBATFFF d6Thhiab 4BB3c42E add rsp, 28h
EEEE?rf"nh bh3aa c3 ret
d&Thb3ab 48394110 cmp gword ptr [rcx+18h], rax
d&é7bb3af 75Ba jne
d&éTbh3bl FFalBc inc dword ptr [rcx+8Ch]
BEBATFFF d6Tbbdbs 33cH xar EAX, EAX
BBBATFFF d6Thbh3bé 4BB3c428 add rsp, 28h
BBBATFFF d&6Tbh3ba c3 ret

if we step into it, windbg indentifies function as Rt1EnterCriticalSection from ntdll.
According to msdn, EnterCriticalState function waits for ownership of the specified
critical section object. The function returns when the calling thread is granted ownership.
function accepts a single parameter and it is of LPCRITICAL_ SECTION

In this case, critical section that this function waits foris rcx+0x70 .

Disassembly .

rbp, [rcx+78h]

rcx, rbp
BB66T 283 call gword ptr [MpDav!DLLlRegisterServer+8x32308 (BBBOTFFF ae7e4bs8)]
BEOOTF Bo Le rcx, [rsi+?8h]
EEEE"H gword ptr [r x], B

next few instructions compare rsi+0x98 with o (both rsi and rcx pointed to same address
but since rcx now points to rex+0x70, rsi is used). if comparison fails, it jumps to another
location disassembly where LeaveCriticalState is being called.
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https://docs.microsoft.com/en-us/windows/win32/api/synchapi/nf-synchapi-entercriticalsection

Home Breakpoints Time Travel Model Scripting Source Memary Command

LR -l " ENE BH N R o ]

Command Watch Locals Registers Memory Stack Disassembly Threads Breakpoints Logs Notes Ti es Modules Layouts  Reset
- Windows

Regists isass hy % X | Command
Name Value 8:619> u_BBABTFFF’ d67daBaB
current instruction IRt1Leav i i
8 u S g gword ptr [rsp+18h
56120300 1 gword ptr [MpDav!DUlRegisterServer+Bx325d8 (BBBATFFF acTesnss) FFF" d67daBab 488974242 qword ptr [rsp+20h)
GLLLL [rsi+98h] F 67daBea &
qword ptr [rcx], 8 3

mov
edi, eax F 67daBbé jne
eax, eax f 67daBbE uil: 411060060000 mov

rbx 1 EEJ] erServer+0x1147
ae7f3281) | 36 T44245861080688 mov ord ptr [rsps5H)

rver+Bx114F:
£7b3B0F 4880109a£98368 lea b, [Wplav!

1RegisterServer+8x1156:
asTh3Beb 48BbBA6H25B488 mov rex,qword pte [Mp(
r8, [Nplav!DUlRegisterServer+Ox361ed (00BOTFFF aeTeas?8)]
gword ptr [r Bh] I1RegisterServer+Bx115d:
ed BA796068 s byte ptr [rex+66h]
770

v , rbp > ®
P — E ff159c120368 L v 1 e erServe x323 THFF aeTedise) rc 'EEEEE‘EE 367c120
00000007 He4000 it

0:019> db RArcx+0x60 L1
BBBBB256" a. B8 81
000001000000 582120360 3
5089454540 2 ¢ 5400 aworg pTr [rspeaand,
245861608888 dword ptr [rsps5Bh], 1
41d9aF98360 rbx, [HpOav!D1lRegisterSers
9 27h38e6 48B1B6N256488 uwn ntr FHnn (436
0000000
0x0000000000000000 e7b3BFL 7535
0x0000000000000000 R L
000000000000 i b s
000000000000 1 byte ptr [rex+1Ch], 4
000000000000 3963 741
000000000000 babFaeee0n edx, BFh
0000000000000 48537720300 r8, [MpOav!DllRegisterServer+Ox3BFbE (D0BOTFFF ae7eb74s)]
0x0000000000000000 e DAL L .
0x0000000000000000 4 5FF9B3 v gword ptr [MpDav!D11RegisterServer+8x4BafB (BBBBTFFF aeTf
edi, BB878B15h

rax, gword ptr [p
r8, [rsp#56h]
rdx, rlb
auord ptr [r
185BABERARD rax, gword ptr [rax 80000093 1COCEGFE 1COCEA2S 90088093 swa7FE|
51b138368 qword ptr [MpDav! er+Bx32408 (BBBATFFF aeTeicsn) 2080693 1(9(ETAE GERRRGED PERAEREN 7518 @BB6R2
edi, eax 908002937 1CICE710 02002000 00220200 8 (B 220002
gword ptr [MpDav!D11RegisterServer+Ax4Bafd (BOBOTFFF F3280). 98920893 1C9CE72@ 1C9CEA2E 00808993 5708 BBeerr
edi 20000293° 1C9CE732 000RE022 2000B208 oegeee
980920893 1C9CE748 002P2000 DEREBERD B9 eeeesz
rhx 908aeA93" 1C9CE758 A20E2007 ABA0B200 BFIGBUBFI aeeses

s 20080993" 1C9LE7Ge/ 299900ae BhenRpoe 0800000 B000E0[v
ex+1Ch], & s

Memory

as shown in the above diagram, function loads rbp , which points to the critical section (rsi-
>0x70) into rcx . Then LeaveCriticalState function is called.

then two local variables, rsp+0x54 and rsp+0x50, get initialized to oxo and ox1, following a
mov instruction which loads a global variable into rcx . then it does a comparison of
rcx+0x60 with o.

In our case, comparision fails and for that reason, jump will be taken.

MpOav!D11RegisterServer+0x1198:

00007fffae7b3928 488b4138 mov rax, qword ptr [rcx+38h]
ds:00000250a357c158=00000250a356b1f0

00007fffae7b392c 4c8d442450 lea rg8, [rsp+50h]
00007fffae7b3931 498bd7 mov rdx, ri5
00007fffae7b3934 488b4948 mov rcx, gword ptr [rcx+48h]

here we can see another call.

rcx issetto [rcx+0x48] and rdx isloaded with amsiBuffer meanwhile r8 ,third
argument is loaded with address rsp+0x50
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Disassembly 3 Command

B:819> dq @rax+BxBA 11
Addr i n BBBBB250° a35AR2TFy | BABBTFF cocbofc
B10:-1" BBBATE hfch
BoBaTE
BBBBTFFF" 8 rax, gword ptr [

. gword ptr [rsp+28h], rbx
BBBBTE Brl4d24¢ r8, [rsp:56h] !

rbp

BRBRTFFF" ; rdx, ri5 : 5 -

BBBETFFF rcx, gword ptr [re ! rdi

BBBOTFFF" 488bBOBAEBABEE  mov rax,| geord ptr [r Bhl F ) 12

BEAATFFE" 93f £F151b130380 call gword ptr [HpOav!DLLRegisterServer+Bx324d8 (BOBBBTFFf aeTedchl F E r13

BEBATFFF mov edi, eax BBBATEEF 14
rcx, gword ptr [NpDav!DU1RegisterServer+Bx4B8af@ (BBBOTFFF ael BEBATF F ; P15
edi, edi

EEEETf__: 52 4 C! rcx, rbx BBBATFFF ae7b393F FF151h138360 qword ptr [Mplav!D11Regis
BEBBTFFF E

as we can see in the above diagram, this call is to MPCLIENT!MpAmsiScan function. This is

basically a function exported by windows defender’s MPCLIENT.dIl. So this means we have
reached our destination.

B:819> LmDvmMPCLIENT

start end module name

BEEOTFF co6cBOOBD BOBETFF d9bBB0 (export symbols) :\ProgramData\Microsoft\Windows Defender'\Platform\4.18.2111.5-8\MPCLIENT.DLL
Loaded symbol image file: \ProgramData‘\Microsoft\Windows Defender\Platform\4.18.2111.5-0\NPCLIENT.DLL
Image path: C:\ProgramData\Microsoft\Windows Defender\Platform\4.18.2111.5-8\MPCLIENT.DLL
Image name: MPCLIENT.DLL

Image was built with /Brepro flag.
Timestamp:
Che

File version:
Product version:
File flags:
File 0S:
File typ
File dat bBBEB60 . 0BBEE06E
Translations: B408%.084b0
Inforsation from resour
CompanyName : rporation
ProductName f indows® Operating System
InternalName:
OriginalFilename:
ProductVersion:
Fil i

© Microsoft Corporation. ALL rights reserved.

Let’s step over this function and inspect the return value since it is out of scope of this article
to reverse engineer windows defender internals.

Registers { ||Disassembly ¢ | Command

Name Value . ) 8:812> r rax
llow current instruction B60060600000600

0x0000000000000000 F no rdx, ri5

mov rcx, gword ptr [
BOBBOBBAEE  mov rax, gword ptr [ra
e7b393f FF1510136360 call ptr [MpDav!DllRegisterServer+Bx324d8 (BRBATF
8 mov edi, eax
BBbd32£90380  mov x, gword ptr [MpOav!DllRegisterServer+BxaBatd (0ol
£ edi, edi

According the above diagram, the return value we get is 0x0. And there’s no way to
determine whether this is a indication of detection or not because windows documentation
does not provide imformation about MpAmsiScan

Therefore we have to try some tricky methods to identify it.
First, im going to continue the exection.

as expected the result is,
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rhsafetyKatzibin\Release> .\SafetyKatz.exe

Then we can place a breakpoint at the address where MpAmsiScan return and send some
non-malicous input.

Weirdly enough, return value is same. So this function must be using an output parameter to
pass the result of the scan, just like AmsiScanBuffer .

Can you remember that the third parameter to MpAmsiScan is a pointer to a local variable?
Just in case, keep it’s address in mind.

Somewhere down below, before the program generates an event saying safetykatz is
malicious, return value or output parameter of MpAmsiScan must be accessed in order
determine whether it’s detected by windows defender or not.

Back to where we left off,

return value of MpAmsiScan isstoredin edi register and function compares it with o after
moving some value to rcx register.

00007fffae7b3945 8bf8 mov edi, eax
00007fffae7b3947 488b0d32f90300 mov rcx, qword ptr
[MpOav!DllRegisterServer+0x40afo (00007fffae7f3280)]

MpOav!DllRegisterServer+0xlilbe:

00007fffae7b394e 85ff test edi, edi

00007fffae7b3950 7925 jns MpOav!D1l1RegisterServer+0x11e7
(00007 fffae7b3977) [br=1]

if return value (edi) is greater than or equal to zero,

MpOav!DllRegisterServer+0x11e7:

00007fffae7b3977 837c245401 cmp dword ptr [rsp+54h], 1
00007fffae7b397c 0f94coO sete al

00007fffae7b397f 8886c8000000 mov byte ptr [rsi+0C8h], al
00007fffae7b3985 8b442450 mov eax, dword ptr [rsp+50h]
00007fff ae7b3989 418906 mov dword ptr [ri14], eax

it sets value of third parameter (pointed by r14) to 1 and simply returns. Also note that return
value is set to edi .

else if return value of MpAmsiScan (edi) is less than o,
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MpOav!D11lRegisterServer+0x11c2:

00007fffae7b3952 483bch cmp rcx, rbx
00007fffae7b3955 7435 je MpOav!DllRegisterServer+0xi1ifc
(00007fffae7b398c)

MpOav!DllRegisterServer+0x11c7:

00007fffae7b3957 f6411cO1 test byte ptr [rcx+1Ch],1
00007fffae7b395b 742f je MpOav!D1l1RegisterServer+0x11fc
(00007fffae7b398c)

MpOav!DllRegisterServer+0xliicd:

00007fffae7b395d ball0OO000 mov edx, 11h

00007fffae7b3962 448bcf mov rod, edi

00007fffae7b3965 4c8d050c700300 lea r8, [MpOav!DllRegisterServer+0x381e8
(00007fffae7ead78)]

00007fffae7b396c 488b4910 mov rcx,qword ptr [rcx+10h]
00007fffae7b3970 e803f2ffff call MpOav!DllRegisterServer+0x3e8
(00007fffae7b2b78)

00007fffae7b3975 ebls jmp MpOav!DllRegisterServer+0x1ifc

(00007fff ae7b398c)

it checks validity of some data and calls a function and then returns after setting return value
to that of MpAmsiScan storedin edi register, just like the previous one.

00007fffae7b398c 8bc7 mov eax, edi
00007fffae7b398e 488b5c2440 mov rbx, qword ptr [rsp+40h]
00007fffae7b3993 488b6c2448 mov rbp, qgword ptr [rsp+48h]
00007fffae7b3998 488b742458 mov rsi, qword ptr [rsp+58h]
00007fffae7b399d 4883c420 add rsp, 20h
00007fffae7b39al 415f pop ris

00007fffae7b39a3 415e pop ri4

00007fffae7b39a5 5f pop rdi

00007fff ae7b39a6 c3 ret

Because the return value we got from MpAmsiScan is 0x0, execution path will be the first
one we've discussed above.

There is something interesting that we havent discussed about that control flow path. There
is a comparison of rsp+0x54 and 1. if that comparison is able to set zero flag, next
instruction sets al register to 1.

in our case, rsp+0x54 isnot equal to 1.

0:018> dd @rsp+0x54 L1
00000015 8864e564 00000000

which means, al wont be set to 1. If you can remember, rsp+0x54 is only accessed once,
just after the call to LeaveCriticalState and that that is the only instruction that sets
rsp+0x54 to 0x0. My guess is that this checks if function has entered the
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LeaveCriticalSection block. It then sets [rsi+0c8h] (rsi == first parameter) to the
value of al . Note that rsi+0xc8 should be set to zero in order for this function to be
sucessful. We discussed rest of this block earlier.

after the function returns, we’ll end up back at CAmsiAntimalware::Scan . Good news is,

we dont need to read every instruction since we already know what we are looking for.

Above image shows how the call looks in decompiled pseudo code. return value of the callee
is stored in local variable uvar2 . However, we know this is not accurate because caller need
to pass three args to the callee (we see none). That’s not important to us though.

Here, the if confition only evaluate true when loc rand() isequal to zero and a global
variable is less than 5. loc_rand is basically the local variable where the random number
was stored. Therefore this block is not going to execute.

Above if condition checks if return value (stored in r14) is zero. In our case it is. we know that

the third argument passed to the collee is the address of rsp+0x40 and was passed through
r8.

below image shows disassembly of the above snippet
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amsi!CAmsiAntimalware: :Scan+0xled:

00007fffae8357ed 45856 test riad, ri4d
00007fffae8357f0 757f jne amsi!CAmsiAntimalware: :Scan+0x271
(00007fffae835871)

amsi!CAmsiAntimalware: :Scan+0x1f2:

00007fffae8357f2 448b0O7 mov r8d, dword ptr [rdi]
00007fffae8357f5 8b442440 mov eax,dword ptr [rsp+40h]
00007fffae8357f9 443bcoO cmp r8d, eax

00007fffae8357fc 7f2d jg amsi!CAmsiAntimalware: :Scan+0x22b
(00007fffae83582b)

As shown above, mov r8d, dword ptr[rdi] moves value at address stored in rdi into
r8 register. rdi storesthe address of AMSI RESULT enum passed down to
CAmsiAntimalware: :Scan method. it then moves rsp+0x40 , output paramater we

discussed earlier into eax register.

Disassembly Command
B:618> r r8
v current instruction rE-00B66066666060060

vord ptr Lrdi)
vord ptr [rsps48h]

BEBETE et 4B8bBdF6b 70660 mo cx, gword ptr [amsi!WPP_GLOBAL Control (B8BBTFFf aeB418608).
BBBOTFFf aeB3580a 488d15efh70860 lea rdx, [amsi!WPP_GLOBAL Control (BBBBTFFf asB41808)]

comparison instruction and jump instruction checks if value in r8 (result) is greater than
that of in eax (output parameter). jump wont be taken and execution will directed to the
next mov instruction.

This is basically checking if current scan’s result is greater than that of previous one.
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amsi!CAmsiAntimalware: :Scan+0xi1fe:

00007fffae8357fe 8907 mov dword ptr [rdi], eax

00007fffae835800 4d8bef mov ri3, ri5

00007fffae835803 488b0df6b70000 mov rcx, qword ptr [amsi!WPP_GLOBAL_Control
(00007fffae841000)]

00007fffae83580a 488d15efb70000 lea rdx, [amsi!WPP_GLOBAL_Control
(00007fffae841000)]

00007fffae835811 483bca cmp rcx, rdx

00007fffae835814 7451 je amsi!CAmsiAntimalware: :Scan+0x267
(00007fffae835867)

amsi!CAmsiAntimalware: :Scan+0x216:

00007fffae835816 f6411c04 test byte ptr [rcx+1Ch],4
00007fffae83581a 744b je amsi!CAmsiAntimalware: :Scan+0x267
(000O7fffae835867)

amsi!CAmsiAntimalware: :Scan+0x21ic:

00007fffae83581c 4c894c2430 mov gword ptr [rsp+30h],r9
00007fffae835821 418d561f lea edx, [r14+1Fh]

00007fffae835825 89442428 mov dword ptr [rsp+28h], eax
00007fffae835829 ebh28 jmp amsi!CAmsiAntimalware: :Scan+0x253

(00007fff ae835853)

In the above snippet it loads eax into [rdi] , and value of ri15 into ri13 and compare
some global variables related to wPP .

According to the decompiled snippet, this checks some global variables related to WPP tracer

and if checks are valid, it jumps to a location in disassembly after setting rdx register to the

address ri14 + 1f . Well this has nothing to do with addresses eventhough the instruction is
lea . ri4 is oxo. therefore what this does is, it loads 0x1f into rdx register.

However, if we step through each instruction, cmp rcx, rdx will evaluate to oxo and the
jump will be taken.

amsi!CAmsiAntimalware: :Scan+0x267:

00007fffae835867 81300800000 cmp dword ptr [rdi], 8000h
00007fffae83586d 7d50 jge amsi!CAmsiAntimalware: :Scan+0x2bf
(00007fffae8358bf)

amsi!CAmsiAntimalware: :Scan+0x26f:
00007fffae83586f eb34 jmp amsi!CAmsiAntimalware: :Scan+0x2a5
(00EO7fff ae8358a5)

in the above snippet, dword value at address stored in rdi is compared to hex 0x8000,
decimal 32768. Aand this is exactly the same value msdn specifies in their documentation for
AMSI_RESULT enum. quoting msdn,
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https://docs.microsoft.com/en-us/windows/win32/api/amsi/ne-amsi-amsi_result

'"Any return result equal to or larger than 32768 is considered malware, and the
content

should be blocked. An app should use AmsiResultIsMalware to determine if this is
the case.'

next instruction isa jge and it essentially takes the jump if dword at address stored in
rdi (AMSI_RESULT) is greater than or equal to 0x8000. if it is, it breaks from the loop.

In our case, value at address stored in rdi isless than 0x8000 so the jump won’t be taken.
Instead control flow will be redirected to

amsi!CAmsiAntimalware: :Scan+0x2a5:

00007fffae8358a5 488344246008 add gqword ptr [rsp+66h],8
00007fffae8358ab 49ffc7 inc ris

00007fffae8358ae 4983c410 add ri2,10h

00007fffae8358b2 4c3bbecO@10000 cmp ri5,gword ptr [rsi+1COh]
00007fffae8358b9 0f820efeffff jb amsi!CAmsiAntimalware: :Scan+0xcd
(00007fffae8356¢cd)

ri5 isincremented by 1 and it is then compared to this->0x1c0 , whose value is 1. if
ri5 is below that value, it will jump to the address where the loop begins.

Possibly, the loop is going through every registered anti-malware vendor’s COM interface.
Since I dont have any anti malware services installed in the VM, its going to loop only once.
This also uncovers some details about CAmsiAntimalware class members. The loop
terminates after loop iterator veriable being compared to this->0x1c0@ . Therefore this-

>0x1cO is the value that indicates number of registered anti malware services or AMSI
providers.

Now the question is, we just executed a malicous program and it just got flagged as
AMSI_RESULT_NOT_DETECTED . But we still see powershell produces that red ugly output
saying that it detected a malicous program.

And suprisingly, there’s no call to AmsiResultIsMalware .

00007fffae8358c4 4c3baecO@1lOO00 cmp ri3,gword ptr [rsi+1COh]
0000e7fffae8358ch 732a jae amsi!CAmsiAntimalware: :Scan+0x2f7
(00007fffae8358f7)

amsi!CAmsiAntimalware: :Scan+0x2cd:

00007fffae8358cd 448bf3 mov riad, ebx
00007fffae8358d0 4d85e4 test riz, ri2
00007fffae8358d3 7428 je amsi!CAmsiAntimalware: :Scan+0x2fd

(00007Fff ae8358fd)
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First if condition checks if r13 register is less than the number of providers (this->o0x1co0).
We saw that ri15 , which acts as the counter loaded into ri13 previously. What this is
checking is that if anything malicous detected before going through all the providers.

Now it is time to conclude our assumptions on Amsilnitialize.

Amsilnitialize

The End

So yeah that’s it for now... we explored AMSI in-depth in this article. In the next one, We will
go through some common AMSI bypass techniques.

#Spread Anarchy!

37/37



