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Summary

Visual Studio Tools for Office (VSTO) has the capability to export an Add-In which is
embedded inside an Office document file (such as a Word DOCX). If this document is
delivered in the right way (to avoid some inbuilt mitigations) it provides rich capabilities for
attackers to phish users and gain code execution on a remote machine through the
installation of a word Add-In.

Office itself even provides an automatic update capability, which can be used by attackers to
update payloads remotely.
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Microsoft Word 2022
g Enterprise Q2 Security Update

Click /nstall to apply update

Microseft Office Customization Installer

Publisher has been verified

Are you sure you want to install this customization?

Name: Word Enterprise Update Preduct Name

From: http://wordenterpriseupdate.com/Word Enterprise Update.vsto
Publisher: DESKTOPR-1C62F09\daniel

While Office customizations from the Intemnet can be useful, they can potentially harm
your computer. If you do not trust the source, do not install this software. More

Information...
Install Don't Install

“Word Enterprise Update.docc: 4 characters (an approximate value) o Focus = 1 + 100%

Not a macro nor VBA

Analysis

So I had a friend bring @bohops’ excellent article from 2018, VSTO: The payload installer
that probably defeats your application whitelisting rules, to my attention as a potential

bypass for Airlock as it appeared to bypass AppLocker according to the article.

Following through the steps in the blog post, I managed to create a Word Add-in, which
required manually launching a Visual Studio for Office (VSTO) file, and was pleased to see
that Airlock did prevent the payload via the .NET reflection capability, however along the way
something caught my eye in the Visual Studio project templates list — the Word VSTO
Document.

This led me down a multiday deep dive...
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C reate a n eW p roj ect Search for templates (Alt+5) P~

Clear all
Recent project templates Al languages - Windows - Office -
Visual Basic Windows Office &~
61 Waord VSTO Decument c#
—j Project VSTO Add-in
1 Word VSTD Add-in e ﬂ A project for creating a V5TO Add-in for Project 2013 and newer versions.

Visual Basic ‘Windows Office

—j Visio VSTO Add-in

ﬂ A project for creating a V5TO Add-in for Visio 2013 and newer versions,
Visual Basic ‘Windows Office

—j Word VSTO Add-in

m A project for creating a V5TO Add-in for Word 2013 and newer versions,
Visual Basic ‘Windows Office

—VE Word VSTO Document

A project for creating a code extension behind a new or existing document for Word
2013 and newer versions,

Visual Basic ‘Windows Office
D VE Word VSTO Template

==+ A project for creating a code extension behind a new or existing template for Word
2013 and newer versions,

Next

What are you?

Creating a Visual Studio project of this type allows you to select an existing document, or
create a new one as a starting point for the project.
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Visual Studic Tools for Office Project Wizard - Trusted Updater ? ot

Select a Document for Your Application %

Would you like to create a new document or copy an existing document?

(@ Create a new document

Marne:

|Tru sted Updater

Format:

‘Waord Document (*.docx)

Word Document (*.docx)
() |Word Macro-Enabled Document (*.docm)
Waord 97-2003 Document (F.doc)

Browse..,

QK Cancel

Let’s go for Docx

When project has opened up, you can see that you have embedded Word open with-in Visual
Studio, allowing you to customize the document.
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[ Solution Trusted Updlater [1 ¢ 1 project)

- - B P Fnd - 4 [ Trusted Updater
O e Calibri (Body) =11 2L | nsbboenc | asgbocDr AaBbCe sesbiel AQE aseocc — ISt
|| =
Pasie B I U - amx . . Tlormal | TNoSpsc.. Headingl Hesding2 — Tibe Subiitle |+ B i References
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. Format Painter W Select 4 [ Trusted Updater.doo
Ciphear it Fort ! saragrapn il sttes = Eaming ~ b @ ThisDocumentcs

Hey user, please make sure to push Iastall to be able to read this important document.

Progesties -
isDocument Microsoft.Office Tools Word DocumentBase ~

[E]m|#

Show autpus from:

Oh cool, I can customize the document from inside Visual Studio. How helpful!

You can also view the C# code inside the document (ThisDocument.cs) which includes pre-
built functions for the document loading or being shutdown.

As is customary, let’s launch notepad.exe when the Document is loaded by Word.

04 Fie Edit Yew Gt Project fuld Debug Tt Anshze Jook  Extensions  Window Help  Sesrch (Cile) P Tnusted Upsster
10-0|@B-= @F|D - -] Debug - AnyCPU - B St

& - 5 =

MWW |8 LiveShare &

RIS R RSOERY Trczod Updater.doce
- | #2 Tousted_Updater ThisDacument

FEIERCIEL I

= | © ThisDocument_Startup(abject sender, EventArgs £}

sauneg meq  Kaiojdig BAmg

Callections.Generics
Data;

inq;
Tavt;

Enanespace Trusted Updater
B public Ertul class ThisDocument
i
private void ThisDocument_Startup(object sender, Syste irgs e)
séstolen from Bohups. Let’s pop & notepads or some shell code whatever

Systen.Disgnostics.Fro proc = new System.Disgrostics.Fro
artInfo.Filellane = “C:\imindons’ systend2: inotesad. exs®;

Show output from: Build -] = |E|m

Bulld started...

1 Build started: Project: Trusted Updater, Configuration: Debug Any CPU

1> Trusted Updater -> L:\Users\ceaniel\source)repos\Trustec UpdateribiniDebug\lrusted Updater.dll
Buila: 1 succecars, B failed, @ Up-to-date, @ SKIPPED ==mmmmmm—-

Let’s pop a notepad.exe

Search n Explo )
557 Salution ‘Trusted Updater” [1of 1 project]
4 [B] Trusted Updater
b M Froperties
B2 References
4 [ Treusted Updater.doce
b @ ThisDocumentes
(A Tusted Updater_Temporarykey.pfe

Sotution Explorer

Press play, and oh cool, Word opens and notepad.exe pops. At least in my development
environment.
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i Process [15612] winword.exe

Liecycle Events = Thrasd: Stack Frame:

1 Live Share ¢

Okay, so a Word document can run it’s own C# assembly. What a time to be alive!

Trusted L er, o for. danic X B B . N
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14 . . 1

| Navigation v % 0
18 Search document o ‘ .
17 - -y
e ] Headings  Pages  Resuis
13 — ey user, please make sure to push Install to be able ta read this important decument. pents Memory Usage  CPU Uszge
o Bt i o A e e
o rents (0 01 0)
ae
2
) Unttled - Motepad - o X
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. File Edit Fommat Wiew Help
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E
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And here is where things get interesting. When we build the solution as a release we can see a

bunch of files, in addition to the Word document itself.

» daniel * source » repos » Trusted Updater » bin » Release W
)
- Mame Date modified Type
ess

» Microsoft. Office. Toels.Common.vd. 0. Utilities.dll 7/04/2022 1:00 PM Application exten...
Microsoft. Office. Tools.Word 4.0, Utilities.dll 7/04,/2022 1:00 PM Application exten...
ds A Trusted Updater.dll 13/04/2022 5:57 PM Application exten...

nts & | ] Trusted Updater.dll.manifest 13/04/2022 5:57 PM MANIFEST File
- B@ Trusted Updater.docx 13/04/2022 5:57 PM Microsoft Werd D...
ik (C2) & Trusted Updater.pdb 13/04/2022 5:57 PM Program Debug D...
&2k Trusted Updatervsto 13/04,/2022 5:57 PM Y5TO Deployment...

So we have the VSTO, the .NET Assembly containing our code, and dependencies assemblies

Grabbing these files and copying them to a standalone VM with Office and executing the
Word document brings up a prompt that Publisher cannot be verified, as it is not signed,

however you are able to Install the customization as all of the files exist locally on the
machine.

S
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Hey user, please make sure to push Install ta be able to read this important document, o
@ Publisher
The publicher of thiz customization cannot be verified. Only install customizations.
from publishers that you trust.
@ Machine Access
This customization will gein sccess to edditionsl resaurces an your computer,
such as your file system or your network connection. This may pt your computer
3 atrisk Do not approve unless you trust the customization's publisher.
Publisher cannot be verified ;
. 7 7 N
Are you sure you want b instell this customizstion = @ Inscan
This custamization will be instalied an your computer. it will be added to the
Mame: Trusted Updster computer's list of installed programs.
From: files /¥ Users/Daniel Desktopy Trusted Updaterwsto
Publisher:  Unknown Publisher @ Location
This customization comes from the Local Computer, Only install customizations
While Office customizations can be useful, they can potentially harm your computer. If from locations that you trust.
you do not frust the scurce, do not install this software. More Information.
| [ Gt
m ¥ | Desktop [n] x
“ Home  Share  View (2]
& 5 « 4 B ThisPC 5 Desktop v o O Search Dasktop
A Mame Date medified Siz
 Quick access
3 4 4
W Desktop . .
loads x
"_’ Downloads  # %) Trusted Ugdster.dll &
[5] Bocuments # (] Tousted Updater.dil.manifest 413/
= Pictures 5 Trusted Ugdater 441
D Pusic ] Trusted Updater.pdb 441
B videos &% Trusted Updater 4132
& Onelive
I This PC wfd
Titems
“Trusted Updnter™: 71 characters jan approzimate value) - R I + 0

The link was really useful in stepping through this

Once you press install, the Document .NET assembly is loaded and notepad pops.

Trusted | Eal

Sign in
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Hey user, please make sure to push Install to be able to read this important document.

Mj Untitled - Notepad
File

Edit Feormat View Help

Neat!

On subsequent loads of the document the user is no longer prompted to install an Add-In,
this occurs because the Add-In is now installed on the system. This behavior will continue
until the add-in has been removed via Add/Remove programs.
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[E Programs and Features

Control Panel Home

View installed updates

off

®) Turn Windows features on or

< “ 4 [ » Control Panel » Programs » Programs and Features v | D

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall
Mame - Publisher
eMicrosoft Edge Microsoft Corporation

f] Microsoft Office Professional Plus 2019 - en-us
& Microsoft OneDrive
[#5]| Microsoft Update Health Tools

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

‘_'@Microsof‘t Visual C++ 2015-2019 Redistributable (x64)... Microsoft Corporation
‘_'@Microsof‘t Visual C++ 2015-2019 Redistributable (x86).. Microsoft Corporation
[#] Trusted Updater Trusted Updater
@VMwareTools Vhware, Inc.
‘_'@Windows Software Development Kit - Windows 10.0....  Microsoft Corporation

Trusted Updater Product version: 1.0.0.0
Help link:  http:/fwww.trustedup...

Installed On
4/14/2022
4/6/2022
4/11/2022
4/13/2022
11/22/2020
11/22/2020
4/14/2022
11/22/2020
11/22/2020

Size

237 MB
1.01 MB
23.1 MB
20.1 MB

94.7 MB
546 MB

Version
100.0.1185.39
16.0.15028.20160
22.035.0313.0001
3.67.0.0
14.24.28127.4
14.24.28127.4
1.0.0.0
11.1.5.16724464
10.1.19041.1

Update information:  https//www .trustedupdater.com/Trusted Updater.vsto

ClickOnce installed applications always create an entry in Add/Remove programs

Distribution of this payload, in this form, requires all of the project files to be bundled in a

single location or bundled in a container such as an ISO file, as the document in this

configuration requires files to be on the local machine.

It’s worth mentioning here that I have all Macros and VBA capabilities disabled in group
policy and that the Documents shown below are not prevented from executing with these

restrictions in place.

But wait, how about just the docx file?

aka Let’s just host the dependencies on the internet

So this is where it becomes more interesting as the Visual Studio has a Publish feature (aka
ClickOnce) that allows you to Publish the project to a website.
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Trustee! Updaters = LIRSy Trusted Upiister docx = ® Salution Explorer

B8 -2 am

Search Solution Ex

Application

Buile] plorer (Ctr-;

Build Events Publizh Lacation
Debug

4 [cxl Trusted Updater
b Properiss
b &8 References
4 [ Tiusted Updater docx

Publishing Falder Location (frp server or file path):

Resouices

Suneseeq 1wl AR

Services
Installatian Folder URL: b O ThisDocument.co
Sctiings ‘Mn:f'm\'n'.h\\'.rdundmrr.'r.:w \.| AE=
Reference Paths.
N Install Settings. File Home Share View
Signing
1 %ot T New them » G
Bublizh Frerequisites.. | Specify the prereguisites to be installed befre installing the solution - d x i I w pen - R
C 47 Easy accass * — it
Cocle Anatysiz Update... e s T e Pinto Cuick ooy Peste Delele Aensme  Hew Fropetties
ceesy o o folder S
Ogtions... Specify advanced publishing apticns Clipboard Qrganize Hew Open
- » TisPC 5 Local Disk () » web v Search weh
Publizh Yersion & + © i
Major  Minos  Bullk  Revision: b Music A Name - Date modified Wp Size
! d d ud Releaze

Aplication Fies
1 Auvtomatically mcrernent revision with each relesse

| O ThisPC

|88 Command Pramps - python -m http server 00

Show cutput from: Build
Building Trusted Upaater.
Apmeeenn Publish started: Project: Trusted Updater, Conflguration: Release Any CPU ------
Connecting to 'c:imeby'..

Publishing #iles...

Publish success.

=ssszss=s= Publish: 1 succesded, & failed, B skipped =ss====z=s

| LiveShare 57

#[-

I3 Sclutian "Fusted Updster' (1 af 1 project)

Select all

Select none

E
& Histery 2 Invert selection

Select

femp @ setupre .
& Onclrive 3 Trusted Updater.dacs KR
P e i) Trusted Updsterusto i KB

swa| mouteig

You can publish a VSTO project to a website. In the screenshot python is shown hosting the website.

When you now attempt to run only the document, you will be able to see it retrieve the files

from the web server, but then fail to provide the Office Customization prompt as the
assembly is not signed or not from a trusted location.
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h—ley user, please make sure to push Install to be able to read this important document.

Microsoft Office Customization Installer

Installing Office customization %

There was an errcr during installation. 3 '

Mame: Trusted Updater
From: http://www.trustedupdater.com/Trusted Updater.vsto

@ Customized functionality in this application will not work because the certificate used to
sign the deployment manifest for Trusted Updater or its location is not trusted. Contact
your administrator for further assistance.

MName: Trusted Updater ~
From: http://www.trustedupdater.com/Trusted Updater.vsto

Exception Text
Systern.Security.SecurityException: Custorized functionality in this application will net work
because the certificate used to sign the deployment manifest for Trusted Updater or its location
is not trusted. Contact your administrator for further assistance,

at
Microsoft.VisualStudio. Tools.Applications.Deployment. ClickOnceAddinTrustEvaluator.Verify Trus
tPromptKeylnternal(ClickOnceTrustPromptKeyValue promptKeyValue,
DeploymentSignaturelnformation signaturelnformation, String productMame, TrustStatus
status)

at
Microsoft.VisualStudio. Tools.Applications.Deployment. ClickOnceAddInTrustEvaluator.Verify Trus
tUsingPromptKey(Uri manifest, DeploymentSignaturelnformation signaturelnformation, String
productMame, TrustStatus status)

at
Microsoft.VisualStudio. Tools.Applications.Deployment.ClickOnceAddinDeploymentManager.Pr
ocessSHAZManifest(ActivationContext context, DeplovmentSignaturelnformation

“Trusted Updater™ 71 characters (an

No go

B Command Prompt - python -m http.server 80 - O x

The VSTO and assembly manifest files retrieved by Word

Location, Location, Location

For the Office Customization Installer prompt to appear, the URL hosting the project needs
to bein a, or in the zone OR signed by a trusted publisher i.e. a code signing certificate
that will be trusted by the computer.
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&

Internet Properties ?

General Security Privacy Content Connections Programs Advanced

Select a zone to view ar change security settings.

@ W v O

Internet m_.—:l glie=pl=¢ Trusted sites  Restricted
sites

Local intranet -
o
This zone is for all websites that are e

found on your intranet,

Security level for this zone

Custom

Custom settings.
- To change the settings, didk Custom level.

- T use the recommended settings, dick Default level,

Custom level... Default level

Reset all zones to default level

Remember these? The scope of the local intranet zone can be

interesting.

So for the price of a standard code signing or internal code signing certificate that would be
trusted by the target system (including the user certificate store) you are able to sign the
project. Visual studio nicely takes care of this for you without having to rely on the Windows
SDK tools such as mage.exe and sn.exe.
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3

o Application

=

5 Build

[}

= Build Events

B

o Debug

=]

E Resources

i3
Services
Settings
Reference Paths
Signing™
Publish
Code Analysis

EREEE Sl ThisDlocument.cs Trusted Updater.docx

Configuration: [INKA Platform: |INfA

Sign the ClickOnce manifests

Certificate:
Issued To DESKTOP-1C62F09hdaniel
lssued By DESKTOP-1C62F0\ daniel select from Store..
Intended Purpose <All>
Expiration Date 13/04/2023 11:51:39 PM e T e

Signature Algorithm  sha236R54A

Create Test Certificate...

Tirmestarmnp server URL:

Sign the assembly

Choose a strong name key file:

Trusted Updater_TemporaryKey.pfx w Change Password...

[] Delay sign only
When delay signed, the project will not run or be debuggable,

Sign me up

Now that the project files are signed by a certificate that is trusted by the target machine they
will again receive Microsoft Office Customization Installer Window, this time sporting the
nice Publisher has been verified text.
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h—{ey user, please make sure to push Install to be able to re

Publisher has been verified

Are you sure you want to install this customization?

Name: Trusted Updater
From: http://www.trustedupdater.com;T

F :  DESKTOP-1C62F08\daniel

Information...

While Office customizations from the Internet can be userul,
your computer. If you do not trust the source, do not install this software. More

Office Customization Install - Mere Infermation

@ Publisher

This customization was published by DESKTOP-1C62F09\daniel. Only install
customizations from publishers that you trust.

Q Machine Access

This custermization will gain access to additional resources on your computer,
such as your file system or your network connection. This may put your computer
at risk. Do not approve unless you trust the customization's publisher.

) Installation

This customization will be installed on your computer. It will be added to the
computer's list of installed programs.

(D Location
This customization comes from the Internet. Only install customizations from
locations that you trust,

Install Don't Install

The location is no longer relevant as either a trusted publisher or location makes the determination

Pressing Install now successfully downloads the additional dependencies of the Document
and payload is executed on startup and notepad executes.

Bl Command Prompt - python -m http.server 80

Word now downloads additional dependencies and the assembly itself
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Hey user, please make sure to push Install to be able to read this important document.
| Untitled - Motepad — O *
File Edit Format View Help

Wew

What could an attacker do?

Pretty much anything within the context of the user who launched Word. As part of the
research, we verified shellcode that connected back to a Cobalt Strike C2 without any
problems.

B Cobalt Strike - u] 3
Cobalt Strike View Attacks Reporting Help
OE N EH=Ze B82PLQ FeB0fa BG

external intermnal ~ listener computer process

192 168.178.133 DESKTOP-P20QLLO WINWORD.EXE

Beacon 192.168.178.133@9740 X

[DESKTOP-P20QLL2] Daniel/3740 last: 1llms

Is it even a infosec blog without this screenshot?

But wait, there’s more!
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Self updating .NET assemblies

While exploring the Publish menu in Visual Studio I discovered the Updates option. This
feature allows you to configure the Document add-in to automatically check for published
updates at startup.

Trusted Updater® + 3 [LIEIaiT LA Trusted Updater.docx

Application

ee N/A Platform:  [INAA
Build
Build Events Publish Location
Debug Publishing Folder Location (ftp server or file path):
Resources |c:\web\ v |
Services )

Installation Folder URL:

settings |http:f’;"\avu'w'w.trustedupdater.com.nIr v |
Reference Paths

L Install Settings
Signing
Publish* Prerequisites... Specify the prerequisites to be installed before installing the solution
Code Analysis Updates... Specify when to check for updates

Customization Updates ? >

Options... advanced publishing options

Specify when to check for updates:

Publish Version (®) Check every time the customization runs

Major Minor Build: Revision:
AN RO CO

| (7)) Check at interval:

. . . . T | day(s)
Automatically increment revision with each release J
() Mever check for updates

Publish Now Checking for updates frequently will affect startup speed

<Chef kiss emoji here>

This means that you can actually change the payload, and publish an updated version of the
project to the web, and the next time the document is run it will automatically download and
run the latest version of the assembly. This allows an attacker to update their tradecraft
without having the replace the document which may have already been distributed.

It’s not just word files

You can create these Document add-ins for pretty much all of the different office document
types such as PowerPoint and Visio documents.
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16 Information...
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Word is the old me. This is me now.

Default Mitigations

The default Office / Windows mitigations in place to help minimize the risk of a successful
attack are the Mark of the web and the fact that the publisher needs to be signed by a

certificate that is trusted by the target user or computer certificate store.

Mark of the web explained

Thankfully for defenders, documents with the “mark of the web” (i.e. downloaded from
certain browsers and email clients) will not run unless they are run from a trusted location.
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0 PROTECTED VIEW Be careful—files from the Internet can contain viruses, Unless you need to edit, it's safer to stay in Protected View.

Help

Q Tell me what you want to do

Enable Editing

o

|Tn.|sted Updater

Hey user, please make sure to push Install to be able to read this impertant document.

licrosoft Office Document Customization X

This document contains custom code that cannot be loaded because the location is not
in your trusted locations list: Trusted Updater docx. If you trust this document you can
save and open it from a location on your computer. For more information, see

hitp://go microsoft . com fwlink/ FLink Id=55104.

Details

oK

Typeoffile:  Microsoft Word Document {.docx)

Opens with:  [Jff Word Change...
Location: C:\UserstDaniel\Downloads

Size: 13.7 KB (14,041 bytes)

Size on disk:  16.0 KB (16,384 bytes)

Created: Thursday, April 14, 2022, 11:48:02 AM
Modified: Thursday, April 14, 2022, 11:48:02 AM
Accessed: Today, Aprl 14, 2022, 3 minutes ago

< Security:

Utes: [JRead-only  []Hidden m

This file came from another

“““““““ Exception Text === ~
Microsoft Visual Studio. Tools Applications. Rurtime CannotCreateCustomization Domai
nException: This document contains custom code that cannct be loaded because
the location is not in your trusted locations list: Trusted Updater. docx. i you trust this
document you can save and open it from a location on your computer. For more
information, see hitp://go microsoft com.fwlink /?Link Id=35104.

at

computer and might be blocked to L] Unbloc Microsoft Visual Studio. Tools. Office. Runtime. Runtime Ltilties VerfyDocumentls Truste
help protect this computer. / d(String documentFullLocation, Sting document Name, Office Viersion officeVersion)
at
Microsoft Misual Studio . Tools. Office. Runtime. DomainCreator. Get AssemblyDataFromM .
Cancel Aoply

A document with Mark of the web not allowing the code to run

There are ways to Subvert Trust Controls: Mark-of-the-Web Bypass, Sub-technique
T1553.005, such as packaging the docx into an ISO file, however it does force the user
through additional steps.

Additional Mitigations

Group policy

There are a couple of Group Policy settings that can be used to prevent/control Add-ins from
running. You need to set this group policy setting for each office application you want to
control Add-ins from, i.e. Word, Excel, Visio, etc.

The first option, Disable all application add-ins, is the nuke from orbit option which will
flat out prevent add-ins from being loaded. On loading the document the user is not
presented with any prompt, and active content will not run. This setting will not just disable
VSTO content in documents, but also other office add-ins so although it may appear to be a
simple fix, making this change would be a challenge for many organizations to implement as
there are probably more Office add-ins in use than you would expect, such as Grammarly,
DocuSign, label makers, or documentation classification add-ins such as used by
Government organizations.
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= Set maximum number of trust records to preserve Mot configured No
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Turn off trusted documents Mot cenfigured No
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|iz] VBA Macro Notification Settings Mot configured No
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Leave no survivors

The second Group Policy setting that can be used to control add-ins, is the Require that
application add-ins are signed by Trusted Publisher.
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Require that application add-ins are
signed by Trusted Publisher

Requirements:
At least Windows Server 2008 R2
or Windows 7

Description:
This policy setting controls
whether add-ins for this
applications must be digitally
signed by a trusted publisher.

If you enable this policy setting,
this application checks the digital
signature for each add-in before
loading it. if an add-in does not
have a digital signature, or if the
signature did not come from a
trusted publisher, this application
disables the add-in and notifies
the user. Certificates must be
added to the Trusted Publishers
list if you require that all add-ins
be signed by a trusted publisher.
For detail on about obtaining and
distributing certificates, see
http://go.microsoft.com/fwlink/?
Linkld=294922, Office 2016 stores
certificates for trusted publishers

publisher store, Earlier versions of

Edit policy setting ~

in the Internet Explorer trusted v

Setting State Comment

(] File Block Settings

"I Protected View

] Trusted Locations

\=] Dynamic Data Exchange Mot configured No

|2, Allow embedded TrueType fonts to be sent in messages Mot configured No

|| Block macros from running in Office files from the Internet Mot configured No

|z] Scan encrypted macros in Word Open XML documents Mot configured No

i7| Disable Trust Bar Motification for unsigned application add-i.. Mot configured No
Disable all application add-i Mot configured No

Set maximum number of trust records to preserve Mot configured No
Set maximum number of trusted documents Mot configured No
Trust access to Visual Basic Project Mot configured No
2= Turn off trusted documents Mot configured No
\i2] Turn off Trusted Documents on the network Mot configured No
|3 VBA Macro Notification Settings Mot configured Neo

Extended /4 Standard /

13 setting(s)

Better

When this option is enabled the document Add-in cannot be installed unless the publishers’
certificate is added to the Trusted Publishers certificate store.
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ckOnceAddinTrustEvidence evidence)
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Addin()
The Zone of the assembly that failed was:
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T
“Trusted Updater= 71 characters (an approximate value), B B e - —B——+ 100%
Womp womp
% Consolel - [Conscle Root\ Certificates - Current Usert Trusted Publishers\ Certificates] — O X
ﬁ File Action Miew Favorites Window Help - 8 %
e @ R XE BE
= i . -
"] Console Reot Issued Te lssued By Expiratior|| Actions
v Certificates - Current User c " - - g : o .
Eﬁ] - ESKTOP-1Ca2F09\daniel DESKTOP-1Co2F0%\daniel CIMETENER | Certificates -
» || Personal
» || Trusted Root Certification Aut More Actions »
» (| Enterprise Trust .
— prise o DESKTOP-1C62F09\daniel a
» || Intermediate Certification Aut
» || Active Directory User Object More Actions 4
w [ Trusted Publishers
| Certificates
» [ Untrusted Certificates
» [ | Third-Party Root Certification
» [ | Trusted People
» | Client Authentication lssuers
» [ Certificate Enrollment Reques|
» [ | Smart Card Trusted Roots
< >« >

Certificates for trusted publishers must be added here when the GP restriction is in place

What is interesting here, regardless of the policy setting, is that if the signer is in the Trusted
Publishers store, you are no longer prompted to install the add-in, it is just automatically
installed.

Allowlisting
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By preventing untrusted code from running in your organization (assuming the technology
you have chosen is capable of blocking .NET assembly loads from trusted applications) you
are able to gain visibility, and choose to block or allow individual add-ins to run based on

their hash, publisher, etc.
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He'v user, please make sure to push Install to be able to read this important document.
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Installing Office customization

Wicrosoft Office Customization Installer

There was an error during installation.

Name: Trusted Updater

By
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com/Trusted Up

com/Application Files/Trusted

Details >>

D g httes/wwe
Updater_1_0_0_0/Trusted Updater.dll deploy did not succeed.

Airlock Digital - Client

File Blocked

Tr

Untrusted document prevented from launching .NET assembly pulled from the internet

o Airlock Enforcement Agent

- [m] >

Client Version: 5.0.0.0 (Build 3/4/2022)

Policy Version: v288. 181 (4/14/2022 / 12:05 PM)

Date / Time | Action | Mode | File Path | File Name | File Hash Parent Process I Publisher
4f14/2022 12... BLOCKED ENFORCED  C:\Ueers'\Daniel\AppData'Local{TempDeployment\WWEVRO7Q. 134\ 7DDEIVO.4B7Y  Trusted Updater.dl  e447f97dedf4e3f263047e... WINWORD.EXE Mot Signed
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Conclusion
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Testing has found VSTO Office files to be nearly invisible to AV/Endpoint security products
today (somewhat dependent on their behavior) and while VSTO office files have all, if not

more, of the capabilities of Macros, they have not seen to be weaponized to the same extent.

Given that VSTO office files can be distributed in a single office document this may represent

an emerging technique to be leveraged in the future.

It can be seen in the current ACSC Essential 8 Maturity Model there are requirements for
hardening systems against Macros at all levels of the maturity model, where Office add-ins

are only covered in a supporting document at the highest maturity level.

Strategy Maturity Level One Maturity Level Two Maturity Level Three
Configure Microsoft Office macros are disabled for users that do not have a demonstrated Microsoft Office macros are disabled for users that do not have a demonstrated Microsoft Office macros are disabled for users that do not have a demonstrated
Microsaft business requirement. business requirement buginess requirement.
ma':“""" Microsoft Office macros in files originating from the internet are blocked Microsoft Office macros in files originating from the internet are blocked. Only Microsoft Office macros running from within a sandboxed environment, a

Microsoft Office macro antivirus scanning is enabled.

A whole lot of Macro
advice

Microsoft Office macro security settings cannot be changed by users.

Microsoft Office macro antivirus scanning is enabled.
Microsoft Office macros are blocked from making Win32 API calls.
Microsoft Office macro security settings cannot be changed by users.

Allowed and blocked Microsoft Office macro executions are logged.

Trusted Location or that are digitally signed by a trusted publisher are allowed to
execute.

Only privileged users responsible for validating that Microsoft Office macros are
free of malicious code can write to and modify content within Trusted Locations.

Microsoft Office macros digitally signed by an untrusted publisher cannot be
enabled via the Message Bar or Backstage View.

Microsoft Office’s list of trusted publishers is validated on an annual or more
frequent basis.

Microsoft Office macros in files originating from the internet are blocked.
Microsoft Office macro antivirus scanning is enabled.

Microsoft Office macros are blocked from making Win32 API calls.
Microsoft Office macro security settings cannot be changed by users.

Allowed and blocked Microsoft Office macro executions are centrally logged and
protected from i and deletion, for signs of
compromise, and actioned when cyber security events are detected.

User Web browsers do not process Java from the internet

application

hardening
Internet Explorer 11 does not process content from the intermet.

Web browser security settings cannat be changed by users.

Web browsers do not process web advertisements from the internet.

Web browsers do not process Java from the internet

Web browsers do not process web advertisements from the internet.
Internet Explorer 11 does not process content from the internet.
Microsoft Office is blocked from creating child processes.

Microsoft Office is blocked from creating executable content.
Microsoft Office is blocked from injecting code into other processes.
Microsoft Office is configured to prevent activation of OLE packages.
POF software is blocked from creating child processes.

ACSC or vendor hardening guidance for web browsers, Microsoft Office and PDF
saftware is implemented.

Web browser, Microsoft Office and PDF software security settings
changed by users.

Blocked PowerShell script executions are

Add-ins blocked here

Web browsers do not process Java from the internet.

‘Web browsers do not process web advertisements from the internet.
Internet Explorer 11 is disabled or removed.

Microsoft Office is blocked from creating child processes.

Microsoft Dffice is blocked from creating executable content.
Microsoft Office is blocked from injecting code into other processes.
Microsoft Office is configured to prevent activation of OLE packages.

PDF software is blocked from creating child processes.

ACSC or vendor hardening guidance for web browsers, Microsoft Dffice and PDF
software is implemented.

Web browser, Microsoft Office and PDF software security settings cannot be
changed by users.

JNET Framework 3.5 (includes NET 2.0 and 3.0) is disabled or removed.
Windows PowerShell 2.0 is disabled or removed.

is 10 use C Language Mode.

Blocked PowerShell script executions are centrally logged and protected from
and deletion, for signs of
actioned when cyber security events are detected.

and

An extract of the ACSC Essential 8 Maturity Model

The research has also highlighted the many layers of defense in depth, created over many
years, in the Microsoft / Office ecosystem today. The complexity in walking through the
different protections, such as Mark of the web, the certificate stores, signing, trusted
locations (URL & file systems), and trusted publishers makes it challenging for both attackers
and defenders to successfully achieve their objectives.
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