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This is a neat persistence trick you can use... if you got access to TrustedInstaller...

The wininet.dll library in Windows 10+ extends the functionality of InternetErrorDlg
function to reach out to a configurable Registry location that supports handling of unknown
error messages. The function takes the error code as an argument and reaches out to the
following location:

HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\Internet Settings\LUI\<error>

It then reads the value in a form of an expandable string and extracts library name from it by
splitting it from the exported API name using an exclamation mark as a separator. And if a
given error code doesn’t have an entry the function defaults to value ‘0’ which by default
points to:

%SystemRoot%\system32\wininetlui.dll!InternetErrorD1gEx

I was curious if I could force the loading of my own payload and after launching Process
Monitor with a filter on \Lui path I was able to quickly trigger error 12040
(ERROR_INTERNET_HTTPS_TO_HTTP_ON_REDIR). I then added an entry for my own
test library and was able to load my DLL
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PID  Operation
2704 @¥RegOpenkey
2704 &% RegSetinfokey
2704 ﬂRegOuew\u’alue
2704 ﬂRegOuew\u’alue

2704 @QuewBasiclnfor...

2704 [FhCloseFile
2704 B CreateFile

2704 [BhCreateFileMapp...
2704 B QueryStandardl...

2704 &% RegOpenkey
2704 @%RegOpenkey
2704 ﬂRegOuew‘u’alue
2704 @%RegCloseKey
2704 &% RegOpenkey
2704 @%RegOpenkey
2704 ﬂHegQuew‘u’alue
2704 @%RegCloseKey

2704 [BhCreateFieMapp...

2704 £F Load Image

Path

HKLMWSOFTWARE \Microsoft \Windows \Cument Version\Intemet Settings \LUI
HEKLMYSOFTWARE \Microsoft \Windows\Cument VersionIntemet SettingsLUI
HKLMWSOFTWARE \Microsoft \Windows \Cument Version\Intemet Settings®LUI12040
HELMYSOFTWARE \Microsoft \Windows\Cument Version‘Intemet Settings“LUI"12040
HKLMYWSOFTWARE \Microsoft \Windows \Cument Version\Intemet Settings LU
Citest\test32.dl

Citest'test32.dlI

Citest'test32.dI

Citest'test32.dl

Citest'test32.dI

Citest\test32.dl

HKLM"System\CumentControl Set\ControlCl

HKLM"System*CumentControl Set\ControlWCl

HKLM*System \CumentControl Set\Control\CI\Disable 26178532
HKLM"System*CumentControl Set\ControlWCl

HKLM"System*CumentControl Set\ControlCl

HKLM"System*CumentControl Set\ControlWCl

HKLM"System \CumentControl Set \Control\CI\Disable 26178532
HKLM"System*CumentControl Set\ControlWCl

Citest'testa2.dl

Ci\test\test32.dll

 L45-500249d2eebf2296
File Edit Capture Options Computer Help #4b2-35ddfd 7162222315
14h2-35ddfd716a222a15

ledd | 4@~ @ | BEBT| 97 | #A

# Time

1 0.00000000
2 0.00134840
3 T71.10634613
4 71.10788727

Debug Print

[2704] DLLMain 32 DLL PROCESS_ATTACH
[2704] DLLMain 32 DLL PROCESS DETACH
[2704] DLLMain 32 DLL PROCESS_ATTACH
[2704] DLLMain 32 DLL PROCESS DETACH

plorerDesktop'NameSpace
ExplorerDesktopMameSpace
\ExplorerDesktop'\Mame Space'\Validate Reglhems
ExplorerDesktopMameSpace
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lorer' DesktopNameSpace

B Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Windows'\CurrentVersion\Internet Settings\LUI

There are at least two caveats:

Hardwareldentification || pame Type Data

:ﬂpﬁﬂdsuppoﬁ 3B) (Default) REG_SZ (value not set)

H'”lt5 N ablg REG_EXPAMD_SZ FeSystemRoot 2\ system32\wininetlui.dll!internetErrorDigEx
olegraphic 85040 . |

oy REG_SZ chtestitest32.dllfoobar

HomeGroup v

e You need TrustedInstaller rights to add/modify the registry entry
e User needs to use Internet Explorer (I couldn’t trigger it in Edge)

Comments are closed.
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