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I love Office-based Persistence mechanisms, because there is always... one more to discover

Take your Winword.exe from Office 2021 or Office 365. When it loads, it check if the
following value exists in Registry and is not equal o:

HKCU\SOFTWARE\Microsoft\Office\16.0\Word\WwlibtDll !=

0

And if it is the case... instead of loading wwlib.dll, it will load wwlibt.dll.

So, place your payload in wwlibt.dll and winword will load it for you.

This trick can be used as a traditional sideloading LOLBIN, and as a persistence mechanism,
because wwlibt.dll could be made to load the wwlib.dll. Or, could temporary remove the

value inRegistry and re-launch winword.exe.
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5144 [BhCreateFile
5144 @OuewBasicInfor...C:'-.Pngram Files (x86) \Microsoft Office oot \Office 16 wwilibt dil

5144 BhClossfile
5144 [FhCreateFile

HKCLNSOFTWARE \Microsoft\Office’16.00Word \Wwiibt Dl
HKCLMNSOFTWARE \Microsoft\Office’16.04Word
C:\Program Files {(xBE)"\Microsoft Office root \Office 16 wwiibt dll

C:\Program Files (x86)\Microsoft Office root\Office 16 wwilibt dl
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5144 @CreateFileMapp...C:\ngram Files (x86) \Microsoft Office root\Office 16 wwilibt dil
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5144 [FhCreateFileMapp...C:
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SUCCESS Type: REG_DWORD., Length: 4, Data: 1
SUCCESS

SUCCESS Desired Access: Read Attributes, Disposition
SUCCESS CreationTime: 1/18/2022 11:14:40 AM, Las
SUCCESS

SUCCESS Desired Access: Read Data/List Directory,

FILE LOCKED WI... SyncType: SyncTypeCreate Section, PageF
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HEl uery Value
HK| # Time Debug Print
HK 1 0.00000000 [5144] DLLMain 32 DLL_PROCESS_ATTACH _——
5 5 : 5 - eOther
-12 0.00465970  [5144] DLLMain 32 DLL PROCESS DETACH R e A

Interestingly, PowerPoint has the same ‘feature’:

HKCU\SOFTWARE\Microsoft\Office\16.0\PowerPoint\PPCoreTDLL != 0

and the DLL name is ppcoret.dll (instead of ppcore.dIl).
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HKCLSoftware\Microsoft \Office’.16.0PowerPoint SUCCESS Desired Access: Guery Value, Enumerate Sub
HKCUNSOFTWARE Microsaft \Office 160" PowerPaint SUCCESS KeySetinformationClass: KeySetHandle TagsInf
HKCUNSOFTWARE Microsoft Office\ 16.0"PowerPaint\PPCore TOLL SUCCESS Type: REG_DWORD. Length: 4. Data: 1
HKCUNSOFTWARE \Microsoft Office 16.0"PowerPaint SUCCESS

C:\Program Files (<86)\Microsoft Office’\root\Office 16"ppcoret.dil SUCCESS Desired Access: Read Attributes, Disposition: C
C:\Program Files {x86)\Microsoft Office’\root\Office 16 ppcoret.dil SUCCESS CreationTime: 1/18/2022 11:33:54 AM, LastAc
g
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HI # Time Debug Print

Hl1  0.0o0000000  [4916] DLIMain 32 DLL_PROCESS_ATTACH pired Access: Guery Value

: 2 0.01102530 [4916] DLIMain 32 DLL PROCESS DETACH pred Access: Query Value
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