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If you ever used Process Monitor to track activity of a process, you might have encountered
the following pattern:

Wx32dbg exe 2708 BhCreateFie C:\Users blackbeard' Deskiop\snapshot_2013-11-26_13-35elease w32\ DNSAPLdl MAME NOT FOUND
We32dbg exe 2708 ShCreateFie C:\Windows'\SysWOWES\dnsapi dl SUCCESS
W22y eve SUCCESS
W22y eve SUCCESS
W22y eve SUCCESS
Wiadbg ene FILE LOCKED Wi,
Wa22dbg eve W SUCCESS

i 22dbg eve C:\Windows'\ Sy2WOWE4 dneapl di SUCCESS
Wadbg ane C:\Windows'\SysWOWES\dnaapi dI SUCCESS
W2idbg ane C:\Users'blackbeard Deskiop'enapshot_2019-11-26_13-35\releass'x32\PHLPAR| DLL MAME NOT FOUND
Wx2idbg ane C:\Windows'\SysWOWES\PHLPAPIDLL SUCCESS
Mx22dbg ane C:\Windows'\SysWOWES\PHLPAPIDLL SUCCESS
x22dbg ene C:\Windows'\SysWOWES\PHLPAPIDLL SUCCESS
Hx32dbyg exe C:AWindows \SysWOWE4IPHLPAPLDLL SUCCESS
Hx32dbg exe C:AWindows \SysWOWE4IPHLPAPLDLL FILE LOCKED WI...
M 32dbg exe C:AWindows \SysWOWE4IPHLPAPLDLL SUCCESS
Mx32dbg ene C:\Windows'SysWOWE4\PHLPAPI DLL SUCCESS
Mx32dbg exe C:\Windows'\SysWOWE4\PHLPAPI DLL SUCCESS

Figure 1: Example of dnsapi.dll not being found in the application directory

The image above is a snippet from events captured by Process Monitor during the execution
of x32dbg.exe on Windows 7. DNSAPI.DLL and IPHLPPAPI.DLL are persisted in the System
directory, so you might question yourself:

Why would Windows try to search for either of these DLLs in the application directory
first?

Operating Systems are very complex and so is the challenge of implementing an error-fault
system to search for dependencies, like dynamic linked libraries. Today, we’ll talk about DLL
Search Order and DLL Search Order Hijacking, in particular how it works and how
adversaries can abuse it.

DLL Search Order

First, we have to talk about what happens when a PE File is executed on the Windows
system.

The majority of native binaries you encounter on Windows are linked dynamically. Linked
dynamically means that upon start of the execution, it uses information which are embedded
inside the binary to locate DLLs that are essential for this process. In comparison with
statically linked binaries, when linked dynamically the executable will use the libraries
provided by the OS instead of having them compiled into the executable itself.

Before the dynamically linked executable can use or load these libraries, it will have to know
where these dependencies are persisted on disk or if they are already in memory. This is
where the DLL Search Order makes its appearance. To keep it simple, we will focus only on
Windows Desktop Applications.
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Pre-Checks and In-Memory Search

Before the Windows OS starts searching for the needed DLL on disk, it will first attempt to
find the needed module in memory. If a DLL is already in memory, it will not loaded it again.
Now this part is a little bit complicated and out of context for this blog article, we would have
to define what “loaded” even means. If you are more interested in the first check, | advise
you to look up the official Microsoft documentation[1].

If the memory check fails, Windows can fall back to using a list of known DLLSs. if the needed
library is part of that list, it will use the copy of the known DLL. The list of known DLLs are
persisted in the Windows Registry.

i’ Registry Editor ol
Fie Edt View Favortes Help
- ). Network | | Hame Type | Data
1l NetworkProvider b (Default) REG_SZ (value not set)
- Ns 5] advapid2 REG_SZ advapizz.di
- Nodelnterfaces a5 clbeatq REG_SZ dbeata.dl
H- 4 N b) COMDLG32 REG_SZ coMpLG32.di
-8 POW 5] Difuctpi REG_SZ dfzpl.dl
: o | DiDrectory REG_EXPAND SZ  %SystemRoot¥lsystem32
- 4 Print 0| DiDirectory32 REG_ENPAND _SZ WeSystemRoot e \syswonsd
EriorttyControl ab| g3z REG_SZ gdizdl
ProductOptions ab| [ERTUTIL REG_SZ IERTUTIL I
Remote Assistance ab| IMAGEHLP REG_SZ IMAGEHLP. dll
@ | safeBoot ab|IMM32 REG_SZ MM32.dl
H- 4 ScsPart b jermel32 REG_5Z kernel32.dl
kil SECLFEPIPESEIVErS ab||pK REG_5Z LPicdl
el SecurityProviders ab| MSCTF REG_SZ MSCTF.dl
ServiceGroupOrder ab|MSVCRT REG_SZ MSVCRT.dl
- |, ServiceProvider ab| NORMALLZ REG 52 NORMALIZ.dll
=l Session Manager b gL REG_SZ NSLdl
AppCompatCache 0] ple32 REG_SZ cle32.di
Configuration Manager ab| QLEALT32 REG_SZ OLEAUT32.dI
DO Devices ab|psapy REG_SZ PSAPT.DLL
Environment ] rpert4 REG_SZ rperta.di
:I‘:;:::ewamg a1 sechost REG_S2 sechost o
1jO System 20 Setupapi REG_SZ Setupapi.di
verral ‘: SHELL3Z REG_SZ SHELLIZAI
ab|SHL W APT REG_SZ SHLWAPL I
- | Memary Management ab] R MON REG_SZ URLMON.dil
PrefetchParameters 4b]uger32 REG_SZ user32.dl
StoreParameters ab|Lsp 10 REG_52 UsP 0.l
Fower ab | WININET REG_SZ WININET. i
Quota System 38| WLDAP3Z REG_SZ WLDAPIZdI
SubSystems b ws2_32 REG_SZ ws2_32.dl
25 WPA
ICO'IWW‘H‘E\'_LGUL_MW urrentcy Mariager' Is 71

Figure 2: List of KnownDlIls on Windows 7

On-Disk Search

If the first two checks fail, the OS will have to search for the DLL on disk. Depending on the
OS Settings, Windows will use a different search order. Per default, Windows enables the
DLL Search Mode feature to harden the system and prevent DLL Search Order Hijacking
attacks, a technique we will explain in the upcoming section.

The key to the feature is as follows:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session
Manager\SafeDllSearchMode

Let’s take a look at the differences of the search order depending whether
safeDllSearchMode is enabled or not.
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Figure 3: DLL Search Order flow

We clearly see that the current directory is prioritised if safebl1SearchMode is disabled and
this can be abused by adversaries. The art of abusing this search order flow is called DLL
Search Order Hijacking.

DLL Search Order Hijacking

Adversaries can abuse the search order flow displayed above to load their own malicious
DLLs instead of the legitimate ones into memory. There are many ways this technique can
be used. However, it is more effective in achieving persistence on the target system then
initial execution.

Let’s take a step back and revisit our example from above:

e x32dbg.exe tries to load DNSAPI.DLL

e DNSAPI.DLL is notin the list of known DLLs and is also not loaded into memory.

e Since safebDllSearchMode is enabled, it will fall back to the system directory if not
found in the application directory

What would happen, if we craft and place a malicious DLL, named DNSAPI.DLL into the
application directory?

We would be able to hijack the search order flow and force a legitimate application to load
our malicious code into memory.

Practical Use Case

Let’s take a look at a simple practical example. Our application calls LoadLibraryA and tries
to load dnsapi.dll like in our example from above. Next we craft a small DLL file, which
does nothing else but create a message box in the bLLMain function. Once the DLL is loaded
into memory, the main function will be triggered.

In the first run, we do not place the crafted DLL in the application directory. As expected,
Windows will load dnsapi.dll from the system directory:

®'DlSearchOrder... 4504 r-_-];CreateHIe CUsers'blackbeard \source reposiConsole Application 1 Release dnsapi dil NAME NOT FQOUND
®-'DlSearchOrder... 4504 r-_-lCreateHIe CAWindowsSysWOWES \dnsapi.dll SUCCESS
5 DlISearchOrder... 4504 BhCreateFile CAWindowsSysWOWES \dnsapi.dll SUCCESS
' DlSearchOrder.. 4504 hCreateFileMapp...C\Windows'SysWOWES dnsapi dil FILE LOCKED WI...
5 DlSearchOrder.. 4504 BhCreateFileMapp...C\Windows'\SysWOWE4 dnsapi dil SUCCESS
B DlISearchOrder... 4504 &7 Load Image CrWindows'\SysWOW6E4 \dnsapi dl SUCCESS

Next, we will now name our crafted DLL dnsapi.d11 and place it in the application directory:
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5;0’\3ateFi|eMapp.

SWindows'SysWOWE4 \api-ms-win-crt-math41-1-0.dll

Bh.CreateFileMapp .. C\Windows' SysWOWE4\api-ms-win-crt-mathd 1-1-0.dI

£ Load Image CAWindows \SysWOWEL api-ms-win-crt-math41-1-0.dll
BGeateFile CUsersblackbeard sourcerepost Conscle Application 1% Release api-ms-win-crttility41-1-0.dll
BO'eateFile C A \Windows' SysWOWEL api-ms-win-crt-utility4 1-1-0 dll
izl&eateFile C A \Windows \SysWOWES api-ms-win-crt-utility4 1-1-0.dll
;&CreateFileMaDp. Windows"SysWOWE4 api-ms-win-crt-utility41-1-0.dll
'ElCreateFileMapp. Windows"SysWOWE4 api-ms-win-crt-utility41-1-0.dll

&7 Load Image Windows"SysWOWE4 api-ms-win-crt-utility41-1-0.dll
BhCreateFile Windows"SysWOWE4 \api-ms-win-corefibers41-1-1.DLL
BhCreateFile Windows"SysWOWE4 \api-ms-win-corefibers41-1-1.DLL
BhCreateFile CAWindows'SysWOWEL \api-ms-win-coredocalizationd1-2-1.0LL

ﬁRegOpenKey HKLMSystem“CumentControl Set\Control\Nls*.Sorting " Versions

ﬁRegOpenKey HKLMSystem"CumentControl SetControl\Nls".SortingVersions

ﬁRegSeﬂrﬂUK&y HKLM"System“CumentControl Set"Control rting"\Versions

ﬁﬂegOuery\c"alue HKLM"System"CumentControl Set \Contral\Nls"Sorting\Versions \{Default)
B.CreateFile SWindows'SysWOWE4L \api-ms-win-corefibers{1-1-1.0LL
aOueryNameInfo...C:"-.Users"-bIackbear\:l"-sourt:e"-repos"-.ConsDIeAppIication1"-.Releasa"-.DIISearchOn:IerDummy.exe
ﬁRegOpenKey HKLM"System"CumrentControl Set Contral\.Session Manager

ﬁRegOpenKay HKLM"System"CumrentCortrol Set \Contral'Session Manager

#%RegSetinfokey  HKLM\System'\CurentControl Set' Contro\ SESSION MANAGER

ﬁRegOuewValue HKLM"System"CumentControl Set \Contral\ SESSION MANAGER"SafeDllSearchMode
;ElCreateFile C:\Users'blackbeard sourcerepos Console Application 1" Releasednsapi dl
'ElCreateFile C:\Users'blackbeard sourcerepos Console Application 1" Releasednsapi dl
BhCreateFileMapp. Users‘blackbeard source repos'Console Application 1'Release dnsapi dil
BhCreateFileMapp. Users‘blackbeard source repos'Console Application 1'Release dnsapi dil
Ef@Load Image C:\Users'blackbeard sourcerepos Console Application 1" Releasednsapi dl

Whoops! | think we can all think of a couple use cases of how APT groups and malware can

FILE LOCKED WI... SyncType: SyncTypeCreate Section, PageProtection:

SUCCESS SyncType: SyncTypeCther

SUCCESS In e e ey

NAME NOT FOUND D Gl O T Xl ppen, Options: Open Reparse P...
SUCCESS n) pen, Options: Open Reparse P
SUCCESS ) This is definitely not DNSAPLDLL! cute/Traverse, Synchronize, D...
FILE LOCKED WI... 5 ection:

SUCCESS S

SUCCESS In

NAME NOT FOUND D pen, Options: Open Reparse P...
NAME NOT FOUND D pen, Options: Open Reparse P...
NAME NOT FOUND Desired Access: Read Aftibutes, Disposition: Open, Options: Open Reparse P...
REPARSE Desired Access: Read

SUCCESS Desired Access: Read

SUCCESS KeySetInformationClass: KeySetHandle TagsInformation, Length: 0

SUCCESS Type: REG_SZ Length: 36, Data: 00060101.00060101

NAME NOT FOUMND Desired Access: Read Attibutes, Disposition: Open, Options: Open Reparse P...
SUCCESS Mame: “Users"blackbeard"sourcerepos ConsoleApplication 1% Release Dl Se ..
REPARSE Desired Access: Query Value

SUCCESS Desired Access: Query Value

SUCCESS KeySetInformationClass: KeySetHandleTagsInformation, Length: 0

NAME NOT FOUND Length: 16

SUCCESS Desired Access: Read Atfributes, Disposition: Open, Options: Open Reparse P...
SUCCESS Desired Access: Read Data/List Directory, Execute/ Traverse, Synchronize, D...
FILE LOCKED WI... SyncType: SyncTypeCreate Section, PageProtection:

SUCCESS SyncType: SyncTypelther

SUCCESS Image Base: 50120000, Image Size: e6000

abuse this technique to achieve persistence on the victim’s system.

Real world examples and APTs

For the sake of keeping it simple and explaining the core principles behind this persistence

technique, we’ve build a very simple use case here. Of course, the real world looks a little bit

different and usually attackers have to take into account:

« Endpoint Security solutions with behaviour based detections, preventing such attacks

with signatures

» Programmatic dependencies, which won’t allow you to just replace a DLL in an
application directory and hope that it will work just fine

e and many more

However, if you never heard about this technique, | hope | was able to create some

awareness for it!
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