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Cratbsa Mny6oknn aHanus Redline Stealer: yTeuka
YYeTHbIX AaHHbIX ¢ nomowbio WCF

& xss.is/threads/67805

Fny6okmn aHanm3 Redline Stealer: yreuka y4YyeTHbIX AaHHbIX C
nomouwbio WCF

0o BeepneHus

Redline Stealer, koTopbIii B HacTOsII[ee BpeMs PACIIPOCTPAHAETCs, U3MEHUIJ MEeTO/ CBsA3U C2
1 c1ioco0 JIocTaBKU coOpaHHOU nH(OpPMAIUU 110 cpaBHEHUIO ¢ TipeapiaymuM Redline
Stealer, HO OO TOTOK BHITIOJTHEHUS OCTAJICS ITPEXKHUM.

Redline Stealer nmeer xecTko 3aKOAMPOBAaHHBIE JJAHHBIE, TaKe Kak [P-aapec cepBepa C2 u
YHUKaJIbHBIA UJIeHTU(DUKATOP, a Takxke K1od XOR, He00X0AUMBIT 1151 TEKOANPOBAHUSA
aTux Aa"HbIX. [Ipu Beimosnenun Redline caauana nssiekaercs 3HaueHue. [locie aToro
nHbopManusa cobupaercs U rnepefaeTcs IyTeM o0palleHus K JaHHBIM KOH(UTYpaIuu,
MIOJIyuYeHHBIM OT cepBepa C2, u coopanHas nHGOpMAaIUsa COCTOUT U3 CBeJIeHUH 0 cpeae 1
yUYeTHbIX JaHHbIX. CoOpaHHas nHboOpMaIia BKIIOYAeT CUCTEMHYI0O HHGOPMAIIHIO,
y4eTHbIE JlaHHbIe Opay3epa, HHPOPMAIUIO O KPUIITOKOIIEIbKe, nHpopManuio o FTP,
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nHdopmanuio o Telegram u Discord u T. 1.
ITocne coopa u yreuku nnpopmannu Redline Stealer Takske nmeeT BOBMOKHOCTD 3arpy»KaTh
UCTIOTHsIEMbIE (haMJIbI U BBITIOJTHATH JIONIOJTHUTEIbHBIE BPEZIOHOCHBIE JIEHCTBUS.

BBepeHune Redline Stealer

C momeHTa BhIITycKa B deBpasie 2020 rojyia Redline Stealer qocrapisiiics mo pazjanaHbM
kaHasiaMm. Redline Stealer B ocHOBHOM pacripoctrpansiercs yepe3 GUIIHNHTOBBIE 3JIEKTPOHHbBIE
IChMa WJIU BPEIOHOCHOE ITPOTPAMMHOE o0ecrieueHre, 3aMacKuPOBaHHOE T10/T
yCcTaHOBOYHBIE (haiiyibl, Takue Kak Telegram, Discord u B3jioMaHHOE POrpaMMHOE
obecnieuenune. OJTHAKO B MOCJIEAHEE BPEMS HCIIOJIb3yeTCs (PUITMHTOBAS CChLIKA, KOTOPas
3arpyxaet pacmupenue Chrome, conep:kariee Redline Stealer, myrem 3;10ynorpebienus ,
JIH pacipocTpansercsa ckpunT Python, kotopsrii 3amyckaer Redline Stealer uepes FTP.

Masquerades as fake Windows 11 upgrade Installer RedLine Delivered through FTP
2020.05 Masquerades as Telegram Installer 2022.01
2021.04
Start RedLine Stealer service RedLine via fake Youtube Description Link

202002 2021.10

L A S Lo

A4 S \ \ S
v
2020.03
2021.11

Coronavirus-Themed Mail
RedLine via fake Cryptocurrency Website

2020.10

RedLine via Pastebin-service 2021.06

NFT targeted with RedLine
RedLine via fake Google Ads

CorsacHo BleepingComputer, BoimyiiieHHOMY B OKTs0pe 2020 rojia, Redline Stealer
pacIpocTpaHsIca Yepe3 BPeIOHOCHBIE CChUIKH, Pa3MeIllleHHbIe B onucanuu Buzeo YouTube,
CBsI3aHHBIE C 6ECIIATHOM 3arpy3KOU ONpeIe/IEHHOH YTUIIUTHI.
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Redline Stealer B DDW

Buepssie Redline Stealer mosieuiicst Ha poccuiickom ¢popyme B peBpajie 2020 rojia.
[Tonp3oBaTenb ¢ HUKOM « REDGlade » pazmecTi pekJiaMHYIO CTaThbio ¥ OOHOBJISIET
Bepcuio Builder u Panel kak MmunumywMm 70 ssHBapsi 2022 roaa. Redline Stealer cnaercs B
apeH/y 10 IleHe $100 3a MITYKY. B MecCsAIl U NMPojiaeTcs 3a 150 JI0JIJIapoB B Mecsl U 800
JI0JUJIAPOB Ha BCIO XKU3Hb. J[OIIOJTHUTEIbHBIE YCIIYTY, TAKUE KaK CKaHep U KPUIITOIIOAIINCKA,
0TOOpa’karoTCs MO-Pa3HOMY B 3aBUCUMOCTU OT CTOMMOCTH.

[Tporpamma-koHcTpyKTOp Redline Stealer mpomaercst opuniraabHbIM MIPOAABIIOM Ha GopyMe
DDW, a Tak’ke pYyTUMHU II0JIb30BaTEISIMU, KOTOPBIE IIPOIAIOT B3JIOMaHHY0 Bepcuio Redline
Stealer. Kpome TOro, HEKOTOpBIE TIOJIH30BATEJIH MIPOJAIOT TOJIBKO COOPaHHbBIE YKYPHAJIBI
Redline Stealer.
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If you purchase HP FORUM OR WARRANTIES OF THE FORUM 20% DISCOUNT FOR ALL KINDS OF
SERVICES

Wrrite only, and only here niips.jt mereoLinesurrort and require confirmation by PM Forum

REDGlade
Local
Feb1s,2020 | would like to present you a stealer tailored for convenient work with logs. Collects the most popular information for work

in all areas. The program was written taking into account all the wishes of people who are professionally involved in the
field of carding.

Build features:

1) Collects from browsers:

a) Login and passwords

b) Cookies

c) Autocomplete fields

d) Credit cards

2) Supported browsers:

a) All Chromium-based browsers (Even Chrome latest version)

b) All Gecko-based browsers (Mozilla, etc.)

3) Collecting data from FTP clients, IM clients

4) Customizable grabber file by criteria Path, Extension, Search in subfolders (can be configured to the desired cold
wallets, steam, etc.)

5) Sample by country. Configuring the blacklist of countries where the build will not work
6) Configuring anti-duplicate logs in the panel

7) Gathers information about the victim's system:

IP

Country

City

Current username

HWID

Keyboard layouts

Screenshot of the screen Screen

resolution

Operating system

UAC settings

Is the current build running with rights administrator

User-Agent

Information about the components of the PC (video cards, processors)
Installed antiviruses

LleHoBaa nonutuka Redline Stealer

APEH/IA ($100/Mecs1r)
1 MecsII KpuIropa @spectrerypt_bot (aBTokpunt + ckanep)
LITE (150 mosutapos CIIIA B mecsiir)
1 MeCHII TOANCKU Ha KPUTITY
PRO (200 mosutapos CIIIA / HaBcerza)
e 3 MecsIla MOIUCKN Ha CKAHEP

e 3 MecsIa Kpunropa @specterypt_bot
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Kanansbi, ynpasnasembie Redline Stealer Seller

Telegram-kanass! opurnanpHoro nmpoyiasna Redline Stealer pazjesienb! Ha 3 KaTeropum:
OdunuanpHasa crpanuna , Opunuaabaeii yat u Kynurs 6ora Redline . Avonc u
obHOBJIEHHAs MHOpPMAIHA pa3MelamTcsa Ha kKaHane OpuuaabHON CTPAaHUIIBI, YaT
HaXOJUTCS B CBOOOAHOM JIOCTyIIe Ha KaHasie OduiinaabHbli yaT, a Redline Stealer
npozaercsa Ha 6ore Kynuts Redline.

Telegram-kanas Redline Stealer

@REDLINESTEALER — OdunuanbHas cTpaHUIa
[*]@REDLINE_RU — OdunuaabHbIN yaT
[*]@REDLINESUPPORT _bot — Kynuts 6ota Redline

Cracked Redline Stealer & Log Seller

[Tockonpky Redline Stealer — sTo Bpegonocuoe I10 mis kpasku nHGOPMALIH, KOTOPOE
YaCTO UCIIOJIB3YETCs 37I0yMBIIIJIEHHUKAMH, CYIIECTBYET HECKOJIBKO B3JIOMAaHHBIX BEPCHH U
IIPOUBBOIHBIX OT HETO PYTUX MoXuTUTENeH. KpoMe TOTo, J1I0TH CTH/LIEpPa, COOpaHHBIE C
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nomortpio Redline Stealer, mposatores Ha popymax DDW, u Ha HUX IPUXOAUTCA OOJIBITIAS
4acThb JIOTOB HHMOCTUIEPA.

aler [Dr-far.far crack] MNaw Reply
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Jun 2020

1 YEAR OF SERVICE

About 230.000 HQ logs for january from 01.01.22 to 31.01.22.
Private logs with ESGlaNe BESMNSE (not crack),there are about 90.000 of them purchased.
There are no public logs here.

Price: 230 USD, telegram:
Any question 1 i (write only there)

You can wri ivs ' if you do not have telegram.

We can eas

Samples* https://raidforums.com/Thread-OTHER-janu...pid4913220
https://raidforums.com/Thread-OTHER-2k-I...pid4909843

UHdopmauua 06 o6HoBneHnmn Redline Stealer

Redline Stealer Seller yBegomiisier 06 o6HOBIeHUN nHGOpMaruu Ha kaHaste Telegram. ITo

COCTOSTHUIO Ha STHBAph 2022 ro7ia oH ObL71 00HOBJIEeH /10 Builder v23, Panel v3.3.4. OcHoBHas

nHopManus 06 0OHOBJIEHNH, OIyOJIMKOBAaHHASA Ha JaHHBIA MOMEHT, IIOKa3aHa B TabJIuIie

HUXKe.

Date

2020.03

2020.06

2020.08

2021.05

2021.06

2021.08

Description
- Added Anti-VYM
- Added Cold Wallets
- Added choice of target platform for build x86 / x64
- Added support for collection browser from Asian OS
- Improved file grabber
- Collect Telegram |ilcs
- Collect Nord/Open/Fraton YPN File
- Collect Steam Files
- Support *.scr extension files for creating builds
- Collect tokens of Discords
- Added search for extensions in all browsers based on chrome
Added “Visible® lag fields
Added Wallets: Browser Extension
Cormmunication Protocol: HTTP — Net.Tep
Added Wallets: Browser Extension
Select Option: Send Log by Part / Full

B wactHOCTH, cCpeay OOHOBJIEHHH C Mast 2020 T. [0 UIOHb 2020 T. MO/IEPIKKA pAaCIIUPEHU

*.scr u jo0aByieHHas Opay3epa nHGopManusa TakKe MPUMEHSIJIUCH K mpobiiemMaM,
cBs13aHHBIM co B3s1oMoM NFT, mpousoleamuM B H0He 2021 T. B To BpeMs y O0JIbIITHHCTBA
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JKepTB, 3apakeHHBIX Redline Stealer, *.scr pacmmpenue. Kpome Toro, Redline Stealer coimn
YKpa/ieHHbIe KPUIITOKOIIIEJIBKH JKEPTB.

AHanus BpeaoHOCHbIX NporpaMm

O6pazeu nHpopmauum

e Nwmsa daitna: 9882_1643998124_6086.exe

e Tun daiina: ucnonsusaemsiii dpaiin PE32 (rpaduueckuit unrepdetic mosb3oBaTeis),
cbopxka Intel 80386 Mono/.Net, ny11 MS Windows

e Tun BpegonocHoro I10: Redline Stealer v22

e MD5: d81d3c919ed3biaaa2dc8dsfbegcf382

e SHA256: cd3fo808ae7fc8aas554192ed5b0894779bf88agcs6a7c317ddcb6agqd7c249e0e

Atanbl pabotkl ¢ Redline Stealer

1. Bo B103keHUU K (PUITMHTOBOMY ITUCHMY COZIEPKHUTCS B3JIOMaHHAs IIPOTPpaMMa ¢
Redline Stealer.

2. Korza B3;1oMaHHOE IpOrpaMMHOe obecrieueHue 3aiyckaercsi, Redline Stealer Taxkoxe
3aryckaeTcs B GOHOBOM peKUMe.

3. 3aKoZIUpOBAaHHBIE IaHHBIE, TaKKe Kak [P-azipec cepBepa C2 1 yHUKaIbHBIN
HJIeHTU(PUKATOP, AeKOAUPYIoTCA BMecTe ¢ ki1ro4oM XOR 1 ncnosib3yroTes 1 CBA3U
C2.

4. ITocsie 3aBepieHus mporecca gekoaupoBanus Redline Stealer 3amparuBaer jaHHBIE
koHdurypanuu c cepsepa C2. Entity2: cTpykTypa, B KOTOPOI XpaHATCS JIaHHbIE
KOH(UTYpaIUH.

5. CepBep C2 nepenaet 1aHHble KOH(UTYpauu Ha 3apakeHHbIH [1K.

6. C 3apakenHoro I1K cobupaercsa nadopmaiysa Ha OCHOBE COXpaHEHHBIX IAHHBIX
KOH(UTYpaIH.

* Entity7: cTpykTypa, B KOTOPOU XpaHATCA cOOpaHHbIe pe3yabTaThl. (JleTanu cpess! +
Entity1)
e Entity1: cTpykTypa, B KOTOPOU XpaHATCSA CBeZeHNs 00 yUeTHBIX TaHHBIX.

7. e opManua mpocouniach ABAK/BbI.

e CeeneHus o cpefie, BKIOUass nHGopmanuio o 3apaxxkeHHoM ITK
e YueTHBIE JaHHbBIE, BKJIFOYasi KPUIITO-KOIIIEJIEK, YIETHbIE 3alHCH U MHPOPMAIHIO O
II0JIb30BATETbCKUX JIAHHBIX.
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8. Cobpannas nHdopmarusa mpeobpasyercs B popmat XML u nepesaercs Ha cepep C2
yepes coobmenre SOAP.

[Entity2]

Browsers VPN

Files Steam

FTP Discord Chats

Crypto Wallets File Search Path

Screenshot Chromium / Gecko Browser Paths
Telegram Crypto Wallet Paths

@ .\\oy' @ ) (8 Reply Configuration
4 c\\g‘* /

N Configuration
é}C& d Data
(3) Decoding Arguments l Qgp“.’/ yd
O)

[
@@@@ @@@u
Drop ' |

Phishing Mail Access.exe RedLine Collect Send Cc2
Stealer Information Collected Information Server
” ‘\
] A
." ‘.
[Entity7]

Environment Details Credential Details

Hardware Screen Size

Release ID Geo Location i [Entity1]

Machine Name Monitor | | Security Utils Scanned Files

OS Version File Location i Available Language Steam

Language Visible i Software Scanned Wallets
Process List Nord VPN

System Hardware  Open VPN
Browser Credential Proton VPN
FTP Telegram
Browser Info Discord Chats

Kondurypaumsa ceasm C2

Redline Stealer ¢ WCF

[Tnardopwma, kotopyro Redline Stealer ucnonsayet s cesazu C2, — 3to WCF (Windows
Communication Foundation). WCF — 310 cucrema, KoTopasi I03BOJII€T KOHEYHBIM TOUKAM
00MEHHBATHCSA COOOIIEHUAMH U B3aUMO/IEHICTBOBATh MEXKAY HECKOJIBKMMH KOMITbIOTEPAMHU,
IIOJIKJIIOUEHHBIMH K CETH.
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ITo xpaiiHeil Mepe o/iHAa KOHEUHAsI TOUKA JOJKHA OBITH HACTPOEHA JJIsI HCII0JIb30BAHUS
WCEF. IIpu HacTpolike KOHEUYHOU TOUKHU TpebyoTes Tpu aneMenTa Address , Binding u .
Contract : «<Anpec» — 3To ajipec, IpeA0CTaBIAOIINN yeayTy, «[[puBsa3ka» — 3To
WHOOpMaIHsA, OTHOCAIIASACS K IIPOTOKOJIY CBSI3H, UCIIOJIb3yeMOMY JJIs IOCTYIIA K CIIy»k0e, a
«KonTpakr» onpenenser uarepdeiic cayk0b1. KimnerT WCF MoskeT BbI3BIBATH CIIYKOY,
omnpezieeHHyI0 Kak Service Contract, u mpu BbI30Be OIPeeIEHHOTO METO/1a BBI3BIBAETCS
METO/I C TEM K€ IUMEHEM, PeaITn30BaHHBIN Ha cepBepe. KittoueBoe c1oBo [ServiceContract],
nHTepdelic ciy:K0bl, UCIOJIB3YETCA A1 ONpeieJIeHUs] KOHTPAKTa, KJII0UeBO€E CJIOBO
[DataContract] ucnosibdyercst A1 onpeziesieHus: CTPYKTYPBI IaHHBIX JJI8 IIepeIayi, a
xIoueBoe c10Bo [OperationContract] ucmosip3yeTcst A1 onpesiesieHusi QYHKITHHU CITYKOBI.

SOAP Message

gamﬂ Chann_el

Client — = — = S
en SOAP Message erver

Address / Binding / Contract Address / Binding / Contract

IIpenpimymuii Redline Stealer uconp3oBat s cesizu BasicHTTPBinding(). Oxguako B
Bepcuu Redline Stealer v22, 00HOBJIEHHOI B aBTycTe 2020 Iojia, IPOTOKOJI CBA3U OBLI
u3meneH Ha NetTcpBinding(). NetTcpBinding() umeeT npenmyiiecTso B
IPOU3BOAUTENBLHOCTH 110 cpaBHeHUIO ¢ BasicHTTPBinding(), mockosnbky coobiienust SOAP
JIBOUYHO KOJAUPYIOTCA U TOCTABJISIIOTCA.

Redline Stealer cobupaer naHdopMaInio, ykasbIBasi CEpBUCHBIN KOHTPAKT ¢ iMeHeM Entity
U OTIpeJIeNisis 24 ONEPAIIMOHHBIX KOHTPAKTa U 17 KOHTPAKTOB TaHHbBIX. Korga meTo,
ompesniesieHHbIN Kak Operation Contract, Ber3siBaeTcs ¢ 3apakenHoro ITK na C2-cepsep,
BBI3BIBAETCSI OTHOMMEHHBIN METO/I, peain3oBaHHbIi Ha C2-cepBepe. B 3To BpeMs «
pe3yavmam Entity7» nocrasisercs Ha cepep C2.
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Infected PC C2 Server
Service Contract Entity Service Contract Entity
Operation Contract Operation Contract
bool Id1();
public Entity13 1d4(Entity7 result){

Cali . e q : .

Entity13 Id4(Entity7 result); N NewClientHandler ch = this.NewClientRecieved;
Response return chiuser),

Entity13 1d24();

Bri3oB/oTBeT ciry:xk661 WCF

HerxoanupoBanue C2-cepBepa U YHHKAJIbHOTIO HAEeHTU(UKaTOpa

B Redline Stealer 3akomrpoBannbIii azipec cepBepa C2 1 YHUKaJIbHBIN UJIEHTU(PUKATOD
JKECTKO 3aIIpOTpaMMUpPOBaHbI. [103TOMY, KOT/1a BpeJOHOCHBIE IIPOTPAMMBbI BBIIIOJTHAIOTCA,
OHU JIEKOJIUPYIOTCA U UCIOJIB3YIOTCA JJ1s cBsA3u C2.

7KecTko 3aKkoqUpPOBAaHHBIE JaHHBIE

Code:
C2 Server address: Dw@oGCQnJIh4tByxCDjRVWScZL1UvOTwIDDZcUA
Unique ID: DyMgXCcJKlcvBwIB

Message: “”
Version: 1

IIpouece nekoapoBaHuA
Code:

FromBase64 - XOR - FromBase64
XOR Key: Agamis

Pesynbprar nexkonupoBaHusa
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Code:

C2 Server address: 62.182.159.86:65531
Unique ID: 405794696

Message: “”

Version: 1

public static string Read(string b64, string stringKey)

string result;
try

: if (string.IsMullOrWhiteSpace(b64))

: result = string.Empty;

éLse

{ result = StringDecrypt.FromBase6d(StringDecrypt.Xor(StringDecrypt. FromBase6od(bed), stringKey));
&atch
t result = b64;

return result;

Coco6 cBaszu
Kak y»xe ynmomunanoch, Redline Stealer ncnosisayer WCF miist cBsizu ¢ C2.
Kouduryparysi KOHeYHOH TOYKHU: aJ[pec U MPUBA3Ka

Code:

Address: net.tcp//62.182.159.86:65531/
Binding: NetTcpBinding()

Koudwuryparus KOHEYHON TOUKH: KOHTPAKT

Redline Stealer umeetr xoHTpakKT ci1y:k0b1 ¢ UMeHeM Entity , 17 KOHTPaKTOB JJaHHBIX,
KOTOPBIE ONPEAEIAIOT CTPYKTYPY JJIsA XpaHeHuss HHGOPMAIlUH, U 24 KOHTPaKTa OIlepaliui,
KOTOPBIE ONPeAesA0T GyHKITMOHAIBHOCTD CIyKObI. Cpesiu HUX onucanue KoHTpakra
JTAHHBIX, XPAHAIIET0 UH(POPMAIIHIO, IOKA3aHO B TAOJIUIIE HIKE.
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[ServiceContract]

MNamespace

Entity

[DataContract]
Mame
Entity2
Entity7

Entity1
Entity3
Entity4
Entityd
Entity10
Entity11
Entity12
Entity13
Entity6
Entity14
Entity16

Entity17
Entity15

[TorpoOy¥iTe OAKITIOUUTHCS

[Tocsie HacTpoiiku koHeUHOU TOukH Redline Stealer mbrraercs mogxtounThes k cepBepy C2

Stored information

A structure that stores configuration data related information
A structure that stores collected result
(Ervironment Details + Entity1)

A structure that stores Credential Details information

A structure that stores Systern Hardware related information

A structure that stores Browser installation related information

A structure that stores File related information

A structure that stores ﬁ.utn.:;Fil.I rf._*later:l ir;fc:lrma.ti;r-';.m "

A structure that stores Browser Credential related information
A structure that stores Cookie related information

A structure that stores CC related information

A structure that stores Login Data related information

A structure that stores Server Response

A structure that stores Task-related information

A structure that stores Hardware T}'PE

A structure that stores File Search information

A structure that stores Crypto Wallet related information

Update Action

u nostydaet otBeT. Redline Stealer mepuoguuecku mpoBepsieT, MOAAEPKUBAET JIU OH
coenuHeHUeE ¢ cepBepoM C2 BO BpeMs BBIIIOJTHEHUS.

3anpoc/nonyyeHue gaHHbIX KOHcUrypaumum

3anpocuTts JaHHbIe KOHpUrypanuu

Redline Stealer 3anmpammuBaer 1aHHbIe KOH(PUTYPAIIH, KOTOPBIE OIIPEAEIISAIOT, KAKYTO
nHbOpManuio coOOMpPaTh, BKJIIOYAsA MyTU U KJIIOUEBBIE CJI0BA, HEOOXOAMMBIE JJ1s cOopa

vHOpManuu o Opay3epe U JIOKAJIbHBIX (aiiiax, a TAK’Ke UMeHa KPUIITOKOIIIEJIPKOB,
KOTOpbIe HEOOXO/TMMO HU3YIUTh.

JanHbie KOHpUTrypanuu OTBeTa

Jlanubie koHGuUrypanuu xpansarcsa B Entity2 u ucnosnsayrores st cbopa nHGOpMAIUu JJ1s
yreuku. JlanHble KOHOUTYpALUU COCTOAT U3 (pJrara , yKa3blBalolero, CoOOupaeTcs Ju
Ka)K/IbIH DJIEMEHT, U [TapaMeTpa, YKa3bIBAIOIIEro IIyTH U KJII0UeBBIe CJI0Ba /I cOopa
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(aiinos.

[Entity2] Configuration - %userprofile%\Desktop

%userprofile%\Documents

%userprofile%\AppData\Roaming\[Browser]
Crypto Wallets Steam

Flag | Setting
Browsers Screenshot 1 File Search Info - - Chromium
y ! %userprofile%\AppData\Local\[Browser\User Data
Files Telegram i Chromium / Gecko Browser Paths -|- ‘
| %userpiolile%\AppData\Local\[Browser]
FTP VPN | Crypto Wallet Info - -~ -~ -
I

Discord Chats Gecko

%userprofile%\AppData\Roaming\[Browser]\User Data

Armory, Atomic, Binance, Coinomi, Electrum,

Ethereum, Exodus, Guarda, Jaxx, Monero

Co6panHan uHcopmaumus

Cmoco06 coopa u xpaHeHusA MHOPMAIH

Nudopmarus, cobpanHas ¢ 3apaskeHHoro I1K, xpanurcs B Entityy . Entity7 Bxitogaer
Environment Details u Entity1, a Entity1 otnenbHo Xxpanut nadopmanuio Credential Details.
Kaxxnpiil snemenT B Entity1 ucnonsayet crpykrypy Entity3~Entitys, Entity8~Entity12 u
Entity14 piis xpaHeHus cBs3zanHol nHopManuu. B Hacrosiiee BpeMs Entityl moxker
HCII0JIb30BAThCA WJIN HE HCIIOJIB30BAThCA B 3aBUCUMOCTHU OT PEKUMA yTeUKU UHGPOpMaIuu
Redline Stealer.

Entity7: Scan Result Entity1: Credential Details
4 Security Utils
Hardware /
Available Language Name
Release ID / List<string>
; Software Counter

Machine Name J Entity14: Hardware Type

. B Process List
0S Version K Name of Browser
! System Hardware Entity3: List<SystemHardware>
Language ! Version of Browser
/ Browser Info ——— Entity4: List<Browserlnfo> -
Screen Size N Path of Browser
! Files i
Credential Details | B gy armo of Fle
Country \’\ Steam Path of File
Ciy ‘\. Scanned Wallets Body
Time Z \ Open VPN Entity5: List<ScannedFiles> Dir of File Name of Browser
ime Zone |
s Proton VPN Name of Application Profile of Browser
'V 1
V\ Telegram Entity8: List<Autofills>
Monitor '
' Discord Chats Entity10: List<Cookies>
Zip Code ' ' .
. Browser Credentiall ~——— Entity9: List<Browser> Enitty11: List<CC>
File Location v

\ | FTP Entity12: List<LoginData>

g URL
Visible ! ]— Entity12: List<LoginData>
+ Nord VPN Username
Password
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Coco®6 yreuku nadopmanuu
Redline Stealer ompesiesisier ABa crmoco6a yreuku nH(pOPMAaIHH.
OTHpaBuUTh KypHAaJI IO YaCTAM (110 YMOJTYAHUIO)

«OTIpaBUTh KypHAaJI IO YacTAM» — 3TO MeTo7, coopa nHdopMaiuu ¢ 3apakeHHoro [1K ¢
HIOCJIETYIOIIEeH ee YaCTUIHOH yTeukoil. To ecTh cOOpaHHbIE «/I€TAIN CPEbI» CHAaYaIa
nepejiaroTcs Ha cepBep C2, momernias ux B Entity7. B aTom ciydae kaxkabiii aemenT Entity1
coxpaHseTcs mycTbIM. [locsie aToro «CBezieHns 00 yUeTHBIX TaHHBIX» COOMPAIOTCS, HO HE
coxpaHsTed B Entityl u HemMe/JIeHHO yTeKaloT mocjie c6opa 3JIeMEHTOM.

Infected PC C2 Server

nettcp,//62.182.159.86:65531
____________________________________________ +
Connection Response
4_ ____________________________________________
Request Configuration
____________________________________________ +
Send Configuration
e i i
[Entity7]

Hardware Secreen Size Send Environment Details (Entity7)

Release ID Geo Location """"""'""""""""""""h;;'c;n's'e"

Machine Name Monitor +______________________________________P _____

0OS Version File Location

Language Visible

/ \ Send Credential Details

Security Utils Scanned Files rigiuioivininioivivinioivivinioipinintoloivinteluiviniololpipioiolviviotuivintoloipintu >

Available Language Steam == | | |- mmmm e e - -»

Software Scanned Wallets .

Process List Nord VPN | \ |- m e oo -»|

System Hardware =~ Open VPN I

Browser Credential Proton VPN

FTP Telegram

Browser Info Discord Chats

\ / v v

OTnpaBuTh KypHaJI HOJTHOCTHIO

ITOT METO/I cCOXpaHseT BCIo coOpaHHyio nuHdopmanuio B Entity7 u ocyliecTBiisieT ee yTeuky.
Bo-miepBbIx, «/leTanu cpeanl» cobuparTes u coxpaHsaioTes B Entityy. 3atem cBesienus 06
YYETHBIX JJAHHBIX COOUPAIOTCA U coxpaHATcs B Entity1. Ecoiu Environment Details u
Entity1 3anmosiaens! B Entity7, oHu mepematorcst Ha cepBep
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[Entity7]
/ Hardware Geo Location \

Security Utils
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Scanned Files

Available Language Steam

Software Scanned Wallets
Process List Nord VPN
System Hardware  Open VPN
Browser Credential Proton VPN
FTP Telegram

Discord Chats

Qrowser Info

Infected PC C2 Server
net tcp,//62.182.159.86:65531
____________________________________________ +

____________________________________________ +
Send Configuration
Release ID Monitor e -~ — - -
Machine Name File Location
OS Version Visible
Language (Entity1] Send Result (Entity7)
Secreen Size S -
= [Entity1] : Response

Camas OoJtbIliasi pa3HUIA MEKIY STHMH JIByMsI METOZaMH 3aKJII0YAETCsI B TOM,

ucnosbayetcs jin Entity1 vu Het. CBeieHus o cpefie u Entity1, cobpaHHbIe ¢ 3apa:KeHHOTO
[TK, xpausaTcs B Entity7, a Entity1 xpaHuT cBefieHns 00 yUeTHBIX IaHHBIX. B MeToze
«OTmpaBUTh NOJHBIN KypHaI» Entity1 ucnonb3yercs /111 HeMeJIeHHON yTEeUKN
nHbopManuu, Ho B MeTo/ie « OTIIPaBUTH >KypPHAJI 110 YacTAM» Entity1 He ucnosb3yeres, u
kaxabIi osiemeHT Credential Details mpocaunBaeres cpasy noce ero cobopa.

Kaxoii metoz uctoab3yer Redline Stealer, MokHO IpoBEpUTH 110 3HAUEHHIO «Bepcusi» cpeau
JKECTKO 3aIIpOTpaMMHPOBAaHHBIX JaHHBIX. Ec/tu Bepcus 1, ucob3yercst MeTo1 « OTIIpaBUTh
JKYPHAJI T10 YaCTSAM», a B OCTAJIBHBIX CJIyJasiX UCIIOJIb3yeTcsl MeTo/ « OTIPaBUTh sKypHAaJI
IOJIHOCTHIO ». B cirydae ¢ 06pasioM, MoCKOJIbKY yCTaHOBJIEHA BEPCHUS 1, MOKHO YBHJIETh
MeTos «OTIPaBUTh *KYyPHAJI I10 YaCTSIM», KOTOPbBIH YaCTHYHO MPOIIyCKAeT COOPaHHYIO
MHOOPMAIHIO /I UCII0JIb30BaHuA. TakuM 00pa3oM, cpeir coOpaHHOH HHpOpMAaIUT
Credential Details cobuparoTcs 15 KaKI0ro 2JIEMEHTA, a 3aTEM HEMEIJIEHHO
IIPOCAYNBAIOTCS.

COop cBeaeHUM 00 OKpY:KAIOLIEH cpefie

Nudopmanus o6 ycrporictBe 3apakeHHoro 1K cobupaercs u xpanures B Entity7.
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Entity7 Bxttouaet nadopmanuio o6 000py0BaHNY, YHUKAJIBbHBIN UEHTU(PUKATOD, UM
KOMIIbIOTEPa, nHpopMaruio 06 OC, 1ocTynHbIe A3BIKH, HHPOPMAIIUIO O MOHUTOPE, IPV4,
MecTorosiokeHue (aiiyia BpezjoHocHoro I10, ucroputo 3apakenus Redline Stealer u cHumku
DKpaHa MOHUTOPA, IJle KaXKAbIH BJIEMEHT CBeZIeHUH 00 yueTHBIX JaHHbIX (Entity1), 3a
VCKJIIOUEHEM CHUMKOB SKpaHa MOHUTOPA, XPAHUTCSA IIyCThIM. .

JleTaiu cpeabl yreuyku

CBezieHUs O cpeJie, XpaHsAIIuecs B pe3yasmame Entity7 , TOTOBSTCSA K JIOCTYITy K CEPBUCY C
nomorbio Metoza Id6(). ITocie aToro cobpanHas nHbopManus nepegaeTcs MyTeM BhI30Ba
onpenenennoro merona [OperationContract] Id4(). [Tonxyuus yreuky nadgopmamnum, C2
Server oTipasJisieT oTBeT 3apakeHHOMY 1K, KOTOpBIN cOXpaHseTCs U JIOCTaBJISIETCS B
Entity13. Tum otBeTa MoxxHO paszenuTh Ha HeuspectHo (Entity13.1d1), YcenemrsHo
(Entity13.1d2), RepeatPart (Entity13.1d3), NotFound (Entity13.1d4)

LEnter enter

enter (connection., settings. ref result);

(connection. |dG{result) !'= E
L 1 d0eerat i onk:
Entity13 [d6( result)

Entityl3 resultl;

resu | t2 ,X&S ,I!E[ or . |d4(result) ;

ption)
result? = Entityl3.

result?;
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[ToxroroBka K yreuke nHopManuu YTeuka HHQOPMAIIUH ITOC/IE JOCTYIIA K CEPBUCY
COop U1 yTeuka yJYeTHBIX JaHHBIX

«CBemenns 06 yI4eTHBIX JJaHHBIX» IPOCAUYMBAIOTCA BCIKUH pas, KOrga COOUPAEeTCs OMH
asieMmeHT. IIporiece yreuku nHGOPMAIMH TAKOH Ke, KaK U Iporiecc yreuku « CBeIeHUsI O
cpezie», HO €CTh pa3HUIa B UHMOPMAIIMH, T0CTaBasAeMoii Ha cepBep C2. KaxKpIii 2J1eMeHT
Credential Details craHOBUTCS JOCTYIIHBIM IIPH BBI30BE COOTBETCTBYIOIIETO METO/IA
[OperationContract] Id#(). Korzma cepsep C2 nmosyuaet nHGOpPMAIHIO, OH OTIIPABJISET OTBET
3apa’k€eHHOMY KOMIIBIOTEPY, KOTOPBIH SIBJISIETCSI OTBETOM TOI'O 7K€ THIIA, KOTOPBIA OH
IIOJIyYaeT IIPU yTEUKe CBEIEHUH O CpeJie.

entity = connection. [d12

y == Entityl3.

Sender |, Ge X ﬁ%r&f.imeﬂ ings, ref result);

== Entity13. dd)

v3> result)

regy |2

resu |12 XS S.is o ldi0(result)

[ToaroToBka K yreuke nHGOpMAIUu YTeuka WHOOPMAITUH ITOCJIE JOCTYIIA K CEPBUCY
Pe3yiabraT: coOpanHaa nuH@opManusa

Ilenu, coopannbie Redline Stealer, B ocHOBHOM fessTcsa Ha HHGOPMAIHIO 00 yCTPOUCTBE
3apakeHus, HHQopManuio o0 ycTaHOBKe, HH(QOPMAIIMIO O KPUIITOKOIIEIbKe, HHGOPMAIIIIO
00 yueTHOM 3amucu, HHQOPMAIIHMIO O JaHHBIX IT0Jb30BaTeIsA U MHMOPMAIHIO O JIOKAJTBHOM
daiine. B ciiyuae nadopmaiuy 0 KpUNTOKOIIIETbKE, B IONOJITHEHUE K CITUCKY
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KPUIITOKOIIIEJTbKOB, YKa3aHHOMY B IAHHBIX KOH(MUTYPAIUH, JIJIs1 cOopa CBA3aHHOMN
nHOpMAaLNHU IIPOBePseTCs YCTAHOBJIEHHBIN CITUCOK KOIIEJIbKOB paciIiupeHus opaysepa.

Tabsmita, o6obmratonas coopanHyo HH(GOPMAIHIO 10 TUIIAM, BBITJISAUT CJI€TYIOIIHNM

obpazomM.

Type

Infection Device

Hardware

Installation

Crypto Wallets

Accounts

User Data

Local Files

3aknovueHue

- Username
- Maonitor Size

- 0% version

- Processor

- Graphic

- Memory
[Brawser]

- Name

- Version

- Path

- *wallet* file

- wallet.dat file

[FTP]

- Port
- Username
- Password

[Telegram]
- All files in tdata folder

Collected information

- Language

- Malware File Location

- Process
[5w]
- Name
- Version
[Browser]
- Marne - Autofill
- Profile - CC
- Lagin - Cookie
[Discord)

- Token.txt file

- Files in Desktop / Documents

(keyword extension: *txt, *.doc®, *key*, *wallet*, *seed®)

HW Serial

Time zone

[Anti-Virus)

[VPN]

= Usernarme

[Steam]
- *ssfn* files

e Redline Stealer — ojuH U3 cambIX MOMYJIAPHBIX MHGOCTUIIEPOB Hapsay ¢ Vidar,

Raccoon u Ficker.

e JKypnansl, ykpazgenssie ¢ momoibio Redline Stealer, sBistores Haubosee

IIPOZIaBaeMbIMHU KypHasiaMu Ha ¢popymax DDW.
e Redline Stealer 06HOBJIsI BEpcUU /10 HETABHETO BPEMEHH, U HEOOXOUM ITOCTOSTHHBIH

aHaJIN3, TOCKOJIbKY cTpyKTypa Redline Stealer mocreneHHO MeHsIeTCS B COOTBETCTBUH C
KPYITHBIMH OOHOBJIEHUSIMH.

MpunoxeHue

Onucanue kaxxaou pyakmuu Operation Contract.
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Name
Id1()
Id2()
Id3()
Id4q()
1d5()
Id6()
I1d7()
Id&()
1d9()
Id10()
Id11()
Id12()

Coucok 6paysepoB Ha ocHOBe Chromium

Cratbs - Mny6okuii aHanu3 Redline Stealer: yteuka y4eTHbix AaHHbIX ¢ nomoLbio WCF | XSS.is (ex DaMaGelLaB)

Description

Connect to the C2 Server
I Get Configuration data
I Send Entity7 (Send Log by Full)
j Send Environment Details

Send Screenshot File

Send Security Utils

. Send Available Language
. Send Installed Software

I Send Process List

I Send System Hardware

Send Browsers

Send FTP

MName
1d13()
1d14()
1d15()
1d16()
1d170)
1d18()
1d19()
1d20()
1d21()
1d22()
1d23()
1d24()

Description

Send Browser Info
Send Files

Send Scanned Wallets

Send Stream
Send Mord VPN
Send Open VPN
Send Proton VPN

Send Telegram
Send Discord

Connect to the C2 Server
Connect to the C2 Server
Connect to the C2 Server

Battle.net, Chromium, Chrome, Opera Software, ChromePlus, Iridium, 7Star,
CentBrowser, Chedot, Vivaldi, Kometa, Elements Browser, Epic Privacy
Browse, uCozMedia, Sleipnirs, Citrio, Coowon, liebao, QIP, Orbitum, Comodo
Dragon, Amigo , Torch, Auaekxc, 360Browser, Maxthon3, K-Melon, Sputnik,
Nichrome, CocCoc, Ypan, Chromodo, Mail.Ru, BraveSoftware, Edge, VIDIA

GeForce Experience, Steam, CryptoTab Browser

Cnucok opaysepoB Ha ocHOBe Gecko

Firefox, Waterfox, K-Meleon, Thunderbird, Comodo, Cyberfox, BlackHaw, Pale

Moon

CnuCOK KOIIIeJIbKOB pacuIiupeHuii Opaysepa

YoroiWallet, Tronlink, NiftyWallet, MetaMask, Coinbase, BinanceChain,

BraveWallet, GuardaWallet, EqualWallet, JaxxxLiberty, BitAppWalllet, iWallet,

AtomicWallet, Wombat, AtomicWallet, MexCx, GuildWallet, SaturnWallet,
Roninstallet, TerraStation, HarmonyWallet, PindiaCryallet, Coing8Cryallet
Kucaopoa, PaliWallet, BoltX, LiqualityWallet, XdefiWwallet, NamiWallet,
MaiarDeFiWallet, Authentiator

MeToapI cOOpa CBeI€eHUU 00 OKPY:KEeHUHU
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Field/Method Description

ReleaselD I Set Redline Stealer Unigue D value
GetDefaultiPvdAddress() Get IPvd of the infected PC
Visible() Check Redline Stealer infection history
EntityResolver.First Store Client-related information of the infected PC

GetUsernarme() Get Username logged on 05

GetMonitorSize() I Get Monitor Size: {Weight x Height)

GetLang_O%5ver() Get language and OS5 version currently used by the system

GetAssemblyLocation() . Get the location of the assembly containing the currently running code

GetHWSerial Comain + Username + HW Serial

GetTZ)) Get the time zone currently used by the system
EntityResolver.Main | Store Credential Details information

GetScreenshots() | Take screenshots of the monitor

MeToapI cOOpa CBeI€HUU 00 YUETHBIX JaHHBIX

Method Description
GetHardware() Caollect and |eak Processor, Graphic, Memory related information
GetlnstalledBrowser() Collect and leak installed browsers' name, path, and version stored in Registry
GetlnstalledSW(} Collect and leak installed software’s' name, version stored in Registry
Getanti() Collect and leak installed Antivirus Products’ name
GetProcessList() Collect and |eak the process information currently running
GetLang(} . Collect and lealk the avallable languages installed in the system
GetTelegramFiles() Collect and leak Telegram setting, cache files
GetBrowserData() Collect and leak Chromium / Gecko Browsers' Credential
GetFiles() . Collect and leak file information located in Desktop / Documents folder
GetFTPFiles) Collect and leak FTP access history and administrator infermation
GetCryptoWalletsi) Collect and leak Crypto Wallet address and private key
GetDiscordTokens() Collect and leak Discord Token file
GetSteamFiles() Collect Steam user auth and config related information
GetWPMI) Collect Mord / Open / Proton VPN's user login information

Ilepesoy BoT STOM craThu.
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