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CrtaTtba AHanu3 paHcoma AtomSilo

& xss.is/threads/61817

0630p
910 MoH a”Hanu3 41 AtomSilo Ransomware.

AtomSilo ucnosp3yeT cTaHAapTHYIO cxeMy THOpuiHON KpunTorpaduu RSA-512 u AES s
g poBaHus (PaioB U 3aIUTH CBOUX KJIIOUEH.

[ToCcKOIBKY OH HE UCIIOJIb3yeT MHOTOIIOTOYHOCTD U UCIOJb3yeT anroputm DFS s o6xona
KaTaJIoroB, mudpopanue AtomSilo 10BOJIBHO Me/IJIEHHOE.

BpenonocHoe ITO 0THOCHTEIFHO KOPOTKOE U IIPOCTOE /IS aHAIM3a, IIO3TOMY 3TO
OTIpeIEJIEHHO y/IOOHBIN BBIOOD JIJISI TEX, KTO XOUET 3aHATHCSA aHAJIM30M IIPOTrPaMM-
BBIMOTATE el !

LIST LEAK Atomsilo Ransomware

10CS

ATOoT 0Opa3elr mpecTaBIIsAeT 000l 64-pa3psAHbINA UCIIOTHAeMbIN (aita Windows.
MDs5: 81fo1agc2gbaeocfaiabo15738adcesce

SHA256: 7a5999c54f4588ff1581d03938b7dcbd874ee871254e2018bg8efg11ae6c8dee

Comina:
https://bazaar.abuse.ch/sample/7a5999¢54f4588ff1581d03938b7dcbd874ee871254€2018bg

8efg11ae6¢8dee/
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3anmucka c Tped00OBaHUEM BbIKYIIa

CoziepxmMoOe 3aMuCKH O BBIKYIIE XPAHUTCS B BUJIE OTKPBITOTO TEKCTA B UCHIOTHAEMOM aiiie
AtomSilo. 3amudpoBaHHbBII OTKPHITHIN K04 RSA 3kepTBBI 00aBIIsIeTCs B KOHEI 3AMETKU
mepeJt TeM, Kak ¢aiibl 6y/IyT cOpOIIIEHBI B CUCTEMY.

Nwms daiina ¢ npumeuanueM o Bbikyne umeeT Bug README-FILE-[MIMa kommnbioTepa]-
[Ormerka Bpemenu Havasa].hta wim index.html.

Atom Slio
Instructions

WARNING! YOUR FILES ARE ENCRYPTED AND LEAKED!

We are AtomSilo.Sorry to inform you that your files has been obtained and encrypted by us.
But don’t worry, your files are safe, provided that you are willinag to pay the ransom.
Any forced shutdown or attempts to restore yvour files with the thirid-party software will be damage your files permanently!
The only way to decrypt your files safely is to buy the special decryption software from us.

The price of decryption software is 1000000 dollars.
If you pay within 48 hours, you only need to pay 500000 dollars. No price reduction is accepted.

We only accept Bitcoin payment,you can buy it from bitpay,coinbase,binance or others.

You have five days to decide whether to pay or not. After a week, we will no longer provide decryption tools and publish your files

Time starts at 0:00 on September 11

Survival time: -28 D%‘éE] 8 Hour -32 Min -21

CrarnuyecKku aHAJIHN3 KOJAa

Hacrpoiika kpunrorpagpuaecKkux KiIoden

AtomSilo ucnosip3yet mpocToi TMOPUHBIA KPUIITOTPAGUUECKUN TTOIXO]T C
ucnosb3oBanueM RSA u AES u3 6ubanorexu CryptoPP
(https://github.com/weidai11/cryptopp) /s mudposanus ¢aitios. Bperonocuoe I10
CHayasa cyiydaifHbIM 00pa30M reHepHUpPYeT Iapy OTKPHITOTO U 3aKPBITOTO KJIIOUeH 1
JKEPTBBI U COXPAHSAET UX B IJI00AJIPHBIX IIEPEMEHHBIX.

3aTteM OH mUGPYET OTKPHITHIN KJIIOU KEPTBBI, UCIIOIb3YsI CBOU COOCTBEHHBIH KECTKO
3aKO/IMPOBAHHBIN OTKPBITBIN KII0Y RSA, 1 cTHpaeT creHepupoBaHHBIA OTKPBITHIN KITIOY
»kepTBbI U3 naMATU. [TockosbKy ko7 CryptoPP mist 3TOro HepUATHBIN, JIYUIIIUN C1I0OCOD
IPOAHAIN3UPOBATH 9TU (PYHKIIUH, BEPOATHO, Oy/IeT N3BJIeKaTh CUTHATYPHI QYHKITUH U3
Lumina u fesaTh IPeAIoIoKeHsI, OCHOBAHHbBIE HA BBI3BIBAEMBIX (DYHKIIHAX.
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random_gen_victim_RSA_keys();
RSA_encrypt(
(BYTE *)ATOMSILO RSA_PUBLIC_KEY,

VICTIMARSA=F P! ey |

[BYTE *) Ef-]CHYPTEE}_VICTIM_RSﬂ_PUELIC_KEY_,
&dword_13F1B7C88@) ;
memset (VICTIM_RSA_PUBLIC_KEY, @,

ITockOJIBKY OTKPBITBIH KJIIOY 3KEPTBBI TpebyeTcs /Ui ocyaeAyollei pacmmu@poBku (aiios,
AtomSilo ouuinaer ero B maMaTu nocje mudpoBaHUs U COXPAaHEHUA PE3YJIbTaTa, YTO0bI
n30eKaTh BOCCTAHOBJIEHUSA KJII0Ya U3 IIaMATH.

Hwuxe mpuBezieH »KeCcTKO 3aIIporpaMMHUPOBAHHBIN OTKPBITHIHN KiII04 RSA AtomSilo.

ATOMSILO_RSA_PUBLIC_KEY dq

OHOKpPATHBIA MBIOTEKC

AtomSilo BeizbiBaeT CreateMutexA, 4ToObI TPOBEPUTD, CYIIECTBYET JIH y3KEe MBIOTEKC C
umeneM "8d5e957f297893487bdg8fa830fa6413", u eciu aTO TaK, BpegoHocHoe 110
HeMeJIJIEHHO 3aBepInaer paboTy. ATO JiesaeTcs A1 TOT0, YTOOBI n30eKaTh OTHOBPEMEHHOTO
3aIlycKa HECKOJIBKUX 9K3eMILISIPOB BpesioHOocHOoTrOo I10.
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loc_13F17B1B1:

lea 8, MUTEX_NAME
xor

xor

call

mov

call

mow

cmp

jnz loc_13F17B1F8

; bInitialOwner
; lpMutexAttributes

3anyck NOTOKOB IIN(PPOBAHUA

AtomSilo mpITaeTcs UCoOIb30BaTh MHOTOIIOTOYHOCTb JIJIsI YCKOPEeHUs 00X071a 1

mudpoBanus ¢aiiyio B cucteMe. OH mepebupaeT CIIMCOK UMeH AUCKOB oT "a: " 10 "z: " u
CO3/IaeT HOBBIHM MOTOK /U1 TG POBAHUS KaXK/IOTO.

memset{Cr
num_thr
ThreadId[@] =
if ( DRIVE NAME_ARRAY[©] )
i

d _array = crypt thread array 1;

" Thread = (HANDLE *)Cr

(LPTHREAD START ROUT
&DRIVE_NAME_ARRAY[260

5

(LPDWORD) ThreadId);

l-nJ'aitFor-I'*'lulti nleObjects(num thread count,

https://xss.is/threads/61817/

(const HANDLE *)crypt

E)crypt_thread,
num_thread count++],

FEFFFFFF)
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3F1BD1D3

W 1est MHOTOTIOTOYHOCTHU OIIPEZIEJIEHHO €CTh, HO CO3/IaHHE TIOTOKOB TAKUM 00pa3om
Hea(PPEeKTUBHO, ITOCKOJIBbKY 00II[asi IIPOITYCKHAs CIIOCOOHOCTD M CKOPOCTh OYyT CMEIEHBI B
CTOPOHY JIUCKa, HA KOTOPOM Haxo/AuTcs 00JIbIle Bcero (hainios.

IToroxu mmdpoBaHua

ITomenmieHnue 3aIIUCKU O BBIKYIIC

Jis kaxkaoro oOGHapykeHHOTOo KaTasora AtomSilo ocrasisier B HeM 3amucKy ¢ TpeboBaHHEM
BBIKYTIA.

Cuauana BpezioHocHoe 110 pacmudpoBbIBaeT ciieAyoIyio CTPOKY CTeKa U popMaTupyer ee,
KaK IIOKa3aHOo HUIKeE.

[Directory

[Dire
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, current_folder_name);

er_name, CURR_UNIX TIME);

Vmena ¢daiiynoB 3anucku ¢ TpebOBaHUEM BBIKYIIA UCIIOJIB3YIOTCS B 3aBUCHMOCTH OT €€ MecTa.
Koryta AtomSilo Berpeuaet kakoii-nubo daii ¢ pacmupenusamu .php, .asp, .jsp wiu .html,
oH ucnosb3yet [Mms karanora]\index.html B kauecTBe umMeHu (aiiyia ¢ 3aMCKON O BHIKYIIE.
Jls1 mroboro apyroro karasnora uctosbayeres [ms katanora]\README-FILE-[ v
KoMmIboTepa]-[OTMeTKa BpeMeHH Havyasia].hta.

Haxonen, AtomSilo 3anrceiBaeT coaepKUMOe 3aIIUCKU O BBIKYIIE B CJIeiyIoleM ¢popMare.

[Ransom Note Content]<asf>[Victim Encrypted RSA Public Key]</asf>
<csf>3</csf><bsf>[Computer Name]</bsf></span></body></html>
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_wvictim_encry
om_note_handle !

WriteFile
WriteFile(ra

WriteFile
WriteFile

11

Ooxox DFS

Kaxxaprii motok ncnosb3yet DFS st 06xoaa mepegaHHOTrO eMy Katasiora. Bo-miepBbIx, 11s
MIOKCKa BceX (pailyioB U MOIKATAIOTOB OH HCIIOJIb3YeT CTaHAapTHbIE BbI30BHI API
FindFirstFileA u FindNextFileA.

AtomSilo XpaHHT CITMCOK UMEH, UYTOOBI M30€eKaTh MG POBAHUS B IIAMSTH /JI [IOBTOPEHHUS
U TIPOBEPKHU KAXK0T0 0OHApyKeHHOoTo daiia/katanora. Ecoim uMmsa daiiyia/karasora ectb B
CIIICKe, OHO IIPOITyCKAeTCs U He MU PYeTCH.

tind _handle = FindFirstFileA(folder name 2, &find file data);
ftind _handle 1 = find handle;

ftind _handle 2 = find handle;

it ( find_handle != (HANDLE)INVALID HANDLE WALUE )
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Crnucok umeH ¢aiyioB/KaTaJoroB, KOTOPHIX cJeyeT n30eraTh, IOKa3aH HIKE.

Eciu AtomSilo Berpeuaer mmogkarasior, BpegonocHoe I1O go6aBiseT cBoe UM K TEKYILEMY
IIyTH K KaTaJIOTy, IOMeIaeT BHYTPh 3aIIHCKY C TpeOOBaHMEM BBHIKYIIA U IlepeIaeT ITyTh CBOeH
dyHKIIIM 006X0/1a 11 pEKYyPCUBHOTO 00X0/1a. MHE HET Hy»K/IbI 00CY»K/1aTh, KAKOH IPHUPOCT
CKOPOCTH MOJIYYHUT IPOTPaMMa-BbIMOTaTETh.

(find_file data.dwFileAttributes & FILE ATTRIBUTE DIRECTO

rcpy (subdirectory_path, folder_name_1);
24 = &v39; v

drop_ransom_note(
recursive_traverse(subdirectory_path);

Ecsim AtomSilo BcTpedaet daiii, Bpe/loHOCHAs TpOrpaMMa IIPOBEPSIET, COAEPIKUT JIU UMSI
(aiina ciemyroniye pacuipeHus.

.atom=ilo,

- CUI,

Ecsu 370 Tak, ¢aiin npomyckaeTcsa u He MUpPyeTcs.
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ext_avoid index
memset(file path,
filename_len

++filename_len;
1] find_file data.cFileName[filename_len] };
e _path, find file datagcFileMame, filepame len);
_TO_AVOID[@] ) - : =

to_check = AT N - ¥ 8 8N

er, &EXTENSION TO AVOID * ext_avoid index++]);

Kak o6cy»xanocs Beilie, koraa AtomSilo Berpeuaert sir060¥ daiis ¢ pacmupeHussMu .php,

.asp, .jsp wiu .html, o momemaer npumMevyaHnue o BbIKyIIE IO Iy TH [Ms

katasiora]\index.html.Hakoner, on nepegaer myTh K ¢paiiry QyHKIIUU JJIs1 €r0

1 poBaHUsA.
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sthtPfFind_File_data.:FileHamEJ php_ext) )
o LABEL 37;
btGCVIde

a.cFileName, j

5trcpv|n 5 5 );
for ( m = 9164; < 5; v27[m++] -

strstr(find file data.cFileName,

IIIudporanue daizioB

s kaskaoro daiiia, moaiekaiero mudpoBanuto, AtomSilo cirygaliHeIM 06pazom
reHepupyeT 32-0aToBbIil K104 AES. Bo-TiepBbIX, OH ITOJTyYaeT TEKYIIee CUCTEMHOE BpeMS U
HCIIOJIB3YET €ro KaK HauaJIbHOe 3HAUeHHeE JIJIs reHepaTopa ICeBA0CTyIalHbIX ynces C++
yepe3s srand. Vcmosb3ys 3To, BpeOHOCHAS IIpOrpaMMa reHepUPYyeT CIIyIalHy 0 CTPOKY U3
32 CHMBOJIOB, ¥ KQXK/IbIH CHMBOJI CJTydaiHBIM 00pa30M BbhIOMpaeTcs: Kak CTpOUHasi OyKBa,
3arJjaBHas OyKBa WJIM YHCJIO OT O 70 9.

https://xss.is/threads/61817/ 10/14



10/24/22, 8:20 PM Cratbsl - AHanu3a paHcoma AtomSilo | XSS.is (ex DaMaGelLaB)

v7 = rand() %

AES KEY[i] = v7;

v7 = rand()

AES_KEY[i] = v7;

RSA_encrypt (VICTIM_RSA_PRIVATE_KEY, ted_RSA_key, &va4);

= ol EADWR :

3arem AtomsSilo oTkpsiBaeT ¢aiin ¢ momorrpio CreateFileA u comocTasiisieT ero ¢ ajpecHbIM
IIPOCTPAHCTBOM TEKYIIIETO MPOIecca JJIs IPSMOT0 UTEHHS U 3aIIUCH C IIOMOIIBIO
CreateFileMappingA u MapViewOfFile.
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file hand = CreateFileA(file to encrypt, B, JPEN_EXISTING,
B 1 = file handle;
e_handle == INVALID_ HAMDLE_VALUE )

GetFileSize(file_handle,
> = FileSizel (Fi '

(mapped file handle 1 =
3 file MapViewOfFil | file ha e, . ALL AC B, 8, max_file si
d_file_1 = mapped_fi

ITepen mudposanueM daiiia BpegoHocHoe 10 3anuckiBaeT 3amudpoBanHbii kiou AES B
IIOCJIe/THIE 0X210 OaUT B KOHIlE paiiia.
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vad5 = max_file_size 210 -
mapped_file — &ma £i1

encrypted RSA key . encrypted RSA key

mapped file end += §;
= *encrypted RSA key 4;

¥ N

RSA k

(o |’

ed RSA ke

Haxkonen, AtomSilo mmudpyet daiin ¢ momompio kiroda AES ¢ peanusanueit AES ot
CryptoPP, 3akpbIBaeT JeCKpUITOP corocTaBieHus ¢aiyios u mobasiser ".ATOMSILO" B

KOHeIl UMeHH (aiia.
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wspr‘-inti:ﬁl_ ncrypted_file_path, encry file_ext, current_file_path);
return MoveFileA{current file path, e VD nath) ;

Kaxk pacinmudpoBarsp

3amu¢poBaHHbBIN OTKPBITHIN KII0Y RSA 3KepTBbI 100aB/IAETCA B KOHEI] 3aIIUCKU O BBIKYIIE,
KoTopas 3amingpoBaHa ¢ IOMOIIBI0 OTKPHITOTO Ki1toda RSA AtomSilo. CiieroBatenbHo, Juist
paciu@poBKH OTKPHITOTO Ktoua RSA xepTBbI Tpebyercs 3akphIThI K04 RSA AtomSilo.

YTo0bb! pacimudpoBaTh daii, 3amudpoBanHbiii AtomSilo, 3amudpoBanubsii kiou AES
MOXKHO U3BJIeYb U3 KoHI[a daiina. I[Tockonbky ko AES 3amudpoBas ¢ HCHOJIb30BAaHNEM
3aKpPBITOTO KJIF0Ua RSA jKepTBBI, €10 MOKHO paciingpoBaTh C TOMOIIBIO OTKPBITOTO KJTI0Ua
RSA :xepTBbI.

IlepeBeneHo cnenyanbHO 71 XSS.IS

Astop nepeBoza: yashechka

Hcrounuk: https://chuongdong.com/reverse
engineering/2021/10/13/AtomSiloRansomware/
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