Ctatbsa YTo BaMm HyXXHO 3HaTb 0 Process Ghosting,
HOBOW aTake C nogaesikon ucnonHsaemoro cdanna

& xss.is/threads/53019

Agtop: Gabriel Landau

Komanzs! 6e30omacHocTH, 3amuimaronie cpeibl Windows, 9acTo mosiaraiotTes: Ha MpOAYKThI
JUUTsL 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM KaK Ha IEPBYIO JIMHUIO 3AIIUTHI OT BPEIOHOCHBIX
HCITOJTHAEeMBIX aiyioB. Microsoft mpegocraBiiseT mocTaBIIUKAM CPEJICTB O€30T1aCHOCTH
BO3MOKHOCTb PETUCTPUPOBATH OOpaTHBIE BHI30BBI, KOTOPBIE OY/AYT BHI3BIBATHCS IIPHU
CO3/IaHUH IIPOIIECCOB B cucTeMe. Pa3zpaboTunku ipaiiBepoB MOTYT BbI3bIBaTh API-
uHTepdetichl, Takue kak PsSetCreateProcessNotifyRoutineEx, a5 mosyyeHus Takux
COOBITHIA.

HecMmotps Ha Ha3BaHue, oOpaTHbIe BbI30BBI PsSetCreateProcessNotifyRoutineEx Ha camom
JleJie BBI3BIBAIOTCA HE IIPU CO3/IJaHUHU IIPOLIECCOB, a IIPU CO3/IaHNUU NEPBBIX IOTOKOB B 3TUX
nporieccax. 9TO CO3/1aeT pa3pbIB MeXKy MOMEHTOM CO3/IaHUA IIpoliecca U yBeoOMIeHeM
IIPOJIyKTOB 0€30MacHOCTHU O €r0 CO3/JaHUU. DTO TaKKe JlaeT aBTOPaM BPeJOHOCHBIX
IIPOrPaMM OKHO /IJIs1 BMeIIIaTeIbCTBA B PE3€PBHBIN UCIIOIHAEMbBIN (aii, Ipex/ie ueMm
IIPOAYKTHI 6€30IIaCHOCTH CMOTYT €ro IPOCKaHUpoBaTh. HelaBHIE IpUMePHI TAKUX aTaK C
o/1/IeJIKOH BKJIIOUaloT Process Doppelganging u Process Herpaderping, koTopsie
3JI0YTIOTPEOJIAIOT STUM IIOBE/IEHHEM JI/Is1 00X071a TPOAYKTOB 0€30IIaCHOCTH.

B sTOM 1OCTE OMHMCBhIBAaEeTCS HOBAs aTaKa MOIEIKH UCIIOJIHIEMOTO N300pasKeHUs,
a"anorngHas Doppelginging u Herpaderping, Ho oTsinuHast ot Hux. C IOMOIIBIO 3TOTO
MeTOo7ia 3JI0YMBIIIJIEHHUK MOJKET 3amucath BpeoHocHoe [10 Ha quck TakuM 06pasom,
YTOOBI €ro OBLIO CJI0KHO CKAHUPOBATH WJIU YAAJIUTH, U T7e OH 3aTeM 3aIlyCKaeT yAaJleHHOe
BpenoHocHoe 10, kak ect ObI 3TO OBLT OOBIYHBIN (AT Ha AUCKE. DTOT METO/ HE BKIIFOUAET
BHEZIPEHUE KO/Ia, ITyCTOTY Iporiecca win Tpan3akmuoHHy NTFS (TxF).

Po:xaenue nmponecca

Hucneryep 3a7a4 Windows OKa3bIBa€eT CIHCOK IIPOIECCOB, 3AIYIIIEHHBIX B CUCTEME.
Kaxaplii 3 9THX MPOIIECCOB CBA3AH C UCIOJIHAEMbBIM (HaIoM Ha IUCKe, HAIIPUMED
svchost.exe. 9To cBA3aHO ¢ TeM, YT0 Windows 3altycKaeT MpoIiecchl U3 UCIOTHAEMBIX
daiioB, 06pIUHO 3aKaHUUBaOIMIXCA pacmupenneM EXE.


https://xss.is/threads/53019/
https://www.elastic.co/blog/author/gabriel-landau
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nf-ntddk-pssetcreateprocessnotifyroutineex
https://attack.mitre.org/techniques/T1055/013/
https://github.com/jxy-s/herpaderping#process-herpaderping
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End task

Baxxno OTMETUTD, UTO IIPOLECCHI HE ABJIAIOTCA UCIIOJIHAECMbIMU (l)aﬁﬂaMH, a UCITIOJIHAEMbIE

q)aﬁﬂbl HE ABJIAIOTCA IIpOoecCaMm. B IIPUBEACHHOM BBIIIE IIpDUMEPE AUCIIETUEPA 3a4aY

HECKOJIBKO ITPOIIECCOB 3amycKkaTes u3 RuntimeBroker.exe u svchost.exe.

UToOBI 3aIlyCTUTDh HOBBIU IIpOliecc, He0OXOUMO BBITIOJIHUTD P I1aroB. B coBpeMeHHBbIX

Bepcusax Windows oHu 00b14HO BhITIOTHAIOTCA B sifipe NtCreateUserProcess, omHako API
otaenbHbIX KoMIOHeHTOB (NtCreateProcessEx u 1. /I.) ITo-mipeskHEMY JIOCTYITHBI K pab0OTaioT

B IIeJIAX 0OpaTHOU COBMeCTUMOCTU. BOT 9TH 1miaru:

1. OTkpoiite Aeckpuntop ucnosHsiemoro Qaiia. [Ipumep: hFile = CreateFile («C: \

Windows \ System32 \ svchost.exe»)

2. Co3zpatite i daiina paszaen «image». Paznen orobpazkaet ¢ait uin yacts daiina B
naMATh. Paszzien nuzobpaxkeHus - 3T0 0COOBIH TUI pasziesia, KOTOPHIA COOTBETCTBYET

¢daitnam Portable Executable (PE) u moxkeT ObITh co3maH ToibKo u3 (aitsioB PE (EXE,
DLL u T. /1.). [Ipumep: hSection = NtCreateSection (hFile, SEC_IMAGE)




3. Cosparite mporiecce, UCIIOb3ys paszaes image. [Ipumep: hProcess = NtCreateProcessEx
(hSection)

4. HaznaubTe apryMmeHTsl IIpoliecca u liepeMeHHble cpebl. [Ipumep:
CreateEnvironmentBlock / NtWriteVirtualMemory

5. Co3aiiTe MOTOK /1S BhIoIHeHUA B mpoiiecce. ITpumep: NtCreateThreadEx

File Section Process

Thread

Bot kak 3T0 BBITVIAAUT B Process Monitor:

£ Process Monitor - Sysinternals: www.sysinternals.com - o X
File Edit Eyent Fiter Tools Options Help
(EEABE|ITAS BD/(AF XEBLMW
Ti.. ProcessNa. PID Operation Path Result Detail
316.. 7 Explorer EXE 3956 B\CreateFile C\Windows\System32\notepadexe  SUCCESS Desiied Access: Read Data/List Directory. Execute/Traverse. Read Attibutes. Synchronize. Disposition: Open. Options: Synchronous 10 Non-Alert Non
3:16.... FaExplorerEXE 3956 BhCreatef C: .exe  FILE LOCKED Wl.. SyncType: SyncTypeCreateSeciion, PageProtection: PAGE_EXECUTE_READ|PAGE_NOCACHE
316 T Explorer EXE 3956 BhQ c exe SUCCESS Nama: \Windows\System32\nate pad exe
3:16... T4 ExplorerEXE 3956 QProcess Create C:\WINDOWS\system32\notepad.exe  SUCCESS PID: 2084, Command line: "C\WINDOWS!system32\notepad exe”
316... “Inotepad.exe 2064 QProcess Start SUCCESS ParentPID: 3356. Command line: "CAWINDOW S\system32\notepad exe” . Current directory: C:\Users\user\, Environment =2=\ALLUSERSPROFILE=C:\
3:16... “lnotepad.exe 2064 Thread Create SUCCESS Thread ID: 6476
316 T4 Explorer EXE 3956 BACloseFile C:\Windows\System32\notepadexe  SUCCESS
316.. Tlnotepadexe 2064 QlLoad Image C\Windows\System32inotepadexe  SUGCESS Image Base: 0x7705340000, Image Size: (:38000

Showing 8 of 619 events (1.2%) Backed by virtual memory

IIporiecchl 3aIyCKaOTCs U3 UCIIOJIHIEMBIX (DaiiIoB, HO HEKOTOPHIE JaHHBIE B HCIIOJTHIEMOM
(aiie U3MEHAIOTCS, TOCKOJIBKY OHH OTOOparkaioTes B mporiecce. YTOOBI yIecTb 3TH
U3MeHeHus, [ucneTdep naMaTa Windows Kammmpyer pasziesibl image Bo BpeMsi UX CO3/IaHUS.
ITO 03HAYAET, YTO pas3/iesibl image MOTyT OTJIMYATHCS OT UCIIOJTHAEMBIX
daiiosB.

IIponecchl CKAHUPOBAHUA HAa HAJINUYHUE BPETJOHOCHBIX MMPOTPaMM

Microsoft mpemocTaBiisieT MOCTaBIIUKAM CPEACTB O€30IMACHOCTH BO3MOXKHOCTD
PETUCTPUPOBATH OOPATHBIE BHI30BBI, KOTOPBIE OYAYT BHI3BIBATHCS IIPU CO3/IAHUHU ITPOIECCOB
¥ IIOTOKOB B cucteMe. Pa3zpaboTurku ipaliBEpOB MOTYT BbI3bIBaTh API-mHTepdeichl, Takue
kak PsSetCreateProcessNotifyRoutineEx u PsSetCreateThreadNotifyRoutineEx, mis
TIOJTyYEeHUS TAKUX COOBITUM.

HecMmotps Ha Ha3BaHuUe, oOpaTHbIe BbI30BBI PsSetCreateProcessNotifyRoutineEx Ha camom
ZieJie BBI3BIBAIOTCSA HE IIPU CO3/IaHUH IIPOIIECCOB, a IIPU CO3/IaHUH ITEPBBIX IIOTOKOB B 3THX
mporieccax. OTO CO3/IaeT Pa3pbIB MEXK/y MOMEHTOM CO3/IaHUs IIPOIiecca U yBEAOMIEHUEM
IPOAYKTOB O€30IIaCHOCTH O €T0 CO3Z[aHUH. DTO TAKXKeE JAaeT aBTOPAM BPEIOHOCHBIX
IIPOTPaMM OKHO JIJIs BMEIIaTeIbCTBA B pe3ePBHBIN (a1 v paszier, Mpesk/ie YeM ITPO/TyKThI
0€e30IacHOCTH CMOTYT UX TPOCKAaHUPOBATb.


https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nf-ntddk-pssetcreateprocessnotifyroutineex
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/nf-ntddk-pssetcreatethreadnotifyroutineex

OOpaTuTe BHUMaHUeE, Kak HeJlokyMeHTHpoBaHHOe API co3panus nporecca NtCreateProcess
IIpUHUMAET JeCKPUIITOP paszea, a He daiia:
C++:

NTSYSCALLAPI

NTSTATUS

NTAPI

NtCreateProcess(
_Out_ PHANDLE ProcessHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_opt_ POBJECT_ATTRIBUTES ObjectAttributes,
_In_ HANDLE ParentProcess,
_In_ BOOLEAN InheritObjectTable,
_In_opt_ HANDLE SectionHandle,
_In_opt_ HANDLE DebugPort,
_In_opt_ HANDLE ExceptionPort

)s

Korza nporecc 3amyckaercs, IpoyKTaM 6e3011acCHOCTH IIpe/IoCTaBIAeTCs cieyomas
nH@OpMaIusA O 3aIyCKaeMOoM IIpolecce:
C++:

typedef struct _PS_CREATE_NOTIFY_INFO {
SIZE_ T Size;
union {
ULONG Flags;
struct {
ULONG FileOpenNameAvailable : 1;
ULONG IsSubsystemProcess : 1;
ULONG Reserved : 30;

s
¥
HANDLE ParentProcessId;
CLIENT_ID CreatingThreadId;

struct _FILE_OBJECT *FileObject;
PCUNICODE_STRING ImageFileName;
PCUNICODE_STRING CommandLine;
NTSTATUS CreationStatus;

} PS_CREATE_NOTIFY_INFO, *PPS_CREATE_NOTIFY_INFO;

Nurepecen FILE_OBJECT, KOTOpBI ABIsAETCA 00BEKTOM S7[pa, COOTBETCTBYIOIIUM
HANDLE, nepenannomy B NtCreateSection B mpezpiaymem pasaene. Otot FILE_OBJECT
O0OBIYHO COOTBETCTBYET (haliyly Ha JUCKE, KOTOPBIN MOKHO CKAaHHPOBATh HA HAJTMYKE
BPEZIOHOCHBIX ITPOTPAMM.


http://undocumented.ntinternals.net/index.html?page=UserMode%2FUndocumented%20Functions%2FNT%20Objects%2FProcess%2FNtCreateProcess.html

[TpoaykThl 6€30IIaCHOCTU MOTYT TaK)Ke MCII0JIb30BaTh 0OpaTHbBIE BHI30BHI MUHUMUIIBTPA
(aiiyioBo# crCTEMBI, KOTOPBIE MOJIYyYAlOT YBeAOMJIEHHU I, KOr/ia (halisIbl CO3ai0Tcs,
B3aMMOJIEUCTBYIOT C HUMH WJIU 3aKpbIBaloTCA. BiusHMe Ha cucTeMy CKAaHUPOBAHUS KK 0N
OT/IeJIbHOU OTIEPAIIUY UYTE€HUS U 3aTIUCU MOXKET ObITh 3HAUUTEIbHBIM, TO3TOMY (haiiIbl
OOBIYHO CKAHUPYIOTCA IIPYU OTKPHITUU U 3aKPBITHHU U3 COO0PaKEHUI IIPOU3BOUTEIHHOCTH.

Cy11ecTBYIOT U ApYyTHeE MTOTEHITNATIbLHBIE TOUKH IepeXBaTa MIPOAYKTOB 0€3011aCHOCTH,
KOTOPBIe MBI He OyZieM 3/iech 00CYK/AaTh. CM. DTOT JOKJIAJ] /IJIS1 IIOJIydeHUs OTIOJTHUTEIbHON
nHpOpManuu.

IIpeBeayiue TeXHUKU

Process Doppelgenging

Windows Transactional NTFS (TxF) - 5T0 MexaHu3M, KOTOPBIN TO3BOJIAET MPUIOKEHUIO
BBITIOJTHATH CEPUI0 OIlepanuii ¢ GaiI0BON CUCTEMOU KaK OJHY aTOMapHYIO TPaH3aKITHIO,
KOTopas 3aTeM JIn00 pUKCUPyeTCs, TNO0 OTKaThiBaeTcsi. @aisibl MOTYT CYIIIeCTBOBATH B
TpaH3aKINH, KOTOpasi B CJlydyae OTKaTa HUKOr/a He Oy/ieT BUHA 6a30BoM (paiIoBOM
cucreMme. Mcnosnbays TxF, MOKHO co371aTh pasjiest nu3obpakeHus u3 daiiyia BHyTpU
TpaH3aKIINH, a 3aTEM OTKATUTh 3Ty TPAH3AKINIO. /13 TAKUX yUaCTKOB U300pa*keHUsT MOKHO
CO3/1aTh MPOIIECC

Process Herpaderping

[Tocste co3manus pasjena n3odpaskenns Process Herpaderping ncmosib3yer CyIecTBY IO
neckpurrtop daiiia i mepes3aniucy UeorHsaeMoro ¢aiiia goxkubsiM PE. XoTs mpu sTom
JIOBYIIIKA OCTAE€TCsI Ha JUCKE, OHA OTJIMYAETCS OT TOH, KOTOpast paboTaeT B HaMSsITH.
ITprMaHKa OCTaeTCsA Ha JUCKE Ha IMIPOTAKEHUH BCETO MPOoIiecca MOJIE3HOH HarPy3KH.

Process Reimaging

Process Reimaging ucrnosib3yer mpobsieMy CHHXpOHU3AIUH Kelia B siipe Windows, BbI3bIBast
HEeCOOTBETCTBUE MEXy IIyTeM K UCIIOJIHAeMoMy dalily U IyTeM, YKa3aHHBIM JJIf pa3/iesIoB
n300pakeHus, CO3/JaHHBIX U3 ATOTO UCIoIHAeMoro daiina. 3arpyxaa DLL no jio:xHOMY
IIyTH, BBITPY’Kas €€, a 3aTeM 3arpysKas ¢ HOBOTO IyTH, pasziundHble APT Windows
BO3BPAIIIAIOT CTAPBIN IIyTh. ITO MOKET 0OMaHyTh IPOAYKTHI 0€30IaCHOCTU U 3aCTABUTH UX
VICKATh 3arpy’KeHHbIE N300paKEHUS TI0 HETIPABUJIBHOMY ITyTH.

Ghosting a process
Mps1 moxkeM ncnosib3oBaTh Doppelgianging u Herpaderping a1 3amycka yke yJaJeHHBIX
HCITOJTHSAEMBIX (paiyioB. ECTh HECKOJIBKO CI0cO00B y1amuTh daii B Windows, B TOM 4yucIie:
* CospaiiTe HOBBIH (haiiyl MOBEPX CTAPOTO € YCTAHOBJIEHHBIMU (yiaraMu
FILE_SUPERSEDE i CREATE_ALWAYS.
e Vcranosurte puaru FILE_ DELETE_ON_ CLOSE uin
FILE_FLAG_DELETE_ON_ CLOSE 1ipu co3jlanuy Wi OTKPBITUU ¢aiiia.


https://youtu.be/XmWOj-cfixs?t=719
https://docs.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntcreatefile
https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-createfilew
https://docs.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntcreatefile
https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-createfilew

e Ycranosure nosie DeleteFile B ctpyktype FILE_DISPOSITION_INFORMATION
snauenne TRUE npu Bei3oBe kiacca nagopmanuu daiina FileDispositionInformation
yepe3 NtSetInformationFile.

Windows mbITaeTcst MpeIoTBPaTUTh U3MEHEHHE COTIOCTABIEHHBIX UCITOJTHAEMbIX (DaliyIoB.
ITocse Toro, kak ¢aiis cormocTaBeH C pas/ieJioM image, MOIMBITKHA OTKPHITh €r0 C IIOMOIIIBIO
FILE_ WRITE_DATA (uTo0BbI UBMEHUTH €r0) 3aBePIIaTcs OIIHOKOM ¢
ERROR_SHARING_VIOLATION. ITonbsrtku ymanenus yepe3 FILE_DELETE_ON_CLOSE
/ FILE_ FLAG_DELETE_ON_CLOSE 3aBepiarTcs OMTUOKOMH:
ERROR_SHARING_VIOLATION. NtSetInformationFile (FileDispositionInformation)
TpebyeT npasa gocryiia DELETE. Hecmotpst Ha TO, uTo paBo goctyiia DELETE
mpejiocTaBiisieTcs ¢aiiiaM, COIIOCTaBIEHHBIM ¢ pa3zaeaamu image, NtSetInformationFile
(FileDispositionInformation) e pa6oraer ¢ STATUS_CANNOT_DELETE. ITonbiTkH
ynanenus yepe3 FILE_SUPERCEDE / CREATE_ALWAYS 3aBepmiatoTcst HEYZauqHO C
ACCESS_DENIED.

OJ1HaKO Ba>KHO OTMETHUTh, YTO HTO OTPAHUYEHNE Ha yaJeHNe BCTYIIaeT B CHJIy TOJIBKO IOCIe
TOTO0, KaK UCIIOJIHAEMBIH (paiiyl COIOCTaBIIeH ¢ paszieJioM image. ATO 03Ha4YaeT, UYTO MOKHO
co3zaaTh Gail, IOMeTUTH ero /I yAaJleHUs, COIOCTaBUTh ero ¢ pas/ieJIoM image, 3aKpbITh
neckpunTop ¢aiina, 4ToObl 3aBepIINUTH yAaJleHHe, a 3aTeM CO3/1aTh IIpoliecc U3 paszesa 6e3
daiinos. Ato u ectb Process Ghosting.

IIopsanoxk aTaku:
1. Coszmath aiin
2. [lepeBenuTe a1 B COCTOSHUE OKUJIAHUSA yIAJI€HUS C TIOMOIIHIO
NtSetInformationFile (FileDispositionInformation). ITpumeuanue: monbITka
ncnosib3oBaTh FILE_ DELETE_ON_ CLOSE BMecTO 3TOT0 He IPUBEJET K yAAJIEHUIO
daiina.

3. 3anuIuTe UCIOJIHAEMbIN (a1 mose3Hou Harpy3ku B daitn. Cozep:kaHue He
COXpaHsEeTCs, TOTOMY YTO (a1 y:Ke oxkuaeT yaaneHus. CoCTOSTHUE OXKUJaHU
yAaseHus Takke OJI0KUpyeT MONBITKU OTKPHITUA (aiisia U3BHe.

. Cozpatite pas3zesn image /iuia daiiia.

. 3akpoiiTe AeCKPUNITOP OTJIOKEHHOTO YAJIEHUS, y/IaIuB (aii.
. Co3natite mmpoiiecc, UCIOJIb3Ys pasjiest image.

. HazHaubTe aprymMeHTHI IIpoliecca U epeMeHHbIE CPEJIbI.

oy O v H

. Co3mariTe MOTOK /17151 BBITIOJTHEHUSI B IIPOIIECCE.


https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/ns-ntddk-_file_disposition_information
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntsetinformationfile
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntsetinformationfile
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-zwsetinformationfile

Section Process

Thread

OOpaTHBIE BBI30BBI aHTHBHUPYCA BHI3BIBAIOTCS IIPU CO3/IAHUH IIOTOKA, KOTOPOE IIPOUCXOIUT
nocsie yaasenus ¢aiia. [IonbITKH OTKPHITH (DAl UJIU BBITIOJTHUTH BBO/I-BBIBOJ, 151
yaanenHoro datia 3apepiiarcsa omubkour ¢ STATUS__FILE_DELETED. [1ombITKH OTKPBITD
daiin 1o 3aBepienus ynanenus 3asepiiarcs omubkoit ¢ STATUS_DELETE_PENDING.

OTOT THI MOJJIETKHU TAKXKe MOXKET ObITh IpUMeHeH K 6ubanorekam DLL, mocKoabKy
oubmnorexu DLL Tax:ke ABIAIOTCA pa3jeiaMy image.

Jlemo

Ha Buieo HuKe MokasaHo, kak 3amuTHUK Windows oOHapy:kuBaeT U 0JI0KHUPYeT
BoIntosTHeHue [lorennmanbao HexxenarenpHo [Iporpammsr/Potentially Unwanted Program
(PUP), penakropa y4eTHbIX JaHHBIX Windows, KOTOPBIA MOKET HCII0JIb30BAThCS
3JI0yMBIIIJIEHHUKAMU /111 G0KOBOTO IlepeMelieHus. 3aTeM OH MoKa3biBaeT, kak Ghosting
meimaet Defender ckanupoBaTs u 6;10kupoBath PUP.

*I1o moBoay Buzeo untaire B pasnene Ot TC

V3yuyast akTUBHOCTH CUCTEMBI BO BpEMSI IEMOHCTPAIINU, MbI BUZUM, YTO SaI[UTHUK CHAYAIA
IBITAETCS OTKPBITh UCIIOTHAEMBIHN (aiisl 0JIe3HON HATPY3KH JJIs1 €r0 CKAHUPOBAHUSA, HO
TEPIUT Hey/lauy, IOTOMY YTO (haiiyl HAXOUTCS B COCTOSTHUY OKUAHUS y/IaJIEHHUS.
[Tocsieyrotnye MOMBITKU OTKPBITh €TI0 TEPIIAT HEyAauy, IOTOMY UTO (aii y:ke ObLI yAasIeH.
[Tone3nas Harpyska (ghost.exe) BoImoTHsIETCS 6€3 TPOOIEM.



2} Process Monitor - Sysinternals: www.sysinternals.com
File Edit Ewent Filter Jools Options Help

EEHXRBE(FTAG R A5 AL 00

Time of Day Process Name FID Operation Path Result Detail

4:05:44 58... M- ProcessGhosting.exe 4068 &Createﬁ\e ChUsers\wser'\Desktopghost exe  SUCCESS Desired Access: Generic Read/Write, Delete, Dispostion: Ovenwritef, Options: Synchro
4:05:44 58, rocessGhosting exe 4068 [Sh SetDisposttion Information FileC:\sers\user\ Desktopghost exe  SUCCESS Delete: True

4:05:44.59, rocessGhosting exe 4068 [Sh WriteFile C:\Users'wser'Desktopghost exe  SUCCESS Offset: 0, Length: 217,088, Priority: Normal

4:05:44 59, MsMpEng exe 2736 BhCreateFile C:\Users\wser\Desktopghost exe  DELETE PENDING Desired Access: Read Attributes, Disposition: Open, Options: Open For Backup, Open R}
4:05:44 55 rocessGhosting exe 4068 [2h FlushBuffersFile C\Users'wser'Desktop'ghost exe  SUUCCESS

4:05:44 55 rocessGhosting exe 4068 [Eh WiiteFile A - ghost exe  SUICCESS Offset: 0, Length: 217,088, /0 Fags: Non-cached, Paging 140, Synchronous Paging |
4:05:44.59. sMpEng.exe 2236 [BhQueryDirectory SLICCESS FilelnformationClass: FileBoth Directorylnformation, Fiter: ghost exe. 2: ghost.exe

4:05:44 59, sMpEng.exe 2236 BhCreateFile DELETE PENDING Desired Access: Read Data/List Directory, Read Attributes. Read Control, Synchronize,

4:05:44.59, rocessGhosting.exe 4068 [BhCreateFileMapping CAl FILE LOCKED WITH WRITERS cType: SyncTypeCreateSection. PageProtection: PAGE_EXECUTE_READWRITE!
4:05:44 59, rocessGhosting.exe 4068 %Quewstandardlrﬁon'naﬁnn... [y AllocationSize: 217,088, EndOfFile: 217,088, NumberOfLinks: 0, Delete Pending: True, O}
4:05:44 59, ProcessGhosting.exe 4068 &Headﬁ\e C - set: 1,024, Length: 127,488, 170 Flags: Non-cached, Paging 140, Priority: Normal
4:05:44 55, rocessGhosting.exe 4068 gaﬁeadﬁ\e ChlUsers‘wser'Desktopghost.exe  SUCCESS Offset: 128,512, Length: 17,408, |70 Flags: Non-cached, Paging 1/0, Prierty: Normal
4:05:44.59, rocessGhosting.exe 4068 &Raadﬁ\e ChUsers\wser'\Desktopghost exe  SUCCESS Offset: 145,920, Length: 21,504, |0 Flags: Non-cached, Paging 1/0, Prierity: Normal
4:05:44.59, rocessGhosting.exe 4068 &Raadﬁ\e ChUsers\wser'\Desktopghost exe  SUCCESS Offset: 167,424, Length: 4,608, 1¥0 Flags: Non-cached, Paging |/0, Priority: Normal
4:05:44.59, rocessGhosting.exe 4068 @Readﬁ\e C\Users\wszer'Desktopghost exe  SUCCESS Offset: 172,032, Length: 43,520, |0 Flags: Non-cached, Paging 1/0, Priority: Normal
4:05:44.59, rocessGhosting exe 4068 [Bh ReadFile C:\Users'wser'Desktopghost exe  SUCCESS Offset: 215,552, Length: 1,536, /0 Flags: Non-cached, Paging |/0, Priority: Normal
4:05:44.60. rocessGhosting exe 4068 [BhCreateFileMapping C:\Users'wser'Desktopghost exe  SUCCESS SyncType: SyncTypeOther

4:05:44 60, ProcessGhosting exe 4068 FhCloseFile C\Users'wser'Desktop'ghost exe  SUUCCESS

4:05:44 60, rocessGhosting exe 4068 [BhQueryNamelnfomationFile  C-\Users\user\Deskiop'ghost exe  FILE DELETED

4:05:44 61 sMpEng exe 2236 BhCreateFile C:\Users'wser'Deskiopghost exe  NAME NOT FOUND Desired Access: Read Attributes, Synchronize, Disposition: Open, Options: Synchronous|

4:05:44 61 MsMpEng.exe 2236 BhCreateFile C:\Users'wser'\Desktop'ghost exe  NAME NOT FOUND Desired Access: Read Attributes, Synchronize, Disposition: Open, Options: Synchronous|
4:05:44 61 sMpEng.exe 2236 BhCreateFile C:\Users'wser'\Desktop'ghost exe  NAME NOT FOUND Desired Access: Read Attributes, Synchronize, Disposition: Open, Options: Synchronous|
4:05:44 61 sMpEng.exe 2236 BhCreateFile C:\Users'wser'\Desktop'ghost exe  NAME NOT FOUND Desired Access: Read Attributes, Synchronize, Disposition: Open, Options: Synchronous|
4054461 rocessGhosting.exe 4068 &F Process Create \UserstuseriDesktopghost exe SUCCESS PID: 5684, Command line: ghost exe

4054461 ghost.exe 5634 LF Process Start SUCCESS Parent PID: 4068, Command line: ghost.exe, Cument directory: C\Users‘user\Desktop™,
4:05:4461... ghost.exe 5684 L7 Thread Create SUCCESS Thread 1D: 5824

< >
Showing 26 of 413,252 events (0.0062%) Backed by virtual memory
JleTekTupoBaHue

Elastic Security oOHapy:kuBaeT pa3IuuHbIe METO/BI IOEIKA 00pa3a mporiecca, BKJIIoJast
Doppelgianging, Herpaderping u Ghosting. On genaer ato, mposepsist FILE_ OBJECT Ha
HINYNE aHOMAaJINU BO BpeMs 00paTHOTO BBI30Ba co3/1aHusd mporecca. O6 3ToMm coobiaeTcs
B COOBITHSIX cO37jaHMsA TTporiecca B process.Ext.defense_evasions.

@ elastic

= @ oiscover v Options New Save Open Share Inspect

[E v process.Ext.defense_evasions: KQL ~  Last7 days Show dates

© — + Add filter

logs-* s S hit May 19,2021 @ 17:42:30.287 - May 26, 2021 @ 17:42:30.287 Auto v % Hide chart

QQ Search field names

Filter by type 0 ~ H
3
subject_name o
process.code_signature.trusted
process.command_line 2021 3 3 5-20 12 203 2 202 2112 302 22 202 2212 21-05-2 2021-05 2:00 202 3 2021-05-2 2021-05 3021-05-25 12:00 202 2 202 2612
process.command_line.caseless @timestamp per 3hours
process.command_line.text
. S Time + process.name process.Ext.defense_evasions
process.entity_ic
process.executable > May 25, 2021 @ 16:04:51.875 ghost.exe Process Tampering: Image s locked for access

process.executable.caseless

CpaBHUBaeM TEXHUKHU
OCHOBBIBasICh Ha MOJIE3HOU TabsuIle U3 JoKyMeHTauu Process Herpaderping, Mbl MOXkeM
CpaBHUTH 0a30BbIY TOTOK API mpu pa3IUuuHBIX MeTOAAX:


https://www.elastic.co/security
https://github.com/jxy-s/herpaderping#comparison

Type Technique

Hollowing map = modify section = execute
Doppelganging transact = write = map - rollback = execute
Herpaderping write = map = modify = execute = close

) delete pending = write = map = close(delete) =
Ghosting execute

*Tabauiy caenan, Kak 0ObIYHO - CKPHHOM

3axiioueHue

B 3TOM moOCTE MBI PAaCCMOTPEJIN COBPEMEHHOE COCTOSIHUE aTaK C MO/JIETKOU UCIIOTHIEMbIX
obpazoB Windows, a 3aTeM pacKpbLIM HOBYIO TaKyl0 aTaKy. 3aTeM Mbl
IIPO/IEMOHCTPUPOBAIM 3Ty aTaKy B 00X0/] pACIIPOCTPAaHEHHOTO ITPOTPAMMHOTO O0eCcTieueHUsI
0e30IMacHOCTH U MOKa3aJId, KaK ee 00HAPYKHUTh C IIOMOIIbI0 CBOOOTHO JJOCTYITHOTO
IIPOTPAMMHOTO OOecIieueHus.

/* Tyt 6onroBH: 0 Elastic Security, ecsi KoMy 3T0 HHTEpecHO - UuTaiiTe OpUTHHA, OH
IIPUJIO’KEH B KOHIIE CTaThu */

PackpspiTue: Mol noganu otdeT 06 ommboke B MSRC 2021-05-06, BKII0Uasi Y€PHOBUK 3TOTO
coO00IIIeHHs B OJI0TE, IEMOHCTPAIIMOHHOE BH/IE0 U UCXOAHBIN Ko/ /st POoC. OHU OTBETHIIN 10
Mas 2021 rojia, yKkasas, 4YTO 3TO He COOTBETCTBYET UX IUIAHKE 00CTy>KUBAHUS COTJIACHO
https://aka.ms/windowscriteria.

Or TC

dTa cTaThs siBIsieTcs mepeBoioM. OpUTHHAI MOXKETE HAUTHU TYT:
https://www.elastic.co/blog/process-ghosting-a-new-executable-image-tampering-attack

BOO6III€, A HadaJl IIEpEeBOJAUTD 3TOT IIOCT B 6s10re elastic.co 13 3a BOT 3TOrO:


https://msrc.microsoft.com/
https://aka.ms/windowscriteria
https://www.elastic.co/blog/process-ghosting-a-new-executable-image-tampering-attack

hasherezade/
process_ghosting

Process Ghosting - a PE injection technique, similar
to Process Doppelganging, but using a delete-
pending file instead of a transacted...

A ©7 w 502 % 104 O
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GitHub - hasherezade/process_ghosting: Process Ghosting - a PE injection
technique, similar to Process Doppelganging, but using a delete-pending file
instead of a transacted file

Process Ghosting - a PE injection technique, similar to Process Doppelgianging, but using a
delete-pending file instead of a transacted file - GitHub - hasherezade/process_ghosting:

Process Ghosting...
github.com
dto umiuieMeHTanusa Process Ghosting ot hasherezade

HemHozo eHympenHeil KyxHu:

B opurunasie Bujieo 3ay1nTo yepes Takou cepBuc kak vidyard. ITpobsiema 6p11a B TOM 4TO
BH/IEO C HETO He JIOCTATh(MJIU A MIPOCTO IIOXO TYTJINII).

A Bcerzia cTaparoch 10 BO3MOXKHOCTHU TPAaMOTHO 0QOPMJIATH IEPEBOBI, MHAUE UX Oy/IeT
MIPOCTO He NMPUATHO YUTaTh. 11 YTOOBI HE THATH BaC B OPUTHHAIBHBIH IIOCT, 51 TPOCTO 3aIIHCA
BHJIEO C 9KpaHa U 3aJIuj1 Ha Vimeo.

IlepeBogn;
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https://github.com/hasherezade/process_ghosting
https://twitter.com/hasherezade
https://www.vidyard.com/
https://xss.is/members/179973/

