Ctatbsa Ransomware. C 4yero Bce Ha4MHanochb U K 4emy
npULLIIO.

& xss.is/threads/34117

Pemn st moyuaBcTBOBATh B 3-eM KOHKYypce crareil. [loxkasyii HauHEM.
C yero Bcé HauaJ10Ch?

Hauastoch BCE ¢ He3aMbICIOBATHIX JIOKEPOB KOTOPBIH ITEPENMEHOBBIBAJIN, TIOBPEKIAIIH,
apXUBUPOBAJIA WH(POPMAITUIO U IOTOM IIPOCHJIU BBIKYII.
Bwu1 1aske Takoi JIOKep KOTOPBIH mpocu 5k$ co Bcex, a He TApreTHO.


https://xss.is/threads/34117/

larning! Access to your computer is limited. Your files has been encrypted.

Have you already see that your files are encrypted and desktop locked?

Please don't panic and send us angry emails or scare us to send claims in police, fbi or others - this is useless.
Please read this instruction carefully, then you will get answers to most of your questions.

We don't answer to questions which already was answered in this instructions. Do not waste our and your time.

Stupid questions like - "I have backup and need only 1-2 files and can pay you only 500,1000,1500% USD etc., We have a small
business, this amount is too high” - will be ignored.

Have backup - restore your files from it.

We know that in most cases this is lie, you have no backups and just trying to trick us to get discounts and pay less amount.

IOur minimal price for your files is 5000 USD. We don't get passwords for free or for 500,1000,1500% USD etd| We know that you

TEoTey

You will read in this instructions about:
1. Why?

2. General Info

3. Our Guarantees

4. About Payment

5. How to get your data back

6. How decrypt process working

1. Why?

We have detected spam advertises illegal sites with child pornography from your computer.
This contradicts law and harm other network users and in this case we have to do next steps:

1. Block access to your desktop.

2. Encrypt your files using Advanced Encryption Standard and 256 symblols randomly generated password and delete source files
using DOD 5220.22-M.

(DOD 5220.22-M is the Department of Defense clearing and sanitizing standard - You cant recover your files - NEVER).

3. Sent this randomly generated password to our secure server and delete this password from your computer. (you cant get this
password -NEVER)

This password is unique for each computer and stored on our secure server{and then erasing from this server and sending to us)
and in each encrypted file.

[Ipoiigémcs moxkajyi 1o caMbIM IIEPBBIM JIOKEPAM

Xorist:



Encoder Builder v2.4 from [Pastorok] =
Message text

Attention! All your files are encrypted!
To restore your files and access them,
please send an 5M3 with the text XXXX to ¥YY number,

You have N attempts to enter the code.
When that number has been exceeded,
all the data irreversibly is destroyed.
Be careful when you enter the code!

Search masks Password attempts

Zip ~ | *nnn 5 = 7

Tz B + _] [ e | ] E_ncryrpﬁun algorithm
71 XOR:
i@ TEA

__92":' - [ Insert ][ Clear ]

Message Interface language
(71 With no message - silently -

i English -
@ With show of the message

Password to decrypt Files extension

FhunF 2j6IU4 18KGREYLyk 2d RMD! | =nCiPhErEd

["] change wallpaper

[] change icon

Pack the build with LUPX

Copy TXT-file with info into all folders

Add build to the autorun

’ Create?

[TepBblit codT OT vazonez'a Mor M@ PoBaTh GaiyIbl XOr'oM WU aJITOPUTMOM tea,
€CJTY TIEPBBIN aTOPUTM UG POBAHUSA BOODIIIE yKac, TO BTOPOH y2Ke UyTh JIyUlIIIe.

CryptoLocker:



&{,ﬁ CryptolLocker £3

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally werify
this.

Encryption was produced using a unique public key RSA-2048 generated for this
computer. To decrypt the files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
4 specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 200 EUR / similar amount in another currency.

Click «Mext» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

09.01.2014
21:00

Time left

71: 59 ol

CodT npeaIonoKUTeSbHO OT co37iaTesIel 3eBca, ero B3JIOMaTh He y/1aI0Ch IO CUX IIOP.
CodT X0Th U HAIllyMeBIINU, HO HE OUeHb TO U TPOAYMaHHbIU. ET0 MUHYC B TOM, YTO OH
HCII0JIb30BAJI KDUIITOAIIH /I IIU(PPOBAHUA.

Ho no pamkam Toro BpeMeHU BIIOJIHE TOZHbBIN. FIMeHHO mocjie 53TOro JoKepa 3T0
HaIlpaBJIeHHe Ha4YasI0 HabUpaTh MOMYJISIPHOCTb.

CTB-Locker:



Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit th ' C I e money within provided time, all
your files will be permanently crypf®hand no®ne will be ab Becover them.

Press "View' to view the list of files that have been encrypted.

Press 'Next’ for the next page.

O 95 50 03

|

Ha Moii B3IJISA/] 9TO 9TaJIOH PAaHCOMBAapPH, JIOKEP KOTOPBIH COBMECTHUI B cebe KpacuBO-
ImyTarolee coobIeHue o Mu@poBaHUH,
¥ BBICOKO€ KaueBCTBO TEXHUKHU OJIOKMPOBaHUA JOCTyNA K ¢aiiiam. HemHoro o ero pabore:

[MTudposasn daiinel ¢c Takumu paciupenusamu: xIsx .xlsm .xlsb .xls .xlk .txt .sql .safe
xtf .pwm .pem .mdf .mdb .kwm .groups .docx .docm .doc .der .dbf .db .crt .cer
* ®aiin BIOpaHHBIN 11 mudpoBanus ¢ momoIpio WinAPI dyuknuu MoveFileEx
IIOMeIIlaeTcsA BO BpeMeHHBIN daii;

* 3amyckaeTcsi IIpoIiecc MoOJIOYHOTO CUUTHIBAHUS 3TOTO (haiina

* Kakzpii 010k cokrMaetes ¢ momorbio Gynkmuu deflate us zlib

* DTOT CKaThIl 0J10K MudpyeTcsa U 3aTeM 3alUchIBaeTcss oopaTtHo B ¢arin (SetFilePointer +
WriteFile)

* B mHauasto ¢aiia numiercs nHGopMaIus Hy:KHas /Ui paciruGpoBKH.

* MeHsieTcs paciiupenue y daiiia

Il cBasu ¢ cepepom ucnosibdyer ECDH.

CyTbh B TOM, YTO OH OOMEHUBAETCS C CEPBEPOM ITyOJIMUHBIMU KJIIOUAMU, HA OCHOBE CBOETO
IIPUBATHOTO U

IIOJIy9eHHOT'O OT IPOTHBOIIOJIOKHOMN CTOPOHBI IIyOIMYHOTO Kitoua. Kakas cropoHa
reHepUpyeT CECCUOHHBIN KIII0Y

mudpoBaHus U mudpyer/pacuudpoBbiBaeT UM HH(POPMAITHIO.



TorLocker

TorLocker 2.0 @
Your personal files are encrypted!

Your important files are encrypted produced on this computer: photos,
videos, documents, etc. Click <<List Of Encrypted files=>to see a
complete list of encrypted files, and you can verify this.

Encryption was produced using a unique public key RSA-2048
generated for this computer. To decrypt files you need to obtain
private key.

The single copy of the private key, which will allow you to decrypt the
files, is located on a secret server on the Internet, the server will

) . destroy the key after a time specified in this window. After that,
e nobody will never be able to restore your files...

To obtain the private key for this computer, which will automatically
decrypt your files, you need to pay 300 USD / 300 EUR / 300 CAD / similar
Time Left amount in another currency.

Click <<Mext=>to select the method of payment.

Any attempt to remove or damage this software will lead to the
immediate destruction of the private key by the server.

List of Encrypted Files Mexts >

Bcero umeer fBe Bepcuu 1.0 1 2.0. OT/IMYAIOTCA OHU NO/IEP>KKOU Pa3HbIX A3BIKOB U

METO/IOM XpaHEeHUs MOJyJiel (MHTePHET WJIH JIOTI. CEKITHS)
[MMudpyet mHOTO HaltyIOB, paCIINPEHUS:

ITpu 3amycke codT BeibepaeT 1 3 128 3amIUTHIX B HeTo RSA xitroueid.

Kaxxapiil daiit mmdpyeTcss CBOUM YHUKAIbHBIM KIIIOUEM, MU(PYET TOJIHKO MEPBHIE 512
MerabauToB daria.

B xoHerr mmuitier 512 6alT nHGOPMAIUKN KOTOPAasa HyKHa I paciiudpoBKU 3TOro dariia.

JIJ151 CBSA3M ¢ aIMUHKOH MCIIOJIB3YET tor.exe U MPoKcH polipo.exe

JIokep co3aer oT/IeJIbHBIN ITOTOK, KOTOPBIU UIIET IPOIecchl ¢ UMeHaMHu taskmgr.exe,
regedit.exe, procexp.exe, procexp64.exe U 3aBepIIaeT ux.

Kutrou 11 mudpoBaHus reHEpUpYyeTCs: Ha OCHOBe Takux QyHKnui, kak GetTickCount,
GetCurrentProcessld, GetCurrentThreadld, GetProcessHeap, GetThreadTimes,
GetProcessTimes.



ITocse 2014 roza c jiokep 6b11 BerpoeH DGA, a Tpaduk cran mudpoBaThes JTHO0 ¢
rmomoInbio SSL, 1160 ¢ momorpsio chain-XOR

Pycckue KpUnToiokepsbl

Rakhni

] MESSAGE.txt - Notepad

File Edit Format View Help

3anpocuTe cToMMocTu: mr.anders@protonmail.com
MNpuobpecTn AeKpUNTOp MOXHO A0

B TEME nucema ykaxute Baw ID:
Mucema 6e3 ykasanwuAa ID urHOpupywTCA.

Y6eguTensHaa npockba He NuTaTLCA pacuwupposaTe ¢ainbl CTOPOHHMMM WHCTPYMEHTaMM.
Bal MoxeTe MX OKOHYaTensHO MCNOPTHTE W Odaxe DpHrHHaﬂbHHITI ABKPpUNTOp HEe NOMOXeT.

3anAekKM 00pabaTLBAaKTCA aBTOMaTHYECKOW CHMCTEMOW.

dtort Jiokep HanrcaH Ha Delphi, ncmosp3oBascs B Hauasie 2K15 roja.
Jlis mudpoBaHusa ucnoab3opas oudanoreky DCPCrypt2

ATOT JIOKEP MPOXOJIUT 10 BCEM JUCKaM, UIIET (haiisIbl 0 ONpeIeJIEHHBIM PACIINPEHUAM, 1
KOTI'/Ia HAXOJTUT MHUIIeT myTh 3Toro daiina B allfiles.list B nanky TEMP.
[ToroM oH mpoxoAuTCs 10 3TOMY (haitry u mudpyeT KOKAbIN (hai KOTOPHIMA TaM 3aIlicaH.

CBa3b ¢ cepBepoMm.

Ou obparaercs k cepBepy Tak: http://[website]/index.php?ui=s&id=[lock-id]&c=[files-
count]

CepBep BO3BpallaeT TakKou KOHPUT:

B 6ubsnoreke 66N Takoe airoputmbl mudposanus: Blowjob Cast128 Cast256 DES
I'OCT ICE IDEA MARS MISTY1 3DES RC4 RC5 RC6 AES Serpent TEA Twofish
RC2.

U Takue xemu: SHA-1 SHA-256 SHA-512 MD4 MD5 HAVAL RIPEMD-128
RIPEMD-160 Tiger.

Tak-xe oH mudpoBas UM (aiiya, 3aIMcKa ¢ HHCTPYKIUSAMHU UMeJsla TAKOe UM

KaK_PaCmHpPoBaTs_Pallabl.html



Cryakl

Hamnucan Ha Delphi, mis peanuzanuu RSA ucnonbadyer oy FGInt.

dra 6ubsimoTeka paboTaeT ¢ YUCIaMH B BHIE CTPOK B IBOMYHOM ITPEJICTBIIEHUHN
123 - 100100011

IIMudpoBanue

l'eHepupyeT MacTep KJII0U, HA OCHOBE 3TOT0 KJIIOUNKA Ha KaXKAbIN (paiiy reHepupyeT KJII0Y
JUTUHHOH 30 000 0auT, u

mudpyer mnepsble 30 000 0alT ¢aiisa UCIosIb3ys CBOM CAMOMUCHBIN aJITOPUTM
mu@poBaHus.

Oco6GeHHOCTH
CoxpaHsieT U3 pecypcoB uzobpaxkenue mnog nmeHeM desk.jpg u craBut ero Ha poH pabouero
cToJa.

g0.RESPECT MY AUTHORITYM!

BAWKX MO3¥ HE MOI'yYT U30BPETATb CAOXHbBIE MHOIrOX000BKM,
A MOM MO3T” MOXET, UMEHHO MO3TOMY @ 3AWWQPOBAA Bawn
@AnAbl! NEh NEh NEh NEh hA hA hA hA! Y BAC HE NOAYUMUTCS

/ OTKPbiTb BAWM OPUCHDIE PAUADI, POTOrPAPUU U AP XUBDI,

“ TOAbKO & cMOI'Y UX BEPHYTb BAMI UTOBbI UX BEPHYTb, Bbl

AO0AXHbI CBA3ATHCHA CO MHOM 110 3AEK TPOHHOM NOUTE, KOTOPAS YKA3AHA HUXKE.
flocTATOUHO HAMMUCATb OfMH pPA3, U B TEMEHUE cyTok Bbl NTOAYUMTE OTBET, Ho
NOMHUTE, UTO ECAMU Bbl HE HANMWWWTE B TEUEHUE 48 YACOB, TO Bbl GOAbWE HE
CMOXETE BOCCTAHOBUTD CBOWU PAMUAbI! KAPTMAH BYAET KpyWwuTh!

ERIC.dECOdERT0@gMAIiL.cOM

AKTyaJIbHbIE€ KPUIITOJIOKEPHI
Ha ceroiHAIIHUH JIeHb €CTh HECKOJIBKO aKTyaIbHBIX JIOKEPOB, UX UMeEHA:
STOP Ransomware, Dharma, Phobos, GlobeImposter, REvil, Maze.

STOP Ransomware

ITomast B ToM 1M3-3a OOJIBIIIOrO KOJI-Ba IOJIb30BaTe Iel, BO3MOKHO IIe-TO CJIUTHI €r0
VICXOJTHBIE KOJIbI VJTH OUJIZIED.

Ho Tex KTO ero ucnoJib3yer IeHCTBUTEILHO MHOTO, OKOJIO 250 YHUKAIbHBIX OUJIJIOB.



Dharma
BceMm n3BecTHBIN JIOKED, aKTUBEH C 2K16 roja.

Phobos
B 0CHOBHOM pacIpocTpaHsAercs yepes3 SKCIUIOUTHI, Ha3BaH B 4ecTh 6ora crpaxa.

GlobeImposter
CocrasJisiet 6.5 IIpoIieHTa Bcero paHcoM Tpaduka, ucnosnbayet AES s mudpoBaHus.

REvil (Sodinokibi)

Jlokep ocHoBaHHbBIN Ha GandCrab, mouck u mudpoanue peannzoBanHbl uepes IOCP (ue
caMoe JIydliiee peleHue),

MMEIOT IPOIYMAaHHYI0 a/IMUHKY. B 00111eM OOBIYHBIH JIOKEP C HEOOBITHBIMH OCHOBATEJISIMH.

Maze

3apasuJI 1eJIbId TOPO/I, AEUCTBOBAJIU JIIOAU Cy/Isl II0 BCEMY OlepaTUBHO. I1oCTymaloT Tak-Kke,
KakK 1

REVil, komupyooT napopManuu u B cIydyae HeyIUIaThI IyOJIUKYIOT e€.

Koneix

Hy B KOHIIEe JaHHOH CTaThU HY>KHO CKa3aTh UTO KPUIITOJIOKEPHI 0 CUX IIOP aKTyaJIbHas
yIpo3a, CTaTh JKEPTBON MOKeT OYKBAJIbHO KaK/IbI.

Ho ecsin mpaBuiib 06ycTpanBaTh HHGPACTPYKTYPY KOMIIAHUU TO BCé 000HAeTCA. B ymesnbix
pyKax Takou cOPT MOKET CTaTh CTPAIITHON YyIPO30H.

OcobeHHO ecyTu B 9TUX CaMBIX PyKax ecTh ellé U mapouka 0day 3KCIIouToB. MOKHO
KOHEYHO HAJ[eAThCA UTO MOJYIUTCA BOCCTAHOBUTD (PaMIbI U

0e3 ieprraTesed KIIuer, HO TaKue CIydau IPOUCXOAAT OUYEeHDb PEJKO TaK-KaK pean3arui
KPUIITOCTOMKUX aJITOPUTMOB MIN(PPOBAHUSA JIOCTYIIHBI B

MHTEpPHETe Ha Pa3HbIX A3bIKaX IPOTPaMMUPOBaHUsA. MUHYC JIOKEPOB B TOM, UTO B IIJIAHE
MOpaJIH 3TO OUeHb XpeHOBbIH codT. Ecau codT ucnosnpsyercs B

Maccrpyse, TO IpeAcTaBbTe uTo Oy/IeT ecyTy BbI 3anudpyeTe KoMy-To poTorpaduu
yMepIIero poACTBeHHUKA U TII. Hy MOWU/IET 3TOT UeyIoBEK, BOBBMET KPEUT U 3aIIaTUT

BaM BBIKYII, a TENePh IIPeJICTaBbTE UTO Oy/IeT eciy Bbl UCIIOJIb3YeTe He JIOKED, a Baumep
(amastor J10Kepa, TOJIBKO MOCJIe Hero HU KaKUM 00pa30oM He BO3MOXKHO pacmudpoBaTh
caiibn).

Last edited: Dec 29, 2019



