Crtatba Coop AaHHbIX ¢ VM aHTUBUPYCHbIX KOMMaHWUM.

& xss.is/threads/34080

C6op naHHBIX ¢ VM aHTUBHUPYCHBIX KOMITAHUU.

Jleso 66110 K BeUepy, JesaTh ObL10 Heuero. Tema aHann3a cucTeM poBepKu GaiiioB yxe
MHOTO pa3 IMOJHUMAJIach, HO s PENINJI ellle pa3 y/IeJIUTh BHUMaHNeE TAHHOU TEMaTUKH U
aKTyaJIl3UpOBaTh ee.

Hammcan mo6eicTpomMy copT KOTOPBIN cobupaeT nHOOPMAIHIO O BUPTYaJTbHON MAaIlIUHE U
OTIpaBJIsieT Ha Beb cepBep.

Yro Oyaem coouparsb:

IP, OS, Username, Computer, Group, Lang, DateTime, TimeZone,BIOS, CPU, Memory,
Motherboard, HDD, Screen,GPU, AntiVirus, AntiSpyware, Firewall, Languages, Module DII,
Environment, Process, Soft

Cobpas fBa poekTa ¢ uHTepdeiicamu console u gui. Kommmanposas oz x32 (HO MOXKHO U
o1 X64).

3akuHYyJ1 Ha HECKOJIBKO crcTeM npoBepku VirusTotal, Hybrid-Analysis, MetaDefender
Opswat, Jotti

VirusTotal
2 de9deBee02e07a1044626964e18f533c6eea2dd81c3c14653f625dc77f8C369C Q ™

6 (D) 6 engines detected this file

Nt degdeBee02e0721044626964¢18f533c6eea2dds 1 c3c146537625dc 77facan9e 2.08 MB 2019-12-20 08:39:32 UTC %L
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SecureAge APEX (@ Malicious fenderThetz (D) Gen:NN.ZelphiF 33556 fUO@a8gD4bfi
eGambit (D Unsafe.Al_Score_93% FireEye (D Generic.mg.98e68d0339¢3155¢
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Avast (¥) Undetected Avast-Mobile (%) Undetected
AVG () Undetected Avira (no cloud) () Undetected
Baidu () Undetected BitDefender ) Undetected

MetaDefender Opswat


https://xss.is/threads/34080/
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No vulnerabilities reported! El Malicious o

View full report
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Jottl

J< Tt

Jotti's malware scan Mpoeeputs hain  Monckxswa  fAsbik  YABO(FAQ) KondwgeHUuMansHocTe  Mpunoxenna APl CBAZATHCA CHAMM
testcon_exe
(4L} testcon.exe Craryc Mpoeepka zasepweda. 0/15 aHTUEMPYCOE 0BHADYHKWUAW BPEAOHOCHEIR
Pasmep 968KEaiiT (991 232 GaifT) ' xon
Tun: PE32 executable {console) Intel 80386, for MS Windows AatanposepKi 20 nexabpn 2019 r, 09:16:58 GMT+1
Bnepssie 3amedeHn 20 gexabpsa 2019 r,, 09:16:57 GMT+1
MD5: 2c50abca2das33657f9b69109715f8T8
SHAL: bb28597fed1901 eed7eB884b139aa6c10a0c3d64f
ovostl o, g HWuero He HalineHo : or 20asx 2019r HWUEro He HalAeHo @ Clarm AV 10 a=c 2019r. HUUEro He HalgeHo
i Bitdefender
FEIBRNERY 20 = 2019+ Hiero He Hafaewo PP P g § 20 =k 2018 r. Hudero He HaltaeHo asc 2019r. HUYErD He HalgeHo
F TINET 20ask 2019r. HUYEro He HaWgeHo @FPROT  20aex 2019r. HUYErO He HalaeHo ‘;F-Secure 19 ask 2019r. HUYEr0 HE HaMgeHo
Gam 20 nek 2019 . HUUEro He HalaeHo SAKARUS 19 aec 2019 r. HUUEro He HalaeHo Iq 20 sk 2019r. HUUEr0 HE HangeHo
SOPHOS 0= 2011 Huuero He HaigeHo I)I?EEE 19 pew 2019 r. HUUEro He HalaeHo VBA32 19a=k 2019r. HMuero He HaligeHo

Hybrid-Analysis



® Sandbox -
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Analysis Overview

Submission name:
Size:

Type:

Mime:

SHA256:

Operating System:
Last Anti-Virus Scan:
Last Sandbox Report:

Anti-Virus Results

rowdStrike Falcon

View Details: M/A

Visit Vendor: [#'

B Teuenuu II0JIy 4aca Ha6pa.zmcr, oTueThl. A ux IIPHUJIOXKUJI B apXHBE AJIA T€X KTO XO4YET

IIOCOMTPETb.

CLEAN

Static Analysis and ML @

Last Update: 12/20/2019 0818:34 (UTC)

Quick Scans ~  IliFile Collections

testcon.exe
968KIB

application/x-dosexec

I Resources ~
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ARequest Removal
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Windows il
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View Details: [

visit Vendor: [
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CLEAN

Multi Scan Analysis

Last Update: 12/20/2019 08:18:34 (UTC)

N/A

Multi Scan Analysis
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View Details: N/A

Visit Vendor: [F
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IP: 51.75.62.81

Windows: Windows 7 x64 7601

Username: admin

Computer: USER-PC

Group: Admin

Lang: US

Time: 12/20/2019 6:06:25 AM

TimeZone: Romance Standard Time bias=-60 standardbias=0

BIOS:

CPU: Intel Core Processor (Broadwell, IBRS)
Memory: 2047Gb

Motherboard:

HDD:
IDE\DiskLULZHARDDISK

1.0

cores 2

\42563136363664306362642d3664643335632

Screen: 800x600 32 bit

GPU:

Standard VGA Graphics Adapter
RDPDD Chained DD

RDP Encoder Mirror Driver

RDP Reflector Display Driver

AV:
AS:

displayName Windows Defender
instanceGuid {D68DDC3A-831F-4fae-9E44-DA132C1ACF46}
pathToSignedProductExe %ProgramFiles%\Windows Defender\MSASCui.exe
pathToSignedReportingExe %SystemRoot%\System32\svchost.exe

productState 393472

FW:
Languages:
English (United States)

Module:
tester.exe
ntdll.dll
kernel32.d1ll



KERNELBASE.d11
oleaut32.dll
ole32.d1l1
msvcrt.dll
GDI32.d1ll
USER32.d11
ADVAPI32.dl1l
sechost.dll
RPCRT4.d11
SspiCli.dll
CRYPTBASE.d11
LPK.d11l
USP10.d11
version.dll
netapi32.dll
netutils.dll
srvcli.dll
wkscli.dll
comctl32.d1l
SHLWAPI.d1l1l
shell32.dll
wininet.dll
urlmon.dll
CRYPT32.d11
MSASN1.dl1ll
iertutil.dll
winspool.drv
IMM32.DLL
MSCTF.d1l1l
frida-agent-32.d11
DNSAPI.d1l
WS2_32.d11
NSI.dll
IPHLPAPI.DLL
WINNSI.DLL
Secur32.dll
PSAPI.DLL
WINMM.d11
api-ms-win-core-synch-11-2-0.DLL
wtsapi32.dll
WINSTA.d11
uxtheme.dll
CLBCatQ.DLL
wbemdisp.dll
wbemcomn.dll
wbemprox.dll
wbemcomn2.d11
SXS.DLL
wmiutils.dll
NLAapi.dll
napinsp.dll



pnrpnsp.dll
mswsock.dll
winrnr.dll
fwpuclnt.dll
rasadhlp.dll
CRYPTSP.d11
rsaenh.dll
RpcRtRemote.dll
wbemsvc.dll
fastprox.dll
NTDSAPI.d1ll

Environment:

=C:=C:\Users\admin\Downloads

ALLUSERSPROFILE=C:\Programbata

APPDATA=C:\Users\admin\AppData\Roaming

CommonProgramFiles=C:\Program Files (x86)\Common Files

CommonProgramFiles(x86)=C:\Program Files (x86)\Common Files

CommonProgramwW6432=C:\Program Files\Common Files

COMPUTERNAME=USER-PC

ComSpec=C:\Windows\system32\cmd.exe

FP_NO_HOST_CHECK=NO

HOMEDRIVE=C:

HOMEPATH=\Users\admin

LOCALAPPDATA=C:\Users\admin\AppData\Local

LOGONSERVER=\\USER-PC

NUMBER_OF _PROCESSORS=2

0S=Windows_NT

Path=C:\Program Files (x86)\Common
Files\Oracle\Java\javapath;C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem;C:\Windows"
Files\dotnet\;C:\Program Files
(x86)\dotnet\;C:\Windows\System32\WindowsPowerShell\v1.0\;C:\Users\admin\AppData\Local\Prograr

PATHEXT=.COM; .EXE; .BAT; .CMD; .VBS; .VBE;.JS; .JSE; .WSF; .WSH; .MSC
PROCESSOR_ARCHITECTURE=x86

PROCESSOR_ARCHITEW6432=AMD64

PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 60 Stepping 1, GenuinelIntel
PROCESSOR_LEVEL=6

PROCESSOR_REVISION=3c01

ProgramData=C:\ProgramData

ProgramFiles=C:\Program Files (x86)

ProgramFiles(x86)=C:\Program Files (x86)

ProgramW6432=C:\Program Files
PSModulePath=C:\Windows\system32\WindowsPowerShell\v1l.0\Modules\
PUBLIC=C:\Users\Public

SESSIONNAME=Console

SystemDrive=C:

SystemRoot=C:\Windows

TEMP=C:\Users\admin\AppData\Local\Temp
TMP=C:\Users\admin\AppData\Local\Temp

USERDOMAIN=USER-PC



USERNAME=admin

USERPROFILE=C:\Users\admin

windir=C:\Windows

windows_tracing flags=3

windows_tracing logfile=C:\BVTBin\Tests\installpackage\csilogfile.log

Process:

[System Process]
System

smss.exe

csrss.exe

wininit.exe

csrss.exe

winlogon.exe
services.exe

lsass.exe

1sm.exe

svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
audiodg.exe
svchost.exe
svchost.exe
spoolsv.exe
svchost.exe
taskhost.exe

dwm.exe

explorer.exe
svchost.exe
svchost.exe
SearchIndexer.exe
wmpnetwk . exe
svchost.exe
WmiPrvSE.exe
sppsvc.exe

pyw.exe

pythonw.exe
SearchProtocolHost.exe
SearchFilterHost.exe
tester.exe
frida-winjector-helper-32.exe
conhost.exe
frida-winjector-helper-32.exe
frida-winjector-helper-64.exe

Soft:

Google Chrome

Mozilla Firefox 68.0 (x86 en-US)
Steam



Microsoft .NET Core Runtime - 2.2.6 (x86)

OpenOffice 4.1.6

Java 8 Update 221

Java Auto Updater

Microsoft .NET Core Runtime - 2.2.6 (x64)

Google Update Helper

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft .NET Core Host FX Resolver - 2.2.6 (x86)

Adobe Acrobat Reader DC

Microsoft .NET Core 2.2.6 - Windows Server Hosting

Microsoft ASP.NET Core 2.2.6 Shared Framework (x86)

Python Launcher

Microsoft .NET Core Host - 2.2.6 (x86)

Microsoft .NET Core Runtime - 2.2.6 (x86)

Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14.21.27702

fl HeMHOro onTumMusuposan FIOLI,60pKy AaHHbIX WU pa3genun gnAa 6bonee yJJ,O6HOFO aHanu3a. W Tak Ha4dHem.

[b]CPU[/b]

[code]

Intel Core Processor (Broadwell, IBRS) cores 2
Intel(R) Xeon(R) CPU E5-1650 © @ 3.20GHz cores 1
Intel Core Processor (Broadwell, IBRS) cores 2
Intel Core Processor (Broadwell, IBRS) cores 2
Intel(R) Xeon(R) CPU E5-1650 © @ 3.20GHz cores 1
Intel(R) Xeon(R) CPU E5-1650 © @ 3.20GHz cores 1
Intel Core Processor (Broadwell, IBRS) cores 2
Intel Core Processor (Broadwell, IBRS) cores 2
Intel(R) Xeon(R) CPU E3-1245 V2 @ 3.40GHz cores 1
Intel(R) Xeon(R) CPU E5-1650 © @ 3.20GHz cores 1
Intel(R) Xeon(R) CPU E3-1245 V2 @ 3.40GHz cores
Intel(R) Xeon(R) CPU E3-1245 V2 @ 3.40GHz cores
Intel(R) Xeon(R) CPU E5-2630 v4 @ 2.20GHz cores
Intel(R) Xeon(R) CPU E5-2630 v4 @ 2.20GHz cores
Intel Core Processor (Broadwell, IBRS) cores 2
Intel(R) Xeon(R) CPU E3-1245 V2 @ 3.40GHz cores 1

NN R

BupTysibHbIe MalIMHBI HE UCIIOJIB3YIOT O0JIee ABYX AAED.

0S
Code:



Windows 7 x64 7601
Windows XP x32 2600
Windows 7 x64 7601
Windows 7 x64 7601
Windows XP x32 2600
Windows XP x32 2600
Windows 7 x64 7601
Windows 7 x64 7601
Windows XP x32 2600
Windows XP x32 2600
Windows XP x32 2600
Windows XP x32 2600
Windows 7 x32 7601
Windows 7 x32 7601
Windows 7 x64 7601
Windows XP x32 2600

MOKHO 3aMEeTUTb, YTO BCE CUCTEMBI aHA3a HA BUPTYyaIbHBIX MaIllHAa BhIIIe oc yeM Windows
7 He UCIOJIb3YIOT.

Memory
Code:

127Mb
2047Mb

BupTysibHbIE MAIIMHBI UCIIOJIB3YIOT TOJIBKO 127 WK 2047 MO.

HDD
Code:



HDD:
IDE\DiskLULZHARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

HDD:
IDE\DiskLULZHARDDISK

HDD:
IDE\DiskLULZHARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

HDD:
IDE\DiskLULZHARDDISK

HDD:
IDE\DiskLULZHARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

HDD:
IDE\DiskVBOX_HARDDISK

1.0 \42563136363664306362642d3664643335632
1.0 \42566332663737616134342d303834633931.
1.0 \42563136363664306362642d3664643335632
1.0 \42563136363664306362642d3664643335632
1.0 \42563437666164613164652d353263636637.
1.0 \42563437666164613164652d353263636637.
1.0 \42563136363664306362642d3664643335632
1.0 \42563136363664306362642d3664643335632
1.0 \42563735623738646362632d303237313066.
1.0 \42566332663737616134342d303834633931.
1.0 \42563735623738646362632d303237313066.
1.0 \42563539373231323339342d323239663931.

HDD: IDE\DiskVbt1M@9q57d
HDD: IDE\DiskFCS9sR15u@z
HDD:
IDE\DiskLULZHARDDISK

b85z49wmasoLEARKgMgsIr5F98Z

JC1a6893HroLUyJTulbzWoI8m52

1.0 \42563136363664306362642d3664643335632

HDD:
IDE\DiskVBOX_HARDDISK

1.0 \42563235396138333438372d323932323964.

BupTtysipHBIE MalIMHBI B HA3BAHUU KECTKOI0 IncKa /iBa Bapuanta VBOX u LULZ

Process
Code:

frida-winjector-helper-32.exe
frida-winjector-helper-64.exe

pyw.exe
pythonw.exe
python.exe



Bririe crimcok mpuio:keHu KOTOPBIN ObLIN 3amyliieHbl Ha VM, 5 BBIJIEJINII TOJIBKO T€, KTO
MO/IEPKUBAIOT PAOOTY CUCTEMBI aHATUTUKH.

DIl
Code:

frida-agent-32.d11
frida-agent-64.d11

DIl cucTeMbl aHATUTHKYU KOTOPBIE ObLIN JOOABIEHBI K IIPUIOKEHUIO.

GPU
Code:

Standard VGA Graphics Adapter
RDPDD Chained DD

RDP Encoder Mirror Driver

RDP Reflector Display Driver
VirtualBox Graphics Adapter
NetMeeting driver

RDPDD Chained DD

Buzieo kaptel - craggaptHele 111 VM

Ncxomuauku codra ¢ 6ubimoTekoit coopa mHGOPMAITUN U OTYETHI:

Link:
https://mega.nz/#!4dxioYib!2uA70PnfthgAo7welppoWUJnU4ACsmgySONZWD74gU40
Pass: exploit.in

Yro HaM 3TO Jaer?

ITo BBIIIEN3I0KEHHBIM JTAHHBIM MOKHO CO3/1aTh CUCTEMY KOTOpPasi OyJeT AeTeKTUPOBATh
CHCTeMy aHaJIN3a IMOCTPOEHHYIO Ha BUPTYyaJIbHOM MaIllTHE W OOXOUTH €€ MJIN He 1aBaTh
3aIyCKaThCA.

ITO B CBOIO OUepeah JlacT OoJiee JOJITHH IIPOIlece He MonaaThesi B 6a3bl JAHHBIX
QHTUBUPYCHBIX KOMIIAHUM.

PS: BceM crracub0 KTO JOUYUTAJ 0 KOHIA

J10II0JIHIO JI0TaMU KOTOpbIe IPUIIIN Yepe3 10 YacoB. TH JIOTU NOKA3bIBAIOT, YTO IIOCTIe
aBTOMAaTHU3UPOBAHHBIX cUCTeM aHasu3a daiij yies peBepcepam /i pyYHOro aHaIu3a 1


https://mega.nz/#!4dxi0Yib!2uA70PnfhgA07welpp0WUJnU4ACsmgySONZWD74gU4o

ITOATBEPIKIEHUA. 3aMETHUJI elnle, uTo K nmotHoneHHbIM GUI cucteMsbl 60Jtee JIOSITBHO
OTHOCSTCS.

Link: https://mega.nz/#!cV4BXYiK!ITApNwnMT5Py_eMpCq21H4lyaFI-
20VgKC_G9z3_GDTU

Pass: exploit.in
(L1) cache


https://mega.nz/#!cV4BXYiK!IApNwnMT5Py_eMpCq21H4IyaFI-2oVgKC_G9z3_GDTU

