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Organismo-App-inspector within Microsoft Word 2018.

Update !

This article was written while finding a solution to inject Organismo framework, or any other
library, into hardened applications. The article described a journey to overcome the
limitations that prevent code injection, until we stumbled into the final hurdle of AMFI and the
Gatekeeper.

Gladly, a little research on AMFI brought a surprising solution. You may jump to the end of
the article to find out the solution to inject code freely on any Mac App. However the content
until there is really interesting if you are into the details of the OS X (& iOS) system security.
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In Part | we saw how easy it is to inject code into Mac Apps, from Calculator to Mail, even
more surprisingly, into Microsoft Apps like Word 2018. Why would such important
applications not have a simple protection (hardening) against external code injection is not
easy to understand. In fairness we must say that in Part | we worked with the condition of
disabling System Integrity Protection (SIP) which is a major security layer on OS X.

In Part | we used a dynamic code injection techique using the DYLD_INSERT_LIBRARIES
environment variable, an old property of the Dynamic Linker ‘dyld’ to load external libraries.

However, as one would expect, the simple dynamic code injection used in Part | would not
succeed in (important) Apps such as iTunes, Xcode, Photos... These Apps are hardened to
instruct the ‘dyld’ to disable the injection defined by environment variables as well as to reject
code that does not match code signature of the Application.

In this story we will walk towards finding a solution to inject external code into hardened Apps
like iTunes and Xcode.

Hardened Runtime

The Hardened Runtime, along with System Integrity Protection (SIP), protects the runtime
integrity of your software by preventing certain classes of exploits, like code injection,
dynamically linked library (DLL) hijacking, and process memory space tampering.

There are two ways to harden your Application, the official one is by using entitlements and a
less common one by creating a _ RESTRICT segment in the Mach-O binary.

To harden your Application in Apple’s official way navigate in Xcode to your target’s Signing
& Capabilities information and click the + button. In the window that appears, choose
Hardened Runtime.

2 2 p i MyApp ;BB My Mac | MyApp: Ready | Today at 5:45 PM + iy I = |
BEHTROMS == BB B Myrpp g
¥ ; MyApp D General Signing & Capahilities Resource Tags Infa Build Settings Build Phases Build Rules

¥ Myfpp
PROJECT + Eapability s
. AppDelagate.swift = - Capability m Duabug Releass
Assels rcassels = Myhpp » Signing
Madn_storyboand TARGETS
i = Myl
L1 MyApp.entitlements
F .| Products
+ - ®
+ @ OF = =
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Then add the capability ‘Hardened Runtime”. Check in ‘Build Settings’ that “Hardened
Runtime” is enabled.

8 p i vy Myapp ) BB My Mac | MyApp: Ready | Today at 5:22 PM + 00O 3 O
BEZQMASEo B B + B myrpp [
¥ g MyApp D General Signing & Capabilities Resource Tags Infa Build Settings Build Phases Build Rules
¥ Myfpp
PROJECT - Capability
. AppDelogate swilt = + Capability Debug  Releass
" TR RLRT -
Asseis Kcassels = Myhop EF
Main.storyboand TARGETS
i ¥ Hardoned Runtime ®
Info.plist var Myhpp
E R s Runtime Exceplions Allow Execution of JiT-compiled Code
F | Products
Allow Unsigned Executable Memory
Allaw DYLD EAvironment Variabbes
+ = @®
-+ | @ Fil O = =

Find Apple’s documenttion here:

Hardened Runtime Entitlements

The Hardened Runtime, along with System Integrity Protection (SIP),
protects the runtime integrity of your software by...

developer.apple.com

All About Notarization - WWDC 2019 - Videos - Apple Developer

Notarization is all about identifying and blocking malicious Mac software
prior to distribution, without requiring App...

developer.apple.com

Hardening by Entitlements

We’ve seen that Xcode allows to harden one Application in a simple manner, but how are
they applied to the binary and where are they kept in a binary.

Let’s start by retrieving the the entitlements of any Application binary, this is done using
codesign, lets’ do it on Music.app:

$ codesign -d --entitlements :-
/System/Applications/Music.appExecutable=/System/Applications/Music.app/Contents/MacO0s
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This is the output of the codesign command containing the xml list with the entitlements of
the Music.app:

<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST
1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd"><plist version="1.0"><dict>
<key>com.apple.PairingManager .Read</key><true/>

<key>com.apple.PairingManager .RemovePeer</key><true/>

<key>com.apple.PairingManager .Write</key><true/>
<key>com.apple.amp.artwork.client</key><true/><key>com.apple.amp.devices.client</key>
<true/><key>com.apple.amp.library.client</key><true/><key>com.apple.application-
identifier</key><string>com.apple.Music</string>
<key>com.apple.authkit.client.internal</key><true/><key>com.apple.avfoundation.allow-
system-wide-context</key><true/><key>com.apple.avfoundation.allows-access-to-device-
list</key><true/><key>com.apple.avfoundation.allows-set-output-device</key><true/>
<key>com.apple.cdp.recoverykey</key><true/><key>com.apple.mediaremote.allow</key>
<array><string>TVPairing</string></array>
<key>com.apple.private.accounts.allaccounts</key><true/>
<key>com.apple.private.applemediaservices</key><true/><key>com.apple.private.aps-
connection-initiate</key><true/><key>com.apple.private.audio.notification-wake-
audio</key><true/><key>com.apple.private.bmk.allow</key><true/>
<key>com.apple.private.commerce</key><array> <string>Accounts</string></array>
<key>com.apple.private.fpsd.client</key><true/>
<key>com.apple.private.notificationcenter-system</key><array> <dict>
<key>identifier</key> <string>com.apple.appstoreagent</string> </dict></array>
<key>com.apple.private.rtcreportingd</key><true/>
<key>com.apple.private.security.storage.mobilesync.heritable</key><true/>
<key>com.apple.private.sqlite.sqlite-encryption</key><true/>
<key>com.apple.private.tcc.allow</key><array> <string>kTCCServiceAddressBook</string>
<string>kTCCServicePhotos</string> <string>kTCCServiceAppleEvents</string>
<string>kTCCServiceSystemPolicyAllFiles</string> <string>kTCCServiceCamera</string>
</array><key>keychain-access-groups</key><array> <string>com.apple.pairing</string>
<string>com.apple.airplay</string> <string>apple</string></array></dict></plist>

At runtime the OSX/iOS needs to validate the operations and resources accessed by the
executable, for that it needs to know what has the App been validated for, via the
entitlements. The entitlements are kept in the binary Mach-O structure itself, in the ‘Code
Signature’ setion.
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The Code Signature section in Music.app binary.

Entitlements is therefore a simple xml list of keys defining the entitlement and its properties.

Although Apple documents and offers a handful of them to programmers, internally there
might be hundreds.

The assignment of entitlements to an App is a matter of defining the entitlements xml file in

the codesign command:
$ codesign --entitlements entitlements.xml -f -s "iPhone Distribution: Company

(XYZ)" Payload/Example.appAn interesting option when resigning an App that has
already the entitlements set use the flag:--preserve-metadata=entitlements

Hardened by _ RESTRICT

A __RESTRICT segment is a section in the Mach-O binary file that can be created at link
time. The section has no content. It acts like a flag to instruct the ‘dyld’ to perform code
signature validation to all code loaded to the process.

See bellow how does the _ RESTRICT section look like in iTunes:
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T @® M iTunes

[ —raw i 0 Q

¥ Executable [(X85_64]) pFile Data LD Custa HI Walise
Mach&4 Header

* Load Commands

F SectionBd [_TEXT, _text)

= Spctiongd [_TEXT, _stubs)
SectionB4 [_TEXT, _stub_helper)
SectionBd [_TEXT,_const)

* SectionGd [_TEXT,_chjc_methname)

F SectionBad [_TEXT, _cstring)

* Sectiond [_TEXT, _eslogstring)
SectionB4 [_TEXT, _gec_excapt_tab)

¥ SectionBd [_TEXT,_objc_classname)

* SectionGa [_TEXT,_chjc_mathtype)
SectionB4 [_TEXT, _ustring)
SectionBd [_TEXT, unwind_infa)

* Sectiond [_TEXT, _eh_frame)

F SectionBd [_DATA, _nl_symbal_ptr)

* SectionGa [_DATA, _got)

* SectionBa (_DATA, _la_symbol_pir)

* SectionB4d [_DATA,_mod_init_func)
SectionEd [_DATA, _const)

= SpetionBd [_DATA, _clstring)

* SectionBd [_DATA, _objc_classlist)

* SectionGa [_DATA, _objc_catlist)

* SectionBa [_DATA, _abje_pratalist)

* Spctiongd [_DATA, _objc_imageinfo)

* SectionB4 [_DATA, _obje_const)

F SectionBd [_DATA, _aobjc_selrefs)
SoctionGa [_DATA, _obje_protorafs)

k SpationBd [_DATA, _abje_elassrafs)

* Spctiond [_DATA, _objc_superrefs)
SectionB4 [_DATA, _obje_lvar)

¥ SectionBd [_DATA, _obje_data)

* SectionGa [_DATA, _data)
SectionB4 [_DATA, _thread_vars)
SectionB4 [_DATA, _thread_data)

* Dynamic Loader Info

* Function Starts

* Syrmbaol Table

* Dynamic Symbol Table
String Takle
Code Signature

Processing in background... ﬁ

The _ RESTRICT section in iTunes.

Creating the _  RESTRICT segment in Xcode is actually very easy. It is done by adding the
following flags into your “Other Linker Flags”:

-W1l, -sectcreate, _ RESTRICT,_ restrict,/dev/null

Why Is the Injection Rejected

The _ RESTRICT segment flags the ‘dyld’ to activate the code signature validation for all
library to be loaded.

We saw in Part | how the injection in iTunes failed with the following message:
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“dyld warning: could not load inserted library into hardened process because no suitable
image found. Code signature in framework not valid for use in process using Library
Validation”

Lando@jan-machook-pro:~§ DYLO_INSEAT_LIBRARIES=/Users/jongabilonde/Library/Developer/dcodesDerivediata/Organismo=-ablreviefavikmef Thidf ive
:gun:.fl]-ui'ld.-'Prdductsfﬂehugﬂrrgunisu nac. framework/Versions/A/Organismo-nac FfApplications/iTunes.app/Content s/Hachs/iTunes
dyld: warning: could not Load inserted Library 'SUsers/jongabilomdes/Libracy/Developer/Xcode/Derivedbata/Organismo-ablrouie favke Ihidf ivezgoics
BuildsProducts/Debug/drganismo=nac. framework/Versions/AfOrganisno=nac’ into hardened process because no suitable image found. Did find:
FUsers/jongabilondosLibrary/Develaper/Xcade/berivedbatafOrganisno-ablrevie favkewf lhidf ivezgeic/Build/ProductsDebugfOrganisno-mac . frame
wark/versions/af0rganisno-sac: code sigrature En (fUsers/jengabilenda/Library/Developer/Xeode/DerivedData/Drganisao-ablreviefavkew Lhidf ivezgol
c/Build/Products/DebugsOrganisno-mac. fromewark/Versions/AfOrganisne=mac) not valid for use in process wusing Library Validation: mapping process
is a platform binary, but mopped file is not
FUsers/ jongabilondesLibrarys/Developer/Xcode/Derivedbatas/Organisno-ablreviefavkew! lhidf ivergeic/Build/Products /DebugsOrganisno-mac . frame
work/Versions/AsOrganisno-mac: statl) failed with errno=1
fusers/jongabd londo/Library/Developer/Xcode/DerivedtatasOrganisae=ablreviefaviewf Lhidf ivergeic/Build/Products/Debug fOrganisno=-mac . frame
wark/Versions/AfOrganisno-mac: code signature in (fUsers/jongabilondosLibrarysDevelopersXcode/DerivediatasOrganisno-ablrcuiefavkewfLhidfivergoi
efBuild/Products DebugsOrganisne-sac. f rasewark/VersionsA/Organisne-mac) not valid for use in process using Library Validatiom: sapping process
is a platform binary, but mapped file is not

If we analyse the code signature of iTunes and Organismo we can see they obviously have a
different code signing values (certificates):

Executables/dpplications s iTunes. app/Content s /Macls/ iTunes
Identifierscom,apple. iTunes

Formateapp bundle with Mach=0 thin [xB86_64)

CodeDirectory w=20100 size=266721 flags=@x2000(Llibrary-validation) hashes=832845 location=enbedded
Flatform identifier=T

Hash type=sha2ié sire=32

CandidateCDHash shaZ56sbddGE19ddb29BTR46ehGdc2Hd150d51 784594391
Hash choices=shal5e
CDHash=bdd&6E819ddb2 B0 7a46ebEdc29d158d51784594391

Signature sire=44B5

Autharity=Software Signing

AuthoritysApple Cede Signing Certification Awthority
Authority=Apple Root CA

Info.plist entries=d42

TeanIdentifisr=not set

Sealed Resources versions? ruless13 files=4142

Internal requirements count=l sizes=Bd

iTunes code signature values.

Identifier=com.organismo-robile.Organismo
Format=bundle with Mach-0 thin (x86_64)
CodeDirectory wv=20200 size=1054 flags=@x@{none} hashes=27+3 location=embedded
Hash type=sha256 size=32

CandidateCDHash sha256=76cedi9ac@320320e611188c6b2c48a04300b7348

Hash choices=sha25é

COHash=76ced99ac@3ad3afesf1186c6b2ca8a943bbTIAE

Signature 5ize=4738

Authority=Apple Development: Jon Gabilendo [HSI MR}

Authority=fApple Worldwide Developer Relations Certification Authority
Authority=Apple Root CA

Signed Time=17 Sep 2019 at 16:22:49

Info.plist entries=19

TeamIdentifier=NR ZC

Sealed Resources version=2 rules=13 files=4

Internal reouirements count=1l size=195

Organismo code signature values.

Approaches to Overcome Hardening

In order to overcome the hardening barrier, these are the ideas that come to my mind. From
foolish to realistic, they are:

1. Build our own tweaked ‘dyld’ and instruct the Application to use it, instead of the default

‘lusr/lib/dyld’.
2. Codesign all software components with your own Certificate.

3. Remove the _ RESTRICT segment.
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Option 1. Create a Custom dyld

This is certainly a bold idea. To build a custom ‘dyld’ removing all the security measures that
would not care about SIP or _ RESTRICT, sounds exciting. This option comes motivated by
two ‘reasonable’ facts. First, the ‘dyld’ code is open source:

macOS 10.14.5 - Source

Please be advised that unless your final product is also open source,
incorporating open source software containing...

opensource.apple.com

second, as we saw in part |, the Mach-O binary of every App specifies what dynamic linker
must be used. In Mac OS X is always ‘/usr/lib/dyld’:

280 M Chess
w40 -
vExccutable (X86_84) i Dats e o
w:ﬁh gq Hmf: GO00RE3E  DRRADRE tommand LC_LOAD_DYLINKER
:a s‘:rgmz:m AGEZERO féagoR3C 00800020 Comsand Size 32
T :—P - " aoeopmae  pomsenoc str Offset 12
e =3 /TEXT) @98PRB4Y  IFT573722F6CAI622FE4TI6. Name fusr/lib/dyld

» LC_SEGMENT_ B4 (_DATA)
LC_SEGMEMNT_B4 [_LINKEDIT)
LC_DYLD_INFO_ONLY
LE_SYMTAR
LC_DYSYMTAB

LC_LOAD_DYLINKER

As of today the macOS 10.14.5 open source site has more than one hundred projects. The
Dynamic Linker of OS X and iOS is right there. Impressive.
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aoe p 05 b ) By st dyld: Raady | Today ot 17341 : + el O3

BE g a o @B ] 4> M
¥ 5] dyld || Gangral Gigrirg B Capabilities Rgpgurce Tags Dudd Sestinge Pl Pharas Bt Pslen
* [ iessing
PROJECT Ba atoamized m -

Ny _ FA—— . | Le +

B dyid
L3
¥ [ e TARGETS * Architeetures
» B inchade [P =
* B Producte ) upedane dyia share Aeddivionl SDKS
L ] [=JEERE] g chineciunes Sxpradand Aechiteciures (B4 ba bntel) « FIARCHS STARDA 5
& [ lwench-cacka Baso S0 macasinsemal {SDK nat fpund) T

I i = -
= B Framewaris ¥ Bl Active Architesture Dindy

T Bedyid dyid Bebug s 5

[ et dydd shave Botdanis i &

I st i sharess Svpparied Matleims wabthés matean ipheassimuliternans iphanesmulalor. &

Vakd ArChiteChunes i348 nllf 4
[ yi_shared_cache
2 Wi 5
W undate, dyid s e
B+ - oo

Well, first problem:

Base SDK Mac0SX.internal (SDK not found)

MacOSX.internal... Okay... | understand, Apple has its own SDK, makes sense. Can | get it
? Obviously not. So lets set the Base SDK to what we’ve got by default: ‘macOS’.

What happens from then on is a never ending compilation attempts with missing includes:
_simple.h, Block_private.h, coreSymbolicationDyldSupport.h, CrashReporterClient.h,
cs_blobs, objc-shared-cache, etc. etc. efc.

One can painstakingly find the missing includes from different packages of the open source,
until it makes no sense to continue. There must be a better way to do it, but it's nowhere to
be found.

This option ends here. One wonders how does Apple understand open source.

Option 2. Re-Codesigning with Your Certificate

We assume that the Organismo framework is rejected by the ‘dyld’ because its code signing
certificate is different from the one of iTunes. Organismo uses your Developer Certificate,
iTunes uses Apple’s Private Certificate.

Therefore we assume that code signing iTunes with our Dev Certificate, the ‘dyld’ will pass
the code integrity validation when loading Organismo.

Re-codesigning any App is as simple as (remember to work on a copy of the App !):

$ codesign --deep --force --preserve-metadata=entitlements -s ‘Mac Developer: Jon
Gabilondo (HSU...MR)’ /Users/jongabilondo/Desktop/iTunes.app
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Checking the signature with ‘codesign -dvvv’ we can actually see that the signature is now
‘Jon Gabilondo’, which is what we wanted. Let’s run the modified iTunes to see if it runs
properly, before we attempt the injection:

$ DYLD_INSERT_LIBRARIES=/path_to/0Organismo-mac.framework/Versions/A/0Organismo-mac
/Users/jongabilondo/Desktop/iTunes.app/Contents/Mac0S/iTunes

iTunes cannot be opened because of
a problem.

® Check with the developer to make sure iTunes works
with this version of macOS. You may need to reinstall
the application. Be sure to install any available
updates for the application and macOS.

Click Report to see more detailed information and
send a report to Apple.

? lgnore Report...

The assumption of having the same code signature was right, partially. It did not consider the
ramifications of dylib dependencies that will always end up in an Apple system dylib with
Apple’s Signature. Like we see in the error report of the modified iTunes, the dylibs of iTunes
have Jon’s signature, but its dependencies always end up in Apple’s OSX /usr/lib dylibs.

Option 2 not good either.
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Problem Repaort for iTunes

iTunes cannot be opened because of a problem.

Check with the developer to make sure [Tunes warks with this version of macOS. You may need 1o reinstall the application. Be sure 1o install any
available updates for the application and macQs.

Click “Soend to Apple” to submit the repart 1o Apple. This information is collected anonymousty,
F Comments
Problam Details and System Configuration

dﬁd_hiaa ;;:Ih:r"f;;ﬁi;g_dépﬁ;ﬁél;t libraries
Bexpcutable_pathy.. /Frameworkss Libgnsdk_dsp. 3. 26. 1. dylib

Oyld Error Message:

Library not loaded: gexecutable_path/. . /Fracewarks/libgnsdk_dsp.3.06.1.dylib

Referenced from: SUsersSUSER/Desktops iTunes. app/Content sMac0S/ iTunes

Aeason: wnsafe use of @esecutable_path in SUsers/USERSDesktops iTunes.app/Contents/Mac0S/ iTunes with
restricted binary

Binary Images:
Ba10BC14848 = Bx18293cfe?  com.apple. iTunes (22.9.5 = 12.9.5)
= ICIRITET=5043-3830-E50E-508036ICE0A4> FUsers /USERS/Desktop/ iTunes, app/ Content s MaclS/ iTunes
axldaliToan - @xlBalaléef dyld [655.1.1] <CEGISDB2-D4TE-Z005-A0AI-GBD9BZETETS0= Jusr/Lib/dyld
BT 1126933008 - BxTIIFLOITIFT  com.apple.agl (3.3.2 - AGL-3.3.2] <D1753ATC-4108-3778-
BAST-SEDIDCEOBER > /SystemfLibrary/Frameworks AGL. frammuork/Vers ions SASAGL
B Ff FZRA30000 ~ BxTFfIbb14ff3  com.apple.avfoundation (2.8 - 1548,22) <TIIEG40A-TE1S-IFRC-B0AC-
DTCECAZEOHAE= [Svsten/Library/Frameworks/AVFoundation, fromeworksVersions/AfAVFoundat 1on

? Hide Detalls Don't Send Send to Apple

Error loading dylib because binary is restricted.

It is always very useful to read Apple’s :

macOS Code Signing_In Depth

Code signing_is a facility by which developers can assign a digital identity to
their programs. Apple provides the...

developer.apple.com

Option 3. Removing the _ RESTRICT segment

I’'m left with the last bullet. If the _ RESTRICT segment is the flag that is activating the code
signature validation, we might just remove it from the Mach-O binary.

This approach requires static code modification, which obviuously causes the binary

(checksums) invalidation. But we know how to recodesign an App with our Dev Certificate so
there should be no problem.

Removing the _ RESTRICT segment

Several tools could be used to modify a Mach-O binary file, you can choose your favourite.
Here | will use iHex editor. Find the _ RESTRICT segment and rename it , for instance to:
__ XESTRICT. Save the file and codesign it with your Dev Certficate.
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Hex [0

ey
2352
2380
2488
2436
2464
2492
2528
2543
2576
2684
2632
2660
2688
2716
2744
2772
2800
2828
£2856
2884
2912
2948
2968
2996
3024
3852
30
3188
3136
3164
3192
3228
3248
3276
3384
3332
3360
3388
3416
Fdaa
3472
3580
3528
3556

Signed Int
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45 bytes selected at offset 3115 out of 34393408 bytes

Renaming the _ RESTRICT segment of iTunes Mach-O binary.

Now let’s inject Organismo into iTunes:

$ DYLD_INSERT_LIBRARIES=/path-to/Organismo-mac.framework/Versions/A/0rganismo-mac
/Users/jongabilondo/Desktop/iTunes.app/Contents/Mac0S/iTunes

This time Organismo framework was successfully loaded into iTunes.
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Update for Catalina!

Mac OSX Catalina has added new system protections. After changing the RESTRICT
section the Apps and re-codesigning with the Dev Certificate it does result in a non valid

App.

Music.app crashes on start. The logs hint to the the taskgated-helper and amfid processes.

The error says: Disallowing com.apple.Music because no eligible provisioning profiles
found.

Here the Console logs:
error 11:06:47.743379+0200 error 11:06:47.743805+0200 default 11:06:47.743834+0200
default 11:06:47.743870+0200 default 11:06:47.743884+0200 default

11:06:47.744097+0200 default 11:06:47.744129+0200 default 11:06:47.744136+0200
default 11:06:47.744201+0200

The taskgated process belong to a daemon that can be found in:

/System/Library/LaunchDaemons/com.apple.taskgated.plistand the
related:/System/Library/LaunchDaemons/com.apple.taskgated-helper.plist

Which executables are : /usr/libexec/taskgated and /usr/libexec/tasgated-helper
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[ ] (] com.apple.taskgated.plist

- com.apple.taskgated.plist ) Mo Selection B = [
Key Type Value
¥ Root Dictionary (5 items)
POSIXSpawnType String Interactive
EnableTransactions Boolean YES o
Lakel String com,appletaskgated
¥ MachServices Dictionary (1 item)
¥ com.apple.taskgated Dictionary (1 item)
TaskSpecialPort MNumber 9
¥ ProgramArguments Array (1 item)
lterm O String fusr/libexecitaskgated

The amfid is a daemon of the Apple Mobile File Integrity found in
/System/Library/LaunchDaemons/com.apple.MobileFilelntegrity.plist which launches
/usr/libexec/amfi.

®09 com.apple.MobileFilelntegrity. plist
B ¢ > com.apple.MebileFilaintegrity. pist | No Selection a = M
Kay Typa Valua
Roat @ Dictionary £ (& items)
Lateel aaring mm.anpl&.MobilnF:‘eImeg:iw
¥ MachSorvicns Dicticnary {1 fam)
¥ cam.apple MabileFSeintegeity Dicticnary {1 igem)
HostSpecialPort Mimbar 18
¥ LaunchEwenis Dicticnary {1 i%em)
¥ cam.appledsavems.malching Dictiznary {2 inems)
 cam.apple.MabileFilointegrity. CodoRequirementPrefsChanged Dicticnary {1 i1em)
Pk Saring fLibrargPreferancesficam.apple securiy coderaquirements.plist
¥ com.apple.MoblloFiloIntegrity. LibraryValidationPrefsChanged Dicticnary {1 fam)
Path Saring {LibraryPreferencesficom.apple. security ibraryvalidation. plist
¥ ProgramArgumants Areay {1 itam)
1tem O String fuseflibexecfamfid
POSIXSpawnType aaring Interacisog
Enablefressured Exit Baclean YES ;

This is a very interesting article on AMFI:

AMFI: checking file integrity on your Mac
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https://eclecticlight.co/2018/12/29/amfi-checking-file-integrity-on-your-mac/?source=post_page-----ddb13ebc8191--------------------------------

Digging around looking at signature checking for apps in Mojave brought
me in contact with a part of macOS with which I...

eclecticlight.co

We can assume that these two Apple Security daemons are rejecting our codesigned
Music.app because the entitlements it requires are not accepted for our Dev Certificate. To
confirm this we can create an entitlements file based on Music.app’s entitlements and
removing the entries that start com.apple.private.*. The resulting Music.app will pass the
AMFI and Gatekeeper security validation and it will launch, but it will fail in operations that
require those entitlements.

These is a great WWDC video on Gatekeeper and other security updates for Catalina:

Advances in macOS Security - WWDC 2019 - Videos - Apple
Developer

We are on a journey to continuously improve macOS security, with a
particular focus on preventing malware and...

developer.apple.com

The Solution

The ending of the first version of the article was this one:

For my purpose of making Organismo App Inspector still work in Catalina and coming
versions, the direction to take is to get dyld, AMFI and the Gatekeeper ‘out of the way’, i.e. to
disable their integrity validation.

The expression to ‘get them out of the way’, could have not been more premonitory. See the
entry on AMFI on iphonewiki.

The amfi kext recognizes quite a few boot-args, including: — Allowing the above to
proceed even without entitlement — Allowing any digital signature on code, not just
Apple’s — disable amfi — Disable code signing enforcement — Debug code signing

We can set a boot-arg to disable AMFI daemon process completely !

% sudo nvram boot-args="amfi_get_out_of_my_way=0x1"(careful with the quotes if you
copy-paste.)

Reboot. The AMFI will disappear from your system. Organismo is free to be injected into any
App.
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https://eclecticlight.co/2018/12/29/amfi-checking-file-integrity-on-your-mac/?source=post_page-----ddb13ebc8191--------------------------------
https://developer.apple.com/videos/play/wwdc2019/701?source=post_page-----ddb13ebc8191--------------------------------
https://www.theiphonewiki.com/wiki/AppleMobileFileIntegrity

% DYLD_INSERT_LIBRARIES=/path/to/0Organismo-mac.framework/Versions/A/Organismo-mac
/System/Applications/Music.app/Contents/Mac0S/Music

> & “«— 0
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Organismo injected into Music.app

Thanks !

| hope you enjoyed it. You may explore it yourself using Organismo.

JonGabilondoAngulo/Organismo-Lib

Organismo framework to be injected into Mac Apps to explore them at
runtime...

github.com
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https://github.com/JonGabilondoAngulo/Organismo-Lib?source=post_page-----ddb13ebc8191--------------------------------

