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To completely understand what’s going on in a market that has been growing in the last
years | found mandatory to know which players are dominating it. Always remember that
behind every user of the Internet there is another human like you, so if you can be kind
enough to reach them and they agree, you can have a little talk. Asking things is not a crime.

Let’'s see, LummaC2: @lummanowork

LummaC2 Bugs

Ah, so it's you, gOnjxa

gOnjxa

Do you know me?

LummaC2 Bugs

Certainly

gOnjxa

| like malware, there's nothing personal about people

| try to be good people

LummaC2 Bugs

That's right. It would be nice if you didn't send reports to our domains

1@ so often
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English translations from Russian

The Lumma guy seemed to know me before | even started to talk to him. I'm actively tracking
Lumma C2s and reporting them to Abuse ThreatFox. So yes, the stealer guys also seem to
be looking at us :)

He shows himself as a kind and open person, and | have nothing to reproach. He was,
indeed, very kind to me.

The interview was made in Russian. Since | was using a translator, questions will be shown
in original english, and answers will be given both in original Russian (in case translation is
misled) and translations to english.
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gOnjxa

how would you describe Lumma?

LummaC2 Bugs

| think it's one of the most technologically advanced stealers on the
market right now, the technology comes from us first, and then it
comes from the competition. We are always working to improve the
product, despite the fact that we already have a lot of customers. Many
people rest on their laurels, we don't.

How would you describe Lumma?

A Oymaro celivac 3mo 00UH U3 caMbIX MEXHOI02UYHbIX cmusiiepos(stealer) Ha pbiHKe,
MexXHOos102UU CHaqara rnosiefisikomcs y Hac, a MomoM OHU MOSIBNSIIOMCS Y KOHKYPEHMO8.
Mbi eceeda pabomaem Had cosepuieHcmeogaHUeM rnpodyKkma, HECMOMpPS Ha Mo, 4mo
y Hac yxe MHo20 KrnueHmos. MHozue ocmaHaenuearomcsi Ha 00CMUaHymoM, Mbl — He
ocmaHaernueaemcs.

If you need a further description on Lumma by its owners you can always check: LummaC2
— universal stealer, a malware for professionals. — Telegraph

gOnjxa

What does the name Lumma mean?

LummaC2 Bugs

The logo has been in my head for a long time. The bird is a symbol of
peace, lightness and tranquility. Therefore, it was necessary to come up
with an equally light and calm name. Making money with us is just as
easy.

What does the name “Lumma” means?

Jloeomun y meHsi bbin 8 2onose dasHo. [Tmuya — cumeorsn mMupa, 1e2kocmu u
criokotcmausi. 1o amomy Hy)KHO 6bIr10 MpudyMamb Makoe Xe fie2koe U CrioKoUHoe
HaseaHue. 3apabambigamb C HaMU Mak Xe 51e2Ko.
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gOnjxa

What makes Lumma different from other products?
LummaC2 Bugs

Manufacturability, support. Notice how quickly | respond to you

What makes Lumma different from other products?
TexHorno2u4yHocmb, noddepxxkka. Obpamume eHUMaHuUe Kak bbiIcmpo s 8aM omeeyaro

gOnjxa

How many people do you think have tested this product?
Approximately

LummaC2 Bugs

We have about 400 active clients. That's a lot

Y Hac okorno 400 akmugHbIX KIUueHmMos. 3mo o4eHb MHO20
From what I'm learning, having such a large number of customers can be considered big.

Most of the projects doesn’t want too much attention, some others want to grow as big as
they can!

gO0njxa
Since when has LUMMA been working?

LummaC2 Bugs
21.12.22

Soon we will be one year )

21.12.22Ckopo Ham 200 :)

Please find at the bottom of this interview some news about this incoming event
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gDnjxa
In June 2023, a very big update came out. Since then, the use of
LUMMA has been on the rise.

LummaC2 Bugs

The biggest update of 25 points came out last week

gDnjxa
| say this because | believe that since that day, people have been using
LUMMA more often. Do you agree?

LummaC2 Bugs

The use of Lumma is growing gradually, for example, in the past week
our customers have become more than 20 people

In June 2023, a very big update came out. Since then, the use of LUMMA has
been on the rise.

Cawmoe b6ornbwoe obHoesreHuUe u3 25 nyHKMoe 8bIWI1o Ha rpowsiol Hederse

| say this because | believe that since that day, people have been using LUMMA
more often. Do you agree?

Ucnonb3oeaHue Lumma pacmem rnocmerneHHo, HarnpumMep 3a rpouslyto Hederso
Hawumu knueHmamu cmarnu bonbwe 20 yernosek

When asking about the “June '23 Update” | was trying to refer to the moment that | got very
interested in Lumma: when | noticed the first domain being used by this stealer as a C2. |
don’t know if | was late or fast, just that since that moment Lumma was using custom
domains. More updates were done, and the notoriety of Lumma increased exponentially.

2023-06-18 15:28:44 @ htpfprivate-cloud-server.profelsock [ stealer | & qonjea

2023-06-17 16:41:13 B 217.12.206.230:80 i Lumena Siealer | [ Lumena | & lshusoka

2023-06-16 22:15:55 [ http://217.12.206.230/c2s0ck it Lumma Stealer | [ Lumma | & gonjra
First?

The “past week update” was shared on Twitter:
https://x.com/g0njxa/status/1722664597478384095

And you can check it here: Update 8.11 — Telegraph

It is alledgelly called as “the biggest update since the opening of the project”
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gOnjxa

Who came up with the idea of placing poems in the Lumma
infrastructure?

Will we see more poems?

LummaC2 Bugs

Yes, somehow unanimously. | won't say anything about the poems yet.
We love Russian poets and Russian literature &)

Who came up with the idea of placing poems in the Lumma infraestructure? We
will see more poems?

La kak-mo eQuHoeanacHo. [1po cmuxu noka Hu4e20 He ckaxy. Mbi nobum pycckux
109mMo8 u pyccKyto nnumepamypy &=

One fancy thing about the Lumma C2s were the poems added to their domains. We had
“Sergey Yesenin — You don’t love me, you don’t regret me” and “CHARLES BAUDELAIRE,
‘FLOWERS OF EVIL”, VERSE 29".

They got deleted, in fact, having these texts on C2s helped to track them more easily. It
wasn’t that bad to have a non-boring C2, hope one day we will se more things on their
domains. (So we can look for them :p)

Cepreii Ecennn — Tobl MeHsI He JII00OUIIb,
He JKajleellb

‘Tt MRS He TOGIIE, Ke KaTeems, Passe & KeMHOTo Ke kpacis? He cMoTps B mmmo, of
CTpacTi MiTeens, MHe Ha ILTEHI pyKIT OITYCTIIB.

Mororas, ¢ SyBCTBeHHBIM OCKaTOM, 51 ¢ ToBoft He HexeH It He Tpyb. PaccKair Me,
CROTBIITX To1 Tackana? CKOMBKO PYK Tl IOMHIIIS? CKOTBKO Ty6?

3maro % — oRTI mpomu, Kax Ter, He KOCRYBINICE TBOCTO OTR, MROITIM TH! CATILTach Ha
KOIIeHIL, A Telleph CILLIIIIS BOT Y MEH.

TIycTs TBOI MOMy3aKPBITB! 01t 1 THI ZyMaeIIs o KoM-HIGYIs Apyrom, S Bexs caM mo6io
Te6% He o%ens, YTONas B AaTBHEM JOPOTOM.

Dtor met He HazbiBai cyB6010, JIerKOAyMHa BOTBLTHIIBAL CBA35,— Kak cayHaiio
BCTPeTILICS: ¢ T060I0, VAIBIGHYCE, CHIOKOITHO PasoiiLics.

Jla 11 Tt Mofizems cBoeit Toporofi PacmsuaTs e, Tomsio e
Tporait, TOTHKO HETOPEBINI He MaHiL.

T xorza ¢ apyrim no mepeyky Tet nofiers, 607Tas Ipo 106085, MokeT 51Ts, & BhiitTy Ha
nporymKy, 1 ¢ TG0k BCTPETIGH Ml BHOBS.

OrBeprys K apyrosy Gmimke wie IT HeMHOrO HaKIORIBIINCH BRIT3, Thl MHE CRAASTIS
Tirxo: «JloBpsiit Betep...» ST oTsety: «JloBpEit Betep, miss».

1 HirTO It He mOTpeBoKirT, 11 HIMTO ee He GPOCHT B 1P0s,— KIo 061, yik ToT
M0GUTS He Mozket, KIo croper, Toro He IOZ0AKeE.
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gOnjxa

LUMMA is used by both individuals and work groups as an option to
join. People love LUMMA. Do you think LUMMA can be used more often

than REDLIME, META, RACCOON or others?

LummaC2 Bugs

| think so. A lot of customers come to us from the listed products

LUMMA is used by both individuals and teams as a feature. People love LUMMA.
Do you think LUMMA can be used more often than REDLINE, META, RACCOON

or others?

Lymaro, 0a. K Ham rpuxo0sim MHO20 K/IUEHMO8 U3 repequcrieHHbIX MpodyKmos

Please note that people will buy a license of a stealer for themselves, and sometimes to work
in small groups of 2—4 people. Also note that when talking about a team, everyone has
access, so dozens of users are retrieving builds from the same panel. It is a fact that the use
of Lumma has been increasing a lot: some people participating actively in the market and
with years of experience on this field have switched completely to Lumma. This project has

made his way into the Big Five’s!
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gOnjxa

Speaking of the market, how do you see it? Is this a good time to work?
Or is there a shortage of food? A lot of people I've talked to complain
about this

Workers I've Spoken To

LummaC2 Bugs

There is demand in the market, and | think the supply corresponds to
the demand. Advise our product to employees

gOnjxa

and in the future?

LummaC2 Bugs

In the next 2-3 years, we will be here

Ha pbiHke ecmb cripoc, u dymato rpedrnoxeHue crpocy coomeemcemeayem.
PabomHukam rnocosemyime Haw rpoodykm

and in the future?

B bnuxatwue 2—3 200a mbl 6ydem mym

To explain this | will say that | have talked with other people working with stealers, and
somehow there is a common feeling: the shortage of valid providers of accounts used in
malware spreading, and the difficulty to innovate in the ways they share malware. The lack of
products have also a common cause: Ukraine War, hope one day | can dive further on the
point of view of these users.

There is a demand on the market, he is right.

People have been working for months even years, and we will surely see more people in the
following years.

9/12



gOnjxa

LUMMA does not allow you to work with Russians. LUMMA protects
Russians. What is your opinion of people working with Russians?

with other products

LummaC2 Bugs

We have a tradition and a rule "don't shit where you live". | was offered
$25,000 to unblock my work in Russian. We always refuse such clients

LUMMA does not allow you to work with Russians. LUMMA protects Russians.
What is your opinion of people working with Russians? with other products

Y Hac ecmb mpaduyus u rpasursio «He cpampe mam 20e Xugewby. 3a pa3briokupoeKy
pabomsi o pycckum mHe ripednazanu 25 meicsy donnapos. Mbl ecez0a omka3sbieaem
makum KrueHmam

The “anti-CIS” policies are present in most of the malware projects, that shouldn’t be nothing
new. “Protect the motherland and the motherland will protect you”.

gOnjxa

If only someone could modify LUMMA to work with the Russians (as
happened with WHITESNAKE). What are we going to do?

LummaC2 Bugs
No one can do that. We have a different architecture
Hukmo He cmoxem amoeo cOesflamb. Y Hac Opyaas apxumekmypa

FY1 WhiteSnake Stealer project got banned from some Russian forums after “some
customer modified the build and removed Anti-CIS module”. As stated before, that’s a red
flag and developers must take care of it.
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g0jnxa

What would you say to those "information security experts" who are
trying to track LUMMA?

LummaC2 Bugs
| say hello to them. | don't mind being tracked. On the contrary, it gives

the popularity of Lumma.

What would you say to those “information security experts” who are trying to
track LUMMA?

lNepedaro um npusem. 5 He npomue 4YmMo Hac omcriexusarom. Harnpomug — 3mo
Oaem nonynspHocme Lumma.

npueert!

gOnjxa
| think that's all))) is there something to say?

Do you have anything ready for the anniversary?

LummaC2 Bugs
Yes, there will be a contest, there will be a big article with what has

changed in our country over the year

| think that’s all))) is there something to say?Do you have anything ready for the
anniversary?

Ha, 6ydem koHkypc, bydem b6ornbwas cmambsi ¢ meM, Ymo USMEHUSIOCh ¥ Hac 3a 200

That’s an exclusive: Lumma 1st anniversary will be at December 21st, 2023. He was offering
discounts at month anniversaries, but | believe this will be a different moment. As said,

Lumma is working on a contest and an article regarding Russia. Expect high activity on those
days! Waiting for further news!

The end?

Expect more content,
Best regards.

@g0njxa
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