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1/ What happened to the funds from the @slope_finance $4M hack?

Here’s my analysis tracing the latest movements in 2023 and where the stolen funds ended up going.

2/ TLDR: Slope Wallet (founded by Leal Cheung) was hacked in August 2022. After the hack their
entire team disappeared.

Multiple Solana community members I reached out to confirmed this.

In May 2023 whoever ran the account fell for a prank and accidentally made a tweet.
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Thank you again to @osec_io + @SlowMist_Team for 
their efforts assessing/reviewing the breach.
They have now both published full reports (below):

 OtterSec - osec.io/reports/slope-…
 SlowMist - slowmist.medium.com/analysis-of-a-…

We will also publish an internal Slope factsheet tomorrow.

slowmist.medium.com
Analysis of a Large-scale Attack on Solana (Part 2)
This article will only share staged investigations with community members.

4:42 PM · Aug 16, 2022

176 Reply Copy link

Read 189 replies

3/ In March & August 2023 the hacker was active laundering funds off of Solana from the original theft

addresses.
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SOL Consolidation address:

4JfXWXd2aenLncrdpJcryX8kZVJUSHyGPnc6HSyhA2Es

4/ The hacker used instant exchanges (Binance nested) to transfer funds from Solana -> Ethereum

Using timing analysis I was able to find the destination addresses as they were reused each time.

ETH destination address
0x9372e8fa0286e8aed82fe9f897bba1ae549f3f02

0xf59880f2e434a0a7e598bbeab27ab2301cbc4f08
0x67208653edc4f8bed74bdacc84f7251d7255e0e1

0xb22b4f480a717505d37944a953bb60b4f741acfa

5/ From the ETH addresses above fun were deposited to Tornado Cash.

Tornado deposits (322 ETH total)

March 9 - 8 X 10 ETH
March 27- 6 X 10 ETH

July 14 - 6 X 10 ETH
Aug 15 - 1 X 10 ETH, 2 X 1 ETH

Aug 23 - 11 X 10 ETH

6/ I then demixed the Tornado withdrawals. For some reason the Slope hacker withdrew funds to only

one address.
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0x25b31cfaedc95a83b72f72c087c3745f8b00a299

7/ From 0x25b funds were then bridged to TRON via SWFT.

On TRON the USDT was transferred to a number of active addresses with prior USDT transaction

history.

Typically these types of addresses are small services/OTCs used to cash out funds P2P.

@SlowMist_Team released their analysis last year and reached a similar conclusion of the Slope Hacker
using an OTC on Tron.
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8/ It’s unfortunate to see the Slope team took no responsibility for the hack and made little efforts to
make things right.

Their X/Twitter and Telegram is full of angry victims asking about progress on the investigation.

It’s unlikely these victims see anything returned due to how this was managed.

List of wallet addresses related to the hack:

Update: It also seems founder of @slope_finance (Leal Cheung) went and created a new project
@zkme_ immediately after the hack.

Considering the fact he abandoned the entire community and did little to resolve the Slope hack I would

avoid this project entirely.
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