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SideWinder's ( T-APT-04 ) Sri Lanka Adventure
nimanthadeshappriya.com/post/sidewinder-s-t-apt-04-sri-lanka-adventure

Sri Lanka has historically not been a prime target for cyberattacks, particularly by financially motivated groups or advanced persistent threat
(APT) actors. The number of ransomware cases reported in Sri Lanka is significantly lower compared to Western countries, suggesting that
the nation may not be seen as lucrative for ransomware operations. Additionally, Sri Lanka is a small, friendly nation with strong diplomatic ties
and is not viewed as a global power or a threat to other countries' national security. As a result, advanced persistent threat attacks rarely make
headlines in the news, online, or on television. However, this narrative is gradually shifting, primarily due to certain political decisions made by
previous Sri Lankan governments.

 

https://www.nimanthadeshappriya.com/post/sidewinder-s-t-apt-04-sri-lanka-adventure
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In recent years, government institutions in Sri Lanka have begun to experience sophisticated attacks that were previously unseen. The security
community has studied these attacks and swiftly traced them to an advanced persistent threat group known as SideWinder. So who exactly is
SideWinder, and what interest do they have in targeting a nation like Sri Lanka?

 

SideWinder, also known as Rattlesnake, Razor Tiger, and T-APT-04, is a nation-state cyber-espionage group believed to have originated in
India. Active since at least 2012, this group has primarily focused on launching attacks against regional countries, including Pakistan, Nepal,
China, and Sri Lanka.

 

Before we explore SideWinder's activities further, it's essential to understand why a small and friendly nation like Sri Lanka has become a
target.
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Nation-state actors operate with the backing of their governments, granting them the authority to target other governments, organizations, and
individuals. Their objectives can vary, including espionage, disruption or destruction, and conveying political messages. SideWinder, believed
to be a state-sponsored threat group from India, likely does not have intentions of causing destruction or sending a strong political message to
the Sri Lankan government, given the healthy and strong relationship between the two countries. Therefore, the primary objective appears to
be espionage, aimed at stealing intelligence or other sensitive information from government organizations, contractors, and businesses, likely
driven by some of the recent political decisions made by the Sri Lankan government.

 

It's crucial to discuss the political dynamics between the two countries that have drawn the attention of an APT group like SideWinder and led
to the surge in sophisticated cyber attacks that Sri Lanka has never experienced before.

 

Sri Lanka endured a nearly three-decade-long civil war, one of the longest-running in Asia. As the war drew to a close, the country faced
significant economic turmoil. During this challenging period, China emerged as a key ally, offering substantial foreign aid and support to help
Sri Lanka achieve economic growth. Some of the key infrastructure projects developed by China in Sri Lanka include the Hambantota Port,
Mattala Airport, and the Colombo South Harbour Expansion Project, with a combined value of over USD 6 billion—significantly more than
contributions from any other.

 

The Hambantota Port, a highly discussed project in which China invested $2.19 billion, has drawn significant attention, especially after the
former Sri Lankan government agreed to lease majority ownership to a Chinese firm due to a debt crisis. There are ongoing rumours that the
port could be used as a Chinese naval base to extend China's military capabilities overseas. Furthermore, reports of China gifting Sri Lanka's
navy a frigate and other vessels, along with allowing the Chinese high-tech survey ship "Yuan Wang 5" to dock at the port, have raised
concerns, particularly in India. These developments have sparked fears that China could establish a strong foothold in Hambantota, providing
them with strategic dominance over a vast area of the Indian Ocean, from Australia in the east to Africa in the west, and even as far as
Antarctica. Such a position could enable China to closely monitor all vessels, military and non-military, traversing this vital maritime region.

 

The recent developments are believed to have fueled SideWinder's cyber-espionage activities in Sri Lanka. SideWinder, a group already
known for cyberattacks against regional adversaries like Pakistan, China, and other nations in the region. This shift aligns with Sri Lanka's
growing geopolitical significance, potentially drawing the group’s interest for espionage and intelligence-gathering purposes.

 

In this article, I will explore the operations carried out by Sidewinder in Sri Lanka, detailing the tactic, techniques, and procedures employed
during their cyberattacks within Sri Lanka's digital landscape.
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Technical Analysis

 

SideWinder is often viewed as a low-skilled actor due to its reliance on publicly available exploits, malicious LINK files, and scripts for initial
compromise, as well as the use of RATs (Remote Access Trojans). However, a deeper analysis of its operations reveals that its true
capabilities are much more advanced. Despite the use of commonly accessible tools, SideWinder employs sophisticated techniques to
maintain persistence and avoid detection, demonstrating a higher level of skill than initially perceived. This group carries out prolonged covert
operations aimed at espionage and intelligence gathering, often targeting diplomatic and military organizations to collect geopolitical
intelligence.

 

SideWinder's campaigns typically begin with spear-phishing emails that contain malicious attachments. The most frequently observed initial
infection vectors in these phishing campaigns include:
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An LNK file that retrieves an RTF file and delivers a JavaScript file.

A ZIP archive containing an LNK file, which downloads an HTA file that includes JavaScript.

An RTF file that delivers a JavaScript file.

A PDF document containing an embedded JavaScript stream.

A DOCX file with an external link to an OLE object (RTF file), which then delivers a JavaScript file.

 

The file contents are customized for each target, with adjustments made based on the specific country being targeted. In previous
attacks on Sri Lanka, the group primarily used Microsoft documents, followed by RTF files. This is believed to be due to the outdated Microsoft
software commonly used by Sri Lankan government agencies, making them more vulnerable to such attacks.

 

 

The following files were utilized in a spear-phishing attempt targeting Sri Lankan government entities to lure users into opening them.

 

File Name Malware
Type

SHA-1 URL

Article-237.docx Malicious
Document

 

1c28c495c6c8794afe594580fb2958874781698f

hxxps[://]www-moha-gov-
lk[.]direct888[.]net/Article237/34b9

mof-npd-circ20240103.docx Malicious
Document

 

683210af38ef15f1bacb67ddc42f085bee05cf35

hxxps[://]president-gov-
lk[.]donwloaded[.]net/a4884a53/

��ගලය� 343� අ�කරණයට ඉ��ප�
කළා.docx

Malicious
Document

 

44c836f99f8b945830781d9580cb7f77bfafc843

hxxps[://]navy-
lk[.]direct888[.]net/report/2947696

ce2afa9c4b48aee2293744416a7811ec.docx Malicious
Document

 

0b8b55d31bd8c3218f624a0484cf0a6547d80c5e

hxxps[://]slpa[.]mod-
gov[.]org/5946/1/5770/2/0/0/0/m/

5698.doc Malicious
Document

dbc5756895b6585527bd6ebc4411ea6a4a6e2886 hxxps[://]mailarmylk[.]mods[.]ema
1aadeec4

PensionersForm.docx Malicious
Document

09b5a73e62b803724dd54381f1d98b4b67d64451 hxxps[://]srilanka-navy[.]lforvk[.]co

letter-for-using-satellite-phones.docx Malicious
Document

905e6932f6c3396d1c65251682f1e7592ce32c8c hxxps[://]sl-navy[.]office-drive[.]live

 

 

http://targeted.in/
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5698.doc
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PensionersForm.docx
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ce2afa9c4b48aee2293744416a7811ec.docx
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Article-237.docx
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��ගලය� 343� අ�කරණයට ඉ��ප� කළා.docx
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mof-npd-circ20240103.docx
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letter-for-using-satellite-phones.docx

RTF Exploit  (CVE-2017-0199)

 

The malicious documents mentioned above utilize a remote template injection technique (CVE-2017-0199) to gain initial access to the target's
system. CVE-2017-0199 is a critical vulnerability in Microsoft Office that allows remote code execution. It primarily affects Microsoft Word by
exploiting how the application processes specially crafted Rich Text Format (RTF) documents or documents containing OLE2 (Object Linking
and Embedding) objects.

 

Exploitation of this vulnerability requires that user open or preview a specially crafted file with an affected version of Microsoft Office. Although
this vulnerability dates back to 2017, many users still rely on affected Office versions such as Office 2007, 2013, and 2016. This is particularly
true in government sector in Sri Lanka, where investment in technology is limited, and security awareness is often neglected. As a result, the
vulnerability persists, and employees generally lack understanding of basic security practices.
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To identify phishing files with remote templates, you simply need to use decompression software like WinRAR or 7-Zip to extract the document.
In the decompressed folder, locate either word_rels/document.xml.rels or word_rels/settings.xml.rels. Open the .rels file with a text editor, and
after breaking the lines, you'll be able to see the target of a sub-item, which will be a URL. This URL is the link used to download the remote
template. The following is an example.
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Once the vulnerability is successfully exploited, the embedded OLE (Object Linking and Embedding) object within the RTF (Rich Text Format)
file prompts Word to retrieve a remote payload, often a JavaScript file, from a location controlled by the attacker. The payload is typically
encoded in Base64 or encrypted using XOR to conceal its malicious intent. Upon retrieval, it is processed, decrypted, and executed directly in
memory.

 

In some cases, the JavaScript may include code that downloads additional malicious payloads, which can take the form of another JavaScript
file or a malicious DLL. These payloads may execute various commands to gather information about the endpoint's security tools (such as
antivirus or EDR solutions), check whether the system is running in a virtual environment, and determine the processor type. Notably, the
Sidewinder malware has been observed to allow the program to continue execution only if the processor is Intel or AMD. The collected data is
then transmitted to the command-and-control (C2) server.

 

Recent Kaspersky's investigation revealed that the techniques used to maintain persistence differ based on the infection route chosen by the
malware. However, past attacks have shown common methods such as creating new registry values under the HKCU Run key or setting up
Windows Scheduled tasks.

https://securelist.com/sidewinder-apt/114089/
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The second-stage payload is known to execute additional modules designed to perform various tasks, including data exfiltration and expanding
the malware's control over the infected system.

 

Malicious Infrastructure

 

SideWinder has been observed utilizing Dynamic DNS domains to deliver malicious documents, creating subdomains that closely resemble
legitimate domains of targeted organizations. For instance, the domain navy-lk.direct888[.]net was designed to mimic the official domain of
the Sri Lanka Navy, navy[.]lk, while president-gov-lk.downloaded[.]net was crafted to impersonate president[.]gov[.]lk.

Furthermore, the Command and Control (C2) server associated with these attacks has been noted to employ TOR nodes to obscure its
network activity, complicating analysis efforts. When the C2 server is operational, attempts to access its root page yield a 404 error with the
message "Not Found." This technique, which typically indicates a missing page, is used by the threat actors as a deceptive tactic. Additionally,
the C2 infrastructure operates only for short periods, further complicating detection efforts.

 

BlackBerry's research indicates that the RTF file is restricted to downloads exclusively by users within a specific country's IP range, specifically
Sri Lanka. These payloads are typically hosted on SideWinder's Command and Control (C2) servers, following a URL structure that resembles
the following pattern:

 

1. First stage - /2/0/0//files-*/(hta|file.rtf)

2. Second stage - /3/1/1//files-*/

 

SideWinder utilizes specific protections to ensure that only targeted entities receive the next stage of the payload. These protections include
filtering based on IP addresses and user-agent strings. If a non-targeted user attempts to access the payload, they are instead served a decoy
8-byte RTF file. It is important to note that while the file name and type remain the same, the size and hash of the file differ when accessed
from outside the designated IP range. This approach exemplifies server-based polymorphism.

 

According to StrikeReady's research, the typical infection chain follows a specific pattern.

https://blogs.blackberry.com/en/2023/05/sidewinder-uses-server-side-polymorphism-to-target-pakistan
https://strikeready.com/blog/rattling-the-cage-of-a-sidewinder/
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The following IP addresses and domains were identified as being used in attacks targeting a Sri Lankan government entity at the time of
writing.
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defencelk[.]cvix[.]live 112[.]124[.]61[.]71

customs-lk[.]org 199[.]59[.]243[.]223

sl-navy[.]office-drive[.]live 121[.]41[.]94[.]177

sltelecom[.]servehxxp[.]com 185[.]248[.]102[.]15

slpa[.]mod-gov.]org 62[.]113[.]255[.]80

www-moha-gov-lk[.]direct888[.]net 5[.]180[.]114[.]198

navy-lk[.]direct888[.]net 5[.]180[.]114[.]198

president-gov-lk[.]donwloaded[.]net 2[.]58[.]15[.]71

srilanka-navy[.]iforvk[.]com 172[.]232[.]25[.]17
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The VirusTotal graph I created illustrates SideWinder's operations targeting Sri Lanka.

 

Lockheed Martin, the Cyber Kill Chain®

Weaponization Malicious documents leveraging a security flaw to talk to C2 server to retrieve an RTF file, Obfuscated JavaScript
(T1104)

Delivery Spear-Phishing (T1566.002)

Exploitation Leverage vulnerabilities CVE-2017–11882 & CVE-2017–0199 (T1588.006)

Installation Leverage vulnerabilities CVE-2017–11882 & CVE-2017–0199 (T1588.006)

https://www.virustotal.com/graph/g478f5f3190ed4f20a7d5e80d748d4d05458f11ff66714af8bd94522c380d2c69
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Command & Control
(C2)

Threat actors frequently use domain-based infrastructure to host and carry out malicious activities. (T1071)

Actions on Objectives Espionage and Gathering threat intelligence (T1041)

 


