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Introduction

Zscaler ThreatLabz recently analyzed a new variant of Copybara, which is an Android malware family that
emerged in November 2021. The malware is primarily spread through voice phishing (vishing) attacks, where
victims receive instructions over the phone to install the Android malware.

This new variant of Copybara has been active since November 2023, and utilizes the MQTT protocol to establish
communication with its command-and-control (C2) server. The malware abuses the Accessibility Service feature
that is native to Android devices to exert granular control over the infected device. In the background, the
malware also proceeds to download phishing pages that imitate popular cryptocurrency exchanges and financial
institutions with the use of their logos and application names. These pages are designed to deceive victims into
entering their credentials, which can then be stolen by the malware.

This blog offers valuable insights into Copybara malware and presents a comprehensive technical analysis of
the 59 supported commands.. Although the exact method of luring victims into downloading this specific variant
is unknown, the URLs hosting these malicious applications have been identified and shared as indicators of
compromise (IOCs).

Key Takeaways 

Copybara is an Android malware family that dates back to 2021 and was last updated November 2023.

https://www.zscaler.com/blogs/security-research/technical-analysis-copybara
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The malware is a trojan with a significant number of capabilities including keylogging, audio & video
recording, SMS hijacking, screen capturing, credential stealing, and remotely controlling an infected
device.
Copybara is frequently observed impersonating popular applications for financial institutions in Italy and
Spain and downloading phishing pages imitating cryptocurrency exchanges and global financial
institutions.
A notable addition in the most recent variant of Copybara is the utilization of the MQTT protocol for
communication with the C2 server.

Overview

The latest Copybara variant utilizes the MQTT protocol for communications with the C2 server. MQTT is a
lightweight messaging protocol specifically designed for efficient communication between devices that may have
limited resources or operate in environments with restricted network bandwidth, such as those found in an
Internet of Things (IoT) context.

Similar to its predecessor, this variant of Copybara has been developed using B4A, which is a legitimate
framework commonly used for creating Android applications. Most of the Copybara samples analyzed
impersonate well known financial institutions in Italy and Spain. The logos for some prominent financial
institutions that are impersonated by Copybara are shown in the figure below. 

Figure 1: Logos of financial institutions impersonated by Copybara.

In addition, we came across some versions of Copybara impersonating Google Chrome and an IPTV
application, as shown in the figure below.

https://www.threatfabric.com/blogs/toad-fraud
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Figure 2: Example Copybara disguised as an IPTV application.

Technical Analysis 
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Upon launching the application, the user is shown an attacker-defined message screen asking the user to
enable the Accessibility Service permission for the application, as shown in the figure below. The Accessibility
Service is a legitimate feature on Android phones to assist users with disabilities, however due to the inherent
nature of the service, the feature may provide a threat actor with highly granular control over a victim's phone if
enabled. If Copybara is installed and not granted the accessibility permission, the malware repeatedly shows
notifications and toast messages (as shown in the figure below) to coerce the victim into enabling the service.

https://developer.android.com/reference/android/accessibilityservice/AccessibilityService
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Figure 3 : Example Copybara launch screen without the accessibility permission enabled.

If the service is enabled, the user is shown another attacker-defined screen, as shown in the figure below.
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Figure 4: Example screenshot of Copybara after the Accessibility Service feature is enabled.

Once the Accessibility Service feature is enabled, the application prevents the user from accessing some
options in the Settings menu, ensuring they are unable to uninstall Copybara. In the background, the malware’s
behavior is determined by its configuration. Copybara is designed to download a list of phishing pages from the
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C2 server. The Copybara C2 responds with a ZIP file containing counterfeit login pages that mimic popular
cryptocurrency exchanges and financial institutions. During our analysis, we discovered the existence of two
operational C2 servers that were actively serving the phishing pages.

The figure below shows an open directory of a live C2 server hosting Copybara phishing pages.
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Figure 5: Open directory of a live Copybara C2 server hosting phishing pages.

These phishing pages are designed to deceive unsuspecting users into entering their sensitive information. As
depicted in the figure below, an example of one such phishing page imitates a login page for a prominent
cryptocurrency exchange.
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Figure 6: An example Copybara phishing page designed to look like a popular cryptocurrency exchange.

Finally, the application initiates a connection to an MQTT server on port 52997. Copybara subscribes to a
specific queue named commands_FromPC on this server. This connection enables the application to listen for and
receive various commands sent by the C2 server. 
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The specific commands and their descriptions are provided in the table below.

Command Functionality

open_app_setngs Opens Settings for the application (otherwise blocked for the
user via the Settings menu).

send_admn_lckdvcs_on Checks if the device admin feature is enabled. If it is not
enabled, the user is prompted to enter a new lock screen
password. Subsequently, the malware proceeds to lock the
device screen.

send_inj_lst The malware receives a list of package and filenames
associated with injects from the C2 server. If a file with a
matching name already exists, the malware first deletes the
existing file. Subsequently, it proceeds to download a new file
from the C2 server. The downloaded file is then written to disk.

send_custom_opencam Initializes an MQTT connection to the C2 server and then starts
the device’s rear camera.

send_custom_opencam2 Initializes an MQTT connection to the C2 server and then starts
the device’s front camera.

send_custom_opencam_close Ends camera activity.

send_custom_fullbright Maximizes screen brightness.

send_custom_lowbright Minimizes screen brightness.

send_custom_openmics Transmits audio from the microphone to the C2 server.

send_custom_openmics_close Stops transmitting microphone audio to the C2 server.

send_custom_delallnoties Deletes all notifications from the victim’s device.

send_custom_donotdelallnoties Stops deleting notifications.

send_custom_pagebuilder Creates a custom view using settings from the PB_Data object
received from the C2 server. The object contains parameters
specifying field types and text specifications to construct a
custom webview on-the-fly.

clickbyid Clicks on the screen at the location specified by gesclick, which
is received from the C2 server.

del_my_dv_fm_admnpnl Closes the connection to the MQTT server and stops the
background service.
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Send_Open_Recents Shows an overview of recent applications.

downextraapp Downloads an application from an appurl parameter provided
by the C2 server, saves it under the filename emptyapp.apk, and
installs it.

openanyurl Opens a URL provided by the C2 server.

Refrech_hvn_by_Noti Dismisses open notifications.

GlobalParamsActions Performs an action specified by the C2 server. The IDs specified
by the C2 server correspond to the global actions provided by
the Accessibility Service.

Enable_Noti Based on the value of the Action flag received from the server,
the malware dismisses notifications.

isAutoSystDalogClker Based on the value of the Action flag received from the server,
the malware takes measures to restrict access to certain options
in the Settings menu. This is done to prevent the uninstallation of
the malware by the user.

Request_TurnoffDeviceScreen_FromAndroid Turns off the screen capture feature on the victim’s device.

Send_DeviceScreenShot_Permission Streams the screen activity of the infected device to the MQTT
server. The stream is published to the MQTT server in a queue
named med.

Send_Custom_LockScreen Downloads an image from the C2 server. The specific image
name, referred to as ImgName, is provided by the server. Once
downloaded, the image is saved as a file named locscreen.jpg.
However, this functionality is not currently being utilized in the
code.

Send_LockScreen_Overlay Minimizes screen brightness and sets a black background.

Send_LockScreen_Overlay_URL Displays a webview that opens a specific URL provided by the
server through the urllink parameter.

Send_LockScreen_Overlay_CO Displays a webview containing HTML content that is determined
by objects received from the server, such
as toptitle, bottomtitle, and imgurl. The imgurl object can
either be a local file path or the name of a URI located on the
server. In the case of a URI, it is fetched from the C2 server.

Send_UnLockScreen_Overlay Removes an overlay from the screen.

https://developer.android.com/reference/android/accessibilityservice/AccessibilityService#performGlobalAction(int)
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Request_HVNC_TableTexts_FromAndroid Sets a flag value based on the isShowingOnlyTable parameter
received from the server. However, this functionality is not
currently utilized in the code.

Send_DeviceApps Retrieves a list of installed packages on the infected device and
sends this information to the MQTT server by publishing it to a
queue called divap_topc.

Send_KeyLo_Views Enables or disables the keylogger functionality based on the
value of the IsKeyLo parameter received from the C2 server.

Send_Click_FromPCToAndroidDevice Carries out a gesture on the screen based on the
values clickstartx, clickstarty, clickx, and clicky which
are provided by the C2 server.

Send_Text_FromPCToAndroidDevice Sets the text value, as specified by the textvalue parameter, to
the currently focused node on the screen (equivalent to injecting
keystrokes).

Send_Important_Views_Only Sets a flag based on the value of the isImportantViewsOnly
parameter received from the C2 server. However, this flag is not
currently utilized in the code.

FormatthisDevice Clears browser history and wipes data on the device.

Send_CallPhoneNumber Initiates a phone call to a specific number provided by the C2
server through the phonenumber parameter.

Send_Change_H_Quality Adjusts the image quality of screenshots sent to the C2 server
based on the value provided by the intqulaity parameter
received from the C2 server.

Get_Device_CallLogs Publishes contact information from the device to the MQTT
server at a queue named Device_Calls_Logs_Save.

Send_GlobalAction_FromPCToAdroid Executes an Accessibility Service action on the phone,
depending on the value of the Action parameter received from
the C2 server.

Send_ChangeVNCFPS Adjusts the frames per second (fps) value based on the fpsdata
parameter received from the C2 server. This adjustment is made
when sending images to the server.

Hide_AppData_Info Hides or displays the application icon in the phone menu based
on the value of the isshouldshow parameter received from the
C2 server.

Send_Wakeup_Device Disables the lock screen.
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Send_Request_Permissions Requests a specific permission based on the value of
the permission parameter received from the C2 server.

Send_Open_CertainApp Initiates the launch of a specific application as indicated by
the apppackage parameter received from the C2 server.

Send_Uninstall_CertainApp Deletes a specific application, as indicated by the apppackage
parameter received from the C2 server.

Send_blocknoti_CertainApp Enables the blocking of notifications for a specific application as
indicated by the apppackage parameter received from the C2
server.

Send_Block_Certain_App Blocks the user from opening a specific application as indicated
by the apppackage parameter received from the C2 server.

Send_Swipe_Action_ACS Performs a swipe action using the
values firstX, firstY, secondX, secondY, and intSpeed
provided by the C2 server.

Send_Swipe_wheel_Action_ACS Performs a swipe action using the values
for firstX, firstY, secondX, secondY, and intSpeed provided by
the C2 server.

Send_fromtblclick_ACS Performs a swipe action using the values
for firstX, firstY, secondX, secondY, and intSpeed provided
by the C2 server.

Send_Pattren_Action_ACS Enters a pattern using the
values firstX, firstY, secondX, secondY, and intSpeed
provided by the C2 server.

Send_PZ_Action_ACS Performs a gesture using the values
for movx1, movy1, line1X, Line1Y, movx2, movy2, line2X, Line2Y,
and intSpeed provided by the C2 server.

Send_Create_Notification Creates a notification using the data received from the C2 server
through the parameters title, description, filename,
and pkgname. The filename object is utilized to download an
icon image from the C2 server.

Send_Show_Pattren_Buttons Sets a flag based on the value of the IsPattren parameter
received from the C2 server. However, this flag is not currently
used in the code.

SendSMS_To_Admin Publishes SMS messages collected from the infected device to
the MQTT server at a queue
named Send_SMS_To_Admin_From_Android.
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del_SMS_FromAdmin Deletes a specific SMS from the phone as indicated by
the smsid parameter received from the server.

Send_SMSMessage_ToNumber Sends an SMS using the phone number and SMS body
specified by the phonenumber and SMSBody parameters received
from the C2 server.

Admin_ConnectedToDevice Sends a heartbeat message to the C2 server.

Table 1: Copybara commands and functionalities.

Conclusion

​​This blog analyzes the latest variants of the Copybara Android trojan that have targeted cryptocurrency
exchanges and financial institutions in Italy and Spain. Through the use of logos and similar application names,
the malware impersonates these institutions and lures victims into entering their credentials on phishing pages.
The objective is to steal user credentials and gain unauthorized access to their accounts. However, Copybara is
a fully-featured trojan that may be used in targeted attacks by malicious threat actors with powerful features such
as audio & video recording, SMS hijacking, and screen capturing.

Indicators Of Compromise (IOCs) 

Sample hashes
15/17
16/17

f6975b1a9ab8935d45d6c2d94540b67b2374827734593c126785924afffb6634
f703f31f7b9ef95f820a724ebcee36377e2f4a42c92756b819bea6f34ec96cac
f91fd4f9b6594446144ba865356fde07669ea0b46a62ddd926bb8cac0aa04dc9

C2 Server IPs

146.103.41[.]28
146.19.143[.]42
159.100.13[.]181
159.100.20[.]184
176.124.32[.]39
176.126.113[.]210
193.3.19[.]37
193.31.41[.]93
194.99.22[.]182
212.237.217[.]111
213.109.147[.]35
213.109.192[.]177
46.249.35[.]219
80.251.153[.]96

Hosting URLs

app-link[.]cc/agricole.apk
app-token[.]cc/www.app-nueva.cc/app/BBVACodigo.apk
aviso-clientes[.]com/www.app-nueva.cc/app/BBVACodigo.apk
clienti-dati[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
clienti-verifica[.]com/www.app-nueva.cc/app/BBVACodigo.apk
clienti-verifica[.]com/www.avviso-clienti[.]com/app/BNLToken.apk
clienti-verifica[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
datos-cliente[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
datos-cliente[.]com/www.app-nueva.cc/app/BBVACodigo.apk
datos-cliente[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
descarga-app-sign[.]com/www.avviso-clienti[.]com/app/BNLToken.apk
descarga-app-sign[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
descargar-e-instalar[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
descargar-e-instalar[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
enlace-cliente[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
entrar-y-confirmar[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
entrar-y-confirmar[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
generali-verifica[.]com/www.app-nueva.cc/app/BBVACodigo.apk
generali-verifica[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
generali-verifica[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
installa-app[.]com/appbnl.apk
la-mia-app[.]com/ibl.apk
la-mia-app[.]com/popso.apk
la-nuova-app[.]cc/ing.apk
scarica-app-token[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
scarica-app-token[.]com/www.avviso-clienti[.]com/app/BNLToken.apk
scarica-app[.]icu/ZTk1ODliMTAwNTdiYjQwYjJjZDVmMDg2OTEzOTM5MWY/MyBNL.apk
scarica-app[.]site/BNLApp.apk
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www.app-nuova[.]com/CheBancaToken.apk
www.app-nuova[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
www.app-nuova[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
www.app-token[.]cc/www.app-nueva.cc/app/BBVACodigo.apk
www.app-token[.]cc/www.avviso-clienti[.]com/app/BNLToken.apk
www.descarga-app-sign[.]com/www.avviso-clienti[.]com/app/BNLToken.apk
www.descarga-app-sign[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
www.entrar-y-confirmar[.]com/www.app-nueva.cc/app/BBVACodigo.apk
www.entrar-y-confirmar[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
www.entrar-y-confirmar[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
www.generali-verifica[.]com/www.acceso-clientes.cc/APP/CaixaBankSignNueva.apk
www.generali-verifica[.]com/www.app-nueva.cc/app/BBVACodigo.apk
www.generali-verifica[.]com/www.avviso-clienti[.]com/app/BNLToken.apk
www.generali-verifica[.]com/www.clienti-dati[.]com/App/MediobancaToken.apk
www.generali-verifica[.]com/www.inserisci-qui[.]com/App/MedioBancaToken.apk
www.la-nueva-aplicacion[.]com/bbva.apk
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