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August 10, 2024

[QuickNote] Retrieve unknown python stealer
from PyInstaller

kienmanowar.wordpress.com/2024/08/10/quicknote-retrieve-unknown-python-stealer-from-pyinstaller/

 

1. Context

During my participating in a Discord community, I noticed a member made the following offer
of assistance:

2. Sample hash

Zip: b66d615fa0288229f8cc514bb01b29e6d5e9d05f41099974b9dd117b2a6f9a68
(MalShare)
Exe: 2a19ba63e85ce75d5f2d884011dfc94f616b176ed89a67c1acc0fe2179e8b591
(Triage) (VT)

3. Analysis

3.1. Extract contents of PyInstaller generated executable

The file was found to be packaged with PyInstaller when analyzed with DiE.

https://kienmanowar.wordpress.com/2024/08/10/quicknote-retrieve-unknown-python-stealer-from-pyinstaller/
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_10-11-06.png
https://malshare.com/sample.php?action=detail&hash=b66d615fa0288229f8cc514bb01b29e6d5e9d05f41099974b9dd117b2a6f9a68
https://tria.ge/240722-3wgwgavglb
https://www.virustotal.com/gui/file/2a19ba63e85ce75d5f2d884011dfc94f616b176ed89a67c1acc0fe2179e8b591
https://pyinstaller.org/en/stable/
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The Strings data suggests that Python 3.11 was used to write this code sample:

Leveraging the provided information, I used pyinstxtractor-ng to extract all content. The result
is as follows:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_10-24-32.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_10-33-32.png
https://github.com/pyinstxtractor/pyinstxtractor-ng
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3.2. Retrieve the python source code

Based on the log provided by pyinstxtractor-ng above, we know that the main entry point is
mPSCzi.pyc . Since pyc is a pre-compiled bytecode file of a .py file, I will try using pycdc
and pycdas  tools to decompile and disassemble the code of the mPSCzi.pyc file to see if it
works.

With pycdc, this tool crashed during the decompilation process, suggesting that the code
within mPSCzi.pyc might have been significantly obfuscated to hinder analysis:

While pycdas can retrieve bytecode, the resulting code is often excessively long and
extremely time-consuming to reverse engineer.

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_10-38-50.png
https://github.com/extremecoders-re/decompyle-builds
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_11-12-31.png
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Following the tips on this page and the advice of @struppigel after some discussions, I used
the PyLingual website to try and recover the source code from the .pyc file. The website
generated mPSCzi.pyc_Source_Patcher.py  as shown below:

3.3. Source code analysis and retrieve the second stage

At the very beginning of the mPSCzi.pyc_Source_Patcher.py  file, a base64-encoded string
is decoded. Decoding this string reveals:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_11-17-50.png
https://struppigel.github.io/WisdomForHedgehogs/Execution%20Environments/CPython%20Bytecode%20Reversing/
https://twitter.com/struppigel
https://pylingual.io/
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_11-29-05.png
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Continuing to decode each Base64 string as shown in the figure, we obtain the following
results:

So, the main goal of that initial base64-encoded string was to import Python modules. To
recap, here’s what I’ve got:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_11-38-04.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_11-40-53.png
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from random import randint as lzsootuwkf 
from cryptography.hazmat.primitives.ciphers import algorithms as vchanbrisf, modes as 
gldfnxjjmq, Cipher as vbkqsedciq 
from cryptography.hazmat.backends import default_backend as nbpulimqtg 
from cryptography.hazmat.primitives import padding as thtgizfsfm 
from base64 import b64decode as bmurybzixs 
from sys import exit as yoyjlhcnqi 

Further analysis of mPSCzi.pyc_Source_Patcher.py reveals numerous junk functions. These
functions have randomly generated names, perform calculations internally, and then are
immediately invoked.

These garbage functions are designed to obfuscate the analysis process. Upon closer
inspection, I noted the following variable:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_11-57-28.png
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Based on this variable, aukqdqsxsj , I tracked down the relevant code parts and cleaned up
the unnecessary bits. The resulting code snippet is used to decrypt the second stage of the
data, and it looks like this:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_12-05-42.png
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from random import randint as lzsootuwkf 
from cryptography.hazmat.primitives.ciphers import algorithms as vchanbrisf, modes as 
gldfnxjjmq, Cipher as vbkqsedciq 
from cryptography.hazmat.backends import default_backend as nbpulimqtg 
from cryptography.hazmat.primitives import padding as thtgizfsfm 
from base64 import b64decode as bmurybzixs 
from sys import exit as yoyjlhcnqi 

try: 
   zxrtirbpom = bmurybzixs(b'l6i7wclE+B6Yhr8JJ3vffQ==') 
   njaxetfshn = b'\x93\xf9\xd3\n\xf4\x1b4l\xaa\xba\xbf\xc1\xb3\x05\xa1i\x8e\x8fI`?
Y\xb2\xd6O\x0ed\xb5\xd2\x02u\x1e\xba\x0ehH\x8c\xf2\xdf#+a\x14\xba,\x0e\x03w' 
except Exception: 
   pass 

def omtlsfxpwx(mtszwudwam, tuhebphwuf): 
   try: 
       xffgufhvvi = vbkqsedciq(vchanbrisf.AES(tuhebphwuf), 
gldfnxjjmq.CBC(mtszwudwam[:16]), backend=nbpulimqtg()) 
       ioiymamfcp = xffgufhvvi.decryptor() 
       uzuyzymspb = ioiymamfcp.update(mtszwudwam[16:]) + ioiymamfcp.finalize() 
       return jmhshdpgdy(uzuyzymspb) 
   except Exception: 
       return None      

def jmhshdpgdy(fapayormxp): 
   try: 
       lgowebtzvy = thtgizfsfm.PKCS7(128).unpadder() 
       mtszwudwam = lgowebtzvy.update(fapayormxp) 
       mtszwudwam += lgowebtzvy.finalize() 
       return mtszwudwam 
   except Exception: 
       return None     
    
try: 
   dpvkmmjzlv = omtlsfxpwx(njaxetfshn, zxrtirbpom) 
   ptrnyfhyex = 
b"\xed8f\xd3q\x0f'>\x15\x08ntK4u\xf7\x99X\xdcNS\x86\xabn\x045\xff\xde\x11b\xe7\xcb" 
except Exception: 
   pass 

try: 
   viwoyxfprz = omtlsfxpwx(ptrnyfhyex, dpvkmmjzlv) 
except Exception: 
   pass 

def quwsvtaara(mtszwudwam, tuhebphwuf):     
   return bytes((b ^ tuhebphwuf for b in mtszwudwam)) 
iltzxihvvr = int.from_bytes(viwoyxfprz, "big") #iltzxihvvr = 4 
try: 
   aukqdqsxsj = 
b'mitkvp$fewa20\t\x0ea|ag,fewa20*f20`agk`a,f#^jNrfWFngjhs`C=jgiBseLoqeCB2fSB4HjF}eS5t`
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\t\x0e$$$$\t\x0e' 
   txkehbuplc = bytes(aukqdqsxsj) 
except: 
   pass 

xored_blob = quwsvtaara(txkehbuplc, iltzxihvvr) 
with open('dumped_stage2.py', "wb") as f: 
   f.write(xored_blob) 
print("OK!") 

After running the script, I obtained the following dumped_stage2.py :

3.4. 2  stage analysis and retrieve the final stage

Similarly to the previous stage, I decoded the base64 string related to importing Python
libraries.

nd

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_14-27-40.png
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Analyzing the code, we encounter another variable, bwUUvaBGuq , which stores a large blob
of data.

Using this variable as a starting point, I reverse-engineered the code to find the section that
decodes the final stage. This is the code snippet I extracted:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_14-34-39.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_14-42-21.png
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from cryptography.hazmat.primitives.ciphers import algorithms as ABaqlqdnva, modes as 
bjePZqqMDt, Cipher as MEHMFbFndi 
from cryptography.hazmat.backends import default_backend as hHARqCrroS 
from sys import exit as OjtogjITFB 
from os import urandom as fPvuJJYEJj 
from zlib import decompress as gLmLjhyYmv 
from base64 import b64decode as OAZCpnHWlb, b64encode as dJnAfRTmEv 

def bmfZuPhAUd(JTsYycfBQh): 
   try: 
       return JTsYycfBQh[:-ord(JTsYycfBQh[-1:])] 
   except Exception: 
       pass 

def nsmYLYUczz(JTsYycfBQh): 
   try: 
       rlqheWzXxT = 16 - (len(JTsYycfBQh) % 16) 
       return JTsYycfBQh + (chr(rlqheWzXxT) * rlqheWzXxT).encode() 
   except Exception: 
       pass 

def hXPMlIWQCn(vvTHHCEOGs, QZwvIGUeVD): 
   try: 
       EIrzLuQRsS = hHARqCrroS() 
       QZwvIGUeVD = OAZCpnHWlb(QZwvIGUeVD.encode('utf-8')) 
       pbLqTHrOyv = QZwvIGUeVD[:16] 
       fjfiiNMXUq = QZwvIGUeVD[16:] 
       DPACsoxRPA = ABaqlqdnva.AES(vvTHHCEOGs) 
       nNLBqunLLV = MEHMFbFndi(DPACsoxRPA, bjePZqqMDt.CBC(pbLqTHrOyv), 
backend=EIrzLuQRsS) 
       SsIadmZVoR = nNLBqunLLV.decryptor() 
       return bmfZuPhAUd(SsIadmZVoR.update(fjfiiNMXUq) + 
SsIadmZVoR.finalize()).decode('utf-8') 
   except Exception: 
       pass 

def eARiHgOnvx(vvTHHCEOGs, JTsYycfBQh): 
   try: 
       EIrzLuQRsS = hHARqCrroS() 
       DPACsoxRPA = ABaqlqdnva.AES(vvTHHCEOGs) 
       pbLqTHrOyv = fPvuJJYEJj(16) 
       nNLBqunLLV = MEHMFbFndi(DPACsoxRPA, bjePZqqMDt.CBC(pbLqTHrOyv), 
backend=EIrzLuQRsS) 
       fMKENYcOTF = nNLBqunLLV.encryptor() 
       fjfiiNMXUq = fMKENYcOTF.update(nsmYLYUczz(JTsYycfBQh)) + 
fMKENYcOTF.finalize() 
       return dJnAfRTmEv(pbLqTHrOyv + fjfiiNMXUq).decode('utf-8') 
   except Exception: 
       pass 

try: 
   LvXmVMzoGq = "/aWwTzKHi08=" 
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   KUoYacjxpH = "UR/2CNnzXG0=" 
   kHwYAPSzre = OAZCpnHWlb(LvXmVMzoGq.encode('utf-8')) #b64decode 
   PZHzhrfrSM = OAZCpnHWlb(KUoYacjxpH.encode('utf-8')) #b64decode 
   UCNnmcZiYq = kHwYAPSzre + PZHzhrfrSM 
except Exception: 
   pass 

try:     
   bwUUvaBGuq = 
"MQOCLE3tioNVF0gHD0/vGbWKW7i/HXgIcWkuzqdxSlrGnbSTp/0LnWiLgi4JgwCN/ZACl+O/9BHLDWEut+7bj
…redacted… 
HGMMtNZ1nxVUgecA/Ih651+Rpo67HROrw4/p+A7r9+vTes5iTKC81kHbpqAdZRvjG/Oy+TpxzU5LCQ0RArkx2q

   nQrQVmqDVm = hXPMlIWQCn(UCNnmcZiYq, bwUUvaBGuq) 
   nQrQVmqDVm = OAZCpnHWlb(nQrQVmqDVm) 
   nQrQVmqDVm = gLmLjhyYmv(nQrQVmqDVm) 
   zmkEwHDgbQ = fPvuJJYEJj(16) 
   bwUUvaBGuq = eARiHgOnvx(zmkEwHDgbQ, nQrQVmqDVm) 
   nQrQVmqDVm = hXPMlIWQCn(zmkEwHDgbQ, bwUUvaBGuq) 
except Exception: 
   pass 

try: 
   wexsLJswss = OAZCpnHWlb('ZXhlYyhuUXJRVm1xRFZtKQ==').decode() #'exec(nQrQVmqDVm)' 
except Exception: 
   pass 

#try: 
   #eval(wexsLJswss) 
#except Exception: 
   #pass 

with open('dumped_final_stage.py', "wb") as f: 
   f.write(nQrQVmqDVm.encode()) 
print("OK!") 

Upon execution of the script, the output file dumped_final_stage.py  was generated. Its
contents are as follows:
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By searching with the “requests” library, we can find out the exact URL where the data will be
posted.

The related code perform decoding the domain:

ZWHmjDkfVvkVdclV = 'bWdzdHN0dWRpby5zaG9w' 
RYBTeAeZbiUOxeloi = base64.b64decode(ZWHmjDkfVvkVdclV).decode() 

By decoding, we obtained this domain:

https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_15-03-36.png
https://kienmanowar.wordpress.com/wp-content/uploads/2024/08/2024-08-10_15-08-53.png
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