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Introduction

XenoRAT, an open-source malware available on GitHub, has been linked to a North Korean
hacking group and unnamed threat actors preying on the gaming community. Recently,
Hunt’'s Research Team discovered the remote access tool (RAT) spreading through .gg
domains, a term synonymous with “good game” in esports, and a GitHub repository
portraying its software as scripting engine tools for the popular game Roblox.

In this post, we’ll explore the specific .gg domains hosting Xeno RAT, the GitHub account,
and a possibly linked YouTube account and provide insight into how this emerging threat
targets gamers and developers.

Xeno RAT in the Wild

Most recently, AhnLab’s ASEC reported on a likely North Korea-linked group using Dropbox
to deliver Xeno RAT to victim networks. In late April, a third-party researcher on X posted on
an open directory likely administered by the Kimsuky threat group, hosting a copy of the tool
in a folder titled “/rat.”

The tools GitHub page boasts several advanced features, including HVNC, real-time audio
surveillance, and a SOCKSS5 reverse proxy. The README, detailing these capabilities, is
pictured below in Figure 1.
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Xeno Rat is a remote access tool (RAT) that is used to control a computer remotely. It is written in C# and is
compatible with Windows 10, 11. It is meant to stable, completely open source, easy to use and has a lot of
features.

What Sets Xeno Rat Apart

Xeno Rat stands out from the crowd for several reasons:

e HVNC (Hidden Virtual Network Computing): Xeno Rat offers HVNC, which is typically a paid feature in other
RATs, but here, it's freely available to enhance your remote access experience.

Live Microphone: Enjoy real-time audio surveillance with Xeno Rat, which provides a live microphone feature.

Socks5 Reverse Proxy: Xeno Rat includes a Socks5 reverse proxy, allowing you to bypass network
restrictions and access remote systems with ease.

Regular Updates and Much More: We are committed to keeping Xeno Rat up to date and continually
improving its features and functionality to better meet your needs.

Built Completely from Scratch: Xeno Rat is developed entirely from scratch, ensuring a unique and tailored
approach to remote access tools.

Figure 1: Screenshot of Xeno RAT README

A Closer Look at Xeno RAT Network Traffic

Communication between the controller and Xeno RAT clients occurs over TCP sockets, as
illustrated in Figure 2. The initial exchange follows a recognizable pattern, which can help
identify malicious activity.

Additionally, C2 servers respond to requests in the same pattern as the one seen below. For
an in-depth talk on detecting malware infrastructure according to controller responses, we
recommend Greg_Lesnewich's LABScon23 talk.
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Figure 2: Xeno RAT Client -> Controller Communication (Source Hatching Triage)
If you're in need of robust network IDS rules (Suricata/Snort) to detect these servers, check
out @Jane0sint’s contributions on the Emerging Threats website.

Discovery of Xeno RAT C2s on .gg Domains

Xeno RAT infrastructure hosted on .gg domains spotlights a troubling trend in malware
distribution as the top-level domain (TLD) is popular in the esports community and is now
being exploited to spread malware.

This section will provide an overview of controller domains and the associated clients.

Examples

The following section provides a detailed list of identified .gg domains hosting XenoRAT
controllers, the resolving IP addresses, and the sandbox analysis results.

Domain people-weekend.gl.at.ply_gg:5719
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https://tria.ge/240531-24wtxshg26/behavioral1

IP 147.185.221_20

Filename Client.exe

SHA1 38ce2a41d59a1bf0f3332fb867f43794¢c39577af

=~

Triage Link Lin

Domain anyone-blogging.gl.at.ply_gg:22284

P 147.185.221_20

Filename SynapseX.revamaped.V1.2.rar

SHA1 2051551¢c6¢c0f18eaf3c4cf45ffe6119e582¢19ae

=~

Triage Link Lin

Domain performance-ha.gl.at.ply_gg:33365

P 147.185.221_19

Filename  4d820f671919b3029173d8659aa59600_NeikiAnalytics.exe

SHA1 af68a0b9e9c58dcbdd2ede205¢30537bca39650c¢

=~

Triage Link Lin

Domain  character-acquisitions.gl.at.ply _gg:5050

P 147.185.221_17

Filename a3254b90b2c6e12c29f7d9f538087da2d4bb7f64d003¢c591c8936cee7dd74b39.exe

SHA1 029f3396¢c39f543dd984031eb82edcc035ed0a25

Triage Link
Link

Domain related-directed.gl.at.ply _gg:3403

P 147.185.221_20

Filename testingrat.exe
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SHA1 €9251ef1dd3ebe4f17acfOb3552e22751009¢c8¢c1

=~

Triage Link Lin

Domain david-login.gl.at.ply _gg:54479

IP 147.185.221_19

Filename WavePreTest.rar

SHA1 5e7138c7ee8a1de9d041804fd11acOba63cb1f34

=~

Triage Link Lin

Domain taking-headquarters.gl.at.ply _gg:3069

P 147.185.221_20

Filename Xeno.exe

SHA1 707c68257c2ea97fa4591f58be326e1308fd1106

=~

Triage Link Lin
Each domain was hosted on one of three shared IP addresses belonging to the
Developed Methods LLC ASN in the U.S. Notably, IP 147.185.221_19 also served as
controller infrastructure for DCRAT and VenomRAT, as seen in Figure 3. Additionally, this
same IP hosted a C2 server for Redline Stealer just last month.
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Last Seen First Seen P Ports SubjectCommonName IssuerOrganization

2024-06-16 2024-05-29 147.185.221.19 37434 ninizazar Certificate Details
3 days ago 3 weeks ago Certificate IPs
2024-06-16 2024-05-01 147.185.221.19 9550 omegaserver 20516d010de7432ba637283cb6687f25 Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-05-08 147.185.221.19 30248 solardarkglass.hopto.org Let's Encrypt Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-05-15 147.185.221.19 50580 DESKTOP-J92461D Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-06-16 147.185.221.19 44905 do-not-trust.citizenfx tls.invalid Certificate Details
3 days ago 3 days ago Certificate IPs
2024-06-16 2024-05-15 147.185.221.19 48154 pop-os Crafty Controller Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-06-16 147.185.221.19 37300 DcRat DcRat By qwgdanchun Certificate Details
3 days ago 3 days ago Certificate IPs
2024-06-16 2024-06-16 147.185.221.19 50397 DESKTOP-3UAEEH5 Certificate Details
3 days ago 3 days ago Certificate IPs
2024-06-16 2024-05-08 147.185.221.19 43771 DESKTOP-FF40NAT Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-05-29 147.185.221.19 50378 *.a6046ab21be64810849e8b686deldc48.plex.direct Let's Encrypt Certificate Details
3 days ago 3 weeks ago Certificate IPs
2024-06-16 2024-05-29 147.185.221.19 54766 Steven_pc Certificate Details
3 days ago 3 weeks ago Certificate IPs
2024-06-16 2024-05-22 147.185.221.19 53544 WIN-62VAHFNPJUC Certificate Details

Figure 3: Historical Certificate Data in Hunt for 147.185.221_19

The GitHub Repo

During our analysis, one file name stood out among those communicating with the .gg
domains: SynapseX.revamped.V1.2.rar. This file led us to a GitHub repository (Figure 4)
under an account claiming to own Synapse X Revamp, a scripting engine for Roblox. The
account hosts 10 repositories, most disguised as gaming-related executors and named
loader.exe.
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Follow

/Hello, cfed here\

Owner - Synapse X Revamp. |

Figure 4: GitHub repository containing malicious files, including Xeno RAT.

When extracted, the .rar file, as mentioned above, contains two executables: Synapse X
Launcher.exe.exe and Synapse X Launcher.exe. The first file is identified as XenoRAT, while
the latter is detected as Quasar, a well-known malware family also written in .NET. Sandbox
results for both files are displayed below.
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Overview Static Synapse X ...er.exe Synapse X ...er.exe
B e B . @

B General ~

Target

Synapse X Launcher.exe.exe
Size

45KB

Sample
240619-ektSnaxggp

MD5

13325ceba29ec848cee74ccdbac3d81s XENORAT RAT TROJAN

SHA1
7c7408870da2fe079aad60fe0d237e12e19cb7ch

SHA256
c05a571f0f7e4233697b7590f7f4329e7da984d6fcf71a2ce521df984aa2cd54
SHA512

€3c069485b14679bed54b47d0e914417e00e526bc6ffd2e77767c86e30267abc037b1f974add86672¢ E
9b8cc4d40cch1420929641b495e419aa8cBbcac585e220

SSDEEP
768:Jdh0/poiilcjlJInRJHIXgkSnWEZSSbTDaNWI7CPWS5A:Hw+jignrHIXqenWB5SbTsWIY E

3 Malware Config A
Extracted
Family xenorat =
c2 anyone-blogging.gl.at.ply.gg E
Mutex Xeno_rat_nd8912d E
Attributes delay

500

install_path

temp

port

22284

startup_name

Windows

Figure 5: Sandbox Analysis of Synapse X File

The C2 server for Quasar uses portmap.io, a free port forwarding service. Interestingly,
suppose you’re a fan of animated YouTube series or have young children. In that case, you
might recognize that the domain name resembles Skibidi Toilet, a popular machinima series
featuring videos and shorts.

Details

Domain anyone-blogging.gl.at.ply.gg

P 147.185.221_20

Filename Synapse X Launcher.exe.exe

SHA1 7c7408870da2fe079aa460fe0d237e12e19cb7cb

Triage Link  Link

9/27


https://tria.ge/240619-ekt5naxgqp

Overview Static Synapse X ...er.exe Synapse X ...er.exe
@ opmeaee B OEiaat. @

B General N

Target

Synapse X Launcher.exe Score

10"

QUASAR WINDOWS UPDATE SPYWARE TROJAN

Size
31MB

Sample
240619-epjjgatdjh

MD5
1alfda92143e414b4d4153ab05dd1ce8

SHA1

33ac2b2d228alec93b0ea70ffadb436933b%ales

SHA256
f0160a1f7a39862e14063ac468957559656405f51d97ad56dc7cff9ad34dadf1
SHA512

70a926948f98f3bdc2c7b461634098347bdf683dec36a92bd1ac652(72daf7fa01f842cbb8331126c9¢ m
5f76907604175f7c45b746bcfe8f395b3864998f391

SSDEEP
49152:VvnI22SsaNYfdPBIdt698dBcjHOaRJEHbR3LoGddPkTHHB72eh2NT:VvI22SsaNYfdPBIdt6 +dBcj
HOaRJ6Zd

3 Malware Config ~
Extracted
Family quasar B
Version 141 E
Botnet Windows Update E
c2 skbidiooiilet-31205.portmap.host:31205 E
Mutex 7357b58d-e5d4-42be-8b74-db6eeebedebd E
Attributes encryption_key

6F721445F7EOB1CF58980D84A9D49F4458DAEFDY

install_name

Update.exe

log_directory
Logs

Figure 6: Quasar RAT Sandbox Analysis and Config

Details for the Quasar sample:

Domain skbidiooiilet-31205.portmap_host:31205

IP 193.161.193_99

Filename OO0 GETWIFI

ASN OO0 GETWIFI

SHA1 33ac2b2d228a1ec93b0ea70ffadb436933b9a1e5

Triage Link Link

Hunt researchers weren't the first to uncover this repository's malicious nature. Two weeks
ago, a GitHub user named ByfronTechnologies submitted an issue, complete with
screenshots from Hatching Triage, indicating that the file in the XMainDab folder was
detected as XWorm malware. Figure 7 includes a screenshot of the comment and the
analysis images.
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Figure 7: GitHub Issue Identifying Loader.exe as XWorm Malware

By pivoting on the file and folder names in the repository, we discovered what appears to be
the YouTube channel associated with this threat actor. The account, named P-Denny
Gaming (Figure 8), features several videos related to Roblox. The video titles use similar
names to those found in the GitHub account, further linking the two.

P-Denny Gaming

\annel ...more

3 Nl
R

Home  Videos Live

REVAMPED

i -

e g New|ROBLOX
_" B ESpioit D c . Synapse XX
XMainDab) o = :
| - 4 v -
3

[NEW] Web Roblox Executor For PC "Feather" :  Roblox "MainDabX" Web Executor Working i selling "rare” unverified rbxgold accounts ¢ FREE Roblox "Synapse X REMADE® Executor  :
OP | No Emulator 2024 [UPDATE] 2024 *NO KEY* - K 3 Working 2024 NO KEY

Mayhem X (ARSENAL SCRIPT 2024 WORKS H
FOR ANY EXECUTER)

Figure 8: Screenshot of YouTube Account Associated with Xeno RAT & Quasar Distribution
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Figure 9 shows a screenshot from one of the videos instructing users to disable Windows
Defender before installing the Synapse X RAR file. Notably, the screenshot reveals that the
user's Windows desktop uses the Swedish language and includes a browser bookmark
labeled 'Roblox Stealer,’ providing additional context about the actor's intent.

Release V1.2

e} - F F F B B B b

FREE Roblox "Synapse X REMADE" Executor Working 2024 NO KEY

P-Denny Gaming @ e P /> Share =+ Save

754 views 1 month ago
EDUCATIONAL PURPOSES ONLY!

Figure 9: Screenshot of YouTube Video Instructing Users to Install Synapse X File

In the same video, several comments vouched for the legitimacy of the files, dismissing
warnings from other users who had correctly identified the software as malicious.
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15 Comments = Sortby

g Add a comment

,{"\ @Isy-qrdyx 11

yo ngl i especially talk to this guy all the kids in the comments saying rat are just larps and skids getting angry over better script devs

‘ﬁ 2 L,—/ﬂ "y Reply

H @XGhLucas 1 month a

In his dc server, i can confirm that this executor works! Thanks @

[ﬁ LT,U W Reply

@hertX20 1 mont|
Damn swedish making executer is good

h2 GP 4y Reply

(@destinyaprolla 1 month a
Damn this executer is just like it and it way better!?!?!1?1?!? Holy im bouta make sum clips on arsenal

b2 Gp Reply

@Yarikyaroslav1 1 mont
Wait IT S WORKING IF | REOPEN ROBLOX AND JOIN THE GAME IF | OPEN THE SYNAPSE X FILE?!

b2 G e Reply

@ItzNrz nt
| cant see the synapse.

[ﬁ l.:D T Reply

Figure 10: Comments on the video supporting the video uploader and the legitimacy of the
files

Potential Impacts on the Gaming Community

The presence of XenoRAT and other malware on .gg domains and GitHub poses significant
risks to the gaming community. Gamers and developers are particularly vulnerable to these
threats due to the seamless integration of malicious software into legitimate-looking tools and
resources.

Malicious software like those mentioned above can lead to the theft of personal information,
in-game assets, and financial data, severely impacting users' digital lives. Furthermore, using
open-source platforms like GitHub to distribute malware disguised as game scripts or
executors increases the likelihood of widespread infection.

Note: Hunt is actively scanning for XenoRAT infrastructure using its default port, 4444. Our
detection methods for these servers have proven effective; we plan to expand our monitoring
to include all ports, ensuring comprehensive coverage in identifying and tracking C2 servers.
Stay tuned for updates on our progress.
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XenoRAT Detail Records: 9 (9 Unique IPs)

Q Search Domains 0 IPs9 ¥ Filters v
Last Seen
IP Addresses Domains Ports Admin Ports Actor First Seen
141.95.84.40 - 4444
6 hours ago
France
2 days ago
OVH SAS
148.113.165.11 - 4444
6 hours ago
Canada
2 days ago
OVH SAS
23.224.59.182 - 4444
) 6 hours ago
United States 2d
CNSERVERS Rk
77.221.152.198 - 4444
Paris, France 6 hours ago
Aeza International 2 days ago
Ltd
23.224.59.181 - 4444 6h
ours ago
United States g
2 days ago
CNSERVERS
95.216.252.29 - 4444
Helsinki, Finland 6 hours ago
Hetzner Online 2 days ago
GmbH
103.195.237.208 - 4444
Vietnam
AZ VIET NAM 6 hours ago

Figure 11: Xeno RAT Detections in Hunt

Conclusion

Hunt has identified several Xeno RAT samples that distribute malware by leveraging .gg
domains and a GitHub account. Both pieces of malicious software pose a significant threat to
the gaming community.

Users must remain vigilant and exercise caution when downloading and installing software,
regardless of the platform. A healthy dose of caution can help mitigate the risks associated
with these threats, ensuring a safe online gaming environment.

Contact us for a demo today, and join a community committed to seeking out and exposing
malicious infrastructure wherever it may rear its ugly head.

TABLE OF CONTENTS

Introduction
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XenoRAT, an open-source malware available on GitHub, has been linked to a North Korean
hacking group and unnamed threat actors preying on the gaming community. Recently,
Hunt's Research Team discovered the remote access tool (RAT) spreading through .gg
domains, a term synonymous with “good game” in esports, and a GitHub repository
portraying its software as scripting engine tools for the popular game Roblox.

In this post, we’'ll explore the specific .gg domains hosting Xeno RAT, the GitHub account,
and a possibly linked YouTube account and provide insight into how this emerging threat
targets gamers and developers.

Xeno RAT in the Wild

Most recently, AhnLab’s ASEC reported on a likely North Korea-linked group using Dropbox
to deliver Xeno RAT to victim networks. In late April, a third-party researcher on X posted on
an open directory likely administered by the Kimsuky threat group, hosting a copy of the tool
in a folder titled “/rat.”

The tools GitHub page boasts several advanced features, including HVNC, real-time audio
surveillance, and a SOCKSS5 reverse proxy. The README, detailing these capabilities, is
pictured below in Figure 1.
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Xeno Rat is a remote access tool (RAT) that is used to control a computer remotely. It is written in C# and is
compatible with Windows 10, 11. It is meant to stable, completely open source, easy to use and has a lot of
features.

What Sets Xeno Rat Apart

Xeno Rat stands out from the crowd for several reasons:

e HVNC (Hidden Virtual Network Computing): Xeno Rat offers HVNC, which is typically a paid feature in other
RATs, but here, it's freely available to enhance your remote access experience.

Live Microphone: Enjoy real-time audio surveillance with Xeno Rat, which provides a live microphone feature.

Socks5 Reverse Proxy: Xeno Rat includes a Socks5 reverse proxy, allowing you to bypass network
restrictions and access remote systems with ease.

Regular Updates and Much More: We are committed to keeping Xeno Rat up to date and continually
improving its features and functionality to better meet your needs.

Built Completely from Scratch: Xeno Rat is developed entirely from scratch, ensuring a unique and tailored
approach to remote access tools.

Figure 1: Screenshot of Xeno RAT README

A Closer Look at Xeno RAT Network Traffic

Communication between the controller and Xeno RAT clients occurs over TCP sockets, as
illustrated in Figure 2. The initial exchange follows a recognizable pattern, which can help
identify malicious activity.

Additionally, C2 servers respond to requests in the same pattern as the one seen below. For
an in-depth talk on detecting malware infrastructure according to controller responses, we
recommend Greg_Lesnewich's LABScon23 talk.
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Figure 2: Xeno RAT Client -> Controller Communication (Source Hatching Triage)
If you're in need of robust network IDS rules (Suricata/Snort) to detect these servers, check
out @Jane0sint’s contributions on the Emerging Threats website.

Discovery of Xeno RAT C2s on .gg Domains

Xeno RAT infrastructure hosted on .gg domains spotlights a troubling trend in malware
distribution as the top-level domain (TLD) is popular in the esports community and is now
being exploited to spread malware.

This section will provide an overview of controller domains and the associated clients.

Examples

The following section provides a detailed list of identified .gg domains hosting XenoRAT
controllers, the resolving IP addresses, and the sandbox analysis results.

Domain people-weekend.gl.at.ply_gg:5719
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https://tria.ge/240531-24wtxshg26/behavioral1

IP 147.185.221_20

Filename Client.exe

SHA1 38ce2a41d59a1bf0f3332fb867f43794¢c39577af

=~

Triage Link Lin

Domain anyone-blogging.gl.at.ply_gg:22284

P 147.185.221_20

Filename SynapseX.revamaped.V1.2.rar

SHA1 2051551¢c6¢c0f18eaf3c4cf45ffe6119e582¢19ae

=~

Triage Link Lin

Domain performance-ha.gl.at.ply_gg:33365

P 147.185.221_19

Filename  4d820f671919b3029173d8659aa59600_NeikiAnalytics.exe

SHA1 af68a0b9e9c58dcbdd2ede205¢30537bca39650c¢

=~

Triage Link Lin

Domain  character-acquisitions.gl.at.ply _gg:5050

P 147.185.221_17

Filename a3254b90b2c6e12c29f7d9f538087da2d4bb7f64d003¢c591c8936cee7dd74b39.exe

SHA1 029f3396¢c39f543dd984031eb82edcc035ed0a25

Triage Link
Link

Domain related-directed.gl.at.ply _gg:3403

P 147.185.221_20

Filename testingrat.exe
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https://tria.ge/240531-24wtxshg26/behavioral1
https://tria.ge/240615-ctfmhswdnf
https://tria.ge/240612-3qyxssyhrl/behavioral2
https://tria.ge/240603-b7271afa2z/behavioral1

SHA1 €9251ef1dd3ebe4f17acfOb3552e22751009¢c8¢1

=~

Triage Link Lin

Domain david-login.gl.at.ply _gg:54479

P 147.185.221_19

Filename WavePreTest.rar

SHA1 5e7138c7ee8a1de9d041804fd11acOba63cb1f34

=~

Triage Link Lin

Domain taking-headquarters.gl.at.ply _gg:3069

P 147.185.221_20

Filename Xeno.exe

SHA1 707c68257c2ea97fa4591f58be326e1308fd1106

=~

Triage Link Lin
Each domain was hosted on one of three shared IP addresses belonging to the
Developed Methods LLC ASN in the U.S. Notably, IP 147.185.221_19 also served as
controller infrastructure for DCRAT and VenomRAT, as seen in Figure 3. Additionally, this
same IP hosted a C2 server for Redline Stealer just last month.
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https://tria.ge/240530-3yt9ksga57
https://tria.ge/240530-dppv3adc76
https://tria.ge/240529-xqx3lsfb55/behavioral1

Last Seen First Seen P Ports SubjectCommonName IssuerOrganization

2024-06-16 2024-05-29 147.185.221.19 37434 ninizazar Certificate Details
3 days ago 3 weeks ago Certificate IPs
2024-06-16 2024-05-01 147.185.221.19 9550 omegaserver 20516d010de7432ba637283cb6687f25 Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-05-08 147.185.221.19 30248 solardarkglass.hopto.org Let's Encrypt Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-05-15 147.185.221.19 50580 DESKTOP-J92461D Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-06-16 147.185.221.19 44905 do-not-trust.citizenfx tls.invalid Certificate Details
3 days ago 3 days ago Certificate IPs
2024-06-16 2024-05-15 147.185.221.19 48154 pop-os Crafty Controller Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-06-16 147.185.221.19 37300 DcRat DcRat By qwgdanchun Certificate Details
3 days ago 3 days ago Certificate IPs
2024-06-16 2024-06-16 147.185.221.19 50397 DESKTOP-3UAEEHS Certificate Details
3 days ago 3 days ago Certificate IPs
2024-06-16 2024-05-08 147.185.221.19 43771 DESKTOP-FF40NAT Certificate Details
3 days ago 1 month Certificate IPs
ago
2024-06-16 2024-05-29 147.185.221.19 50378 *.a6046ab21be64810849e8b686deldc48.plex.direct Let's Encrypt Certificate Details
3 days ago 3 weeks ago Certificate IPs
2024-06-16 2024-05-29 147.185.221.19 54766 Steven_pc Certificate Details
3 days ago 3 weeks ago Certificate IPs
2024-06-16 2024-05-22 147.185.221.19 53544 WIN-62VAHFNPJUC Certificate Details

Figure 3: Historical Certificate Data in Hunt for 147.185.221_19

The GitHub Repo

During our analysis, one file name stood out among those communicating with the .gg
domains: SynapseX.revamped.V1.2.rar. This file led us to a GitHub repository (Figure 4)
under an account claiming to own Synapse X Revamp, a scripting engine for Roblox. The
account hosts 10 repositories, most disguised as gaming-related executors and named
loader.exe.
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Follow

/Hello, cfed here\

Owner - Synapse X Revamp. |

Figure 4: GitHub repository containing malicious files, including Xeno RAT.

When extracted, the .rar file, as mentioned above, contains two executables: Synapse X
Launcher.exe.exe and Synapse X Launcher.exe. The first file is identified as XenoRAT, while
the latter is detected as Quasar, a well-known malware family also written in .NET. Sandbox
results for both files are displayed below.
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Overview Static Synapse X ...er.exe Synapse X ...er.exe
B e B .. @

B General ~

Target

Synapse X Launcher.exe.exe
Size

45KB

Sample
240619-ektSnaxggp

MD5

13325ceba29ec848cee74ccdbac3d816 XENORAT RAT TROJAN

SHA1
7c7408870da2fe079aad60fe0d237e12e19cb7ch

SHA256
c05a571f0f7e4233697b7590f7f4329e7da984d6fcf71a2ce521df984aa2cd54
SHA512

€3c069485b14679bed54b47d0e914417e00e526bcbffd2e77767c86e30267abc037b1f974add86672¢ E
9b8cc4d40cch1420929641b495e419aa8cBbcac585e220

SSDEEP
768:Jdh0O/poiilcjlJInRJHIXqkSnWEZSSbTDaNWI7CPWS5A:Hw+jignrHIXqenW85SbTsWIY E

3 Malware Config A
Extracted
Family xenorat =
c2 anyone-blogging.gl.at.ply.gg E
Mutex Xeno_rat_nd8912d E
Attributes delay

500

install_path

temp

port

22284

startup_name

Windows

Figure 5: Sandbox Analysis of Synapse X File

The C2 server for Quasar uses portmap.io, a free port forwarding service. Interestingly,
suppose you’re a fan of animated YouTube series or have young children. In that case, you
might recognize that the domain name resembles Skibidi Toilet, a popular machinima series
featuring videos and shorts.

Details

Domain anyone-blogging.gl.at.ply.gg

P 147.185.221_20

Filename Synapse X Launcher.exe.exe

SHA1 7c7408870da2fe079aa460fe0d237e12e19cb7cb

Triage Link  Link
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https://tria.ge/240619-ekt5naxgqp

Overview Static Synapse X ...er.exe Synapse X ...er.exe
@ e @it @

B General N

Target

Synapse X Launcher.exe Score

10"

QUASAR WINDOWS UPDATE SPYWARE TROJAN

Size
31MB

Sample
240619-epjjgatdjh

MD5
1alfda92143e414b4d4153ab05dd1ce8

SHA1

33ac2b2d228alec93b0ea70ffadb436933b%ales

SHA256
f0160a1f7a39862e14063ac468957559656405f51d97ad56dc7cff9ad34dadf1
SHA512

70a926948f98f3bdc2c7b461634098347bdf683dec36a92bd1ac652(72daf7fa01f842cbb8331126cS¢ m
5f76907604175f7c45b746bcfe8f395b3864998f391

SSDEEP
49152:VvnI22SsaNYfdPBIdt698dBcjHOaRJEHbR3LoGddPkTHHB72eh2NT:VvI22SsaNYfdPBIdt6 +dBcj
HOaRJ6Zd

3 Malware Config ~
Extracted
Family quasar B
Version 141 E
Botnet Windows Update E
c2 skbidiooiilet-31205.portmap.host:31205 E
Mutex 7357b58d-e5d4-42be-8b74-db6eeebedebd E
Attributes encryption_key

6F721445F7EOB1CF58980D84A9D49F4458DAEFDY

install_name

Update.exe

log_directory
Logs

Figure 6: Quasar RAT Sandbox Analysis and Config

Details for the Quasar sample:

Domain skbidiooiilet-31205.portmap_host:31205

IP 193.161.193_99

Filename OO0 GETWIFI

ASN OO0 GETWIFI

SHA1 33ac2b2d228a1ec93b0ea70ffadb436933b9a1e5

Triage Link Link

Hunt researchers weren't the first to uncover this repository's malicious nature. Two weeks
ago, a GitHub user named ByfronTechnologies submitted an issue, complete with
screenshots from Hatching Triage, indicating that the file in the XMainDab folder was
detected as XWorm malware. Figure 7 includes a screenshot of the comment and the
analysis images.
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https://tria.ge/240619-ekt5naxgqp

aquests

E) Malware Config

B Signatures
=
[ ——

| et e
Figure 7: GitHub Issue Identifying Loader.exe as XWorm Malware

By pivoting on the file and folder names in the repository, we discovered what appears to be
the YouTube channel associated with this threat actor. The account, named P-Denny
Gaming (Figure 8), features several videos related to Roblox. The video titles use similar
names to those found in the GitHub account, further linking the two.

P-Denny Gaming

\annel ...more

Y
R

Home Videos Live

REVAMPED

i -

N New|ROBLOX
_" R ESpioit D 4 . Synapse XX
XMainDab) oA & :
| - 4 v -
2

[NEW] Web Roblox Executor For PC "Feather” :  Roblox "MainDabX" Web Executor Working i selling "rare” unverified rbxgold accounts ¢ FREE Roblox "Synapse X REMADE® Executor  :
OP | No Emulator 2024 [UPDATE] 2024 *NO KEY* - K 3 Working 2024 NO KEY

Mayhem X (ARSENAL SCRIPT 2024 WORKS H
FOR ANY EXECUTER)

Figure 8: Screenshot of YouTube Account Associated with Xeno RAT & Quasar Distribution
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Figure 9 shows a screenshot from one of the videos instructing users to disable Windows
Defender before installing the Synapse X RAR file. Notably, the screenshot reveals that the
user's Windows desktop uses the Swedish language and includes a browser bookmark
labeled 'Roblox Stealer,’ providing additional context about the actor's intent.

Release V1.2

e} - F _F B B B b

FREE Roblox "Synapse X REMADE" Executor Working 2024 NO KEY

P-Denny Gaming @ e P /> Share =+ Save

754 views 1 month ago
EDUCATIONAL PURPOSES ONLY!

Figure 9: Screenshot of YouTube Video Instructing Users to Install Synapse X File

In the same video, several comments vouched for the legitimacy of the files, dismissing
warnings from other users who had correctly identified the software as malicious.
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15 Comments = Sortby

g Add a comment

,{"\ @Isy-qrdyx 11

yo ngl i especially talk to this guy all the kids in the comments saying rat are just larps and skids getting angry over better script devs

‘ﬁ 2 L,—/ﬂ "y Reply

H @XGhLucas 1 month a

In his dc server, i can confirm that this executor works! Thanks @

[ﬁ LT,U W Reply

@hertX20 1 mont|
Damn swedish making executer is good

h2 GP 4y Reply

(@destinyaprolla 1 month a
Damn this executer is just like it and it way better!?!?!1?1?!? Holy im bouta make sum clips on arsenal

b2 Gp Reply

@Yarikyaroslav1 1 mont

Wait IT S WORKING IF | REOPEN ROBLOX AND JOIN THE GAME IF | OPEN THE SYNAPSE X FILE?!
b2 G e Reply

@ItzNrz nt

| cant see the synapse

[ﬁ l.:D T Reply

Figure 10: Comments on the video supporting the video uploader and the legitimacy of the
files

Potential Impacts on the Gaming Community

The presence of XenoRAT and other malware on .gg domains and GitHub poses significant
risks to the gaming community. Gamers and developers are particularly vulnerable to these
threats due to the seamless integration of malicious software into legitimate-looking tools and
resources.

Malicious software like those mentioned above can lead to the theft of personal information,
in-game assets, and financial data, severely impacting users' digital lives. Furthermore, using
open-source platforms like GitHub to distribute malware disguised as game scripts or
executors increases the likelihood of widespread infection.

Note: Hunt is actively scanning for XenoRAT infrastructure using its default port, 4444. Our
detection methods for these servers have proven effective; we plan to expand our monitoring
to include all ports, ensuring comprehensive coverage in identifying and tracking C2 servers.
Stay tuned for updates on our progress.
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XenoRAT Detail Records: 9 (9 Unique IPs)

Q Search Domains 0 IPs9 ¥ Filters v
Last Seen
IP Addresses Domains Ports Admin Ports Actor First Seen
141.95.84.40 - 4444
6 hours ago
France
2 days ago
OVH SAS
148.113.165.11 - 4444
6 hours ago
Canada
2 days ago
OVH SAS
23.224.59.182 - 4444
) 6 hours ago
United States 2d
CNSERVERS Rk
77.221.152.198 - 4444
Paris, France 6 hours ago
Aeza International 2 days ago
Ltd
23.224.59.181 - 4444 6h
ours ago
United States g
2 days ago
CNSERVERS
95.216.252.29 - 4444
Helsinki, Finland 6 hours ago
Hetzner Online 2 days ago
GmbH
103.195.237.208 - 4444
Vietnam
AZ VIET NAM 6 hours ago

Figure 11: Xeno RAT Detections in Hunt

Conclusion

Hunt has identified several Xeno RAT samples that distribute malware by leveraging .gg
domains and a GitHub account. Both pieces of malicious software pose a significant threat to
the gaming community.

Users must remain vigilant and exercise caution when downloading and installing software,
regardless of the platform. A healthy dose of caution can help mitigate the risks associated
with these threats, ensuring a safe online gaming environment.

Contact us for a demo today, and join a community committed to seeking out and exposing
malicious infrastructure wherever it may rear its ugly head.
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