Unpacking Malware Manually

@ blog.cyber5w.com/the-most-known-unpacking-technique

Objectives

In this blog post, we will go through a famous packing technique which is the use of
VirualAlloc and VirtualProtect to decrypt data in memory and execute it, and how to unpack
it manually, we are going to apply it to Death Ransomware malware

Introduction

What is packed malware?

packed malware refers to malicious software that has been compressed and/or encrypted
to obfuscate its code and make it more difficult to detect by antivirus or other security
solutions.

Static Analysis

Let’'s open the sample in DIE to see if it is packed or not

DIE is a tool that detects if the malware is packed or not. It does this by measuring the
entropy of the file, which is a measure of randomness. If the data in a file is more random, it
usually means that the file is packed.

When the entropy of a file is greater than 7, it generally indicates that the file is likely
compressed or encrypted.
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Entropy — O *

Offset iz Count

00000000 100 =

packed(83%)

Offset Size Entropy Status MName
00000000 Q0DO0ADD 2.97606 not packed PE Header
00000400 00022800 6.70356 packed Section(0)[' text']
0002200 0000l 548609 not packed Section(1)[".rdata']
00031c00  DDODbADD 7.12867 packed Section(2)['.data']

Diagram
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Yeah It's packed

Let’s see its imports in IDA

2/8



=y e wan e | ssuuieas — B Pea v o na o Suuns - La=y g e =

|| Address Ordinal ~ MName Library

=] 00424000 GetSystemTimes KERMEL32
"E 00424004 GetFirmwareEnvironmentVariableA KERMEL32
"E 00424008 Istrlena KERMEL32
"E 0042400C LocalAlloc KERMEL32

%3] 00424010 OpenlobObject KERNMEL32
"E 00424014 GetCurrentDirectoryA KERMEL32
wZ| 00424018 OpenSemaphore KERMEL32
"E 0042401C IsProcessInlob KERMEL32
"E 00424020 GetModuleHandlea KERMEL32
wE| 00424024 GetlserDefaultLangID KERMEL32
I 00424028 GetMailslotInfo KERMEL32
"E 0042402C HeapRealloc KERMEL32
%=| 00424030 LoadLibrary\ KERMEL32
I 00424034 KERMEL32
"E 00424033 | GetProcAddress | KERMEL32
%E| 0042403C T s KERMEL32
"E 00424040 FreeEnvironmentStringsA KERMEL32
"E 00424044 Istremp KERMEL32
%=| 00424045 GetFileTime KERMEL32
"E 0042404C GetStdHandle KERMEL32
"E 00424050 CreateDirectoryExA KERMEL32
%E| 00424054 GetFileAttributesExA KERMEL32
"E 00424053 ReadConsoleInputa KERMEL32
"E 0042405C GetModuleFileMameA KERMEL32

» | | GE] 00424060 MultByteToWideChar KERMEL32
+E| 00424004 WideCharToMultiByte KERMEL32

— "E 00424063 GetStringTypeW KERMEL32
“Z| 0042406C EnterCriticalSection KERMEL32
"E 00424070 LeaveCriticalSection KERMEL32

Z| "E 00424074 DeleteCriticalSection KERMEL32
"E 00424078 EncodePointer KERMEL32
"E 0042407C DecodePointer KERMEL32
"E 00424080 Setl astError KERMEL32
"E 00424084 InitiglizeCriticalSectionAndSpinCount KERMEL32
%[

Virtual Alloc, Virtual protect are not listed, but | think that the malware resolves them
dynamically

As we can see the sample resolves Virtual protect

VirtualAlloc and VirtualProtect are two Windows API functions commonly used by the
malware to unpack itself.

Malware uses VirtualAlloc to allocate memory for the unpacked malware code then uses
VirtualProtect to change the protection to mark the memory allocated as executable,
writable, or both to be able to execute the dynamically unpacked code.

19| TOP [ 1 = W; 1 € SZ3593255 ++1 )
197 {
198 GetSystemTimes(&IdleTime, BKernelTime, &UserTime);
&) 199 if (i < 235234 )
200 CreateMailslotA(e, @, @, @);
281 1
st =) 202 sub_423179();
283)| strcpy(String, "Virtual®™);
har_t const 284 v13 = hModule;
2e85)| strcat(String, "Protect™);
206)| ProcAddress = GetProcAddress(v1l3, String);
2a87)| dword_456254 = (int)ProcAddress;
e8| vo = a;
289 =
v 20| {
> 211 if ( vo == 344457@ )
213 ((void {_ stdcall *}{int (*)(void), SIZE_T, int, char *))ProcAddress)(dword 45ABE4, uBytes, 64,
O F x 214 ProcAddress = (FARPROC )dword_456254;
215 }
216 D
AT L]

Let’s open our sample into x64dbg

I’ll put a breakpoint in VirtualAlloc
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Press ctrl+g and write in the search bar “VirtualAlloc” and click ok.

To put a breakpoint in VirtualAlloc we need to click on the circle on the left side of the
VirtualAlloc instruction

Let’s run the sample until we hit the breakpoint

= Threads  fm Handes  §¥ Trace

5
FF25 0C134D76

25 14184D76 dword ptr

Let’s go to the return of the function and step over it and follow EAX In a dump.

After stepping over some code there is some data written into the dump

TINVAL ID_HANDIL
TINVAL ID_HAND

W Dpump2 MM Dump3 M Dump4 WM Dump5

8f0e0555f88e3

Let’s run the debugger to hit the second VirtualAlloc function and do the same thing we did
above.

After some stepping over we can see a loop. I'll put a breakpoint at the end of it.
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Let's run the malware

007B02CE
M Dump 2 WM pump 3 M pump 4 MM Dump 5 d Locals 7 stuct

Address |Hex
) 4D

0019F904

00 |00
00 |00
00 |00

00 |00

A PE file is being written in the dump.

This is the final result

M0 Dump 2 M0 Dump 3 il Dump 4 M Dump 5

04 00 0
4(

8.. .
F|is program canno
0/t be run in DO

Command:

Let’s follow this in the memory map and dump it into a file
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SR fo# |

ry Map W cal Stack o] SEH B sopt & symbos <> Source # References 9 Threads "8 Handles T Trace
“FF 00 and dword ptr ss:[ebp-B8],0

Follow in Disassembler BO2A1
v eax,dword ptr ss:[ebp-B8] )
! Follow DWORD in Disassembler inc eax EBX
mov dword ptr ss:[ebp-B8],eax ECX
I Follow DWORD in Current Dump = mov eax,dword ptr : [ebp-A8] ED.X'
o mov ecx,dword ebp-B8] EBP
I Follow DWORD in Dump cmp ecx ., dword [eax+2] =
7BO2CE ESI
mov eax,dword : [ebp-10]
add eax,dword ebp-B8]
mov ecx,dword : [ebp-A8]
Watch DWORD - add ecx,dword : [ebp-B8] EIP
mov cl byte [ecx+3A] ~
Modify Value mov IJyte Etr J;.[eax] zl EELTHSPF
Breakpoint Tea eax dword ptr ss:[ebp-20] OF 0 SF
push eax CF 0 TF
Find Pattern... hush 40
o eax,dword ptr ss:[ebp-Ag8] LastError
Find References h dword ptr d [eax#\;]- LastStatu
X o push dword ptr Lebp-B0]
FrEdEr = dword ptr [ebp-28] [ebp-28] :virtualProtect GS 0028
v dword ptr p-C],eax ES 002B
v eax,dword : [ebp-B0]
Coto -l ov dword ptr p—QB;]-,eax
o mov eax,dword ptr : [ebp-A8]
Hex }1 dword ptr ds [eax#\‘]-
push 0
Text -l push dword ptr ss:[ebp-BO1

Binary

Copy

Follow in Memory Map

Label Current Address

>

]

Allocate Memory

B ® R AT

eax=007BOE16

dword ptr ss:[eh Integer

007B02CE Fieat

E Address 0019F904 | 0019FEB0

Locals 2 stuct 0 TR

™ Disassembly 0 0019F934
Y 76474F20 |kernel32.ExitProcess

00900000

. 00008088

@ 007BOE16

LIE, LTt 0 |0019F928

is prngram canno 0019F934

t be run in DOS 0000E650

007B0000

1.VA'18. .18 0 | 007B0000

i.».018. @IJ< a18. 0019FB70

+a6 . E}R L ”}H n 2 INNE2RAC2

h1_36 97 AA 7D
004A0000 | 00001000
00480000 | 00001000
004C0000 | 00001000
00400000 | 00001000
004E0000 | 00001000
004F0000 | 00001000
00500000 | 00001000
00510000 | 00020000
00530000 (000EQOOO
00610000 | 000C5000
006E0000 (00001000
006F0000 | 00001000
00700000 | 00001000
00710000 | 00001000
00720000 | 00001000
00730000 | 00001000
00740000 | 00001000
00750000 | 00001000
00760000 | 00001000
00770000 (00001000
00780000 | 00001000
00790000 (00001000
007A0000 | 00001000
00780000 | 0000F000
007C0000 | 00035000
007F5000 | 0000B00O
00800000 | 000FDOOO
008FD000 | 00003000 |4 Us¢ W copy
00900000 0000EQ00 |4 Uset
74CD0000 | 00001000 |= System apphe1p dil
74CD1000 | 0007A000 ™= System .te x*
74D4B000 | 00002000 E

B2 Follow in Disassembler
1 Faollow in Dump
Dump Memory to File

Use COiiment -
7 ime2\Windows\5
Use Find Pattern...

Usg
Usg
Usg
Usg
Us¢ mm
Usg
Usg 7 Free memory

Usg

Usé Add virtual module

Usg

Use Go to

Usg

Us¢ ™ SetPage Memory Rights
Usg

Usg Memory Breakpoint

Use

Region view
Find references to region

Allocate memory

Npapabopapabapopapaapapabafapapafafapapafafapafafefpapafa

Let’'s see the dumped file in IDA




24| dnt v21; // [esp-Ch] [ebp-1812Ch]

25| dnt v22; // [esp-Ch] [ebp-1812Ch]

26 | int w23; // [esp-8h] [ebp-1@128h]

27| dnt v24; // [esp-8h] [ebp-18128h]

28 | DWORD chData; // [esp+18h] [ebp-18118h] BYREF

29| dint v26; // [esp+l8h] [ebp-lelesh]

38 | dint v27; // [esp+iCh] [ebp-181@4h]

31| BYTE Data[256]; // [esp+28h] [ebp-1@1@@h] BYREF

32 | WCHAR Buffer[32768]; // [esp+l2@h] [ebp-l@@eeh] BYREF

34 | UserDefaultLangID = GetUserDefaultLangID();
35 w26 = 1849;
36 | if ( UserDefaultlangID == 1849 )

37 goto LABEL_31;
38 | if ( UserDefaultlangID == 1887 )
v 39 goto LABEL_31;
3 48 v27 = 1859;
41 | if ( UserDefaultlangID == 1859 )
42 goto LABEL_31;

Z| 43 chData = 1858;
44 | if ( UserDefaultLangID == 1058 || UserDefaultlangID == 1892 )
45 goto LABEL_31;
46 | KeyboardlLayoutlList = GetKeyboardLayoutList(®, @):
47 | ProcessHeap = GetProcessHeap();
w3 = (HKL *)HeapAlloc(ProcessHeap, 8u, 4 * KeyboardlLayoutlist);
49 vd = w3;

O00ORBED start:12 (40B7E€0)

The malware is successfully unpacked

SHA256:ab828f0e0555f88e3005387ch5231221a1933bbd7db4f05902ale5cc289e7ba4d

This blog is authored by Mostafa Farghaly(M4lcode).
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