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ﬂ%{%@efe, we see that compiler.exe is executed by msiexec.exe and takes readme.txt as an
él[lé@[%r&ec@lalmﬁomso the Blue Highlighted part shows lua51.dll being loaded into
compller exe. LuaS1 dll is a supporting DLL for compiler.exe to function, so the threat

iis DLL along with the two files.
ﬁggm@tgrmlm&égentlty and device protection for individuals.
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w Rl 1303, Jcomplerexe 2148 ' WiiteFile C:\ProgramDatalOWYsN2YsN2YsYTAsOWUsODYsOGMsOTYsNjQsN2Msireadme. bt SUCCESS
l(&?l uel Rri eNetwork)ierie ¢ Windows SetupScipts ErorHander cmd SUCCESS

égg@lﬁgrlvacy Manager
BRiRaPrMIIARHYE compiler.exe has been changed to NzZUW.exe.
%U]I’j %gd %)”sn% file ErrorHandler.cmd at C:\Windows\Setup\Scripts\

re g of cmd can be seen here. It executes compiler.exe under the new name of
./

@u% ® ngh the Lua byte code as a parameter.

1% rtTheft Coverage & Restoration
§Rword Manager
BlRigshMYdABYERS

Dort Communlty
A IVI

(DX
.I

c

Protectlon
n S ..
tion

EPoltve%icl\ﬂy Family
éctiva}e R%ail Card

Parental Controls
Familv Plans

7/23


https://www.mcafee.com/learn/family-plans/
https://www.mcafee.com/blogs/
https://www.mcafee.com/en-us/resources/reports-and-guides.html
https://www.youtube.com/McAfee
https://www.mcafee.com/en-us/cyber-scam/customer-scam-awareness.html
https://www.mcafee.com/learn/
https://www.mcafee.com/en-us/antivirus.html
https://www.mcafee.com/en-us/vpn.html
https://www.mcafee.com/en-us/identity-theft.html
https://www.mcafee.com/en-us/consumer-corporate/newsroom.html
https://www.mcafee.com/en-us/ai-news/ai-hub.html
https://www.mcafee.com/en-us/consumer-corporate/about.html
https://www.mcafee.com/en-us/consumer-corporate/about/awards.html
https://www.mcafee.com/en-us/consumer-corporate/investors.html
https://www.mcafee.com/en-us/consumer-corporate/inclusion-diversity.html
https://www.mcafee.com/en-us/consumer-corporate/integrity-ethics.html
https://www.mcafee.com/en-us/consumer-support/policy/legal/public-policy.html
https://careers.mcafee.com/
https://careers.mcafee.com/life-at-mcafee
https://careers.mcafee.com/our-teams
https://careers.mcafee.com/our-locations
https://www.mcafee.com/en-us/why-mcafee.html
https://forums.mcafee.com/
https://www.mcafee.com/en-us/consumer-support/help/common-faq.html
https://www.mcafee.com/en-us/consumer-corporate/contact-us.html
https://www.mcafee.com/en-us/consumer-support/activate-product-key.html
https://www.mcafee.com/en-us/identity-theft/protection.html
https://www.mcafee.com/en-us/identity-theft/family.html
https://www.mcafee.com/en-us/antivirus.html
https://www.mcafee.com/learn/mcafee-scam-protection/
https://www.mcafee.com/en-us/vpn.html
https://www.mcafee.com/en-us/antivirus/mobile.html
https://www.mcafee.com/en-us/consumer-support/pc-optimizer.html
https://www.mcafee.com/en-us/products/techmaster.html
https://www.mcafee.com/en-us/mcafee-assist.html
https://www.mcafee.com/en-us/safe-browser/mcafee-webadvisor.html
https://www.mcafee.com/en-us/antivirus/free.html
https://www.mcafee.com/en-us/antivirus/mcafee-security-scan-plus.html
https://www.mcafee.com/en-us/password-generator.html
https://www.mcafee.com/learn/personal-data-cleanup/
https://www.mcafee.com/learn/online-account-cleanup/
https://www.mcafee.com/learn/vpn/
https://www.mcafee.com/learn/social-privacy-manager/
https://www.mcafee.com/learn/identity-monitoring/
https://www.mcafee.com/learn/credit-monitoring/
https://www.mcafee.com/learn/security-freeze/
https://www.mcafee.com/learn/identity-theft-coverage/
https://www.mcafee.com/learn/password-manager/
https://www.mcafee.com/en-us/antivirus.html
https://www.mcafee.com/learn/mcafee-scam-protection/
https://www.mcafee.com/learn/web-protection/
https://www.mcafee.com/en-us/antivirus/protection-score.html
https://www.mcafee.com/learn/parental-controls/
https://www.mcafee.com/learn/family-plans/

—_—ee

HMHWWNCHLM &3 |l windows]1]json 3| Bl 15A22E5BB6EA407B8B927BE0AF755408 ..:];Enew1 14 [= ErorHandier cmd E3

é{g eaiidNc ""C:\ProgramData\OWYsN2YsN2YsYTAsOWUsODYsOGMsOTYsNjQsNZMs\NzUw. exe"
t\ProgramData\OWYsN2YsN2YsYTAsOWUsODYsOGMsOTYsNjQsN2Ms\readme. txt""
M@W&Mee+ Individual Plans
fivacy ident fity AHGHEITEE Drote ittt for individuals?
Home Share View Application Tools 0
McAfee on )
ngv VICATe 1Iv P»lans Set.. > Scripts v B p
—revent spa . Phishi
complete pr. enmy and deV|ce protection for up to 6 family members.
Learn More Name
Other Product # Quick access
ther Products =] ErrorHandler.cmd
Learn at McAfeegiS Srﬂ"" :
)Qﬂﬂ ﬁ& !§ ént|V|rus"' Downloads
‘& Documents A
WelaahipaéRibh v < oy
WhabisidenttwERREA (vPie)~ 159 bre =
PrssicSsNewsy
PC Optimizer

e N gdler.cmd uses a LolBin in the system32 folder. For that, it creates another

E G s & Downloads

121 W o Gﬂm P aBYze mieas create Thiead ID: 4302
12:115... BE oonwoxa 4588 e°Loaa Image CWindows\System32\ole32 di Image Base: (x7flae11c0000, Image Size: (123000
: CWindows\System32\ntmarta di Image Base: (x7Hadi5c0000, Image Size: (33000

CWindows! bam32me|emel Image Base: (720720000, Image Size: (x2e000

CWindows\SYSTEM3Zischias! PID:; 400, Command ine; schiasks ioreate /sc daily /st 12:46 1 ftn WindowsSetup fr "C/Windows/System32/oobelSalup.exe™ i highest
Thread 1D: 1628, User Time: 01406250, Kemel Time: 09375000
Thread |D: 4382, User Time: 0.0000000, Kermel Time: 0.0000000
Thread |0: 7620, User Time: 0.0000000, Kemel Time: 0.0000000

can
vestors
-'ashworrc% Generator
ur.c1orts
eatares
m i i Lme““l\-’l LR \-Frf\-llﬂ l\‘-—“l—lj LR LS et i F WITE "Wl -l',f l} ¥ o o LA LS ) WE l'ﬂ'ﬂ\-l\
eb’E} = . H=s A 46 P oVe 13
SO
ic Policy
& ACtouNt Cleanup

0. LS.
N _(VIrtual =rivate Network)

yManager, Actions Conditions Settings History (disabled)
eguaidhiy Identity

r '%yh_%%en ﬁnu create a task, you must specify the action that will occur when your

Properties command.

:
b e Details
Theft Coverage & Restoration
RworiadaAdyggram C/Windows/System32/oobe/Setup.exe

hiNSBBGRS

aort Community,

3 Protection

n S,
VVOB aI."C‘\Ule(,llorl

%tve% ﬁ\ﬂy Family

éctiva}e R%ail Card

Parental Controls
Familv Plans

8/23


https://www.mcafee.com/learn/family-plans/
https://www.mcafee.com/blogs/
https://www.mcafee.com/en-us/resources/reports-and-guides.html
https://www.youtube.com/McAfee
https://www.mcafee.com/en-us/cyber-scam/customer-scam-awareness.html
https://www.mcafee.com/learn/
https://www.mcafee.com/en-us/antivirus.html
https://www.mcafee.com/en-us/vpn.html
https://www.mcafee.com/en-us/identity-theft.html
https://www.mcafee.com/en-us/consumer-corporate/newsroom.html
https://www.mcafee.com/en-us/ai-news/ai-hub.html
https://www.mcafee.com/en-us/consumer-corporate/about.html
https://www.mcafee.com/en-us/consumer-corporate/about/awards.html
https://www.mcafee.com/en-us/consumer-corporate/investors.html
https://www.mcafee.com/en-us/consumer-corporate/inclusion-diversity.html
https://www.mcafee.com/en-us/consumer-corporate/integrity-ethics.html
https://www.mcafee.com/en-us/consumer-support/policy/legal/public-policy.html
https://careers.mcafee.com/
https://careers.mcafee.com/life-at-mcafee
https://careers.mcafee.com/our-teams
https://careers.mcafee.com/our-locations
https://www.mcafee.com/en-us/why-mcafee.html
https://forums.mcafee.com/
https://www.mcafee.com/en-us/consumer-support/help/common-faq.html
https://www.mcafee.com/en-us/consumer-corporate/contact-us.html
https://www.mcafee.com/en-us/consumer-support/activate-product-key.html
https://www.mcafee.com/en-us/identity-theft/protection.html
https://www.mcafee.com/en-us/identity-theft/family.html
https://www.mcafee.com/en-us/antivirus.html
https://www.mcafee.com/learn/mcafee-scam-protection/
https://www.mcafee.com/en-us/vpn.html
https://www.mcafee.com/en-us/antivirus/mobile.html
https://www.mcafee.com/en-us/consumer-support/pc-optimizer.html
https://www.mcafee.com/en-us/products/techmaster.html
https://www.mcafee.com/en-us/mcafee-assist.html
https://www.mcafee.com/en-us/safe-browser/mcafee-webadvisor.html
https://www.mcafee.com/en-us/antivirus/free.html
https://www.mcafee.com/en-us/antivirus/mcafee-security-scan-plus.html
https://www.mcafee.com/en-us/password-generator.html
https://www.mcafee.com/learn/personal-data-cleanup/
https://www.mcafee.com/learn/online-account-cleanup/
https://www.mcafee.com/learn/vpn/
https://www.mcafee.com/learn/social-privacy-manager/
https://www.mcafee.com/learn/identity-monitoring/
https://www.mcafee.com/learn/credit-monitoring/
https://www.mcafee.com/learn/security-freeze/
https://www.mcafee.com/learn/identity-theft-coverage/
https://www.mcafee.com/learn/password-manager/
https://www.mcafee.com/en-us/antivirus.html
https://www.mcafee.com/learn/mcafee-scam-protection/
https://www.mcafee.com/learn/web-protection/
https://www.mcafee.com/en-us/antivirus/protection-score.html
https://www.mcafee.com/learn/parental-controls/
https://www.mcafee.com/learn/family-plans/

QM@ above image shows a new task created with Windows Setup, which will launch
é{gp%@@ﬁﬂnﬁya\system32\oobe\Setup .exe without any argument.
o Turns out if you place your payload in c:\WINDOWS\Setup\Scripts\ErrorHandler.cmd,
| G 1 d

& ' 32\oobe\Setup.exe will load it whenever an error occurs.
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dismiss the dialog box before Windows Setup exits.
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PC Optimizer ¢ |f the script is found, the script executes synchronously. No dialog box or

ﬂlel%ﬁnlr%%sltlewsroombg@r text is displayed. After the ErrorHandler.cmd script has finished

ews & Scams
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ﬁ%ﬁ%Mﬁ\%rﬂ I%a@'gﬁr\ﬁrm this in the below process tree.
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UJ Caonsole Window Host C:\Windows\System32\Conhost.exe
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| d Wyexe (1 196) Host Process for Windows Services  C:\Windows\system32\svchost.exe
§?é%%%é svchost.exe (1244) Host Process for Windows Services  C:\Windows\system32\svchost.exe
ur Teams ‘m svchost.exe (1264) Host Process for Windows Services  C:\Windows\System32\svchost.exe
aen 1ty Vion itorhgrchostexe (1332) Host Process for Windows Services  C:\Windows'system32\svchost exe
Ur LOCAUONS. & sihostexe (2716) Shell Infrastructure Host C:\windows'system32\sihost exe
T EdIL VIOTITOT] QQ svchost.exe (1376) Host Process for Windows Services  C:\Windows\system32\svchost exe
hy VicAfee Y.
ge'e/ Freezen svchostexe (1452) Host Process for Windows Services  C:\Windows\system32\svchost.exe
§ svchostexefl Host Process for Windows Services C-\Windows\system32\svchost exe
- Th ft COV torati =
1 e 9 stora IQI&I Process for Windows Services  C:\Windows\system32\svchost.exe
a SDSWO rd Manageghostexe (1564) Host Process for Windows Services  C:Windows\system32\svchost.exe

BrrigshMySdpKERS i G

upport Cm?ﬂ;tywmdows Command Processor
ANLUVITUS Company:  Microsoft Corporation

Protegtion C\Windows\system32\cmd.exe

Gontact Us

VWeb Protectionand: CA\Windows\system32\cmd.exe /c C\Windows\Setup\Scripts\ErrorHandler.cmd

%ltve% cI\'/?y Family

WeAct ighaitr@he \WINDOWS\system32\oobe\Setup.exe launches cmd.exe with

Erfgéﬁreanqaaleé.gmraofécrlpt as argument, which runs NzUw.exe(compiler.exe)
Familv Plans
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https://careers.mcafee.com/our-locations
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https://www.mcafee.com/en-us/consumer-support/help/common-faq.html
https://www.mcafee.com/en-us/consumer-corporate/contact-us.html
https://www.mcafee.com/en-us/consumer-support/activate-product-key.html
https://www.mcafee.com/en-us/identity-theft/protection.html
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https://www.mcafee.com/en-us/antivirus.html
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https://www.mcafee.com/en-us/vpn.html
https://www.mcafee.com/en-us/antivirus/mobile.html
https://www.mcafee.com/en-us/consumer-support/pc-optimizer.html
https://www.mcafee.com/en-us/products/techmaster.html
https://www.mcafee.com/en-us/mcafee-assist.html
https://www.mcafee.com/en-us/safe-browser/mcafee-webadvisor.html
https://www.mcafee.com/en-us/antivirus/free.html
https://www.mcafee.com/en-us/antivirus/mcafee-security-scan-plus.html
https://www.mcafee.com/en-us/password-generator.html
https://www.mcafee.com/learn/personal-data-cleanup/
https://www.mcafee.com/learn/online-account-cleanup/
https://www.mcafee.com/learn/vpn/
https://www.mcafee.com/learn/social-privacy-manager/
https://www.mcafee.com/learn/identity-monitoring/
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https://www.mcafee.com/learn/security-freeze/
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mgthen checks the IP from where it is being executed and uses ip-API to achieve that.
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mmmunication with ¢2 occurs over HTTP.
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m HTTP PUT request was sent to the threat actors server with the URL /loader/screen.
é{gwm{gﬁﬂﬁdﬁmhed to the redline family, with many engines marking it as malicious.
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h Upl{kﬁz* var_e_27(var_e_32, var_@_2l(var_@_23(var_@_ 34 / 65538))) & Y\206E\9020207\ 202114\ 143P-

& B S\ 1501 76"
var‘ e 33 or var_©_24(var_©_38, var_®_33 + 1, var_98_33 + 1) ~= 215 ) .
Theft Cove{agen&eE% FAliORbsss10590)] then it
1165 var_@_27(var_@_32, var_@_21(var_@_23(var_8_34 % 65536 / 256))) \b :
aSDSWOFd Maﬁagg end “§\175\1742\168-"
: M25I2T\2 142307250

30M27°
"mcQs80i0Zm3Y"

BirteshbheRpiaRs =™

faaasaaaaa

mm var_8_33 = var_@_33 + 1 2311227 \1861145,1971230d\
I-\u I\E)Iort Co unltye”d VIET\17280A234\ 238169112
S T 152h24 147
{74 var_@_26[iter_@_3] = var_@_28(var_e_32) T "H#\233R 142"
Prote | ?] end “196Y\4"
S  ii7s ' end \1\185\235y 0\ 1550, 164°

thO[' return (function(arg 4 @, arg. 4 1, arg. 4. 2, arg 4.3, arg 4. 4, arg 4.5, arg 4 6, arg 4.7,
cluiva qﬂ . arg 4.8, arg 4.9, arg 416, arg 4 11, arg 4. 12, arg 4 13, arg 4 14, arg 4 15, arg 4 16,
rotec y Fam'lngJ_e_l‘a', arg 4 18, arg 4 19, arg 4 20, arg 4 21, arg 4 22, arg 4 23, arg 4 24, arg 4 25)

éctiva}e R%aﬁl =
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2 "<\ 1312\156>4178,1540150°
\27\187\229\189\ 1320025 1o
V2481200260 30\ 140\ 7OV SN2
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—ﬁﬁgﬁléJ%ﬂe hit the breakpoint multiple times, we see more encoded data decrypted in the

Slal sy figpedtioow.

And.mdualuPIans
o R P Ve NI, N EE, NN, CED., - NEEDGEDED, . -
z S -, o0 R - (T -\ -
2 MR -5 R O DA,
-laine), - ETEERAREEY R AT MR, - B, 01127 RSN, B, -

+, TERENED - EREAREN o 0,0 iR R, R

HHMJHHH B PP -m wrn o,
o el o U, - B P 1. R o R 1 R,

i AT o p ¥
2 2o BRI 2512 | oo PN D PRI . v it it ln”, B, )G, s snit

Learn at !MQE . -%m“ﬂ’fn”‘ﬁ“m i i S
b - “pi 14 g 2 e IR il | d . B =, CpiekDaivieTerd”. “THERL*, “UFimRshlarDy”, -0, <:cHIB.-. =i,
- MERETET T M e
B i ¥idas I¥he luajit bytecode, a new state is created. Each Lua state maintains its global
enyi® Ompa%télﬂk\’vﬁmgét of loaded libraries, providing isolation between different instances of
Lua code
Web Prote tion
gom%, verview
VITUS-TFial - —- s meee- e e s
Ydo T Yyl BB30 mov esi,dword ptr ds '[:ax]
ES DD550000 call <JvpP.&lual_newstate>
VESIOrS FE/ 516010, 3 48:8BF8 mov rdi,rax
P dg Gener: b 48:85C0 test rax rax
Ut EHor -"31:3::1-.1;'»;1 - OF85 98000000 jne compiler.7FF7516D10C7
€4 FF7516D102 48:8818 mov rbx,qword ptr ds:[rbx]
48:85D8 test rbx rbx
ek Mﬁ @%@QQH 74 39 Jle compiier.7FF7516D1070
07 hlllﬁi:b 8p48 02 ea ecx,qword ptr ds:[rax+2]

CS
—ersondl Udata Lieanup

égg@lﬁgrlvacy Manager

tity E8 CB1A0000 call <Jmp.&Tua_gc>
Q00U7 FF7 JLODSB0Y 48:8BCF mov rcx,rdi
E8 FF1A0000 c€all <imp.&luaL_openlibs>
0 Fil BA 01000000 mov edx,l
0=l LOCAUC Sﬁﬁi 48:8BCF mov rcx,rdi
OGVRVVIC eeﬂn‘; 44:8042 FE Tea r8d,qword ptr ds:[rdx-2]
] . zel 9 E8 B21A0000 €all <imP.&lua_gc>
E%‘fﬁe : QV rage g@g%lgréﬁ&ﬁtﬁﬂﬂ ggxsrgdrgg‘idwor ptr ds:[7FF75170FAG0]
(EiBuonuaan g0 Ry e
] bRABZA v X,rdl
%@,,,_m&ﬂ_ 2806 sub edxjesi .

ort Commumty
Lu c?ggtllgaded using the luaL_loadfile export function from lua51. It uses the fread function

to %ﬁabeu byiecode, and then it moves to the allocated memory using the memmove function.
eclon

%ltve% ﬁ\’/?y Family
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OOy EEA e — A5:33C0 xor rid,rid TuaL_ToadfiTe
M £9 DE000000 1-1:1 <luasi. TuaL_loadfilexs
S cC I’l[g
int
Sl fetection
inca

DDDG?FFHN!?ilB' CC | ;:E;
CC e
Afse+ Individual Fians
oo 0 o ord ptr ssifrsps200.rbx Tual_Toadfilex
i @ﬁ&égentlty"ﬁnd ‘device protection for individuals.
45 BIEC_£0020000 BB rap, 220
- PR3 mov rax,qeord prr ds: [TEFE4DaF51CE] QOG0T FFE4DAF S1CE: "0" 2y

XOr_Fax,rsp
rd prr ss:frsps2o0f,rax

device protection for (i fo 6 Farfeiibers,” (7% 1

L 5 :ﬂ.t rdx rdx heat Lab 2.7, 2\ \readma. £ xt
GEEirl. 61 {2 luasi.7¢Fedons73n0
48:ED15 6£190300 Tea rdx q\...urd prr di:[7FFE4DAEBCCA] rdx: c O\ users' N APpOaTat Roaming' \Cheat Lab 2.7.2%\readme. xr

Other Produc%x&osé%gyu!}cesm uird per_ds; [<afopers]
Learn at MQA@E T aay T e
75 20

ine luasi. J’FFE‘I‘MB; 399

Eall qword prre ds:[<& errnos]
mov ecx,dword ptr ds;:[rax
ﬁ:l,‘g'“.?ﬁ? ptr ds:[<&strerrors]
Tea r:.;t,qmrd ptr ds: [FFFE4DAESCCE] rdx: e Vwusers TG0 AppData’\\Roaming'\Cheat Lab 2.7.2%\readme. txt™,
isipiod e
kK (VPN)"
M@@We%u@u\rﬂy
PC Optimizer
l(é%}r]ﬁ?fE;SSTfE}Alssr()(ng;r e
OOAT News & Scams g¢c :8BOF mov r9,qword ptr ds:[rdi]
ouéﬁs%ee \ T BA 01000000 mow edx 1
oog%jmﬁprr' 2 48:895C24 30 mov qword ptr ss:[rsp+308,rbx
R Sools. & Downloadias 60020000 mov r&d, 200
ooQur-company: 48:8D5F 08 lea rbx,qword ptr ds:[rdi+8]
00007 FERB 3695772 48:BBCB mov rcx,rbx
ey FF15 4EECO0200 €all qword ptr ds:[<&freads=]
‘%ﬂy 33c9 XOr ecx,ecx
. WS 48:8906 mov gqword ptr ds:[rsi],rax
OB %CarFB:BB?¢24 38 mov rsi,qword ptr ss:[frsp+38j)
OOTRY Gt et 48:85C0 Test rax,rax
ooPassword Generator4 8 : OF44p9 cmove rbx,rcx
ooQurrEfforts 7 2B 48:35(3 mov rax,rbx
Onﬁﬂf& FE%u“ 73E :BB5C24 30 mov rbx,qword ptr ss:[firsp+30]

0oQ Eﬂﬁ@r&?'ﬁésam 20 add rsp,20

h%%é%%@adme Text is moved randomly, changing the bytecode from one offset to
an%Wme API function. The exact length of 200 bytes from the Jit bytecode is

coPl E@mﬂnpﬂwmvwmb function.

égg@lﬁgrlvacy Manager

y EB 32150500 Eall <IMP.&memmove:

BD043E lea eax, gword ptr ds:[rsi+rdi]
8943 3cC mov dword ptr ds:[rbx+3c],eax
8BCT mov eax,edi
48:03C6 add rax,rsi
EE 06 jmp Tua5l.7FFE4DAS3F71
49:03C0 add rax,r8
48:8BF5 mov rsi, Ebp Tk 1.
£ mov gword ptr ds:[rbx+20],rsi
: atifin mov rdi,rax
48:8043 2B mo qword ptr ds:[rbx+28],rax
48:BB4B 20 mov rcx,qword ptr ds:[rbx+20]
ﬁgﬁﬂfi 4A:8D0439 lea rax,qword ptr ds:[rcx+rl5]
B4 48:3BCT cmp_rax,rdi
u b Commun“ty “““““““““ S
A IVI

R Protection
fetioes and processed them using the below floating-point arithmetic and xor instruction.

OO
Erotecnﬂy Family
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orps_xmm7 , xmm7
vtsi2sd xm?.nn

sd xmpm7 , x:
| xmmld , xmm9
raundsd nmml—i xmmld ,
Tsd xmmld , xmm8

subsd Xmm?7 , xlvf‘l.ld

ﬁmtsmgemw and deicpro

y13+r15°8+4] ,FF
b Pla'ms

ST b

ﬁi?hexziarodm S“:&DS

‘Tearn at M'crA“IFée’ P&

Mﬁﬁ igAntivirus?
AV

s :lrby
?FFE??B&FB&O
rbp+4)

Xmal,qeora pIr as:|ecxirly
FFRmov dword ptr ds:[rcx+rl5°8+4],F

9

p+Cll, es1

PC Optimizer
McAfee New,sroom

lecniviasier Loncierge
SWS cams
IVICATEE /-\ SISt
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Web Protection .
om verview
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Awards & eWws

é‘e%%t%s & Downloads

eVl
JEVICE be CUTMY SCan

vestor
PASS woro Generator

ur,E
eatures

[tRARME B'HRIGS!

mteqritv Ethics
Pers ata Clean

ne

up

u |cPo
Oni

€ /-\(,wunt Cleanup

sofgpialrivacy Manager
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Credit Monitoring
ee

Settmitytreeze

OFS7FF
F241:0F2AFF
F241:0F58FF
F2:0F58FE
44:0F28F7
F245:0F59F4

6645 OFBAOBFG 09
F245:0F59F5
F241:0F5CFE

OF
41:8876 10
41:817E OC FFFFFEFF
~ 0 83 780EFFFF
43:0F1076 08

as c1su 20

!
c)ci 3

255( 1c

8D6CED 00

C1E5 03

036E 14

817D OC FFFFFEFF

73 0/
6644 :0F2E75 08

xorps xmm7', xmm7?
cvisi2sd xm? risd
addsd xmm7, xmm1's
addsd xm?,xms
movaps xmmld , xmm?
mulsd xmmid,xmml2
roundsd xmmid ,xmmld o
mulsd xmmld, xmml3
subsd xmm7, xmml4
cmp dword prr ds:[r14+14],FF
jne 7FFE77B60030
mov esi,dword ptr ds: [u-n 10,
cmp dword _ptr (|, [r14+C] ,FFFEFFFF
jae ?FFE??BBW!U
ptr. ds: i

teéiaem forindividuals.

movq ¢ p,xmu

shr P Dp
add ebp, ebp
xor edx, sbp
rol ebp,E
suh em ebp

ub eb
and ebp dwora ptr dP:ErU 1c]
Tea ebp, qword ptr rbp+rbp*2))
shl eb)
add onp dword p(r‘ ds:[rsi+14]
cmp dwor ptr ss:firbp+cll, rr EFFFF
jae 75;5775“206
ucomisd xmmld,qword ptr ss:frbp+sl

d déi?i@e protedféﬁ “for up to 6 family réiefib

F2:0F103C25 30577A1E
F2:0F593C25 10877AlE
F2:0F583C25 00B77ALE
44:0F280DF

moysd xma7,qword PLr ds:|1E7AS730)
mulsd xmm7,qword ptr :[1E7A8B710]
addsd xmm7 ,qword ptr : [1E7A8B700]
movaps xmmil,xmm7

F244:0F591C25 Eoss?umﬂsd xmmu,qword ptr ds: [1ETABGED]
6645:0F3A0808 09 undsd xmml1 , xmmll

FZ-‘N UFEBICZS FDBG?AIMTSEI xmmll, Qhurﬂ ptr ds : [1E7ABGFO]
F241 bsd xmm7 , xms

F2: 051]3(25 30577ALE mvsd qword ptr u::[lE?AS?}ﬂI Xmm7
813C25 54577ALE FFFFR cmp dword ptr ds:[1E7A5754] ,FFFEFFFF
OF83 9711FFFF jae 7FFE77B60014
F244:0F100C25 50577A1 movsd xamd,qword ptr ds
F244:0F590C25 csBG?urmﬂsd xmm9 , iwurci ptr ds:
xmml

1E7AS5750,

umsscai
45:0F2809
F244:0F5E1C25 uonﬁ?udivsd xmmll, qvmru ptr ds:[1E7AB6BO]
6645 :0F 3A08D8 xmmll :}
F244:0F391C25 BOBE7ALmuiSd xmmll, qwur’d ptr ds:[1E7AB6BO]
F245:0F5CC8 subsd xmm9, xmmlL
F244:0FL10C25 50577A1 movsd gbm(d ptr ds:[
6644 OF2E0C25 98B67Al ucomisd xmm9,qword ptr ds
A 06 p 7FFE77BGEEDL
ussa d?LlFFFF e ?Frzﬁeooola
aps xmmll,
FZM o:smczs ,Dsdrumu'!sd xmmu,qnord ptr ds : [LE7ABG70]
6645:0F3408C3 0 dsd xmm8 , xmmll
2/ e?umu\sd xmms, aword p[r ds : [LE7AB680)
movaps xmmll,

].E?AS?SU] , Xmm9
:[1E7AB698]

subsd xmmll, xms

F244: oruscza 28 mvsd qword ptr ss:firsp+28J,xmmll
F245:0F5CC ubsd xmm9, xmmll
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