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Overview

SonicWall Capture Labs threat research team has observed an updated variant of StrelaStealer.
StrelaStealer is an infostealer malware known for targeting Spanish-speaking users and focuses on
stealing email account credentials from Outlook and Thunderbird. StrelaStealer was reported in the
wild in early November 2022. StrelaStealer has been updated with an obfuscation technique and
anti-analysis technique.

Technical Analysis
MD5: 1E37C3902284DD865C20220A9EF8B6A9
SHA256: F2D7CF39392D394D6CCDO0OF9372DB7D486D4CB2BB6C3BBFDOD8BFBB6117A5E211

This updated version of malware delivered via JavaScript comes in archive files as attachments in
emails. The initial vector is JavaScript which will drop the 64-bit executable file in the %userprofile%
folder and execute the malware process. We have observed that StrelaStealer is being delivered as
a 64-bit exe as well as a DLL via JavaScript. We are explaining the analysis for the 64-bit
executable in this blog. This 64-bit executable is a wrapper that will act as a loader for the actual
payload.

In the main 64-bit executable file, the data section has an encryption key, and the size of the
encryption key is 0x2714 bytes. The encoded payload is embedded in the data section at the end of
the encryption key. The size of the payload is 0x1C600. A single-byte XOR encryption is performed
to decrypt an encoded PE file from the data section.
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Figure 1: Encryption key started from 0x10th
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Figure 2: Obfuscated Jumps

E@
a5
e

@

EB
7C
55
ae

e
87
2E

7C
13
56

a1
87 82 8@ o0

@2 88 80 14 44+mov

82 82 80

C6 23 80
@2 88 80
CB @8 Be
a0 a8

82 22 80

BE 81 86
a0 a8

B2 ev Bo
@9 31
BE 81 86
a0 a8

B2 ev Bo
41 81
B6 88 88
20 88

82 ee Be
42 81
F5 88 88

E9 @@ 6@ 00 80

and
mov

r8b, 1
[rbp+@BAGh+var_919], r8b

Start_Of_Jump:

mov eax, [rbp+@BABh+var_928]
mov ecx, eax

sub ecx, B@23C6EBh

mov [rbp+eBABh+var_924], eax
jz loc_13FBEE2AC

jmp $+5

loc_13F6E175C:

mov eax, [rbp+@BABh+var 924]
sub eax, B@CEDCDSh

jz loc_13F6F259C |
jmp 545

loc_13F6E1772:

mov eax, [rbp+@BABh+var 924]
sub eax, 81093A24h

jz loc_13F6F2616

jmp 545

loc_13F6E1788:

mov eax, [rbp+@BABh+var 924]
sub eax, 814187E5h

jz loc_13FGECDCT

jmp $+5

loc_13FGE179E:

mov eax, [rbp+BBABh+var_924]
sub eax, 81421388h

jz lec_13F6FBDBS

jmp $+5

offset in the data section

[rbp+#BAGh+var_920], @ABF@4414h

3 CODE XREF:
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Loop_Function:End_Of Jumplj

we CFF Explorer VIII - [1e37¢3902284dd865c20220a9ef8bbag_scarcebruise.exe.dld] - O X
File Settings 7
N H @ 1e37c 4dBE5c20220a5efBE x
-
@ ] Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address |Linenumbers | Relocations ™
B File: 1e37c3902284dd865c2022
0a9ef8h6al._ N exe d 00000180 000001B8 000001BC 000001CO 000001C4 000001C8 000001CC 00000100
d Byte[8] Dword Dword Dword Dword Dword Dword Word
— (&) Dos Header
~ Aext 0001FFF8 00001000 00020000 00000400 00000000 00000000 0000
|2 Nt Headers
[ File Header .data 0001EE90 00021000 0001F000 00020400 00000000 00000000 0000
= 9""""‘“‘ "‘Fa"" rdata 00DODESD 00040000 00001000 0003F400 00000000 00000000 0000
|2 Data Directories [x]
|— [2) Section Headers [x] /4 00000004 00041000 00000200 00040400 00000000 00000000 0000
— “_\thm D"Edw N nNNNNINE NNNA NN nnnnnAann nNNANENN NN NN nnnn v
[ |2 Exception Directory < >
[— (D Relocation Directory This section contains:
— LD TLS Directory
— ‘ﬁ,McimConveder
— "ﬁ;anm:b\cdeku’
— %, Hex Editor
— ), identifier ~
— %\ import Adder ‘ B B =W L =
— 4, Quick Disassembler
—-ﬁ,nebullder Offset 0 1 2 3 4 5 65 7 8 9 4 B CDEF Ascii
L -Q_‘numm Editor 00000000 | 00 00 00 00 00 00 00 OO0 00 OO 00 Q0 00 00 00 00 | ... ..... ........
00000010 [ 0D Ce 01 00 66 4D 42 43 75 44 6C 75 B6E 64 4B 41 JED  fMBCuJlundKaA
00000020 [ 69 74 41 4B 55 47 48 46 6B S0 6D 68 73 77 SA B9 1t AKUGHFkPnhswZi
00000030 | 67 74 58 45 43 43 44 78 68 74 bdA 76 52 46 79 6C | gtXECCI=zhzjwRFyl
00000040 | SA 76 79 65 61 55 70 53 G5A 52 54 67 44 75 57 69 ZuyeallpSZRTgDuli
00000050 | 44 47 S& 76 68 65 74 4F 63 6C 66 75 G5 63 76 53 JGZxhetOclfullcwS
00000060 | 68 66 59 BA 66 50 74 49 54 74 56 67 6D 49 71 k1 hi¥jfPtIZzVanlga
00000070 | 58 &C 50 44 68 50 64 73 K8 59 52 79 w7 78 57 74 X1PDhPdshYRyg=lt
00000080 | 55 69 44 51 56 4B 74 4B 52 SA 72 68 51 44 56 44 | UiDQVEtKRZrhQDVJ
00000090 | 63 53 76 77 50 61 6E 48 64 41 44 48 4D 54 62 51 cSvwPanHj ADHMTHQ
000000AD | 6BE 49 51 64 6B 61 57 4C 77 6B 67 46 6D 72 42 4F nIQdkaWlwlkgFnrBO
000000BO | 74 76 52 71 74 42 6B 6B 6D 55 58 4B 77 6D 55 6F tvRgt BklnTEKwnlo
000000CO | 64 74 44 57 4C 77 70 43 59 4D 63 4D 61 64 49 56 dtDULwpCYHcHa IV
000000D0O | 47 SA 5S4 71 49 48 6B 65 44 S50 76 6F SA 64 52 54 GZTgIHkeDPvoZdRZ
000000ED | 72 &D 47 69 71 4F 74 63 73 58 6F 66 45 50 61 51 rnquOtEanfEPaQ
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Figure 3: Graph view for obfuscated function
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Figure 4: Another graph view of the obfuscated function

.text:0eee00013F6FS7F7 86 8D 5C 81 @0 e mowv ecx, [rbp+3Deh+var_274]

. text:000080013F6FS7FD 39 CA mov edx, ecx

. text:800800813F6F57FF 65 48 8B 12 mov rdx, gs:[rdx] 3 PEB Structure
.text:0BEOOREL3FEF5803 48 89 95 50 @1 @0 86 mow [rbp+308h+var_288], rdx

.text:000008013FEF580A 48 8B 95 58 21 2@ ee mow rdx, [rbp+3D@h+var_288]

.text:000000013F6F5811 48 89 95 DO B0 8@ @0 mov [rbp+30@h+var_388], rdx

.text:000000013F6F5818 48 86 95 DO B8 8@ @0 mov rdx, [rbp+3D@h+var_388]

.text:000000013F6F281F 48 BB 52 18 mov rdx, [rdx+18h] ; PEB_LDR_DATA
.text:800000@13F6F5823 43 83 (2 18 add rdx, 1eh 3 LIST_ENTRY InLoadOrdertodulelist;
.text:800008013F6F5327 48 89 95 FA 28 @@ @@ mov [rbp+3D@h+var_2E8], rdx

.text:800000013F6F582E 86 80 B3 E9 82 @@ mov ecx, cs:dword_13F7241EC

.text:800000013F6F5334 44 8B @5 BD E9 @2 @@ mov r8d, cs:dword_13F7241F8

.text:0eE008013FEF5838 41 89 9 mow rad, ecx

.text:9ee008013FEF583E 41 83 E9 61 sub rod, 1

.text:0eE00B013FEF5842 41 OF AF (9 imul ecx, rod

.text:0eE0OBBL3FEF5846 83 E1 @1 and ecx, 1

.text:800000013F6F5849 83 F9 B0 cmp. ecx, @

.text:000000013F6F284C 41 BF 94 C2 setz rieb

.text:800000013F6F2858 41 B3 FB BA cmp. rad, @sh

.text:000000013F6F5854 41 BF 9C C3 setl rilb

.text:800008013F6F5858 45 83 DA or rieb, riib

.text:800000013F6F5858 41 F6 C2 @1 test rieb, 1

.text:80@000013F6F5385F B9 83 3F 18 2D mov ecx, 20183F83h

.text:9eepee013FEF5864 41 BS 4B 6F 20 92 moy rdd, 92286F48h

text:000080013F6F586A 44 BF 45 C1 cmovnz rad, ecx

.text:9eEBORBL3FEFSE6E 44 89 85 BC ee 88 mow [rbp+30@8h+var_314], rad

283

text:@e@@08@13F6F5875 E9 8B 34 @0 jmp loc_13F6FDCBS5

. text:90OBBOO13FEFSETA § e
.text:000RER013FEFS87A

.text:000RER013FEFS87A loc_13F6F587A: ; CODE XREF: sub_13F6FAFDB+5AAT]
.text:000000013FEFS87A (7 85 BC 2@ 20 2@ 39 84+mov [rbp+30@h+var_314], @B2C5843%h

.text:800008@13F6F587A (5 B2
.text:800000@13F6F5884 E9 FC 33 @28

8
o

loc_13F6FDCB5

.text:800008013F6F5389 § —eeemmmm e e s e s e e s e e e e S S S S S s S S eSS s S s S eSS S s s S ss S
.text:800008013F6F5389
«text:0eE008013FEF5889 loc_13F6F5889: ; CODE XREF: sub_13F6FAFD@+20ET]
. text:@0@@00@13F6F5889 48 38 85 FO @0 @0 @0 mov rax, [rbp+3D@h+var_2E6] ; traverse InLoadOrderModulelist;
.text:0BEBOREL3IFEF5898 48 89 85 (3 00 20 @6 mow [rbp+308h+var_388], rax
.text:0BEBOREL3FEF5897 48 85 85 (3 00 20 @6 mow rax, [rbp+3D@h+var_383]
.text:P00@POR13F6FSB9E 48 38 @0 mov rax, [rax]
.text:000000013F6F5BAL 48 B9 85 (O B8 2@ @0 mov [rbp+30@h+var_318], rax
=" text:00@BOOB13FEFSBAB C7 B5 BC @ B 8@ 13 D3+mov [rbp+3DBh+var_314], 9488D313h

Figure 5: PEB parsing code fragments inside the jump code block

This obfuscation is quite effective. Anti-analysis techniques delay the execution, and the researcher
has to search the code fragments inside the jump blocks, which is a tedious task.

Along with jump blocks and multiple loops, there are multiple dummy functions that are not doing
anything but wasting time while analyzing the sample.
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4 LEXL  OUUOUUULIrOCIDYL
.text : 80@AE0013FGE3E92

. text: 000000013F6ESE92 B8
.text:BB@BBBBLIFGE3BOT7 48
.text:BBEBERRLIFLE3BIE EB
.text:800800013F6E3BAS 48
L text:000000013F6ESBAE 48
.text:BBBBBBBLIFGESBAD 48
.text:BBEBERRLIFLE3EER 48
.text:@0000001L3FGE3BB7 EB
L text: 00e000013F6ESBEC 48
.text:BB0B000L3FGESBBF 48
.text:BBEBERRLIFAE3BC2 48
.text:@0e00@L3FGE3BCY 48
L text:00@000013F6ESEDE EB
.text:BB8B000L3FGESBDS 48
.text:BBEBERRLIFGE3BDE 48
.text:@000000L3FGE3EDE 48
. text: 000000013F6ESBE2 48
.text:@B@B000L3FGESBEY EB
.text:@B0B00013FGE3BEE 48
.text:8000000L3FGE3BFL 48
. text: 000000013F6ESBF4 48
.text:BB@B0BBL3FGESBFE 48
.text:@B2B00BL3FGE3CB2 EB
.text:@0000001L3FGE3COT 48
Ltext: 000000013F6ESCBA 48
Ltext:008000013FGESCED 48
.text:@B0B000L3F6E3C14 48
.text:@0000001L3FGE3C1B E8
Ltext: 000000013F6ESC20 48
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loc_13FGE3B92:

mov
mov
call
sub

eax, 16h
[rbp+eBABh+var_938], rax
Dumy Fuct
rsp, rax
rax, rsp
[rbp+eBABh+var_918], rax
rax, [rbp+eBABh+var_93@]
Dumy Fuct
rsp, rax
rax, rsp
[rbp+@BABh+var 918], rax
rax, [rbp+eBAgh+var_93@]
Dumy_Fuct
rsp, rax
rax, rsp
[rbp+@BAgh+var_9@8], rax
rax, [rbp+éBAgh+var_93@]
Dumy Fuct
rsp, rax
rax, rsp
[rbp+8BABh+var_9@8], rax
rax, [rbp+eBAghtvar_93@]
Dumy Fuct
rsp, rax
rax, rsp
[rbp+8BABh+var_B8F8], rax
rax, [rbp+@BAGh+var_93@]
Dumy Fuct
rsp, rax

Figure 6: Dummy functions inside nested Jumps

.text : 000000013F720AD8
.text :028080813F720AD8
.text:peBae0013F700AD8
.text: 00808081 3F720AD8
.text :028080813F720AD8
text:oopeoeal3F700AD00
.text:008680013F726AD8
.text:080080013F726AD1
.text:008080013F780AD2
.text:eeee00013F700ADE
.text: 00868081 3F728ADD
.text :0080800813F7B0ADF
text:eeeeeeel3F7E0ADF
.text:008080013F7B0ADF
.text : 028080813 F7BAAES
.text:B2B080813F7RAAEA
.text:peB00013F700AF8
.text: 00B080013F7BAAFE
.text :020080013F7BAAFE
Jtext:eeeeeee13F7E0AFE
.text:008080013F7B0AFE
.text : 008080813 F7BAAFE
text: 00000001 3F700AFF
.text:peBaE0013F 700608
.text:000080013F726601
.text:008080013F 720681
.text:eeee00013F 700601

Figure 7: Dummy functions

.text:008BB0613F6E5136 83 8D
.text:000000013F6E513C EO 42
.text:000000013F6E5141

.text:000800013F6E5141

.text:888686813F6E5141

.text:008000013F6E5141 BB B85
.text:000000013F6E5147 BB BD
.text:eeseeeel3reES14D 31 C1
.text:8@86868013F6E514F 88 80
.text:0@88086813F6E5155 8B @5
.text:000000013F6E515E BB 15
.text:eee000013F6E5161 41 B9
.text:000000013F6E5164 41 83
.text:808808013F6E5168 41 aF
.text:000000013FEES16C 83 E@
.text:000000013F6ES16F B3 FB
.text:eeeeeeel3FeES172 BF 94
.text:8@8686813FEE517S B3 FA
.text:008808613FGE5173 41 @F
.text:000008013FEES17C 44 25
.text:eee00ee13F6ES17F Fo CL
.text:808606013FEE5182 B8 6B
.text:8@8808013F6E5187 BA @B
.text:000008013FEES18C OF 45
.text:000000013F6ES18F B9 95
.text:ee000ee13F6ES195 E9 E9
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18
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loc_13FGE5141:

cmovnz
mov
Jmp

5]

Dumy_Fuct proc near

arg_@= byte ptr 3

push rex

push rax

cmp rax, 18eah

lea rcx, [rsp+léh+arg @]
jb short loc_13F788AF3
loc_13F7@@ADF:

sub rcx, 1888h

or gword ptr [rcx], @
sub rax, 18eah

cmp rax, 18eah

ja short loc_13F788ADF

loc_13F7@@AFS:

zub rox, rax

or gword ptr [rex], @
pop rax

pop rex

retn

Dumy Fuct endp

[rbp+@BABh+var_920], ecx
loc_13F6F2683

eax,
ecx,
ecx,

[rbp+8BAGh+var_7D4]
[rbp+@BABh+var_7C8]
eax

[rbp+@BABh+var 7C1], cl

eax,
edx,
réd,
rad,
eax,
eax,
eax,
cl
edx,
r8b
cl,
cl,
eax,
edx,
edx,

cs:dword_13F7241C8
cs:dword_13F7241E0
eax

1

rad

-

eax
[rbp+@BAGh+var_920], edx
loc_13F6F2683

Figure 8: XOR decryption to decrypt the encoded payload

; CODE XREF: Loop_Function+2129tj

; CODE XREF: Loop_Function+24CEtp

; Loop_Function+24E7tp

; CODE XREF: Dumy_Fuct+264j

; CODE XREF: Dumy Fuct+Dtj

; CODE XREF: Loop_Function+EFtj
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https://d3ik27cqx8s5ub.cloudfront.net/blog/media/uploads/Fig-6-Dummy-Functions-inside-nested-Jumps.png
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Once it decrypts the payload, it reads the encoded API string array at the end of the encoded
payload embedded in the data section. Within the payload, the first DWORD is the size of the array
and next is the API function array. This array is of size 0x52 bytes and the encryption key used
earlier to decrypt the payload will also be used to decrypt the API array. The only difference
between the decryption of the payload and the array is malware uses an encryption key of size
0x52 bytes from the 41" offset of encryption key.

- CFF By 7 O
File Settlngs
B 1e3 x
- -
] Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations ®
: 3902284dd865c 2022
7 @:;d‘;a::s e oxe d | 20000180 00000188 000001BC 000001C0O 000001C4 000001C8 000001CC 00000100
d Byte[8] Dword Dword Dword Dword Dword Dword Word
- ia‘“ feader text 0001FFF8 00001000 00020000 00000400 00000000 00000000 0000
3 Fie Header data [oooteEo0  Jooo21000 001000 00020400 0000000 0000000 0000
éj%“;‘: Header . rdata 00000ES0 00040000 00001000 0003F400 00000000 00000000 0000
Directories
— (5 Section Headers x] /4 00000004 00041000 00000200 00040400 00000000 00000000 0000 vl
— (O import Directory < >
— | Exception Directory — -
L £ Relocation Directory This section contains:
— LD TLS Directory Size of array encoded API string array
— ‘ﬁ,MﬂulCmMar
p— 'ﬁ,wwﬁw
— &, Hex Editor
— <) Identifier = ~
I Sy Bew e E {7
— ) Quick Disassembler Offset | 0 1 2 3_4 5 eV7 8 9 4 BVYC D E F [ ascii
— %, Rebuilder 0001ED20 zJIGR. . .0507 .+.4
L— % Resource Editor 0001ED30 [02 08 24 22 01$"17$9; "Su¥YPlo
0001ED40 |12 13 16 00 05 06 29 37 34 02 44 3F 0D 0E 34 04 ||ooo.oo97: J?.0:0
0001EDSO | 3D 25 38 08 3E DA 1C 16 12 55 3D 36 29 21 35 00 || =%80>. 00U=6)15,
0001ED60 |21 37 38 11 1E 2E 37 1D 07 10 00 OE 63 19 15 10 || 1780 .7 oo .ocooo
0001ED70 | 27 50 44 53 2D 14 2B 05 14 50 00 00 00 00 00 00 || 'PDS-n+400P. ... ..
Q001EDS0 [FO UF UZ 30 UL U0 U0 U0 U0 U0 U0 U0 00 OO0 OO0 U0 & @ ...........
0001ED90 | FF FF FF FF FF FF FF FF 00 00 00 00 00 00 00 00 | yyyyyyyy.
Figure 9: Encoded API array
:::“mg::::;i . loc_1aresssaz ; CODE XREF: Loop_Function+11F3t] * [nax 0000000137717028 . ata00

Ltext:B00000013FEES522 48 8D 05
Ltext:B00000013FEES529 48 05 14
Jtext:B00000013FEESS2F BB 8D E4
Ltext:B00000013FEESSIS 89 (9
Ltext:OO0000013FEESSIT 89 CA
Ltext:D00000013FEESSIO 48 01
Ltext: DOOO0001IFEESSIC 48

g
]

E£7 BA
27 o0
s a8

g22
&

48
Ltext:D00000013FEESSAE 48
Ltext:D00O00013IFEESSAD 48
Ltext: D0OO0001IFEESSSS 48
Ltext: D0OO0OO1IFEESSST 49
Ltext: D0OO0OO1IFEESSSA BB
«text: D0OO0OO1IFEESSER 44
«text: D0OOBOO1IFEESSET 41
«text: DOOOBOO1IFEESSEA 41 8.
«text: D0OOBOO1IFEESSEE 41 OF
«text:D00O00O13FEESST2 83 E1 01
«text:D0OOBOO1IFEESSTS B3 FO 00
Jtext:BBOMBOO1IFEESSTE 41 OF 94 3
~text:0B0000013FGESSTC 41 80 E3 01
«text:D0O0BOO13FGESSE0 44 B8 9D 1E 06 00 00
~text:0B0000013FGES587 41 83 FO A4
~text:0B0000013FGESS8E 41 OF 9C (3
text: 00BOO13FGESSEF 41 80 E3 01

E2EEREERR
TEpBITRERBER
22 2

28 22 2

2 g8 2

B
9
3

and

o unk_13F701818

rax, 2714h

o [rbp+aBadh+var_78C]
, ecx

, ecx

x
rdx, [rbp+8BaBhivar BF8]
[rdx], rax

rax, [rbp+8BABh+var BEE]
rdx, [rbp+dBABh+var BF]
rdx, [rdx]

r8, rip

ecx, csidword_13F724108
r3d, csidword 13F7241E4
ried, ecx

ried, 1

ecx, ried

ecx, 1

ecx, @

rilh

riib, 1

; Size of Payload

i Start Offset of Encoded APT Strings

[rbptegaghevar_SE2], rllb
h

rod, 8l
rilb
rilb, 1

REX BOOROOR00000000] -
RCX BOORO0R00R01C608 » deb

ROX SR0000B0083TECHD b Stack(B

RST GOGIOGBOFFFFFFFF
ROT BQ000000000000]1
REP BOOROOROOR3TEDLR % Stac

RSP BOOROORORR3TEAZS % Stack[0e

RIP BQOROOR13IFEESS43 W
RE POORGORGFFFFFFEl '
A9 EOGRERRGFFFFFFRL 4
(3 Modides

Path

(3 CAWindows\system3Z\kemel 32,80
| FR

(] heeads

.DKI'\.I Hex State
[ 3544  DD8  Ready

Figure 10: Malware calculates the start offset of the encoded API string and starts decrypting it
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D] Hex View-1 0 & x|[Q HexView2 o & x

B0 00 20 OO 90 00 PO 0O 0D OO OO PO OO PO BB B  ............c0an 58 72 58 72 71  XrXrnncUisvbkdTg
! 90 90 90 00 20 0D 20 00 OD 00 00 00 00 PO PR PR ................ ¢ 44 49 42 63 54 JIBctlxsKkRxIWET
' @ 00 9@ 00 0@ 00 8@ 00 @4 0@ 00 0@ 00 °@ 00 o decoded APl Strings 6A 78 4D 65 4D _ jpheyewhupsHnCsM
B0 B B0 B9 90 0O 00 B0 0O PG 00 00 B0 B8 88 B8 ................ £ 4D 68 74 @8 08 IMhE.MZ.ouussnsen q:

1| 8@ 28 9@ 0@ 52 B0 60 B8 EE 72 74 75 61 6C 41 |....R...VirtualA FF FF 8@ 00 8a N - T

)] 6C 6C 6F 62 8@ 4B 65 72 33 32 @@ 4C 6F |lloc.Kernel32.Lo o 28 02 o0 ea paylaoll
48] 61 64 4AC 69 62 72 61 T2 47 65 74 50 72 |adLibraryA.GetPr 89 o8 0@ 00 e senan
1FDse| 6F 63 41 64 64 72 65 73 73 00 4D 65 73 73 61 67 |ocAddress.Messag 13FE 80 81 68 @8 1 B8 BL 4C ......%.. . f1.L
nea| 65 42 6F 78 54 69 6D 65 6F 75 74 41 @@ 75 73 65 |eBoxTimeoutd.use 13FE@3778 CD 21 54 68 69 73 20 78 72 6F 67 72 61 6D 20 63 IIThis-program-c
3] 72 33 32 @@ 45 72 72 6F 72 50 00 00 00 00 08 8@ Jri2.ErrorP...... IOBB00H13FE 61 6E 6E 6F 74 20 62 65 20 72 75 G6E 20 69 6E 280 annot-be-run-in-
E 37 . IDDODOY @ 44 4F 53 20 6D 6F 64 65 2E @D @D @A 24 00 20 8@ DO5:wode....5...
@ FF FF FF FF FF FF FF FF 00 00 02 00 00 20 00 00 90 90 @@ 80 59 CD 90 @F 1D AC F3 5C 1D AC F3 5C ....vI...-d\.-8%
o FF FF FF FF 00 G0 00 00 00 00 09 00 80 9@ 00 00 1D AC F3 5C 56 D& F@ 5D 18 AC F3 5C 56 D4 F6 5D .-6\WD8].-6'\wds]
DEe FE FF FF FF 00 00 00 00 00 60 00 00 00 00 0 80 91 AC F3 5C 56 D4 F7 5D 17 AC F3 5C 1D AC F3 5C “-&\wis].-6\.-6%

Figure 11: API array after an XOR decryption
It accesses the PEB structure and parses it to get the list of loaded modules in process memory.

The following is an example of the instructions set to parse the PEB.

mov rax, gs:60h ; Access PEB structure
mov rl5, [rax+18h] ; Access PEB LDR DATA structure

add r15, 10h _: Pointer to LIST ENTRY Inl.oadOrderModuleList

Figure 11B: Instructions

Here InLoadOrderModuleList is a doubly-linked list that contains the loaded modules for the
process.

The malware parses this “InLoadOrderModuleList” to get the Imagebase address of kernel32.dl|
with the goal of resolving the VirutalAlloc APl Then the malware will parse the PE structure of
kernel32.dll to get the name of each exported function and matches them with the API string that
got decrypted earlier in 0x52 byte array. If the APl name matches the exported function name, then
the malware will read the associated function RVA from the export directory and add it to the
Imagebase of kernel32.dll,. Using this method, the malware resolves each API dynamically. It will
resolve 4 APIs — here VirtualAlloc, LoadLibraryA , GetProcAddress , and MessageBoxTimeoutA.
Once its finished resolving the APIs, the malware will show the error massage box and then
continue execution.

Now, the malware calls the “VirtualAlloc” API to allocate memory in the process and start its task as
loader to load the actual payload.

¢ The malware parses the PE file structure of the payload from the data section where
previously it decrypted the PE file and read each section header one by one.

+ To map the process as per section alignment, it reads the virtual address of each section and
adds it to the image base of the injected PE and copies each section of data to this offset in
memory.

¢ The malware will not copy the PE header to the injected PE, this has been done intentionally
to evade detection from AV products.
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« |t reads the relocation section and does the fixup as it gets loaded at the different base
address in the memory.

« |t reads the import address table of the payload file from the data section region and resolves
the APl address dynamically using the “LoadLibraryA” and “GetProcAddress” APls and
copies these all function pointers to the IAT of the injected payload.

* When the injected PE file is ready for execution, it will read the RVA of the address from the
entry point from the PE file in the data section and add the base address of the injected
payload and redirect execution to the injected code.

Figure 12: Configuration setting for the payload

The injected payload is 64-bit executable file, it will call the “GetKeyboardLayout” APl and check the
lower words of the return value with the hardcoded values in binary. It tries to check if the keyboard
layout is from the following countries. If it is, then the malware will continue its execution, otherwise
it terminates itself.

Language Location (or type) Language ID

German Germany 0x0407
Spanish Spain 0x040A
Spanish Spain 0x0COA
Catalan Spain 0x0403
Basque Spain 0x042D
Italian Italy 0x0410
Polish Poland 0x0415
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UEUURL /D COUTELOLIOLD LD LY
idebugl73:800081BC96CE1B18 4@ 53
/debugl73:900001BC96CB1B12 48 81 EC 50 @1 @@ @@
idebugl73:0000081BC96CE1B19 FF 15 D1 F5 @@ 8@
idebugl?3: 0000816CI6CE1B1F 45 86 (8

(debugl?3: @@88816C96CE1B22 33 D2
idebug173:880081BC96CB1B24 FF 15 E6 F7 @@ @8
/debugl73:900081BC96CB1B2A 33 (9
idebugl73:0000081BCI6CE1B2C FF 15 E6 F7 @@ 8@
(debugl?3: @0@081BCI6CE1E32 33 DB

(debugl?3: 0000818C96CE1E34 C7 44 24 20 @7 84 84 84
idebugl173:800081BC96CB1B3C 43 8B D@
idebugl173:080001BCI6CB1B3F C7 44 24 24 @A BC @3 84
{debugl73:9000016C96CE1B47 B 15 @4 @0 80
fdebugl?3: 0000A1BCO6CE1B4C C7 44 24 28 20 @4 18 &4
idebugl?3: 906081BCI6CE1E54 66 89 44 24 2C
idebug173:880081BC96CB1B59 8B (B
|debugl173:800001BCI6CE1B5E 48 8D 44 24 20
idebugl73:900001BCI6CE1E60

idebugl?3: 8068816C6CE1E68
idebugl73:000001BCI6CB1B60 66 3B 10
idebugl173:088081BC96CB1B63 74 16
/debugl73:880081BC96CB1B65 FF C1
{debugl73:900001BC96CE1B67 453 83 (@ @2

idebugl?3: 000081BCO6CE1EEE 83 FO @7

(debugl?3: @@@@81BCI6CE1EBEE 72 FO
idebugl173:800081BC96CB1B78 33 C@
/debugl73:800081BC96CB1B72 48 81 C4 50 @1 @8 @@
[debugl73:900081BCI6CB1B79 5B
idebugl?3:0000818CI6CE1E7A C3

push rbx

sub rsp, 158h

call cs:GetConsolewindow

moy rox; rax

xor edx, edx

call cs: Showklindow

xor ecx, ecx

call cs:GetkeyboardLayout

xor ebx, ebx

mov [rsp+158h+var_138], 4848487h
mov rdx, rax

mov [rsp+158h+var_134], 4838C8Ah
moy eax, 415h

moy [rsp+158h+var_138], 4188420h
mov [rsp+158h+var_12C], ax

mov ecx, ebx

lea rax, [rsp+15B8h+var_138]

loc_1BC96CB1B60:

cmp dx, [rax]

jz short loc_1BC96CB1B7B
inc ecx

add rax, 2

cmp ecx, 7

jb short loc_1BCO96CE1B68
xor eax, eax

add rsp, 158h

pop rbx

retn

; hund
nCmdShow

; Hide Window
3 idThread

; moves Language Identifiers on Stack

; CODE XREF: sub 1BC96CB1B18+5E47
3 Check Language Identifiers with hardceded values

; Check Language Identifiers with hardcoded values

Figure 13: Call to the “GetKeyboardLayout” APl and check language identifiers

Now, the payload retrieves the computer name by calling the “GetComputerNameA” API and
encrypts the first 4 bytes of the computer name string using single byte XOR encryption. The
encryption key is “MIR24”, which is hardcoded in binary. It will create a Mutex with the name of this
partially encrypted computer name string. If a Mutex already exists, it will terminate it.

debugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl?3:
idebugl73:
idebugl?3:
idebugl73:
idebugl73:
idebugl?s:
iebugl73:

idebugl73:
ldzbusmt 72

B80081BCIGCE1EFL 41
980081BCI6CB1BFS 3B
Beeee1BCI6CB1EFT7 72
B80ea1BCI6CB1EBFY
B80081BCI6CB1BF9
Beeee1BCI6CB1EFS
B80081BC96CB1BFE
880081BC96CE1C00
BeeeelBCIsCE1Ca2
B80ea1BCI6CB1CAE
880081BC96CB1CAE
Beeee1BCI6CB1C16
B82ea1BCI6CBIC1E
PeRee18C96CB1C23
Beeee1BCI6CE1C25
B808a1BCIsCE1C2A
2eeee1B8C96CB1C2F
Beeee1BCI6CB1C35
B8eea1BCIsCB1C3C
Beeee1BC96CB1CA3
Beeea1BCI6CE1C45
B80ea1BCI6CB1C4E
Beeee1BC96CB1C4E
Beeea1BCI6CE1C4E
B@0ea1BCI6CB1C4D
eeeee1BC96CB1C54
Beeee1BCI6CE1C55
B8eea1BCI6CB1C55
8eeee1BC96CB1CS55
AOBAOT AFOAFRTFEE

38 48 FF
DF
E7

4C
33
33
FE
FF
48
43
3D
74
ES
E8
41
4C
48
33
FE

80
D2
a]
15
15
BB
86
B7
26
16
11
B9
80
a0
a]
15

44 24 48

33
48
5B
3

-]

81 C4 58 @1 e 8@

xor Ar8-1], €l
cmp ebx, edi
jb short loc_1BC96CB1BE@

loc_1BC96CB1BF9:

lea r8, [rsp+158h+Buffer]
xor edx, edx

xor ecx, ecx

call cs:CreateMutexA

call cs:GetLastError_@

mov rdi, [rsp+158h+arg B8]
mov rsi, [rsp+l158h+arg_e]
cmp eax, @87h ; '

jz short loc_1BC96CB1C4B
call Steal_DataFromThunderBird
call steal_data_from_Outloock
mov rad, 18h

lea r&, Caption

lea rdx, Caption

xor ecx, ecx

call cs:MessageBoxA

loc_1BC96CB1CAB:
xor eax, eax

add rsp, 15@h
pop rbx
retn

sub_18C96CB1B1@ endp

UL

[S .

CODE XREF: sub_1BC96CB1B18+C61]
1phame

bInitialOwner

lpMutexAttributes

uType
lpCaption
1pText
hiind

CODE XREF: sub_1BC96CB1B18+1131j

Figure 14: Creating a Mutex and executing its core functionality to steal data from the infected

machine

As we can see in Figure 14, it will execute the function which will steal confidential data from the
infected machine.

Here, we have found two functions in the malware. The first is used to steal data from Mozilla
Thunderbird, which is a free and open-source email client software. The other function is intended
to steal data from Outlook.

It searches for the folder path “C:\Users\<username>\AppData\Roaming\Thunderbird\Profiles\”
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All of your data such as messages, passwords and user preferences as well as changes made
while you use Thunderbird are stored in a special folder called profile.

« Ifit finds this folder path on the system, it will call the FindFirstFileAand FindNextFileA APIs to
search for two files in the subdirectory. The first is “logins.json” (account and password) and
the second is “key4.db” (password database).

|t reads the data from both of these files and appends both files’ data one after another,

starting network communication.

¢ |t establishes a connection to its server and prepares an HTTP post request with the user-
agent “Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/60.0.3112.113 Safari/537.36” and then exfiltrates this data to its server.

http[:]//45[.19[.]74.12/server.php .

e The server IP is hardcoded in binary which is “45.9.74[.]12”
» Before sending data to the server, it will encrypt it with the single byte XOR encryption. The
encryption key is hardcoded in binary which is “0O0ca8abe-6ab2-4b10-97c¢8-925934cf0423”

|debugl73:000001BCI6CB1848 48 8D 40 7C
{ebigl73:000001BC96CB184C FF 15 5E FB 0@ @@
iebugl73: 000001BC96CB1852 85 C@

lea rex, [rbp+7Ch]
eall es:lstremp
test eax, eax

RAX BB222000000¢
REX 22000000000¢
RCX BBO@TFFACISE
ROX BB002080008¢
RSI B800818CI6CE
RDI B888TFFAAS4]
RBP BB088811678F
RSP 28000011578F
RIP 2808@1BCIECE
RE B9008811678F
RO B890@R1167E8F

R12 B8081BCI52F
R13 22000000000¢
R14 20002000000
R15 BBO0REB0008¢
<

'.m Modules
Path

(58 C:\Windows\Sy
B rlcarst macdh
<

'@ Theeads
Decimal Hex
3408 D50

r- [debugl?3:900081BC96CE1854 @F 84 43 92 8@ e jz loc_1BCO96CE1ASD
! ldebug173:000801BCI6CB185A 33 D2 xor edx, edx |
| idebugl?3: 0@0881BC96CE185C 48 BD 8D AR 82 20 88 lea rex, [rbp+2agh]
: iebugl73:000801BCI6CE1863 41 BE 84 01 00 80 L réd, 184h
' iebug173:080001BC96CB1869 EE 52 E@ @@ 00 call sub_1BCI96CBFECE
! iebugl?3: @0e881BCI6CE186E 4C B0 4D 7C lea r9, [rbp+7Ch]
| * ldebugl73:00@001BC96CE1872 4C BD 44 24 48 lea r8, [rsp+aeh]
: tebugl73:200081BC96CB1877 48 8D 15 62 72 @1 8@ lea rdx, aSSLoginslson ; "%s¥s\\logins.json"
1 (debugl73:0@0081BCI96CE1E7E 48 BD 85D AR 82 20 80 lea rex, [rbp+2agh]
: idebugl73:0008081BC96CB1B85 FF 15 95 FA 00 20 call csiwsprintfa
I tebugl73:0@0881BC96CE1888 33 D2 xor edx, edx
: iebugl73:000801BC96CE188D 48 8D 8D B@ @3 ee e@ lea rcx, [rbp+368h]
' iebugl73:000001BC96CE1834 41 BE 84 @1 0@ @@ mov réd, 184h
| _ [lebugl73:@@@801BCI6CE1E9A EE 21 E0 00 88 call sub_1BC96CBFECR
1 * [ebugl73:0@0001BC96CE1E9F 4C BD 4D 7C lea ra, [rbp+7Ch]
: iebugl73:000001BC96CB18A3 4C BD 44 24 48 lea r8, [rsp+adh]
1 (debugl73:0@0881BCI6CE18A8 48 8D 15 49 72 @1 @@ lea rdx, aSSKeydDb 3 "Es¥s\\keyd.db”
: idebugl73:00@081BCI6CB1EAF 48 BD 8D B@ @3 @0 0@ lea rex, [rbp+388h]
i |debugl73:000801BCI96CB18B6 FF 15 64 FA 88 80 call csiwsprintfA
. {ebugl73:00e881BCI6CE188C 45 8D 8D AB 02 @0 @@ lea rex, [rbp+2agh] ; peinter to logins.jsen
' idebugl73:000001BC96CB1BC3 FF 15 37 FA 00 20 call cs:PathFileExistsA
! idebugl73:800001BCI6CB18CO 85 CO test eax, eax
r - |debugl73:0@@801BCI6CE1ECE @F B4 CC @1 8@ 80 jz loc_1BC96CEH1AID
! " |debugl73:000001BC96CB18D1 48 8D 8D B@ 83 @@ 8@ lea rex, [rbp+388h) ; pointer to key4.db
| * lebugl73:000001BC96CB18D8 FF 15 22 FA 60 @@ call cs:PathFileExistsA
H_r’ idebug173:000001BC96CB1EDE B5 C@ test eax, eax
r - ({debugl73:0@0881BC96CB18EG OF B4 BT o1 88 &8 jz loc_1BC96CBLASD
: {ebugl?3:@@e881BCI6CE18E6 45 33 C9 xor rad, rod
| ® Mebugl73:000001BC96CB18E9 4C 89 74 24 38 mov [rsp+38h], ria
: iebugl?3:0@0881BC96CE18EE C7 44 24 28 38 80 80 00 mov dword ptr [rsp+28h], 8@h ; ‘€’
1 ¥ [ebugl73:0@eee1BCI96CE1EFE 48 BD 8D AP 02 00 00 lea rex, [rbp+2ash]
'
: (UNFNOWN 000001BCSECBLEEAR: debugl73:000001BCSECBL2EA (Synchronized with RIF)
v |€
O &8 x| (G Hexview2
E 90 00 B0 0O B0 B0 0D 20 0D 0O OO PO PO BB BB VR  ............c0.n £ B2 80 00 B2 00 0O PO OO0 B0 B8 0O 9O 2O B0 B0
F B0 00 B0 00 00 B0 0D P9 90 0O 0D PO PO BB BB PO ............000n 00 B0 09 00 09 0D 20 ©0 29 OO B0 9O B0 90 20
= 90 00 B2 00 B2 20 0D 20 00 00 0D 2O PO BB BB PR ................ 02 22 00 B2 20 00 20 00 20 20 00 90 2@ B0 PR
G0GAL1GTEFFE1E OO 00 99 60 00 60 00 00 01 90 G0 00 AO BB BB B ............00.0 B0 68 00 80 90 68 B0 20 90 00 80 90 08 o8 6a
L0l R Uy v AS 3A SC 55 73 65 72 73 5C 6D 61 64 68 75 SC 41SEERTITIg AT T [TV 3 3A 5C 55 73 65 72 73 5C 6D 61 64 68 75 5C 4]
2eee11 538 '® 78 44 61 74 61 5C 52 6F 61 6D 69 6E 67 SC S4EELLIEIEIGLEL LTINS 7@ 44 61 74 61 5C 52 6&F 61 6D 69 6E 67 5C 54
S e P L e hunderbird\Profi 68 75 6E 64 65 72 62 69 72 64 5C 50 72 6F 66 ©
C 65 73 5C 38 75 6A 60 64 66 70 32 2E 64 65 GEUIALIGL LI PRI 60 65 73 5C 38 75 6A 60 64 66 7@ 32 2E 64 65 66
75 6C 74 2D 72 65 6C 65 61 73 65 5C 68 65 7oEETIASNLG CEELAVEN 61 75 6C 74 2D 72 65 6C 65 61 73 65 5C 6C 6F 6
PN 90 B9 00 ©0 00 00 00 00 00 00 8@ 4.db 5 69 GE 73 2E 6A 73 6F GE OON--J-ciE- IR 0]
00 22 00 B2 20 0D 20 00 00 0D 2O PO BE GG PR ....... eeooeall 78 90 00 20 00 22 20 0D 20 00 2O 20 00 92 B0 °0 PR
90 60 00 00 90 00 OO0 00 00 0D 00 90 B0 P8 8@ ................ [PEGERAL1IETEFFSEE 00 90 60 0B 80 90 00 98 00 90 00 80 90 08 00 60

Figure 15: Searches for the “logins.json” and “key4.db” files from the profile folder

C:\Users\madhu\A
ppData\Roaming\T
hunderbird\Profi
les\Bujmdfp2.def
ault-release\log
ins.json
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Figure

debugl73:8880081BC96CB1114
debugl73:000801BC96CE1117
debugl?3: eeee016C96CE1119
debugl?3: peeee1BCI6CE111C
debugl73:808801BC96CB1122
- Hebugl73:0008016C96CE1124
debugl?3: Geeea16CI6CE1124
debugl73:0086081BC96CB112F
debugl73:800001BC96CE1134
debugl?3: @eee016C96CE113C
debugl?3: 0eeee1BC96CE1143
debugl73:0000081BC96CB1149
debugl73:800801BC96CE114C
debugl?3: AeeEO1ECI6CE114F
debugl?3: 008001BCI6CE1152
debugl73:8088801BC96CB1158
debugl?3: @ee001BC96CE115A
debugl?3: Geee016C96CE115C
debug173:088881BCI6CB116@
debugl73:800001BC96CE1168
debugl?3: @eee016C96CE1160
debugl?3: eeeee1BCI6CE1167
- {debugl73:808801BCI6CE1169
debugl73:800801BC96CE116F
debugl?3: @ee0016C96CE1171
debugl7?3: @0e001BC96CE1174
debugl73:8880081BC96CB117A
debugl73: @ee081BC96CE117E
debugl?3: Geeee16C96CE1183
debugl73:8680081BC96CB1188
debugl73:880801BC96CE1192
debugl?3: @ee0016C96CE1198
debugl?3: peeee16C96CE1198
debug173: 888081BC96CB119E
debugl73:800801BCI6CE11A2
debugl?3: @eee016C96CE11A5
idebugl?3: 008001BCI6CE11AA

45
33
49
FF
B5
eF
B9
EB
4ac
89
41
48
49
48
EE
B5
74
oF

88
85
oF
a3
48
8D
40
EB
ac
89
41
49
48
48
FF
85
75

33
D2
8B
15
]
B4
81
es

B8
88
BB

15
]

1F

B84
e
84
F@
8B
96
88
90

BC
BB
8B
88
8D
15
ce

83

(=]
a1
3c

24
(]
CE

14
BB

a2

388

a2

a4
2E

24
88

a1

s888 B
g88
g

888

R

xor r8d, réd

xor edx, edx

moy rex, rla

call cs:HttpSendRequesta
test eax, eax

jz loc_1BC96CE11B4
L ecx, 48lh

call sub_1BC96CBSE3C
lea r9, [rsp+88h]

mov [rsp+88h], edi

mov r&d, 488h

mow rdx, rax

maw rcx, rl4

maw rbp, rax

call cs:InternetReadFile
test eax, eax

jz short loc_1BC95CB11AC
nop dword ptr [rax+88h]

loc_1BC96CB1168:

mov eax, [rsp+88h]
test eax, eax

jz loc_1BC96CB11F2
add esi, eax

moy rex, rbp

lea edx, [rsi+4eih]
mov [rsi+rbp], dil
call loc_1BC96CBSE20

lea r9, [rsp+88h]

mov [rsp+88h], edi

mov rid, 48eh

may rex, rl4

mow rbp, rax

lea rdx, [rsitrax]
call cs:InternetReadFile
test eax, eax

jnz short loc_1BC96CB1168

16: StrelaStealer is expecting the response from its server

; CODE XREF: debugl73:0808001BCI6CB11AAL]

We have analysed the second function statically where it reads the windows registry key,

enumerates data from it and tries to locate the ‘IMAP User’, ‘IMAP Server’ and ‘IMAP Password’

values.

The IMAP Password contains the user password in encrypted form. The malware will call the

Windows “CryptUnprotectData” API to decrypt it.

The following registry key is enumerated to steal Outlook data:

“SOFTWARE\Microsoft\Office\16.0\Outlook\Profiles\Outlook\9375CFF0413111d3B88A00104B2A6676\

debug173:
debugl?3:
debugl73:
debugl73:

debug173
debugl73:
debugl?3:
debugl73:
debugl?3:
debugl73:
debugl73:

debugl73:
debugl?3:
debugl73:
debugl73:
debugl?3:
debugl73:
debugl?3:
debugl73:
debugl73:
debugl?3:
debugl73:
debugl73:
debugl73:
debugl73:
debugl?3:
debugl73:

Figure 17: Outlook registry key would have been enumerated to steal data from the infected

machine

:808e81BCIGCCEAZ

debugl?3: 0@

808001BCI6CCEALC
@eeea1BCo6CCBA1D
B808001BCIGCCBALE
B800001BC96CCBALF

88883

w
w
B
-

45
6F
65
6C 6F

oo,
o
oo~
W

B00081BCI6CCEATA
B08881BCI6CCATE
B808081BCI6CCBATC
2eeea1BC96CCBATD
B808801BCIGCCBATE
B00001BCI6CCBATF
8081BCI6CC3AB0
B800001BCI6CCBABC
2eeea18C96CCBABD
B808001BCI6CCBABE
B800001BC96CCBABF
808081BCI6CCEA90
B00001BCIGCCEATIA
Beeea1BC96CCBA%E
B08801BCIGCCBAIC
B8000818C96CCEAD
200081BC96CCBAE
B800001BCIGCCBAIF
2eeRalBCo6CCEAAR
B808001BCIGCCBAAE
B00001BCI6CCBAAF
808081BC96CC3ABE
B800001BCI6CCBABA

73 2C

ghegsegseesasgesssgesssy

54
73
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6F
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57
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31
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28

28
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41
66
36
5C

53

55

58

2C

52

2E
58

65

73

61

25

45
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38
72

72

65

73

73

5C
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76

72

73

@4

40
66
aF
66

3

wn

77

69+aSoftwareMicros db ‘SOFTWARE\Microsoft\0ffice\16.@\0utlook\Profiles\Outl

69+db '13111d3B3BABG1B4B2AGETE\",8

72+almapServer db "IMAP Server',@

almapUser db "IMAP User',@

6F+aImapPassword db 'IMAP Password',@

db <]
db @
db 2]
db @
66+
75+
db @
db ]
db <]
db @
db @
db @
db @
db @
db 2}
db @
db <]
db @
db 8
db @
db ]
db <]
db 8
db @

asss db "¥s,%s,%s°,@4h,0

db

@

xR

XREF:

XREF :

debug

debugl73:

debugl73: ee

BC96CE

@eeeE1BCIGCE151BTo

loc_1BC96CE1549t0

loc_1BC96(B1577t0

1BC96CB165FTo

ook\9375CFFea”
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Ml "Ethemetd
File Edit View Go Capture Anaslyze Statistics Telephony Wireless Tools Help

Adm @  BREBEes==7 R[5 =EQaan

N |tep.stream eq 2
Mo. Time: Source Destination Protocol  Length Info
45 31.506642 192.168.207.136 45.9.74.12 TP 66 51158 = B@ [SYN] Seq=@ Win=65535 Len=@ M55=1468 WS=256 SACK_PERM
46 31.696829 45.9.74.12 192.168.207.136 TcP 6@ B8 - 51158 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=8 M55=1468
47 31.696485 192.168.207.136 45.9.74.12 TP 54 51158 -+ 88 [ACK] Seqe=l Ack=1 Win=65535 Len=8
45 31.696984 192.168.2087.136 45.9.74.12 TCP 277 51158 + B@ [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=223 [TCP segment of a reassembled PDU]
49 31.697096 192.168.267.136 45.9.74.12 HTTP 1582 POST /server.php HTTP/1.1
5@ 31.697175 45.9.74.12 192.168.207.136 TCP 6@ B8 - 51158 [ACK] Seq=1 Ack=224 Win=64248 Len=@
51 31.697263 45.9.74.12 192.168.207.136 TCP 6@ B8 + 51150 [ACK] Seq=1 Ack=1672 Win=64248 Len=8
-| 52 32.213807 45.9.74.12 192.168.207.136 HTTP 229 HTTR/1.1 280 OK
= 53 32.214180 192.168.267.136 45.9.74.12 TP 54 51158 -+ B@ [ACK] Seq=1572 Ack=176 Win=65535 Len=8

Figure 18: Network communication with server

The archive file cannot be found in any of the popular threat intelligence sharing portals like
VirusTotal at the time of writing this blog.

€« > © % viustotal.com/gui/search/74f21472fed71aacchbd60b34615a8390725cbabbcb25bbc6a51bd723ff8bd01a

® Open Analysis I I {T) Reverse Engineering © R Engineerin.. 3 www.SecurityXplod.. @ (@ Malware Research B.. [l CodeProject - For th...

Z Q,  T4f21472fed71aacchbd60b34615a8390725cbabbcb25bbebas1bd723ff8bd01a
[ 4
[

No matches found

Alternatively, do you want to locate your threat based on static, dynamic, content, attribution or other advanced loC context? VT Inte
across VirusTotal's entire threat corpus using a myriad of modifiers, learn more.

Figure 19: File is not available on VirusTotal

This threat is detected by SonicWall Capture ATP w/RTDMI . Evidence of the detection by our
RTDMI engine can be seen below in the Capture ATP report for this file.
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Figure 20: Capture report
I0OCs

Archive file
MD5: ca4797bf995c91864c8b290ebd4e1c7b
SHA256: 74f21472fed71aaccbd60b34615a8390725cbab6cbh25bbc6a51bd723ff8bd01a

JavaScript (Initial vector)
Md5 : C235CE3765F9B1606BDA81E96B71C23B
SHA256 : E083662C896C47064FD47411D47459BF4B1CB26847B5D26AEDD7FOD701CABD43

Main 64-bit executable file
MD5 : 1E37C3902284DD865C20220A9EF8B6A9
SHA256 : F2D7CF39392D394D6CCDOF9372DB7D486D4CB2BB6C3BBFDOD8BFBB6117A5E211

Injected 64-bit Payload
MD5 : 95F51B48FB079ED4ES5F3499D45B7F14E
SHA256 : C02BB26582576261645271763A17DE925C2D90D430E723204BAEC82030DC889A

Server IP : “45[.]9.74[]12

Security News

MO

The SonicWall Capture Labs Threat Research Team gathers, analyzes and vets cross-vector threat
information from the SonicWall Capture Threat network, consisting of global devices and resources,
including more than 1 million security sensors in nearly 200 countries and territories. The research
team identifies, analyzes, and mitigates critical vulnerabilities and malware daily through in-depth
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research, which drives protection for all SonicWall customers. In addition to safeguarding networks
globally, the research team supports the larger threat intelligence community by releasing weekly
deep technical analyses of the most critical threats to small businesses, providing critical knowledge
that defenders need to protect their networks.

14/14



