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Screenshot from the i-Soon leak.
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Based on recent leaks, Chinese cyber mercenaries may be more like the NSO’s and
Hacking Teams of the world than previously expected. On February 16, 2024, a set of
internal documents, chat logs, and sales pitches seemingly belonging to Chinese security

contractor Shanghai Anxun Information Co. (L@ &HHSE/AT]) “i-Soon" were_leaked onto

code-sharing_site Github.

Plenty of cyber threat intelligence firms have covered the_leak’s tools, i-Soon’s relationship
to Chinese threat actor APT41 (and affiliated cyber mercenary firm, Chengdu 404), as well
as i-Soon’s wide number of clients. However, this trove of documents also reveals plenty
about China’s offensive cyber capability industry: how they are surprisingly similar to their
Western counterparts, but different in other important ways.

Why does this matter?

Countering the proliferation of offensive cyber capabilities has been a priority item for the
US, UK, France, and other partners since the Summit for Democracy in 2023. While the
world has focused on NSO Group and other firms out of Israel, this is a global market for
capabilities, and China is a key adversary in cyberspace. Prior to this leak, little has been
made public about the Chinese offensive cyber capability marketplace, or its relationship
with the wider East Asian region.

Moreover, the insights gleaned from the i-Soon leak could not have come at a better time:

the 2024 Summit for Democracy, which is expected to have further news about international

efforts to combat spyware and other offensive tools, is being held in Korea, and will have
plenty of attendees from the region. China has consistently been an elephant in the room
with regards to these discussions, and this leak enables policymakers to understand how
trying to curb the marketplace will affect Chinese offensive efforts, as well as those of our
East Asian partners and allies.

Key Findings

1. The Chinese government specifically contracts out hack-for-hire work:
contracting documents between i-Soon and both military and law enforcement show
specific requests for Gmail and other target email contents — requiring i-Soon to
actively break into mail servers and pull content for their government customers.

2. Antivirus firm Qihoo360 invests in cyber mercenaries and may be selling them
user PIlI: China’s largest antivirus firm, Qihoo360, is an investor of offensive
capabilities firms and may be selling_Pll of individual antivirus customers to an
offensive company. it funds that does intelligence work for government clients.
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3. Tianfu Cup confirmed to be exploit feeder system: the Tianfu Cup is confirmed by
the leaks to likely be a vulnerability feeder system for the Chinese Ministry of Public
Security (MPS). When proof-of-concept vulnerabilities submitted to Tianfu aren’t
already full exploit chains (ready to use), the Ministry of Public Security disseminates
the proof-of-concept code to private firms to further exploit.

4. Naming and shaming has mixed market results: Naming and shaming individual
companies in the space can have the opposite effect, and even be used as marketing
by certain threat groups. However, indictments can also cause employees to leave
those companies to find other work (albeit at other similar firms).

5. Chinese firms have a well established Capture-the-Flag to hiring pipeline for
offensive talent: i-Soon, a company of around 100 employees, partners with
provincial ministries of education (equivalent to state-level departments of education
in the US) and defense contractors to put on capture-the-flag competitions to attract
talent. One of China’s most well-known offensive security teams, Pangu Team, is a
subsidiary of a large prime defense contractor, Qi Anxin.

6. Well-funded, prime/sub-contracting ecosystem: Like their Western counterparts,
Chinese offensive capabilities firms are large, sometimes venture-backed firms in a
dense ecosystem of players. Some firms directly bid for Chinese government
contracts, some work with large prime contractors, and some join forces with other
small firms to partner on contracts together. Unlike the West, however, small Chinese
firms will often offer entire suites of services, ranging from threat intelligence to
reconnaissance tools, and even actual hack-for-hire services.

Recommendations

1. Elevate the i-Soon revelations in cyber capabilities proliferation dialogues, like
at the Summit for Democracy in March 2024, hosted in Korea: these revelations
showcase that China contracts private firms to hack into organizations worldwide,
including in Korea, Thailand, Vietnam, the U.K., and India. The U.S. and its partners
can use these leaks to bring new partners on board.

2. Promote alternatives to vulnerability hoarding: while China is using a vulnerability
hoarding or “buggy bank” strategy to amass power in cyberspace, hoarding
vulnerabilities inherently leaves the global internet ecosystem less secure. The U.S.
and its partners should advocate for responsible vulnerability disclosure and
Vulnerability Equities Process-like systems, and provide guidance to partners and
allies on how to create these processes.

3. Create norms against private sector hacking: Governments should create ways to
ensure better delineation between civilian and combatant cyber forces in event of a
conflict. Moreover, if large technology firms can attribute exploitation of their products
to iSoon or other Chinese technology firms, they should consider suing them in U.S.
courts, as done in_Whatsapp v. NSO.
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4. Further encourage international sanctions on Qihoo360 and other Chinese
firms: The U.S. government already added Qihoo360 to the entity list in 2020. The
U.S. and its partners should use the revelations from the leak to encourage partners
to also sanction the company, while preventing allied government employees from
downloading the application.

5. Follow individuals, rather than companies: The U.S. and its partners should apply
people-centric policies to the offensive cyber proliferation space. Governments can
indict particularly egregious founders (like the founders of Qi Anxin and Qihoo360)
and offer employment visas to exceptional foreign engineers—both options take key
staff away from foreign companies.

6. Partner with CTF teams to develop cyber security talent: While US government
efforts focus on universities, few partner with or fund CTF teams. Larger private
institutions should consider funding additional CTFs like CSAW or individual CTF
teams that help organize such competitions, and consider facilitating safe spaces for
international research collaboration.

Introduction: Offensive Cyber Capabilities, the Chinese Market, and i-Soon’s Place
within it

An offensive cyber operation needs_four things: 1) initial access into a target environment,
2) malware to put in that environment, 3) a way to talk to the malware (like a command-and-
control server), 4) someone trained to conduct the operation.[1] Many of these individual
capabilities can (and are) developed in the private sector: in fact, some companies sell all
these components together, offering “Access-as-a-Service" to government clients. Because
these capabilities are all expensive to develop and retain in house, governments
increasingly rely on private companies to bolster (or even completely supply) their
operations: NSO Group,_an Israeli cyber mercenary firm, is linked to providing services to
multiple governments; even the FBI had to rely on a_private Australian firm to break into the
San Bernardino shooter’s iPhone post Apple v. FBI dispute.

The Western hacking community has origins stemming from counterculture like_phone
phreaking and_loose online bulletin board systems, as well as an originally fraught
relationship with law enforcement and_large technology firms. Chinese hacking
communities, on the other hand, came out of patriotism. Many of the original patriotic
hackers from the_ 2001 US/Sino Hacker War, who defaced US websites after a US spy
plane collided with a Chinese fighter jet in the South China sea, are now executives and
senior engineers at some of China’s largest technology and cyber security companies. The
most famous of these is Tan Dailin, or “Wicked Rose” - once a Sichuan University of
Science and Engineering student carrying out DDoS attacks against DOD websites in 2006,
Tan was named in the 2020 FBI indictment against APT41, which claimed that Tan worked
with Chengdu 404’s Vice President at an “offensive hacking group” with relationships to
government agencies. Both individuals were_charged with conspiracy and CFAA
violations.
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As the global cyber mercenary ecosystem has_exploded in the last twenty years, China’s
ecosystem has been no different. China’s Tianfu cup is a prime example of this — a hacking
competition hosted in China by some of China’s most famous_cybersecurity companies and
institutes.[2] Hacking competitions like Tianfu cup, as well as other more offensive “capture-
the-flag" (CTF) competitions, showcase some of the world's best offensive hacking talent.
To be clear, i-Soon does not have the capabilities to compete in a Tianfu Cup-like
competition on their own - in the words of one of their engineers in 2022, there are only 4-5
people in their department who are capable of infiltration.[3] However, they sell malware to
Chinese government clients, work with vulnerability brokers, and actively conduct cyber
intrusions on behalf of the Chinese government — IP addresses mentioned in i-Soon
employee chatlogs are_linked to Chinese hacking operations conducted during that
timeframe. This company is not a premier hacking shop, but they have useful visibility into
the wider Chinese offensive security community.

Same: Private cyber mercenaries are large, sometimes venture-backed, firms in a
dense ecosystem

Private sector hackers are not script kiddies in basements: they are businesses with
product lines and ample funding. Offensive cyber capabilities are sold by companies —
companies with investors, employees, and competitors. Western firms range in size from
small private organizations to large defense contractors — NSO Group was reported to have
around_700 employees as of 2022. China seems to be no different: chatlogs between i-
Soon’s two co-founders, Jesse Chen (lengmo) and Wu Haibo (ShutdOwn) explicitly
compare their employees (they have around a hundred) to the thousands employed by
Huawei and Qi Anxin — two Chinese cyber security firms. The i-Soon leaked employee
rosters add up to around 130 unique names.

Time From To Message english translation
2022- N L - 0 -
I lanamo Shutdown M FRSETARME, JMASB%E  This kind of market development is basically land reclamation. Look at the
9 ERNSLZEBHERESL legion model of Huawei and Qi Anxin

10:01:34

2022-
01-14 Shutdown  lengmo ERAABT, BI1ZTBE AR They've got 10,000 people, we have a team of 100.
10:13:09

I-Soon co-founders compare their sizes to that of Huawei and Qi Anxin within the
cyber security market

i-Soon received angel investment from Yongzhou Venture Capital in 2016 and received
Series A funding from CASH Capital and Qihoo 360 in 2018.[4] The i-Soon co-founders
have also discussed future Series B rounds, potential contacts to take them public, and
revenue numbers. In 2021, the CEO claimed that i-Soon'’s revenue reached 70 million yuan
(9.7 million US dollars), with expectations to double their revenue in 2022.°
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The relationship between i-Soon and Qihoo 360 — a Chinese antivirus firm placed on the
US entity list in 2020 for its ties to the Chinese military, is particularly interesting: leaked
conversations between two i-Soon senior employees state that i-Soon can purchase data
from 360 to cross compare QQ accounts with MAC addresses and other data to find the
real identities of individuals they target, with mixed success rates.

The conversation’s context involves virtual identity - which is a service “under development”
based on iSoon’s Skywalker Data Query platform sales documentation: “a dedicated
confidential application system that provides real-time query for target logistics information
and network virtual identity information.”[5] The virtual identity service would enable a user,
after querying a target person, to be able to retrieve the target’s internet “virtual identity”
based on query keywords, including QQ and WeChat data. This querying feature works in
the opposite direction as the resource gathering method mentioned in the chatlogs, but it is
possible that the data gathering is done on the back end prior to user query. If the Qihoo360
data is being used in this way, the antivirus firm would be selling (either formally or
informally) PIl of individual antivirus customers (real names, for example, alongside their
device MAC address) to an offensive company it funds, so the company (iSoon) can find
people based on their online activity and hand their identities to government clients.
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Skywalker Platform “Virtual Identity Query” (Under Development)
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english translation

I've got a resource that can provide clues through the virtual identity
and the MAC of the device

What is virtual identity?

Mainly mobile numbers, virtual identities and Mac devices

qq? Wechat?

Yes - there are more of these two at the moment

|s the capability mature? What's the success rate

Knowing the person's QQ and WeChat, we can find a way to grab
the device information that they have logged in to, and then compare
it with the Mac library to find out the specific device information.
Then combine some resources from 360 to get the real person

There is no problem in checking device information. It mainly
depends on the targeted people and that we're relying on 360's
resources.

it's pay per use, and it costs a lot to find a device. The price will be
calculated separately depending on the target

Mostly for later stage work - the prices 360 charges are outrageous

| I-Soon leaked chatlogs (original, translated) of two senior employees

When it comes to talent, the two co-founders also frequently talk about their industry
partners (who occasionally steal their talent, and vice versa). In 2020, when the FBI named
Chengdu 404 in an indictment, the iSoon co-founders implied that they were drinking
buddies with many of the indicted individuals. While the iSoon co-founders assure each
other that they have no public link to Chengdu 404 at the time, they became embroiled in a
public intellectual property dispute with the company in 2023. Later on, one of Chengdu

404’s researchers sent their resume to i-Soon. While the FBI's naming and shaming
techniques may be ineffective against certain individuals, (and are even used as marketing
by the groups themselves) some employees can still be swayed to leave firms that are
conducting criminal activity in cyberspace - albeit to go to other firms doing similar work.

7/21


https://nattothoughts.substack.com/p/i-soon-another-company-in-the-apt41?utm_campaign=post&utm_medium=web&open=false&ref=margin.re

2020-

FBI adds 5 Chinese APT41 hackers to its FBI adds 5 Chinese APT41 hackers to its Cyber's Most
09-16 lengmo ShutdOwn . .
Cyber's Most Wanted List Wanted List
23:51:118
2020-
09-16 lengmo Shutdown iR o
23:51:42
2020-
09-16 lengmo ShutdOwn 4044E1E T 404's burned
23:51:53
2020-
09-16 ShutdOwn lengmo eI EE 0S4 15 next time we see them we'll have them drink 41 drinks
23:53:38
2020-
09-17 lengmo Shutdown [EER LR ERFBI IAELH now they can call themselves 'FBI certified’
00:00:37
2020- Five people in the indictment - our in-group has 4 of
09-17 lengmo Shutdown —H#57, BRIEIR2H4T mempe 5 e
00:02:17
2020-
09-17 Shutdown lengmo FHAF0404808 & 1EXERIE? We have nothing to do publicly with 404 right?
00:11:35
2020-
09-17 lengmo ShutdOwn =] no
00:11:57
2020- .
22404 BI— T T EFFRMMAFH, |/EMHE | &2&20ne of the 404 guys who does security
09-24 lengmo ShutdOwn ) _
04:305 ®T development and research submitted his resume

I-Soon co-founders discussing the APT41 Indictment
Same: Prime / Subcontractor markets

Companies that provide services or products to governments — even when dealing with
offensive cyber capabilities, largely use government contracts. Some of the West’'s most
elite offensive security groups attempt to_directly bid for contracts. However, because
government contracting is slow and difficult, many end up becoming subcontractors for or
get fully acquired by large prime contractors. Moreover, when companies can’t provide all
portions of an offensive cyber capability, they themselves will contract out that work to a
subcontractor.

These dynamics are also easily identified in the i-Soon leaks. Chatlogs between i-Soon’s
two co-founders, Jesse Chen (lengmo) and Wu Haibo (ShutdOwn), as well as between
other employees, mention companies that act as suppliers, primes, investors, competitors,
and even a combination of all four.

Time From To Message english translation
2021- AZRBIA-KEFBHRSEME, There are still a lot... Many contracts in the Key Account Department
02-02 lengmo Shutdown HAZRRHMBAN, TERZSE are collaborations - not just working with the prime, but also with
08:07:09 &, many subcontractors.

Chatlog (original, translated) of i-Soon’s relationships with contractors and the
government
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One standout example is i-Soon’s relationship with NoSugarTech (FoAE{=2., or ToikE ).
NoSugarTech (nosugar|.]tech) is a_startup in Chengdu funded by the venture arm of
Qihoo360, Gaocheng Capital, and other large firms. They advertise “cybercrime
combatting” technology, which includes vulnerability research, as well as other offensive
and defensive tools. According to the chatlogs, NoSugarTech is both subcontractor and
competitor to i-Soon - NoSugarTech provided a QQ vulnerability to i-Soon on a pay-per-use
basis, is on contracts with i-Soon, and recruits researchers from the same talent pools.

2020-
AN 5 NF =) ’*g L\
08-09 ShutdOwn lengmo Eﬂﬁﬂ Mo R AR Can we use that NoSugar QQ vuln
01:15:05 N
2020- . P
—RTA, RIERFRIUFAIIITFNE we're not really giving it out except for really good
08-09 lengmo ShutdOwn )
P clients
01:15:32
2020- . . . . .
ERANIE, TEBRIEITowW—", If we want to use it, NoSugar is charging us 100,000
08-09 lengmo Shutdown .
ENpAYENLE: per, but no charge if no success
01:17:40
2021- BETRF UERAREAITN, 6 This case should be done in cooperation with
0407 lengmo  Shutdown ~BRERGFENLAD, EitRM 0T P
04:23:37 s (e e -
2021- A e This resource from NoSugar is pre ood, can you
FAENARETR, BREME S y
04-20 ShutdOwn lengmo ask the user to borrow their booklet and take a look
FPHE—4EE .
06:02:38 at it
2021- e ) »
THEB AR, #EFNE  We have placed orders in several cities and towns
11-25 ShutdOwn lengmo ) -
—— =By where Wutang is recruiting people.

Selection of chat logs (translated) between i-Soon’s co-founders about their
relationship with NoSugarTech

As for larger firms, Qi Anxin (gianxin[.]Jcom) seems to be i-Soon’s prime contractor,
competitor and potential investor. Qi Anxin is a large cyber security firm and defense
contractor,_publicly traded on the Shanghai Stock Exchange. According to the same
chatlogs, i-Soon has relied on investment funds from Qi Anxin to pay their departments, and
has considered cooperation with the large contractor to help provide training to other
clients. These conversations suggest a prime-sub contractor relationship, whereby a large
company like Qi Anxin procures government contracts and relies on smaller companies like
i-Soon to fill in gaps within its capabilities. Qi Anxin is also the_parent company of Pangu
Team/Pwnzen Infotech — a cybersecurity research team well-known globally for mobile
exploitation.
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Time From To Message english translation

will Qi'anxin’s

2020-

investment funds have
08-11 lengmo Shutdown  HREBMEREREFIEBESFIEFERT -

to wait until the end of
06:47:52

the year?

funds have been tight
2020- recently - many
08-11 lengmo Shutdown H|EFEZ—EEREKW, TERSIIINBBELSHEBEET - departments below
06:48:25 have been pressed for

payment

I ti ith Qi A
2020- Ko pule o C’.;y "

in's Public Securi

08-16 ShutdOwn  lengmo HTHFRELRBWBASWISE .

Department to discuss
08:36:09 .

cooperation.

You promised to

provide Qi Anxin with
2020- \ ey s - at 1 our trainin

RENERHNZFBETREE—ET? RAERLUKATE ) 9 .

08-20 lengmo ShutdOwn A environment? |s it
06:27:11 - " possible to send

someone over to train

them?

Who said that? What
2020- does it mean to train
08-20 ShutdOwn  lengmo HIRN? SHIMIRTARR - ARETFIZIIG them - are you sure
06:30:52 we're not training

customers

It is for customers - we
2020 say we will provide

BEEF - RREELBNIR, HthMEREIIEIEEES, them with our training

08-20 lengmo ShutdOwn e . )
06:31:30 AR & ranges in Shanghai

and Beijing, and also
send instructors there

Selection of chat logs (translated) between i-Soon’s co-founders about their
relationship with Qi Anxin

Different: Information operations, threat intelligence, reconnaissance, and hack-for-
hire services can all be provided by a single Chinese firm

Aside from prime contractors, Western firms are deeply unlikely to offer threat intelligence,
information operation capabilities, reconnaissance capabilities, and offensive cyber
capabilities at the same time. While some firms may offer a defensive tooling suite to pay
the bills (exploitation contracts tend to be more erratic in nature), offering more than 2-3
different verticals is difficult for a small firm.® I-Soon offers all these capabilities — likely to
gain market share and diversify streams of unstable income. In addition, most countries do
not encourage hackers-for-hire: authorizing private actors to hack into systems creates_risk
of unintended escalation and encourages private activity that is illegal under most other
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circumstances. The International Committee of the Red Cross has even called civilians
engaging in this activity as_a worrying_trend, especially if the activity continues into a
wartime environment. i-Soon, however, directly steals from targets and gains access to
target computers for both the Chinese governments’ spy and law enforcement agencies -
because the Chinese government specifically contracts this work out to private companies.

Based on the leaked chat logs and sales pitches, i-Soon offers intelligence (QB - 15F)
products, trainings via an “Anhui Academy”, special reconnaissance services (the likely
meaning of TZ - téwl zhéncha 4545-{51%%), and clearly break into systems themselves. They
are effectively a malware, surveillance, threat intelligence, and a hack-for-hire firm
combined — although based on disgruntled employee complaints in the leaks, they provide
these services with_varying degrees of quality.

I-Soon's own pitch deck brands itself as a “TZ" firm: “committed to providing comprehensive
solutions for TZ product research and development, TZ capability technical services, and
TZ talent cultivation, and contributing [i-Soon’s] strength to public security customers in the
direction of cyberspace confrontation, equipment construction, intelligence acquisition, and
talent cultivation. Its product lists are largely remote access trojans ((ZimiZHl‘E1E is a form
of remote desktop software). However, the products list also includes social media
monitoring, penetration testing tools, anonymous communications networks, and trainings
for all its products.

hﬁﬁ%ﬁ

THERBNFRHUTZFRIR. TZRDEARS. TZAAISFNESEBERAR, AAREFENEZENN. EEEE,
BEFEN. AFIEFERERERTGINE.

AP-005 Twitter SEMI|ER T F & Twitter Control Forensics Platform

AP-00E AndroidiTiRIERISEEE Android remote control management system
AP-DO7 WindowsiTiR iEN SR 5 Windows remote control management system
AP-008 OSITIRIE NS R4 i0% remote control management system
AP-005 Macim i S B R 8 Mac remote control management system
AP-010 Linue iR i PS8 #4687 Linux remote control management system
AP-011 g&hitE ST E S Automated penetration testing platform
AP-012 [ it Anonymous anti-tracing wall

AP-OL4 S RIE R T R Metwork terminal fingerprint probe system
AP-015 i AER s Email analysis and decision-making platform
AP-D16 BtEN T B8 RED Test Toolbox

AP-017 prary iy 1 L = 1 Remote Detection Toolbox

AP-018 TeERGTTARE Security Attack Toolbox

AP-019 ot TR Revarse Analysis Toolbox

I-Soon leaked marketing material and selection of products list
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Moreover, China does not care about preventing private actors from conducting operations
as long as they’re sanctioned — in fact, they explicitly request these services through its
government contracts. The i-Soon leaks show that customer contract requirements for the
Hubei branch of the People’s Liberation Army, as well as those for the Haikou Public
Security Bureau, specifically request that i-Soon pull victim mailbox contents on a regular
basis to deliver to customers. The leaks also contain screenshots of i-Soon employees
chatting about getting access to mail servers in real-time.

Contract Name
Technical Service Contract

GMAIl Mailbox Secret Access System Sales
Contract

| Email technical service contract
Cutlook sales contract

Email to obtain technical service contract
Technical service contract

Technical Service Contract

= Contracting Party (EN)

Contract

= Contracting Party () = End User (english) = Signing Time = amount = Description

Zhang Renkai aked=E Taian Security Bureau 2018.6 0000 Get specific mailbox data service
Hangzhou Sanhui Digital

|Hangzhou Sanhui Digital Information Technology Co.,

Information Technology Co.,  HiMZCEMERAEE  1d

Ltd. R4S 2018.07 600000 GMAIL mailbox encryption system

Junda Hainan Industrial Co.,

Ltd. HAEEEIL RS Haikou Public Security Bureau  2018.09.19 ¥220,000.00 Provides access to 4 mailbox data

Unit 938 A=NE{T Hubei 2019.12 375000 outlook mailbax attack tools x1

|Junda Hainan Industrial Co.,

Ltd. HAEEEIL RS Haikou Public Security Bureau 202082 245 ¥220,000.00 obtain data of 4 specific mailboxes within 1 year
Hainan Provincial Public |Updated 2-4 times per month, providing 10-15

Qian Tu il Security Department 202012 ¥298,000.00 mailbox data each time (6 months in total)

Jinan Ruite Security FEmEEhEEaMms

Equipment Co., Ltd. g 2018.6 10000 Get spexific mailbox data service

Selection of translated contracts from i-Soon’s Sichuan branch
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Can you guarantee you'll
obtain access?

Of
Course

If | can’t obtain access I'll exit
immediately

——— - - ~ —

80% likely to gai_n access

Mail server!
Mail server!

Screenshot of i-Soon employees chatting about getting access into a target mail
server (Original and Translated)

Different: Proliferating Vulnerabilities between firms and the Chinese Provincial
Government through the Tianfu Cup

Vulnerability research and exploitation is key in offensive cyber operations: if the intended
target of an intelligence operation has fully patched systems, an exploit chain (code
exploiting a series of vulnerabilities in software) usually involving a zero-day vulnerability (a
software vulnerability with no known patch, i.e. Oday) will likely be required to gain access.
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However, getting from vulnerability to exploit is not easy: vulnerability proof-of-concept code
may not fully work, or simply cause the software to crash instead of enabling exploitation.
Moreover, with modern software, multiple exploited vulnerabilities (called “exploit
primitives”) may need to be chained together to get worthwhile access into a system.

These struggles can be seen in competitions like Tianfu Cup and_Pwn20wn: some teams
submit code that does not fully work, or successfully demo single bugs, while others may
chain multiple single exploit primitives together. In 2021, Tianfu Cup reported_30 successful
demonstrations exploiting new vulnerabilities in US software products, including Windows
10, Apple iOS, Safari, and Chrome. This was_40% more than the number of successful
demonstrations at the equivalent international competition with U.S. turnout (Pwn20wn)
that same year. Moreover, the patriotic relationship between hackers and the Chinese
government almost seemed so strong they could read each other's minds: one of the Tianfu
Cup vulnerabilities was subsequently “found or replicated” in Chinese cyber espionage
campaigns targeting the Uighur population.

Based on the i-Soon leaks, one can draw three conclusions: first, that the Chinese Ministry
of Public Security Departments are indeed getting access to exploits found by private
companies during the Tianfu Cup; second, when the Tianfu Cup submissions aren’t already
full exploit chains, the Ministry of Public Security disseminates the proof of concept
vulnerabilities to private firms to further exploit these proof-of-concept capabilities; and third,
provincial departments work with cities and prefectures to break into their desired target
sets. This vulnerability feeder system even precedes China’s vulnerability disclosure
requirements, which push companies and researchers to disclose software bugs to the
Ministry of Public Security and Chinese Ministry of State Security (MSS). The i-Soon
chatlogs suggest that China’s vulnerability disclosure requirement is one part of the puzzle
of how China stockpiles and weaponizes vulnerabilities, setting in stone the surreptitious
collection offered by Tianfu Cup in previous years.

As stated above, i-Soon does not have the talent to compete in a Tianfu Cup-like
competition on their own. In their own operations, they rely partially on vulnerabilities
provided by NoSugarTech and other firms. While i-Soon does not have a fleet of
vulnerability experts, the company is clearly plugged into the Chinese provincial
vulnerability ecosystem. Their prime contractor, Qi Anxin, helps organize the Tianfu Cup.
Moreover, the below two chatlogs show the two co-founders chatting about the Tianfu Cup,
claiming that the Ministry of Public Security obtained the proof-of-concept code (POCs) for
the vulnerabilities submitted at the Tianfu Cup, and then disseminated them to the Jiangsu
provincial department. The i-Soon founders were able to ask their contacts where the POCs
were disseminated, only to find they were given to the Wuxi City Public Security Branch.
The founders also mention the difficulty of exploiting certain kinds of vulnerabilities (like
ones belonging to Apple iOS). They further state that the Ministry of Public Security will
disseminate vulnerabilities to Jiangsu and other “strong provinces” every year.
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| heard a rumor the 0DAY POCSs in the Tianfu Gup competition were given to
Public Security. Can | get this?"

We can't get it - | asked them the other day - the department gave it to Jiangsu

they do that every year

I've heard some of the vuins are pretty useless

| can only check if the provincial department has given it to any prefecture/city

I'm hearing that the Ministry of Public Security got the POC, and it'll still take
some effort to exploit it

it's like IOS vulnerabilities - even if you know the POG, turning it into an exploit
isn't easy

I'll ask

Looks like the provincial department gave it to Wuxi

Someone said this at our training the other day too

sounds good, wait for them to spread, we want a piece

i-Soon co-founders talking about Tianfu Cup

The founders then pivoted their conversation about Tianfu Cup vulnerabilities into the wider

vulnerability ecosystem within China’s Ministry of Public Security, stating that the larger
provincial offices tend to either give out vulnerability tools, or request a list of targets from
the prefecture and city branches, subsequently get access to the targets, and hand the
access back to the lower branch. The city and prefectures are also able to give “semi-
finished” vulnerabilities to offensive companies to try to exploit: the CEO compares the
process to a “group writing assignment”. The chat logs also bear similarities to a claim
made in the 2021 DOJ indictment against Ministry of State Security front company Hainan
Xiandun, where provincial Ministry of State Security officers provided_malware and
vulnerability evaluation to the company for use against foreign government targets. This
almost collaborative process is deeply unlike a traditional government contractor
relationship when it comes to the exploit marketplace in the West.
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that vulnerability - compared to last year, last year’s was garbage - no use for it.
But this year’s, I'm not sure - in general if prefectures and cities could help us by
giving it to us when they're about to exploit it, cities also have to go to the
provincial department to ask.

yeah

Provincial offices have two approaches: some give vulnerability tools, some let
municipalities (cities/prefectures) provide the targets to the provincial offices,
and the provincial offices conduct the op and give them permissions.

the two vulns this year look pretty legit, but | don’t know if we're able to exploit it.
We should either grab some easily exploitable vulns or let the municipalities
have a shot

we can also do that

what we’re giving to public security are all semi-finished products. | asked them
to ask them what they can hit. If we have these targets, we can help them hit
them for us.

| asked TB, and they said they have a POC, but the I0S POC has to be
exploited, it's very difficult

it's definitely a semi-finished product. The Ministry will give it to Jiangsu every
year, and it will not be given to all provinces - just the strong ones

Please keep me posted on the progress of the bet between Zhenjiang and Dali
haha.

That vuln is still being debugged by the Jiangsu Provincial Department, saying
that it is all semi-finished products and none of them are directly usable. The
prefecture and city here are following, and will ask for it after the transfer is
completed.

Did #X{B=F ask for help?

It's like a study group writing a paper

i-Soon co-founders talking about Provinces and Vulnerability Dissemination

Same: The CTF to offensive talent pipeline - talent, tooling and training issues

Pwn20wn or Tianfu Cup aren’t the only computer hacking contests around. Most hacking
contests revolve around a_Capture-the-Flag_ model (CTF), where teams solve challenges by
hacking into systems — if the system is successfully exploited, the participant will find a
“flag”, which can be submitted for points. The most famous of these contests is the DEF
CON capture the flag — an active attack-defend competition held at one of the world’s most

famous hacker conventions, in which teams must exploit other teams’ systems for flags
while also patching (protecting) their own. It is an open secret that some of the world’s best
talent competes at the DEF CON CTF, and many organizations have realized that running
CTFs are incredible talent building and recruiting tools. PicoCTF, for example, is a well
known CTF organized by Carnegie Mellon University, while_CSAW is run out of New York
University. Hack The Box is a well-known_upskilling_organization that uses capture-the-flags
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as training. Even_Google runs its own CTF. Many CTF teams originate from universities,
and_continue to compete as_loose professional organizations when the students graduate
and move into the offensive security space.

i-Soon is also well placed in the country’s offensive talent pipeline and CTF ecosystem. It is
no coincidence that i-Soon is headquartered in Chengdu — it is a city well known for having
plenty of offensive security talent. Like other Western firms, i-Soon partners with universities
to organize CTFs, in order to cultivate and attract talent. Their “Anxun Cup” program
partnered with the_Chengdu University of Information Technology in 2020 - a school closely
linked to Chengdu 404 and other APT41 hackers. The Anxun Cup was also run under the
guidance of the Cyberspace Affairs Office of the Sichuan Provincial Committee of the
Communist Party of China, and the Sichuan Provincial Ministry of Public Security
Department. In a_university bulletin, Chengdu University of Information Technology
advertised that the competition aims "to fully implement the spirit of a series of important
instructions issued by General Secretary Xi Jinping on network security and informatization
work, to recruit and train special talents in the field of network information, and to enhance
the national and provincial network space."

In 2023, the latest iteration of the Anxun Cup, i-Soon partnered with_Syclover — a CTF team
originating from Chengdu University of Information Technology, a loose collection of
students and industry professionals like their Western counterparts. That iteration of the
Anxun Cup was open to all of China and included_cash prizes of up to 5000 yuan.

I-Soon also seems to have asked Qi Anxin and Pangu for help to develop Android related
challenges for the 2020 Anxun cup — suggesting that the two organizations have a more
informal relationship than that of a prime and subcontractor.
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I-Soon's co-founders talking about the Anxun Cup and Pangu Team’s role

Conclusion and Recommendations

A set of leaked documents making oblique references to the wider offensive cyber
ecosystem is not a perfectly reliable source — the revelations from the i-Soon leak should be
taken as they are: internal industry viewpoints and sales pitches from a single offensive
security company. However, they still enable both researchers and policymakers a window
into an otherwise opaque industry, in an even more opaque region of the world. Based on

these revelations, policymakers in the public, private, and non-profit sectors should consider
the following options:

1. Elevate the i-Soon revelations in cyber capabilities proliferation dialogues: these
revelations showcase that China contracts private firms to hack into organizations
worldwide, including in Korea, Thailand, Vietnam, the U.K., and India. Many of these
countries’ governments will be at the 2024 Summit for Democracy held in Korea: the
U.S. and its partners in countering proliferation have an opportunity to use these leaks
to bring new partners on board.

2. Promote alternatives to vulnerability hoarding: it is clear that China is using a
vulnerability hoarding or “buggy bank” strategy to amass power in cyberspace.
However, hoarding vulnerabilities inherently leaves the global internet ecosystem less
secure, not more. The U.S. and its partners should advocate for responsible
vulnerability disclosure and_Vulnerability Equities Process-like systems, and provide
guidance to partners and allies on how to create these processes.
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3. Create norms against private sector hacking: private firms like i-Soon that hack on
behalf of a nation state may create escalation issues in cyberspace, especially
considering that i-Soon is gaining access into systems on behalf of the Chinese
armed forces. Governments should create ways to ensure better delineation between
civilian and combatant cyber forces in event of a conflict. Moreover, these firms are
exploiting software belonging to large Western companies to harm users for profit, and
currently_cannot claim sovereign immunity in U.S. courts. If large technology firms can
attribute exploitation of their products to i-Soon or other Chinese technology firms,
they should consider suing them in U.S. courts, similarly to the_Whatsapp v. NSO and
Apple v. NSO cases.

4. Further encourage international sanctions on Qihoo360 and other Chinese
firms: Like Huawei and Kaspersky Labs, China’s largest antivirus firm has clear links
to an adversary’s offensive cyber community. The U.S. government already added the
Qihoo360 to the entity list in 2020. The U.S. and its partners should use the
revelations from the leak to encourage partners to also sanction the company, while
preventing allied government employees from downloading the application.

5. Follow individuals, rather than companies: while companies can fade into
obscurity, people in the offensive cyber industry largely stay the same. The U.S. and
its partners should apply people-centric policies to the offensive cyber proliferation
space. Governments can indict particularly egregious founders (like the founders of Qi
Anxin and Qihoo360) and offer employment visas to exceptional foreign engineers—
both options take key staff away from foreign cyber mercenary companies.

6. Partner with CTF teams to develop cyber security talent: One thing the Chinese
government does well in this space is partner with its best offensive security teams to
recruit new talent. While US government efforts focus on universities, few partner with
or fund CTF teams. Larger private institutions should consider funding additional
CTFs like CSAW or individual CTF teams that help organize such competitions.

These recommendations and insights only scratch the full surface of what the i-Soon leaks
have to offer. This author looks forward to other analysis and policymaking based on the
primary source data and these insights.

Special thanks to Kieran Green for his assistance on this project.
Footnotes

[1] That individual likely needs a manager to set operational policies, as well — the fifth
factor in the linked Access-as-a-Service piece.

[2] As of this writing, the organizers are Chengdu Tianfu New Area Investment Group,
QiAnXin, Cyber Kunlun, Huawei, Baidu, Alibaba, Qihoo 360, NSFocus, Topsec, VenusTech,
Tsinghua University’s Institute for Network Security and Cyberspace, Asialnfo Security
Technologies, IntegrityTech, CICS-CERT (i.e. China’s National Industrial Information
Security Development Research Center), and Chinese Academy of Sciences’ Institute of
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Information Engineering.

[3] 2022-03-15 16:03:36,wxid_kbysOkvzj4ta12,wxid_icges6alg8cl21, I FEFRIX TR IS B
BHRENMIFA-5 A (i-Soon leak — 40.md)

[4] i-Soon's leaked pitch deck claims that they completed a series A VC Round in
September 2018 and Angel financing in 2016 — Pitchbook lists the three investors on i-
Soon’s company Pitchbook page.

[5] (i-Soon leak — 12756724-394¢-4576-b373-7c53f1abbd94_43.png)
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